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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

Screenshots and graphics in this book may differ slightly from your product due to differences in
your product firmware or your computer operating system. Every effort has been made to ensure
that the information in this manual is accurate.

Related Documentation

Quick Start Guide
The Quick Start Guide shows how to connect the NAS and get up and running right away.
Web Configurator Online Help

The embedded Web Help contains descriptions of individual screens and supplementary
information.

Online Support Information

Visit our product support website at http://www.zyxel.com/support/support_landing.shtml and
choose from these topics:

ZyXEL Support Center - Acquire firmware, software, FAQ, product application or other support
files for ZyXEL devices.

Downloads - Acquire firmware, software, driver or other support files for ZyXEL devices.
Knowledge Base - Find articles related to product applications, FAQ, and user experience.

Warranty I nformation - ZyXEL offers warranty to the original end user (purchaser) that the
product is free from any material or workmanship defects for a specific period (the Warranty
Period) from the date of purchase. The Warranty Period varies by region.

Product Registration - Register your ZyXEL product to receive the latest drivers and firmware
updates.
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Getting to Know Your NAS

1.1 Overview

Use the NAS as your own personal cloud. Here are some key features:

Start using ZyXEL NAS instantly with FindMe - Use ZyXEL FindMe to discover your NAS on your
home network and get in control in under 15 seconds. Then do an easy installation with no need to
install a NAS utility.

Access and share files from your NAS wherever you are - Using the ZyXEL Drive mobile app
makes it easy.

Create a shared cloud space for people without a NAS - Provide your cloud space for your
friends or family members when you share a folder from the NAS with the ZyXEL Drive mobile app.
Your friends and family members don’t need to purchase an additional NAS - just install the Zy XEL
Drive mobile app on their mobile devices.

Protect your data from drive failure - The NAS’s RAID 1 capability clones contents from one
drive to another. If a drive is damaged or corrupted, you still have another drive to restore from or
use.

Get up and running quickly with the easy-to-use interface - The ZyXEL NSM (NAS Station
Management) 5.1 intelligent desktop provides a rich feature set of tools with an easy-to-understand
GUI design to help you get things done quickly. The multitasking capability through a multi-window
interface enables you to quickly get applications up and running.

Check your NAS while you’re away - Even if you have several ZyXEL NAS devices, visit the
myZyXELcloud Web portal from anywhere to see their health status at a glance.

Stream multimedia contents to your big screen TV - Bring your favorite multimedia files on
the NAS to the big screen. ZyXEL zCloud app lets you play your favorite videos, music, or photos on
your big screen with TV streaming devices such as Apple TV, Google Chromecast, Roku 3, and
Amazon Fire TV; or directly on smart TVs like those from Samsung and LG.
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Chapter 1 Getting to Know Your NAS

Figure 1 Example of the NAS in a Home Network

Above is the NAS in a home network. Users back up and share data on the NAS. The media player
plays the NAS’s media files on the TV. A USB hard drive provides extra storage space and files are

copied directly from the USB mass storage device to the NAS.

Place the NAS behind a firewall and/or IDP (Intrusion Detection and Prevention) device to protect it

from attacks from the Internet.

Refer to the Quick Start Guide for hardware connections and how to install and remove hard drives

from the disk trays.

Note: Turn off and disconnect the NAS before you install or remove the internal hard disk

or disks.

1.2 LEDs

This table describes the NAS’s LEDs.

Table 1 LEDs

LED COLOR | STATUS | DESCRIPTION
POWER | White On The NAS is turned on and receiving power.

Off The NAS is turned off.
SYSTEM | White On The NAS has fully started and is operating normally.

Blinking The NAS is starting up or upgrading the firmware.

Note: Do not turn off the NAS while it is upgrading the firmware or you may
render it unusable.
Red On The NAS has a system error.
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Chapter 1 Getting to Know Your NAS

Table 1 LEDs (continued)

LED COLOR | STATUS | DESCRIPTION
HDD White On The hard disk drive is connected properly to the NAS. This LED stays on
white when the hard disk drive is in hibernation if you do not enable sleeping
HDD LED blinking.
Blinking The NAS is saving data to the hard disk drive.
Slow Sleeping HDD LED blinking is enabled and the hard disk drive is in
Blinking hibernation.

Red On The NAS detected an error on the hard disk drive (like a bad sector for
example). The NAS automatically tries to recover a bad sector, but the LED
stays red until the NAS restarts.

Off The NAS cannot detect a hard disk in the disk bay or the LED is disabled.
COPY White On A USB device is connected to the NAS and the NAS is ready to copy.
Blinking The NAS is copying or synchronizing files.
Red On Copying or synchronizing files to or from the USB or SD failed.
Off No USB device is connected.
LAN1 / | Green On The NAS has a successful 10/100 Mbps Ethernet connection.
LAN2 Blinking The 100M LAN is sending or receiving packets.
Off The NAS does not have a 10/100 Mbps Ethernet connection.
Amber On The NAS has a successful 1000 Mbps Ethernet connection.
Blinking The 1000 M LAN is sending or receiving packets.
Off The NAS does not have a 1000 Mbps Ethernet connection.

1.3 Hard Disks

The NAS has internal hard disk bays. Install SATA (Serial Advanced Technology Attachment) hard
disks. Note that the SATA hard disks are treated as internal or SATA volumes. Any hard disk
connected to a USB port is considered an external or USB volume.

1.4 SD Card

Use up to a 128 GB SDXC card with the front panel SD card slot. The SD card slot works with the
COPY/ SYNC button (see Section 1.6 on page 17 for details).

1.5 Power Button

Use the power button on the front panel to turn the NAS on or off.

* Press the power button for one second to turn on the NAS.
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Chapter 1 Getting to Know Your NAS

Figure 2 Using the Power Button to Turn Off the NAS
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» To have the NAS go through its normal software shutdown process and turn itself off, press the
power button until you hear one beep (after about three seconds), then release it.

+ To perform a hardware shutdown and have the NAS immediately turn itself off without going
through the normal shutdown process, press the power button until you hear a second beep
(after about five seconds), then release it.

1.6 COPY/SYNC Button

Use the COPY/ SYNC button on the front panel to copy or synchronize files between a connected
USB or SD device and the NAS. See Section 17.10 on page 232 for more details on how to
configure the copy/sync settings.

1.7 RESET Button

Use the RESET button on the rear panel to restore the NAS’s default settings.

Figure 3 The RESET Button
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Release to Reset Release to
I P Address Clear All Settings
Password

* Press the RESET button until you hear one beep (after about two seconds), then release it. You
will hear one more beep after you release the button.

This resets the NAS’s |P address and password to the default values.

» Press the RESET button until you hear two beeps. After the second beep, continue pressing the
button for five more seconds, then release it. You will hear three quick beeps after you release
the button.

This resets the NAS to the factory default configuration. All settings you have configured on the
NAS, including |IP address, password, user accounts, groups, and so on will be reset to the
factory defaults.

The reset process does NOT affect the volume settings, nor data stored on the NAS.
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You should periodically back up your configuration file to your computer (see Section 26.5 on page
310 for details about managing the NAS’s configuration file). You could then restore your
configuration in the event that you or someone else reset the NAS to the factory defaults.

Note: Keep the NAS in a secure location in order to prevent unauthorized reset of the
device.

You may need to close and re-open the NAS Starter Utility to discover the NAS. This is because the
NAS automatically re-acquires |P address information, so its IP address may change. If no IP
address information is assigned, the NAS uses Auto-IP to assign itself an IP address and subnet
mask. For example, you could connect the NAS directly to your computer. If the computer is also
set to get an IP address automatically, the computer and the NAS will choose addresses for
themselves and be able to communicate.
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Getting Started

2.1 Overview

Use FindMe or the NAS Starter Utility to find and access the NAS and the files on it.

The NAS Starter Utility supports Windows XP, Windows Vista, Windows 7, and Windows 8. Click
Help to open a Web Help page about the NAS Starter Utility screens.

Note: Installing this version of the NAS Starter Utility uninstalls previous versions.

Note: Refer to the Quick Start Guide for your NAS’s hardware connections and the steps
for installing the NAS Starter Utility.

2.2 FindMe

1 Connect to https://findme.zyxel.com in your browser to find and connect to your NAS.

2 Use the default username “admin” and password “1234” to log in. See Chapter 7 on page 38 for
more on the web desktop.

Figure 4 NAS Login Screen
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2.3 NAS Starter Utility

+ The NAS Starter Utility broadcasts a request packet when you first run it. Each NAS has an NAS
Starter Utility Agent that always listens and responds to requests from the NAS Starter Utility.
The NAS Starter Utility receives the response packet that contains information, such as host
name, |P, and so on.

« If you plan to use more than one NAS in your network, configure them with unique server
names. This enables you to identify each NAS in the NAS Starter Utility screens.
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2.3.1 NAS Seeker Screen

Use this screen to view the NASs in your network. The NAS’s Server Name. The default is ‘NAS’
followed by the number of your model (‘NAS540° for example). See Section 2.3.5 on page 23 for
how to change it to a more recognizable one in your network.

Click the NAS Starter Utility icon on your desktop or in the Windows system tray to start the NAS
Starter Utility. Alternatively you can click Start > Programs > ZyXEL > NAS Starter Utility.

Figure 5 NAS Starter Utility Desktop Icon
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The first time you open the NAS Starter Utility the discovery screen appears as follows.

Figure 7 NAS Seeker
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The following table describes the labels in this screen.

Table 2 NAS Seeker

LABEL DESCRIPTION
Connect Select a NAS and click this to connect to it.
Refresh Click this to refresh the screen. The NAS Starter Utility does not automatically refresh.
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Table 2 NAS Seeker (continued)

LABEL

DESCRIPTION

Status

This shows whether the NAS is Online, Unreachable, Configuring, or Config Failed.

Server Name

This is the server name you configured for the NAS. If you have more than one NAS in
your network, it is recommended that you give each one a unique name for identification
purposes.

IP Address

This is the current |P address of the NAS.

2.3.2 Main NAS Starter Utility Screen

The main NAS Starter Utility screen displays after you select an NAS in the NAS Seeker screen.

Figure 8 NAS Starter Utility Main Screen
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The following table describes the labels in this screen.

Table 3 NAS Starter Utility Main Screen

LABEL

DESCRIPTION

?

Click this to display the utility help.

Configuration

Click this to configure system settings (see Section 2.3.5 on page 23).

NAS Seeker

Click this to use the NAS Seeker screen (Section 2.3.1 on page 20) to find and connect to
a different NAS on your network.

Server Name

This is the server name you configured for the NAS. If you have more than one NAS in
your network, it is recommended that you give each one a unique name for identification
purposes.

IP Address

This is the current IP address of the NAS.
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Table 3 NAS Starter Utility Main Screen (continued)

LABEL

DESCRIPTION

MAC Address

This is the NAS’s unique physical hardware address (MAC).

Firmware Version

This shows the version of firmware the NAS is currently using.

Status

This shows whether the NAS is Online, Uninitialized, Unreachable, Configuring, or
Config Failed.

Run Initialization
Wizard

This button displays if the NAS detects that the NAS has not yet configured any of the
installed hard disks. Click this button to go to the Web Configurator login screen (see
Section 7.2 on page 38).

Capacity

This shows the NAS’s total, in-use, and remaining storage capacity.

DeskTop

Click this button to go to the Web Configurator login screen (see Section 7.2 on page 38).

Network Drive

Click this to add the NAS as a network drive in your computer’s Windows Explorer.

Shared Folder

Click this to log into the NAS'’s file directory in Windows Explorer.

myZyXELcloud

Click this to go to mycloud.zyxel.com to set up a free DDNS hostname for the NAS so you
can connect to it easily from the Internet.

2.3.3 Directory of the NAS

In the main NAS Starter Utility screen click Shared Folder to log into the NAS’s file directory in
Windows Explorer. Enter the administrator user name and password and click Login.

Figure 9 Login
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The utility opens the NAS’s directory in Windows Explorer.

Figure 10 Directory
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2.3.4 Network Drive

In the main NAS Starter Utility screen click Network Drive to add the NAS as a network drive in
your computer’s Windows Explorer.

Enter your user name and password and click Login to be able to add the NAS’s shares to which
you have access as network drives. Otherwise select Guest and click Login to be able to add the
NAS’s public shares as network drives.

Figure 11 Login
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Select a share on the NAS and the drive letter on your computer to which you want to map it. The
shares that each user can select to map depends on the user’s permissions. For example, if share1
is private to user1, then only user1 is allowed to map sharei. The table displays the NAS shares
that are already mapped to drive letters on your computer. After you click Apply you can see the
new drive in Windows Explorer (My Computer) where you can access and use it like your
computer’s other drives.

Figure 12 Network Drive
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2.3.5 Configure System Settings

Use these screens to be able to change the NAS’s server name, time zone, PPPoE, IP address,
subnet mask, default gateway, or DNS settings.
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Click Configuration > System Setting in the main utility screen to display the following screen.

Figure 13 NAS Starter Utility > Configuration > System Setting
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The following table describes the labels in this screen.

Table 4 NAS Starter Utility > Configuration > System Setting

LABEL

DESCRIPTION

Server Name

Specify a name to uniquely identify the NAS on your network. You can enter up to 15
alphanumeric characters with minus signs allowed but not as the last character. The
name must begin with an alphabetic character (a-z) and is case sensitive.

Time Zone

Choose the time zone of your location. This will set the time difference between your
time zone and Greenwich Mean Time (GMT).

Enable PPPoE
Connection

Click this if your Internet connection requires you to enter a user name and password to
connect to the Internet. Enter your user name and password

IP Address

Use these fields to configure the IP address of the LAN interface through which you are
connected to the NAS.

When the LAN interfaces are set to stand-alone, this configures the |P address of the LAN
interface in the same subnet as your computer. It configures LAN1 if both LAN interfaces
are in the same subnet as your computer.

If you use the administrator configuration screens to set the LAN interfaces to link
aggregation, this configures the IP address that both LAN interfaces share.

Automatically get
IP address

Select this if the NAS is automatically assigned an |IP address from the ISP or a DHCP
server in your network.

Manually assign IP
address

Select this if you want to assign the NAS a fixed |P address, subnet mask and default
gateway.

Note: Do not configure an IP address that is already in use in your network. This results to
a network IP address conflict and makes the NAS inaccessible.
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Table 4 NAS Starter Utility > Configuration > System Setting (continued)

LABEL

DESCRIPTION

Use from DHCP
server

Domain Name System (DNS) is for mapping a domain name to its corresponding IP
address and vice versa. Select this if the NAS is automatically given DNS information
from the ISP or a DHCP server in your network.

DNS

Domain Name System (DNS) is for mapping a domain name to its corresponding IP
address and vice versa.

Select Use from DHCP server if the NAS is automatically given DNS information from
the ISP or a DHCP server in your network.

Select Manually assign DNS server if you were given specific IP address(es) of the
DNS server(s). Enter the primary and secondary DNS in the corresponding fields.
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Accessing Your Cloud Remotely

Use the NAS to set up your own secure personal cloud. Keep your videos, photos, music, and files
safely at home and under your control. Access, share, and stream files from anywhere using your

PC, Mac computer, and mobile devices.

3.1 myZyXELCloud Service

Use the myZyXELCloud service at https://mycloud.zyxel.com to set up a free hostname like
name.zyxel.me and set the NAS to use it. This lets you easily access the NAS through the Internet.
The myZyXELcloud Web portal also lets you monitor the NAS’s health from anywhere.

3.2 ZyXEL Drive

Use the ZyXEL Drive app to stream or download photos, videos, and music to your Android or iOS
phone through the Internet. You can also upload files from your phone to the NAS.

After setting up the myZyXELCloud service, go to http://zyxel.to/zdrive to get the ZyXEL Drive app
for your Android or iOS phone.

Log in, sign-up, and start playing.

3.2.1 ZyXEL Drive Welcome

Community Sharing - Send invitation links to friends and family to conveniently share selected
NAS folders.

DirectConnect - Privately and securely access your NAS content from anywhere.
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Figure 14 ZyXEL Drive Welcome

3.2.2 NAS and File List

My own NAS - Access and share files from your own NAS.

Shared With Me - Access files on someone else’s NAS folder that they have shared with you.
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Figure 15 NAS and File List

NAS List Folder / File List

Kty own NAS

3.2.3 Uploading and Media Streaming

Use ZyXEL Drive to upload photos and videos from your mobile device to the NAS. You can also
stream videos and music stored on the NAS.
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Figure 16 Uploading and Media Streaming

Upload Play Music
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ZyXEL zCloud app lets you play your favorite multimedia files on the NAS on your big screen TV.
Use TV streaming devices such as Apple TV, Google Chromecast, Roku 3, and Amazon Fire TV; or

zCloud

play files directly on smart TVs like those from Samsung and LG.

Browse your media contents from your NAS directly on your Android or iOS device.
View photos stored on your NAS with the app's built-in slideshow.

Play music stored on your NAS.

Watch videos stored on your NAS .

Upload files from your Android device to your NAS.

Upload photos and videos from your iOS device to your NAS.

Browse and manage files stored on the NAS.

Compatibility: Requires Android 4.0.3 or later or iOS 7 or 8.

4.1 Using zCloud

Install the zCloud app from Google Play or the Apple App store. Then tap the zCloud icon to open it.

Figure 17 zCloud Icon

zCloud

The main menu displays.
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Figure 18 zCloud Android and iOS Main Menus
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Find a NAS - use your NAS’s IP address and your user name and password to connect to it.

NAS540 - access the NAS’s default photo, music, and video shares. You can play, download, upload
and manage files.

Download - access and manage files downloaded from the NAS to your Android or iOS device and
manage download tasks.

Upload - view and manage upload tasks.

4.2 zCloud TV Streaming

Here is an example of the zCloud app letting you choose a player to use to stream a video on your
TV.
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Figure 19 zCloud Android and iOS TV Streaming
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Managing Users, Groups, and Shares

5.1 Managing Users, Groups, and Shares

Use the Users screens (Chapter 22 on page 281) to create and manage administrator and user
accounts.

Use the Groups screens (Chapter 23 on page 287) to create and manage groups of user
accounts. You can assign users to groups and grant individual groups access rights to specific
shares.

Use the Shares screens (Chapter 24 on page 291) to manage access permissions mapped to

specific folders on a volume. A share is equivalent to the Windows concept of a shared folder.
Map a share to a network drive for easy and familiar file transfer for Windows users.
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Backing Up, Retrieving, and Syncing Files

6.1 About Backups

Backup before you need it. The NAS’s multiple backup methods make it easy to follow the 3-2-1
backup rule:

+ At least 3 copies of data
« Stored on at least 2 different media

+ With at least 1 copy off-site.

6.2 Managing a USB Device and USB Backups

Use the USB ports and SD card slot to copy or synchronize files between a connected USB or SD
device and the NAS. You can use the USB drive or SD card for off-site backups.

» Use the Copy/ Sync button on the front panel to copy or synchronize files between a connected
USB or SD storage device and the NAS. See Section 17.10 on page 232 to configure the copy/
sync settings.

+ Use the NAS’s Backup screens (Section 27.3 on page 321) to schedule backups of files and
folders on your NAS to a USB device or SD card. See Section 14.14.2 on page 194 for an
example.

6.3 Remote Backups

Use the NAS’s Backup screens (Section 27.3 on page 321) to schedule backups of files and folders
on your NAS to another ZyXEL NAS or a NAS using rsync.

+ See Section 14.14.1 on page 192 for an example of backing up to a remote NAS.

+ Use the Restore screens (Section 27.4 on page 332) to restore previous backups based on the
backup job. See Section 14.14.3 on page 196 for an example.

« If you deleted an archive backup job or the NAS or the RAID array containing the backup job
failed, you can restore by backup files. See Section 14.14.3 on page 196 for an example.

6.4 Internal Backups

Use the NAS’s Backup screens (Section 27.3 on page 321) to schedule backups of files and folders
on your NAS to another folder on the NAS.
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+ See Section 14.14.2 on page 194 for an example of how to back up the NAS to another NAS.

+ Use the Restore screens (Section 27.4 on page 332) to restore previous backups based on the
backup job. See Section 14.14.3 on page 196 for an example.

6.5 Cloud Backups

Use the NAS with cloud services for off-site backups and synchronization.

* Use Dropbox (Chapter 20 on page 274) to log the NAS into your Dropbox account to easily
move files to your NAS and have the NAS download *.torrent files.

+ Use Memopal (Section 18.7 on page 254) to back up files on the NAS to your Memopal online
backup and storage account.

6.6 Synchronizing Files

Besides backups, the NAS also provides pure synchronization solutions.

Note: Synchronization is not backup. When you delete a file in one location,
synchronization deletes it in the other location. Do not store your only copy of a
document in a synchronized folder.

+ Use the GoogleDriveClient package (Section 18.8 on page 256) to two-way synchronize local
NAS folders and Google Drive accounts. Changes in the Google Drive account appear in the local
sync folder and changes in the local sync folder appear in the Google Drive account.

+ Use the ownCloud package (Section 18.6 on page 251) to host your own private cloud on the
NAS. The ownCloud package lets the NAS work as an ownCloud server so computers and mobile
devices using the ownCloud client can access, sync, and share files across devices.
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7

Web Configurator

7.1 Overview

This chapter describes how to access the NAS web configurator and provides an overview of its
screens. The web configurator is an HTML-based management interface that allows easy NAS setup
and management using an Internet browser.

Use Internet Explorer 11.0.9, Mozilla Firefox 31.0, Safari 5.1.7, Google Chrome 37.0.2, or later
versions of these browsers. The recommended screen resolution is 1440 by 900 pixels or higher.

In order to use the web configurator you need to allow:

* Web browser pop-up windows from your device. Web pop-up blocking is enabled by default in
Windows XP SP (Service Pack) 2.

» JavaScript (enabled by default).

7.2 Accessing the NAS Web Configurator

1

Make sure your NAS is properly connected and that your computer is in the same subnet as the
NAS (refer to the Quick Start Guide or the appendices).

Open your browser and type in the server name of the NAS. The default is “nas” followed by the
number of your model (“nas540” for example). Configure the server name of your NAS using the
Network Configuration screen (Section 2.3.5 on page 23) of the NAS Starter Utility.

Figure 20 NAS URL
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The default username and password are “admin” and “1234” respectively. Enter your username and
password. See Chapter 22 on page 281 for how to create other user accounts. If you use the option
to stay logged in (assuming you do not log out), make sure you keep your computer secure from
unauthorized access. Click the arrow to log in. Logging in with a (non-administrator) user account
takes you to a different Desktop screen (see Section 7.3 on page 41 for details).
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Figure 21 NAS Login Screen
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Make sure you have a backup of any existing data in the hard disk before
installing it in the NAS. Creating a volume formats the hard disk and
deletes all data in the process.

4 This screen displays if you have not created a volume yet. Click Create Volume to make a volume
or click the x to close the screen to go to the Desktop (Section 7.3 on page 41).

Figure 22 Welcome Screen
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5 Select Create single volume on RAID for a simple set up. Go to Section 8.3.1 on page 55 for
details.

Select Create Multiple volumes on disk group to be able to create more than one storage
volume. Go to Section 8.3.3 on page 64 for details.

Figure 23 Create Volume
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If you choose Existing on disk group, you will go to the screens below after clicking Next.

Figure 24 Existing on Disk Group
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If this is the first time the NAS has created a volume, it needs to reboot after the volume is created.
Click Yes to reboot or No to go to the Desktop.
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Figure 25 Reboot
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7.3 Desktop

The Desktop screen displays after you log in. Hover your mouse over the heading bar icons to
display their names.
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Figure 26 Desktop (Administrator)

1

Figure 27 Desktop (User)

Note: The Web Configurator session automatically times out if left idle for 15 minutes.
Simply log back into the NAS if this happens to you.

1 Desktop - click this to minimize all windows so you can see the desktop. Click it again to restore
the windows to their previous state.
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10

"

12

13

14

15

Storage Manager- click this to open the storage configuration screens.

Control Panel - click this to open the control panel screens to configure the network setting and
upgrade firmware.

Status Center - click this to display NAS status information.

Help - click this to display the NAS’ embedded help system screens.

Administrator - click this to open the administrator configuration screens in a new tab.
File Browser - click this to see files in a tree-folder structure.

Photo - click this to view photos in the shares that publish photos.

Music - click this to view and play music files in the shares that publish music.

Video - click this to view and play video files in the shares that publish videos.

myZyXELcloud - click this to go to mycloud.zyxel.com to set up a free DDNS hostname for the
NAS so you can connect to it easily from the Internet.

User - click this to display the Logout link.
Eject NAS External Drives - click this to eject the connected external volumes.
Playzone Settings - click this to open the playzone configuration screen in a new tab.

Application Zone - click this to open the application zone in a new tab.

7.3.1 Status Zone

The Status Zone displays icons for various features you can access.

Table 5 Status Zone lcons

ICON DESCRIPTION

Click System Status to open the Status Center screen. System Status displays the health
state of the NAS. A green circle with a check mark indicates healthy.

Web Sessions displays the current number of web sessions. Click this to go to the Network
screen for more details.
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Table 5 Status Zone Icons (continued)

ICON

DESCRIPTION

Click this to select widgets to show on the status bar.
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Select or clear the widgets to show or hide on the Status bar. Click OK to save your changes or
Cancel to exit this screen without saving changes.

Click this to hide or show the status bar.

7.3.2 Grouping Icons

You can drag one icon to another one and make them a group as shown below.
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Figure 28 Grouping lcons

After the group is created, the default group name is NewGroup. You can click the icon to change
the group name. In the following example, the group name is changed to Media.

Figure 29 Change the Group Name

You can also move the group to another page by right-clicking the icon as shown next.
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Figure 30 Move the Group Location
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Storage Manager

8.1 Overview

This chapter displays the status of both internal and external storage, and introduces how to
configure disk groups, volumes, and iSCSI functions. Click Storage Manager on the Desktop to
go to the following screens in a new window.

8.2 Storage Manager Overview

Click Storage Manager on the Desktop to display the status of both internal and external
storage, and configure disk groups, volumes, and iSCSI functions.

The Storage Manager Overview screen displays the status, current storage configuration and
volume usage of internal volumes and capacity usage of external volumes.

Figure 31 Storage Manager > Overview > Internal Volumes
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Figure 32 Storage Manager > Overview > External Volumes
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The following table describes the labels in this screen.

Table 6 Storage Manager > Overview

LABEL DESCRIPTION

Storage The circular icon displays the overall health state of the NAS.
A green circle with a check mark indicates healthy.

An orange circle with an exclamation mark indicates attention. This appears when
a volume or disk group is degraded. Click Repair to repair it.

An red circle with an exclamation mark indicates danger. This appears when a
volume or disk group is crashed. You cannot recover the volume.

Volume Usage This shows how much of each volume is currently used.
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Table 6 Storage Manager > Overview (continued)

LABEL DESCRIPTION
Volume (for Internal This section shows the current storage usage for each volume built directly on top
Volumes) of a RAID. These volumes have higher access performance than volumes on a disk

group but are less flexible in regards to size.
Details include the currently used percentage of the volume.

Shared Folder (Normal) - green on the circle represents the volume’s
percentage of used capacity in a healthy state.

LUN (Normal) - blue on the circle represents the iSCSI LUN’s percentage of used
capacity.

Degraded - orange on the circle represents the volume’s percentage of used
capacity in a degraded state. Degraded means one or more disks has failed but
you can still replace a faulty disk to recover the volume.

Crashed/ Full - a red exclamation point represents the volume is in a down state.
Down means you cannot recover the volume. Full means the volume has run out
of space.

Available - gray on the circle represents the volume’s percentage of unused
capacity.

This section also displays the volume’s used capacity, and total capacity available.

Volume (for External
Volumes)

Details include the currently used percentage of the volume.

Used - green on the circle represents the volume’s percentage of used capacity in
a healthy state.

Full - a red exclamation point represents the volume has run out of space.

Unformatted - purple on the circle represents the connected USB storage device
is not formatted with a file system.

Unsupported - violet on the circle represents the connected USB storage device
uses a file system the NAS does not support.

Available - gray on the circle represents the volume’s percentage of unused
capacity.

This section also displays the volume’s used capacity, and total capacity available.

Volume on Disk Group

This section shows the current storage usage for each volume built on top of a
disk group. You can expand a volume’s size after creation if the disk group has
unallocated space. You can also expand a disk group by adding hard disks.

8.3 Internal Storage

A volume is a basic storage space on the NAS. To store data on the NAS, you must create at least
one volume. Your NAS supports the following:

* Internal volumes (built on the hard disks installed in the NAS)

» External volumes (built on the external storage devices attached to the NAS)

Cloud Storage User’s Guide

49




Chapter 8 Storage Manager

Internal Volumes

Table 7 Internal Volumes

OPTION DESCRIPTION

Volume Allocates all the available space to the volume.

Provides better performance.

Volume on Disk Allows you to create multiple volumes on a disk group.

Group
Allows you to customize the size of a volume.

RAID Types

The following table describes RAID types.

Note: RAID 5, RAID 6, RAID 10, and the hot spare option apply to 4-bay NAS devices.

Table 8 RAID Types

NO. OF HDD
RAID | NO.OF | A} owED TO DESCRIPTION CAPACITY
TYPE HDD
FAIL
Basic 1 0 Use Basic with one disk. It has no fault 1 x (HDD size)
tolerance.

JBOD 2-4 0 Use JBOD with two or more disks for sum of HDD sizes
maximum capacity. This is just a collection of
disks with no fault tolerance.

RAID 0 2-4 0 Use RAID 0 with two or four disks for sum of HDD sizes
maximum speed and no fault tolerance.

RAID 1 2-4 (No. of HDD) -1 Use RAID 1 to create an exact copy of data Smallest HDD size
on one disk to a second disk. Use this with
two to four disks to mirror primary data to
another disk(s) with high performance.

You can add a hot spare to a 2-disk RAID 1.

RAID 5 3-4 1 Use RAID 5 with three or four disks to (No. of HDD — 1) x
balance performance and hard disk capacity (smallest HDD
usage with data protection in case of disk size)
failure.

You can add a hot spare to a 3-disk RAID 5.

RAID 6 4 2 Use RAID 6 with four disks for more data (No. of HDD — 2) x
protection in case of disk failure. (smallest HDD

size)

RAID 10 4 1 HDD in each Use RAID 10 with four disks to get better (No. of HDD / 2) x

RAID 1 group performance than RAID 6, with slightly less (smallest HDD
data protection. size)

Repair Volumes or Disk Groups

If a hard disk in a RAID 1 with a hot spare or a RAID 5 with a hot spare fails, the NAS automatically
uses the hot spare to re-build the volume or disk group. Later you can replace the failed hard disk
and add the new disk as a hot spare.

A hard disk failure in a RAID 1, RAID 5, RAID 6, or RAID 10 degrades the volume or disk group.
Replace the failed disk and use the I nternal Storage screen’s Repair link to repair the volume.

Cloud Storage User’s Guide

50



Chapter 8 Storage Manager

Change RAID Type

You can change the following RAID types without losing stored data. This can help you manage your
storage capacity as you add more disks.

Table 9 Internal Volumes

RAID TYPE WHAT YOU CAN CHANGE IT TO
Basic RAID 1

RAID 1 RAID 1 with a hot spare or RAID 5
RAID 5 RAID 5 with a hot spare or RAID 6

Expand Volumes or Disk Groups

As your content grows, you can do the following to expand the storage capacity of a volume or disk
group without losing stored data.

Table 10 Expand Volumes and Disk Groups

EXPANSION | hegcRIPTION

METHOD

Using You can add more storage space to a volume if there is still some space unallocated on the
unallocated disk | same disk group.

space

Adding disks You can add one or more disks to a JBOD, RAID 1 or RAID 5.

The hard disk you want to add must have capacity equal to or greater than the smallest
disk in the volume or disk group.

Replacing with You can replace smaller disks in a RAID 1, RAID 5, or RAID 6 with larger disks.
larger disks )
Replace disks one-by-one.

Replace the smallest disk in the volume or disk group first.

After replacing a disk, you must use the I nternal Storage screen’s Manage link to repair
the volume.

Wait for the repair process to complete before you replace another disk.

Use the Volume screen to configure and manage internal volumes. From the I nternal Storage
screen, click Volume to open the screen as shown.
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Figure 33 Internal Storage Volume

- |: -
L 2 YVehin T‘
il S Tii
_ e CLLIER Pe E&N| Iypm [R=F PR —
m Dok emii [ e - ' R BR FEITED SR et e
ﬂ i
Eulirmml oy
binngr ooy Dinsh @ ey ":.
15
[ e | rae— . 1] -,
ol Welais Aass [ 0 beges
L dars g T i T E TR e
The following table describes the labels in this screen.
Table 11 Internal Storage > Volume
LABEL DESCRIPTION
Volume
Use this section to configure and manage volumes built on hard disks directly.
Create Click this to format internal hard disks and create a new volume. All data on the disk(s)

will be lost.

Note: This button is not available while the NAS is creating, deleting, or changing the
RAID type of any volume or disk group.

A pop-up screen appears if all installed hard disks are used by other volumes or disk
groups. You will need to install another hard disk into the NAS if any disk tray is available

or remove unnecessary volumes or disk groups to release the storage space. Click OK to
close this screen.
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Table 11 Internal Storage > Volume (continued)
LABEL DESCRIPTION
Manage Select a volume and click Manage to edit, repair or expand the volume.
Note: This button is available only when you can repair, expand or change RAID type.
Delete Select a volume and click Delete to remove it.

Note: If you delete a volume, all data in the volume disks is erased.

Add Hot Spare

Select a RAID 1 or RAID 5 volume and click Add Hot Spare to add another disk as a
hot-spare (standby) to the RAID array. A pop-up screen displays.

Figure 34 Add Hot Spare
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Select a disk from the drop-down list box and then click Apply.

See Table 8 on page 50 for more information about RAID.

Note: The capacity of the disk you are adding must be equal to or greater than the largest
disk in the RAID 1 or RAID 5 array.

Remove Hot Spare

Select a RAID 1 or RAID 5 volume and click Remove Hot Spare to remove the standby
drive from the RAID array.

Status

This field shows whether the volume is normal, degraded, crashed, Creating, Deleting,
Expanding, Repairing or Changing the RAID type.

Normal: A green circle represents a healthy volume.

Degraded: An orange circle represents a degraded RAID 1 volume.

Crashed: A red circle represents a down volume.

The following status also displays the percentage of an action has been completed.
Creating: The NAS’s percentage progress in creating the volume.

Deleting: The NAS’s percentage progress in deleting the volume.

Expanding: The NAS’s percentage progress in expanding the volume. For a RAID 1
volume, this also displays the percentage of resynchronizing the NAS has finished and
the evaluated remaining time.

Repairing: The NAS’s percentage progress in repairing the volume. For a RAID 1
volume, this also displays the percentage of resynchronizing the NAS has finished and
the evaluated remaining time.

Changing: The NAS’s percentage progress in changing the volume’s RAID type. For a
RAID 1 volume, this also displays the percentage of resynchronizing the NAS has
finished and the evaluated remaining time.

Volume Name

This field shows the name of the volume. Click the column’s heading cell to display an
arrow. Use the arrow to sort the table entries in ascending or descending order.

RAID Type

This field shows what type of disk storage technology (Basic, a RAID level or JBOD) a
volume uses.
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Table 11 Internal Storage > Volume (continued)

LABEL DESCRIPTION

Usage This field shows the percentage of the volume being used, the percentage that is
available, and the total disk size.

Hot Spare This field shows the name of the standby disk if there is any for a RAID 1 or RAID 5

volume. Otherwise, it shows not supported.

Volume on Disk Group

Use this section to configure and manage volumes built on disk groups.

Create Click this to format internal hard disks and create a new volume on a disk group. All data
on the disks will be lost.
Note: This button is unavailable when a volume or disk group is being created, deleted or
changing the RAID type.
Edit Select a volume and click Edit to expand the volume’s capacity.
Delete Select a volume and click Delete to remove it.
Note: If you delete a volume, all data in the volume disks is erased.
Note: Deleting a volume on a disk group here does not delete the corresponding disk
group. To delete a disk group, click Internal Storage > Disk Group.
Disk Group X This field shows the name of the disk group, the percentage of the disk group size that is
available, the disk group size being used, and the total disk group size.
Status This field shows whether the volume is normal, degraded, crashed, Creating, Deleting,

Expanding, Repairing or Changing the RAID type.

Normal: A green circle represents a healthy volume.

Degraded: An orange circle represents a degraded RAID 1 volume.

Crashed: A red circle represents a down volume.

The following status also displays the percentage of an action has been completed.
Creating: The NAS’s percentage progress in creating the volume.

Deleting: The NAS’s percentage progress in deleting the volume.

Expanding: The NAS’s percentage progress in expanding the volume. For a RAID 1
volume, this also displays the percentage of resynchronizing the NAS has finished and
the evaluated remaining time.

Repairing: The NAS’s percentage progress in repairing the volume. For a RAID 1
volume, this also displays the percentage of resynchronizing the NAS has finished and
the evaluated remaining time.

Changing: The NAS’s percentage progress in changing the volume’s RAID type. For a
RAID 1 volume, this also displays the percentage of resynchronizing the NAS has
finished and the evaluated remaining time.

Volume Name

This field shows the name of the volume. Click the column’s heading cell to display an
arrow. Use the arrow to sort the table entries in ascending or descending order.

File System This field shows what file system the volume uses. At the time of writing, your NAS uses
the EXT4 file system for internal volumes.
Usage This field shows the percentage of the volume being used, the percentage that is

available, and the total disk group size.
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8.3.1 Creating a Volume

Use the Create Volume screen to configure a volume directly on a disk/RAID, which has better
performance. Click Create in the Volume section of the I nternal Storage > Volume screen to
open the screen as shown.

Note: Create a volume on a disk group instead if you want to have multiple volumes on a
disk. See Section 8.3.3 on page 64 for more information. Moreover, the maximum
size for one volume is 16TB.

Figure 35 Create Volume

| drari e W -

Setect Dicks povs BAID ¥ane

b sl
- Il A - ks M

=
o [ige il Sl S Wil ]
e [ = i ol sl w1

P (S u B}

" T 0 .

s o i L ===

oI

= O OO
The following table describes the labels in this screen.
Table 12 Create Volume
LABEL DESCRIPTION
Step 1. Select Disks and RAID Type
Select disks This section lists all available hard disks in the table and displays the disk trays where they
are currently installed on the graphic at the right.
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Table 12 Create Volume (continued)

LABEL DESCRIPTION
Select one or more hard disks where you want to create a volume. Use the check box on
the top to select or unselect all entries in this column.

Disk Name This field shows the name of the hard disk.

Size This field shows the total disk size.

Model Name

This field shows the model of the hard disk.

Choose a RAID
type

Select a RAID type from the drop-down list box. The corresponding space allocations of
available size, data protection area, and wasted size display.

Use Basic with one disk.
Use JBOD with two or more disks for maximum capacity.
Use RAID 0 with two or four disks for maximum speed.

Use RAID 1 with two or more disks to mirror primary data to another disk(s) with high
performance.

Use RAID 5 with three or more disks to balance performance, hard disk capacity usage
with data protection in case of disk failure.

Use RAID 6 with four disks for more data protection in case of disk failure.

Use RAID 10 with four disks to get better performance than RAID 6, with slightly less data
protection.

See Table 8 on page 50 or Section 8.6 on page 98 for more information.

Note: Use the same capacity of hard disks for RAID 1, 5, 6, or 10 to avoid wasting space.

Back This button is not available at this step.
Next Click Next to go to the next step.
Cancel Click Cancel to close the screen without saving any settings.

Step 2. Summary

Use this screen to review the settings you configured in the last step.

Disk Selected

This field displays the hard disks you have selected.

RAID Type

This field displays the type of RAID on which the volume will be built.

Volume Type

This field displays the type of the volume, Single volume on RAID (no disk group).

Volume Name

This field displays the name of the volume.

Volume This field displays the size of the volume.

Capacity

Back Click Back to go to the previous step.

Apply Click Apply to save the settings.

Cancel Click Cancel to close the screen without saving any settings.

8.3.2 Managing a Volume

Use the Manage Volume screen to repair, expand a volume or change the volume’s RAID type. In
the Internal Storage > Volume screen, select a volume and then click Manage in the Volume
section to open the screen as shown.

The available options vary depending on the conditions it matches. For example, the Repair RAID
option is available only when a degraded volume is selected.
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Figure 36 Manage Volume (Repair RAID)
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Figure 37 Manage Volume (Expand the volume by adding disk(s) )
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Figure 38 Manage Volume (Change RAID Type)
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Figure 39 Manage Volume (Change RAID Type)
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The following table describes the labels in this screen.

Table 13 Manage Volume

adding disk(s)

LABEL DESCRIPTION

Repair RAID Select this to repair a degraded RAID volume.

Expand the Select this to add one or more disks to a JBOD, RAID 1 or RAID 5 volume. You can add a
volume by disk to increase an array’s capacity or to use as a hot-spare (standby). When you add a

disk to an existing array, you do not have to re-create shares, access rights and so on as
you would if you create a new volume.

Note: This option is available when a disk has not been allocated to any volume or disk group
yet.

Expand the
volume with
unallocated disk
space

Select this to add more storage space to a volume if there is still some space unallocated on
the same disk group. Select this if the NAS fails to expand a volume by adding disk(s) and
the final volume capacity is not as expected. For example, you want to expand a 1 TB RAID
1 volume by adding two more 1 TB disks. The volume size should be 2 TB after expansion,
however, you just see 1 TB. Use this option to fix the issue.

Change RAID

Select this if you want to change the volume’s RAID type from Basic to RAID 1, RAID 1 to

Type

RAID 5, or RAID 5 to RAID 6.

The following des

cribes labels on the following screens after you select Repair RAID in this screen.

Step 1. Select Disks

A This shows the name of the volume you have selected.

Status This field displays the status of the volume.

RAID Type This field displays the type of RAID on which the volume is built.
Disk Info

Status This field displays the status of the disk.

Disk Name This field displays the name of the disk.

Size This field displays the total capacity of the disk.

Model Name

This field displays the model of the disk.

Select a disk to

This section lists all available hard disks in the table and displays the corresponding disk

replace the tray of the disks you selected on the graphic at the right.

failed one
Select one or more hard disks for increasing the volume’s capacity. Use the check box on
the top to select or unselect all entries in this column.

Disk Name This field shows the name of a hard disk.

Size This field shows the total disk size.

Model Name

This field shows the model of the hard disk.

Expected This field shows the corresponding space allocations of available size, data protection area,
Capacity and wasted size according to your selections on hard disks above.

Note: Use the same capacity of hard disks for RAID 1, 5, 6, or 10 to avoid wasting space.
Back Click Back to go to the previous step.
Next Click Next to go to the next step.
Cancel Click Cancel to close the screen without saving any settings.

Step 2. Summary

Use this screen to review the settings you configured in the last step.

Action

This field displays for what the configuration is.

Volume Name

This field displays the name of the volume.

Disk Selected

This field displays the hard disks you have selected.
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Table 13 Manage Volume (continued)

LABEL DESCRIPTION

Volume This field displays the total available size of the volume.
Capacity

Back Click Back to go to the previous step.

Apply Click Apply to save the settings.

Cancel Click Cancel to close the screen without saving any settings.

The following describes labels on the following screens after you select Expand the volume by adding
disk(s) in this screen.

Step 1. Select Disks

A This shows the name of the volume you have selected.

Status This field displays the status of the volume.

RAID Type This field displays the type of RAID on which the volume is built.
Disk Info

Status This field displays the status of the disk.

Disk Name This field displays the name of the disk.

Size This field displays the total capacity of the disk.

Model Name

This field displays the model of the disk.

Select disk(s) to
add

This section lists all available hard disks in the table and displays the corresponding disk
tray of the disks you selected on the graphic at the right.

Select one or more hard disks for increasing the volume’s capacity. Use the check box on
the top to select or unselect all entries in this column.

Disk Name

This field shows the name of a hard disk.

Size

This field shows the total disk size.

Model Name

This field shows the model of the hard disk.

Expected This field shows the corresponding space allocations of available size, data protection area,
Capacity and wasted size according to your selections on hard disks above.

Note: Use the same capacity of hard disks for RAID 1, 5, 6, or 10 to avoid wasting space.
Back Click Back to go to the previous step.
Next Click Next to go to the next step.
Cancel Click Cancel to close the screen without saving any settings.

Step 2. Summary

Use this screen to

review the settings you configured in the last step.

Action

This field displays for what the configuration is.

Volume Name

This field displays the name of the volume.

Disk Selected

This field displays the hard disks you have selected.

Volume This field displays the total available size of the volume.
Capacity

Back Click Back to go to the previous step.

Apply Click Apply to save the settings.

Cancel Click Cancel to close the screen without saving any settings.

The following describes labels on the following screens after you select Expand the volume with
unallocated disk space in this screen.

Summary

Action

This field displays for what the configuration is.
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Table 13 Manage Volume (continued)

LABEL

DESCRIPTION

Volume Name

This field displays the name of the volume.

Volume This field displays the total available size of the volume.
Capacity

Back Click Back to go to the previous step.

Apply Click Apply to save the settings.

Cancel Click Cancel to close the screen without saving any settings.

The following des

cribes labels on the following screens after you select Change RAID Type in this screen.

Step 1. Select Disks and RAID Type

A This shows the name of the volume you have selected.

Status This field displays the status of the volume.

RAID Type This field displays the type of RAID on which the volume is built.
Disk Info

Status This field displays the status of the disk.

Disk Name This field displays the name of the disk.

Size This field displays the total capacity of the disk.

Model Name

This field displays the model of the disk.

Select disk(s)

This section lists all available hard disks in the table and displays the corresponding disk
tray of the disks you selected on the graphic at the right.

Select one or more hard disks for changing the volume’s RAID type. Use the check box on
the top to select or unselect all entries in this column.

Disk Name

This field shows the name of a hard disk.

Size

This field shows the total disk size.

Model Name

This field shows the model of the hard disk.

Choose a RAID
type

Select a RAID type from the drop-down list box. The corresponding space allocations of
available size, data protection area, and wasted size display.

Use RAID 1 with two or four disks to mirror primary data to another disk(s) with high
performance.

Use RAID 5 with three or more disks to balance performance, hard disk capacity usage
with data protection in case of disk failure.

Use RAID 6 with four disks for more data protection in case of disk failure.

See Table 8 on page 50 or Section 8.6 on page 98 for more information.

Note: Use the same capacity of hard disks for RAID to avoid wasting space.

Back Click Back to go to the previous step.
Next Click Next to go to the next step.
Cancel Click Cancel to close the screen without saving any settings.

Step 2. Summary

Use this screen to

review the settings you configured in the last step.

Action

This field displays for what the configuration is.

Volume Name

This field displays the name of the volume.

Disk Selected

This field displays the hard disks you have selected.

RAID Type

This field displays the type of RAID on which the volume will be built.
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Table 13 Manage Volume (continued)

LABEL

DESCRIPTION

Volume
Capacity

This field displays the total size of the volume.

Back

Click Back to go to the previous step.

Apply

Click Apply to save the settings.

Cancel

Click Cancel to close the screen without saving any settings.

8.3.3 Creating a Volume on Disk Group

Use the Create Volume on Disk Group screen to configure a volume on an existing or new disk
group. Click Create in the Volume on Disk Group section of the I nternal Storage > Volume
screen to open the screen as shown.

Note: It is suggested to create a volume directly on a disk instead of on a disk group if
high performance is important to you. See Section 8.3.1 on page 55 for more
information.
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Figure 40 Create Volume on an Existing Disk Group
b 7 i 1 il Carimd

Teininldi % ALk

il T

E o v i p——

i T L e

§ e ¢ b ek

R s

I o

Pramy vy or [ne Ties

Cloud Storage User’s Guide

65




Chapter 8 Storage Manager

Figure 41 Create Volume on a New Disk Group
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The following table describes the labels in this screen.

Table 14 Create Volume on Disk Group

LABEL

DESCRIPTION

Choose an Action

Create Volume on

Select Existing on disk group and a disk group from the drop-down list box to
create a volume on the disk group. This option is available only when there is an
existing disk group available.

Select New disk group to create a disk group and then a volume on the disk
group.

The following fields describe the labels on the following screens if you select Existing on disk group on the
Choose an Action screen.

Step 1. Create Volume

Disk group information

Name

This field displays the name of the disk group.

Unallocated capacity

This field displays the percentage of the available size, the size in use, and total
size of the disk group.

Create Volume

Volume Name

This field displays the default name of the volume. You can also type a new name
for the volume.

Allocated Volume Size

This field displays the number of Gigabytes available on the volume by default.
You can change the size to allocate to this volume. Click MAX to allocate all
available size of the disk group to the volume.

Back Click Back to go to the previous step.
Next Click Next to go to the next step.
Cancel Click Cancel to close the screen without saving any settings.

Step 2. Summery

Volume Type

This field displays the type of the volume, Multiple volumes on RAID (Disk
Group X) where Disk Group X is the disk group’s name.

Volume Name

This field displays the name of the volume.

Volume Capacity

This field displays the size of the volume.

Back Click Back to go to the previous screen.
Next Click Next to go to the next step.
Cancel Click Cancel to close the screen without saving any settings.

The following fields describe the labels on the following screens after you select New disk group on the
Choose an Action screen.

Step 1. Select Disks and RAID Type

Select disks This section lists all available hard disks in the table and displays the disk trays
they are currently installed on the graphic at the right.
Select one or more hard disks where you want to create a volume. Use the check
box on the top to select or unselect all entries in this column.

Disk Name This field shows the name of the hard disk.

Size This field shows the total disk size.

Model Name

This field shows the model of the hard disk.
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Table 14 Create Volume on Disk Group (continued)

LABEL

DESCRIPTION

Choose a RAID type

Select a RAID type from the drop-down list box. The corresponding space
allocations of available size, data protection area, and wasted size display.

Use Basic with one disk.
Use JBOD with two or more disks for maximum capacity.
Use RAID 0 with two or four disks for maximum speed.

Use RAID 1 with two or more disks to mirror primary data to another disk(s) with
high performance.

Use RAID 5 with three or more disks to balance performance, hard disk capacity
usage with data protection in case of disk failure.

Use RAID 6 with four disks for more data protection in case of disk failure.

Use RAID 10 with four disks to get better performance than RAID 6, with slightly
less data protection.

See Table 8 on page 50 or Section 8.6 on page 98 for more information.

Note: Use the same capacity of hard disks for RAID 1, 5, 6, or 10 to avoid wasting

space.
Back Click Back to go to the previous screen.
Next Click Next to go to the next step.
Cancel Click Cancel to close the screen without saving any settings.

Step 2. Create Volume

Disk group information

Name

This field displays the name of the disk group.

Unallocated capacity

This field displays the percentage of the available size, the size in used, and total
size of the disk group.

Create Volume

Volume Name

This field displays the default name of the volume. You can also type a new name
for the volume.

Volume Capacity

This field displays the number of Gigabytes available on the volume by default.
You can set the size to allocate for this volume. Click MAX to allocate all available
capacity of the disk group to the volume.

Back Click Back to go to the previous step.
Next Click Next to go to the next step.
Cancel Click Cancel to close the screen without saving any settings.

Step 3. Summary

Use this screen to review the settings you configured in the last step.

Disk Selected

This field displays the hard disk(s) on which the RAID array will be built.

RAID Type

This field displays the type of RAID on which the volume will be built.

Volume Type

This field displays the type of the volume, Multiple volumes on RAID (Disk
Group X) where Disk Group X is the disk group’s name.

Volume Name

This field displays the name of the volume.

Volume Capacity

This field displays the size of the volume.

Back Click Back to go to the previous step.
Apply Click Apply to save the settings.
Cancel Click Cancel to close the screen without saving any settings.
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8.3.4 Editing a Volume on Disk Group

Use the Edit Volume on Disk Group screen to expand a volume’s capacity. In the I nternal
Storage > Volume screen, select a volume and then click Edit in the Volume on Disk Group
section to open the screen as shown.

Figure 42 Edit Volume on Disk Group
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The following table describes the labels in this screen.

Table 15 Edit Volume on Disk Group

LABEL DESCRIPTION

Unallocated This field displays the percentage of the disk group size unallocated to other volumes, the
capacity on Disk | size in use, and total size of the disk group.

Group X

Current volume
size

This field displays the total size of the volume, excluding the file system size.

New volume

This field displays the smallest size to which you can expand the volume (this includes the

size volume’s current available size, file system size, and a minimum additional capacity for
expansion). You can enter a bigger number or click MAX to allocate all the rest of the space
in the disk group to the volume.

Apply Click Apply to save the settings.

Cancel Click Cancel to close the screen without saving any settings.

8.3.5 Disk Group

Use the Disk Group screen to configure and manage disk groups. From the I nternal Storage
screen, click Disk Group to open the screen as shown.
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Figure 43 Disk Group
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The following table describes the labels in this screen.

Table 16 Disk Group

LABEL DESCRIPTION
Create Click this to format internal hard disks and create a new disk group. All data on the disk(s)
will be lost.
Note: This button is not available while the NAS is creating, deleting, or changing the RAID
type of any volume or disk group.
Manage Select a volume and click Manage to edit, repair, or expand the volume.
Note: This button is available only when you can repair, expand or change RAID type.
Delete Select a disk group and click Delete to remove it.

Note: If you delete a disk group, all data in the disk group is erased.

Add Hot Spare

Select a RAID 1 or RAID 5 disk group and click Add Hot Spare to add another disk as a
hot-spare (standby) to the RAID array. See Section 8.6 on page 98 for more information.

Note: The capacity of the disk you are adding must be equal to or greater than the largest
disk in the RAID 1 or RAID 5 array.

Note: You need four hard disks installed to use RAID 5 with hotspare.

Remove Hot
Spare

Select a RAID 1 or RAID 5 disk group and click Remove Hot Spare to remove the standby
drive from the RAID array.
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Table 16 Disk Group (continued)

LABEL DESCRIPTION

Disk Group X This field shows the name of the disk group and whether it is normal, degraded, crashed,
Creating, Deleting, Expanding, Repairing or Changing the RAID type.
Normal: A green circle represents a healthy volume.
Degraded: An orange circle represents a degraded RAID 1 volume.
Crashed: A red circle represents a down volume.
The following status also displays the percentage of an action has been completed.
Creating: The NAS’s percentage progress in creating the volume.
Deleting: The NAS’s percentage progress in deleting the volume.
Expanding: The NAS’s percentage progress in expanding the volume. For a RAID 1
volume, this also displays the percentage of resynchronizing the NAS has finished and the
evaluated remaining time.
Repairing: The NAS’s percentage progress in repairing the volume. For a RAID 1 volume,
this also displays the percentage of resynchronizing the NAS has finished and the evaluated
remaining time.
Changing: The NAS’s percentage progress in changing the volume’s RAID type. For a
RAID 1 volume, this also displays the percentage of resynchronizing the NAS has finished
and the evaluated remaining time.

RAID Type This field shows the type of the RAID over which this disk group is running.

Unallocated This field shows the percentage of the disk group size that is available, the disk group size
being used, and the total disk group size.

Disk Info

Status This field shows the status of the disk.

Disk Name This field shows the name of the disk.

Size This field shows the total size of the disk.

Model Name This field shows the model of the disk.

Hot Spare
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Table 16 Disk Group (continued)

LABEL DESCRIPTION

Status This field shows the status of the hot-spare disk.
This field shows the name of the disk group and whether it is normal, degraded, crashed,
Creating, Deleting, Expanding, Repairing or Changing the RAID type.
Normal: A green circle represents a healthy volume.
Degraded: An orange circle represents a degraded RAID 1 volume.
Crashed: A red circle represents a down volume.
The following status also displays the percentage of an action has been completed.
Creating: The NAS’s percentage progress in creating the volume.
Deleting: The NAS’s percentage progress in deleting the volume.
Expanding: The NAS’s percentage progress in expanding the volume. For a RAID 1
volume, this also displays the percentage of resynchronizing the NAS has finished and the
evaluated remaining time.
Repairing: The NAS’s percentage progress in repairing the volume. For a RAID 1 volume,
this also displays the percentage of resynchronizing the NAS has finished and the evaluated
remaining time.
Changing: The NAS’s percentage progress in changing the volume’s RAID type. For a
RAID 1 volume, this also displays the percentage of resynchronizing the NAS has finished
and the evaluated remaining time.

Disk Name This field shows the name of the hot-spare disk.

Size This field shows the total size of the hot-spare disk.

Model Name This field shows the model of the hot-spare disk.

8.3.5.1 Creating a Disk Group

Use the Create Disk Group screen to create a disk group. From the Storage > Disk Group
screen, click the Create button to open the screen as shown.
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Figure 44 Create Disk Group
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The following table describes the labels in this screen.

Table 17 Create Disk Group

LABEL DESCRIPTION
Step 1. Select Disks and RAID Type
Select disks This section lists all available hard disks in the table and displays the disk trays the hard

disks are currently installed in the graphic on the right.

Select one or more hard disks where you want to create a disk group. Use the check box
on the top to select or unselect all entries in this column.

Disk Name This field shows the name of the hard disk.
Size This field shows the total disk size.
Model Name This field shows the model of the hard disk.
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Table 17 Create Disk Group (continued)

LABEL

DESCRIPTION

Choose a RAID
type

Select a RAID type from the drop-down list box. The corresponding space allocations of
available size, data protection area, and wasted size display.

Use Basic with one disk.
Use JBOD with two or more disks for maximum capacity.
Use RAID 0 with two or four disks for maximum speed.

Use RAID 1 with two or more disks to mirror primary data to another disk(s) with high
performance.

Use RAID 5 with three or more disks to balance performance, hard disk capacity usage
with data protection in case of disk failure.

Use RAID 6 with four disks for more data protection in case of disk failure.

Use RAID 10 with four disks to get better performance than RAID 6, with slightly less
data protection.

See Table 8 on page 50 or Section 8.6 on page 98 for more information.

Note: Use the same capacity of hard disks for RAID 1, 5, 6, or 10 to avoid wasting space.

Back Click Back to go to the previous screen.
Next Click Next to go to the next step.
Cancel Click Cancel to close the screen without saving any settings.

Step 2. Summary

Use this screen to review the settings you configured in the last step.

Disk Selected

This field displays the hard disk(s) on which the RAID array will be built.

RAID Type

This field displays the type of RAID on which the volume will be built.

Volume Type

This field displays the type of the volume, Multiple volumes on RAID (Disk Group X)
where Disk Group X is the disk group’s name.

Volume Capacity

This field displays the size of the volume.

Back

Click Back to go to the previous step.

Apply

Click Apply to save the settings.

Cancel

Click Cancel to close the screen without saving any settings.

8.3.6 Hard Disk

Use the Hard Disk screen to view all disk information. From the Storage screen, click Hard Disk
to open the screen as shown.
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Figure 45 Hard Disk
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The following table describes the labels in this screen.

Table 18 Hard Disk

LABEL DESCRIPTION

Status This field shows the status of an installed hard disk.
Normal: A green circle displays. This represents the volume is functioning normally.
Crashed: A red circle displays. This represents the volume is down.

Disk Name This field shows the name of the hard disk.

Used by This field shows the name of a volume or disk group built on the hard disk if any. This field
also displays the RAID type the volume or disk group is using.

Size This field shows the total size of the hard disk.

Model Name | This field shows the model of the hard disk.

Temperature | This field shows the temperature of the hard disk in degrees celsius (°C) and fahrenheit (°F).

8.3.6.1 S.M.A.R.T

Use the S.M.A.R.T screens to view hard disk health indicators. Self Monitoring, Analysis, and
Reporting Technology (S.M.A.R.T) detects and reports the reliability of hard disks using standard
indicators (called “attributes”), to help you anticipate possible disk failures.

Note: The available S.M.A.R.T information varies from one hard disk vendor to another.

From the I nternal Storage > Hard Disk screen, select a disk and click S.M.A.R.T to open the
screen as shown.
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Figure 46 S.M.A.R.T Overview
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The following table describes the labels in this screen.

Table 19 S.M.A.R.T Overview

LABEL DESCRIPTION

A This shows the current status of the hard disk (a green circle with a check mark indicates
healthy).

B This shows the overall health of the hard disk based on S.M.A.R.T diagnostics.

C This shows the temperature of the hard disk in degrees celsius (°C) and fahrenheit (°F).

Performance | This shows your hard disk’s performance (Good or Bad).

Power_On_H | This field shows the number of hours the hard disk has been in power-on state since it was

ours produced.

Spin_Retry_C | This field shows the total number of spin start retry attempts. This is the number of attempts

ount to spin up to fully operational speed the hard drive has made when the first attempt did not
succeed. An increase in this value is an indicator of hard disk mechanical subsystem
problems.
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Table 19 S.M.A.R.T Overview (continued)

LABEL DESCRIPTION

Reallocated_ | This field shows the total number of reallocated sectors on the hard drive. When the hard

Sector_Ct drive detects a read/write/verification error, it marks the sector as “reallocated” and transfers
the data to a specially reserved (spare) area. The process is also known as remapping with
“reallocated” sectors known as remaps. The more sectors the hard disk has to reallocate, the
slower read and write speeds become.

Command_ This field shows the temperature of the hard disk in degrees celsius (°C) and fahrenheit (°F).

Timeout

Model Family | This field shows the model family of the hard disk.

Device Model

This field shows the hard disk model number that uniquely identifies a hard disk.

Serial This field shows this individual hard disk’s serial number from the manufacturer.
Number

LU WWN This field shows the hard disk’s Logical Unit World Wide Name Device |dentifier.
Device Id

Firmware This field shows the version number of the hard disk’s internal operating software.
Version

User This field shows the hard disk’s usable size.

Capacity

Sector Sizes

This field shows the sector size of the hard disk. A sector is the smallest physical storage unit
on a hard disk. Normally it is 512 bytes.

Rotation Rate

This field shows the rotational speed of the hard disk, measured in revolutions per minute
(rpm).

ATA Version

This field shows the hard disk’s Advanced Technology Attachment version number.

SATA Version

This field shows the hard disk’s Serial ATA (SATA) version number.

Local Time This field shows the local time that the hard disk is using.

SMART This field shows whether or not the hard disk is SMART-capable.

support

SMART This field shows whether or not the hard disk has SMART monitoring turned on.
support

Close Click this button to close the screen.

8.3.6.2 SMART Info

Use this screen to display more details information about the volume.

Click S.M.A.R.T I nfo in the S.M.A.R.T Overview screen to display the following.
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Figure 47 S.M.A.R.T Info
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The following table describes the labels in this screen.

Table 20 S.M.A.R.T Info

LABEL

DESCRIPTION

ID

This is the identification number used to tag a hard disk attribute.

This is standard across all S.M.A.R.T-enabled storage devices. However it depends on the
storage vendor which attributes it will allow S.M.A.R.T to diagnose.

Attribute

This refers to an attribute of the hard disk that S.M.A.R.T can assess. Attributes describe
the hard disk’s physical state, performance, wear-and-tear, and so on.

Value

This is a value that corresponds to the Raw Data. Compare this with the Threshold.

S.M.A.R.T compresses the raw value(s) into a digit from 1 to 253, where 1 indicates the
worst scenario while 253 indicates the best scenario.

The values 100 or 200 usually represent the mean or normal value.

Worst

This is the lowest value attained by the hard disk since S.M.A.R.T started its assessment of
the hard disk.

Threshold

This is the attribute’s threshold value. If the attribute’s current normalized value is less
than or equal to the threshold, the attribute has failed. An attribute value close to or below
the threshold indicates the hard drive is no longer reliable.

Type

This shows S.M.A.R.T’s assessment of the hard disk.

Old_age indicates end-of-product life from old-age (normal wearing out) if the attribute
value is less than or equal to the threshold.

Pre-fail indicate imminent hard drive failure if the attribute value is less than or equal to
the threshold.

Note that just because an attribute is of the Pre-fail type does not mean your hard drive is
ready to fail. It only means this if the current normalized value of the attribute is less than
or equal to the threshold.
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Table 20 S.M.A.R.T Info

LABEL DESCRIPTION

Updated This indicates when the hard drive updates the value for this attribute.

« Always means the hard drive updates this attribute during normal operation and
during offline activities.

+ Offline means the hard drive only updates this attribute when no one is accessing the
hard drive.

When Failed This column indicates when (if ever) the attribute failed. An attribute has failed if the
normalized value is less than or equal to the threshold.

« -: This displays if the attribute is not failing now and has never failed in the past.

« FAILING_NOW: This displays if the attribute’s current normalized value is less than or
equal to the threshold.

* In_the_past: This displays if the attribute’s current normalized value is greater than
the threshold but the worst recorded value is less than or equal to the threshold.

Raw Data This is the attribute’s unprocessed raw data. These values show exact amounts of time or
numbers of attempts or errors. The meaning to the raw values is specific to the hard drive
manufacturer. Table 42 on page 156 has some information about whether a higher or lower
individual raw S.M.A.R.T. attribute value is better.

Close Click this button to close the screen.

8.3.6.3 S.M.A.R.T Attributes

The following table describes some common S.M.A.R.T. attributes. If a higher or lower raw attribute
value is better, it is indicated in the BETTER column. Since S.M.A.R.T. attributes and their
definitions vary by manufacturer, refer to the hard drive manufacturer for details about the
attributes your hard drive supports.

Table 21 S.M.A.R.T. Attributes

ATTRIBUTE
ID NAME BETTER | DESCRIPTION
01 Read Error Rate | Low Shows the rate of hardware read errors. If this is not zero, there is a
problem with the disk surface or the read/write heads.
02 | Throughput High This is the hard drive’s general (overall) throughput performance. A
Performance decreasing value indicates a problem.
03 Spin-Up Time Low This is the average number of milliseconds the hard drive took for spindle
spin up (from zero RPM to fully operational).
04 | Start/Stop Count The total number of spindle start and stop cycles.
05 Reallocated Low Total number of reallocated sectors on the hard drive. When the hard
Sectors Count drive detects a read/write/verification error, it marks the sector as
“reallocated” and transfers the data to a specially reserved (spare) area.
The process is also known as remapping with “reallocated” sectors known
as remaps. The more sectors the hard drive has to reallocate, the slower
read and write speeds become.
06 Read Channel This is the margin of a channel when it reads data.
Margin
07 | Seek Error Rate | Low This is the rate of the magnetic heads’ seek errors. A failure in the
mechanical positioning system, such as servo damage or a thermal
widening of the disk, results in seek errors. An increasing number of seek
errors indicate the condition of the disk surface and the mechanical
subsystem are worsening.
08 Seek Time High This is an average performance indicator for the seek operations of the
Performance magnetic heads. Mechanical subsystem problems cause this value to
decrease.
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Table 21 S.M.A.R.T. Attributes (continued)
ATTRIBUTE
ID NAME BETTER | DESCRIPTION
09 | Power-On Hours | Low This is how many hours the hard drive has been in a power-on state. The
(POH) raw value lists the total number of hours (or minutes, or seconds
depending on the manufacturer).

10 | Spin Retry Count | Low This is the total number of spin start retry attempts. This is the number of
attempts to spin up to fully operational speed the hard drive has made
when the first attempt did not succeed. An increase in this value is an
indicator of hard disk mechanical subsystem problems.

11 Recalibration High This is the number of times recalibration was requested when the first

Retries attempt did not succeed. A decrease in this value is an indicator of hard
disk mechanical subsystem problems.
12 Device Power This is the number of times the hard drive has gone through a full power
Cycle Count on and power off.

13 | Soft Read Error Low This is the number of uncorrected read errors the hard drive has
Rate reported. If this is not zero, back up your data.

190 | Airflow Low This indicates the temperature of the airflow measured by a Western
Temperature Digital hard drive.

190 | Temperature High This indicates the value of 100 - the temperature in degrees Celsius.
Difference from Manufacturers can set a minimum threshold that corresponds to a
100 maximum temperature.

191 | G-sense error Low This is the number of mistakes caused by impact loads.
rate

192 | Power-off Retract | Low This is how many times the heads are loaded off the media.
Count

193 | Load/Unload Low This is the number of load and unload cycles into head landing zone
Cycle position.

194 | Temperature Low This is the hard drive’s internal temperature.

195 | Hardware ECC High This is the time between ECC (Error Correction Code)-corrected errors.
Recovered

196 | Reallocation Low This is the total number of reallocation (remap) operations. The raw value
Event Count is the total attempts to move data from reallocated sectors to a spare

area. Successful and unsuccessful attempts are both included.

197 | Current Pending | Low This is the number of unstable sectors awaiting reallocation. If the sector

Sector Count is later successfully written or read, this value decreases and reallocation
is not performed. Only failed write attempts cause a reallocation, not read
errors. This can be difficult to test since only direct 1/0 writes to the disk
cause reallocations, not cached writes.

198 | Uncorrectable Low This is the number of errors reading or writing a sector that were not

Sector Count correctable. An increase in this value is an indicator of disk surface
defects or mechanical subsystem problems.

199 | UltraDMA CRC Low This is the number of data transfer errors through the interface cable

Error Count according to the ICRC (Interface Cyclic Redundancy Check).

200 | Write Error Rate | Low This is the total number of errors in writing sectors.

/ Multi-Zone

Error Rate

201 | Soft Read Error Low This is the number of read/write head off-track errors. If the value is not

Rate zero, make a backup.

202 | Data Address Low This is the number of data address mark errors. This could also be a

Mark Errors different, manufacturer-specific attribute.

203 | Run Out Cancel Low This is the number of ECC (Error Correction Code) errors.
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8.4

Table 21 S.M.A.R.T. Attributes (continued)

ATTRIBUTE
ID NAME BETTER | DESCRIPTION
204 | Soft ECC Low This is the number of errors corrected by software ECC (Error Correction
Correction Code).
205 | Thermal Asperity | Low This is the number of thermal asperity errors. Thermal asperity is a read
Rate (TAR) signal spike caused by sensor temperature rise due to touching the disk
surface or contaminant particles.
206 | Flying Height This is the height of the hard drive’s read/write heads above the disk
surface.
207 | Spin High This is the quantity of high current used to spin up the drive.
Current
208 | Spin Buzz This is the number of buzz routines to spin up the drive. When the arm
holding the read/write heads is stuck, the motor driving it tries to oscillate
the arm to free it. This causes an audible vibration.
209 | Offline Seek This is the hard drive’s seek performance during offline operations. Offline
Performance operations are tests the drive does itself as opposed to those that an
external diagnostic tool has it do. Seek performance is how quickly the
drive moves from track to track.
220 | Disk Shift Low This is how far the disk has moved relative to the spindle (this kind of
shift is usually due to shock).
221 | G-Sense Error Low This is the number of errors that have resulted from external vibration
Rate and shock.
222 | Loaded Hours This is how long the hard drive has operated under data load (this
requires movement of the magnetic head armature).
223 | Load/Unload This is how many time the magnetic head has changed position.
Retry Count
224 | Load Friction Low This is resistance caused by friction in mechanical parts during operation.
225 | Load/Unload Low This is the total number of load cycles.
Cycle Count
226 | Load 'In'-time This is the total time that the magnetic heads actuator has had a load
(not been in the parking area).
227 | Torque Low This is the number of attempts to compensate for variations in platter
Amplification speed.
Count
228 | Power-Off Low This is how many times the magnetic armature was automatically
Retract Cycle retracted because the power was cut.
230 | GMR Head This is the amplitude of thrashing (or the distance of repetitive forward
Amplitude and reverse head motion).
231 | Temperature Low This is the hard drive’s temperature.
240 | Head Flying This is the total time that the head has been positioning.
Hours
250 | Read Error Retry | Low This is the number of errors in reading from the disk.
Rate

iISCSI

The NAS supports the iSCSI (Internet Small Computer System Interface) standard and can serve as
an iSCSI target. When the iSCSI initiator is successfully connected to an iSCSI target over an IP
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network, data transmission and storage management can be processed through the network. In
other words, you can access and manage the target the same way as a locally attached drive.

In the following example, a branch office has a NAS named NAS1. You want to expand your data
storage capacity by accessing an iSCSI LUN (Logical Unit Number) volume called VOL1 on NAS1
over the Internet. Your computer is the iSCSI initiator and the NAS is the iSCSI target. When the
initiator is successfully connected to the target, your computer can use VOL1 on the NAS as its own
internal storage.

The configuration steps are as follows:

1 Create an iSCSI LUN Volume for the iSCSI target in NAS1.

2 Configure NAS1 as an iSCSI target.
Figure 48 iSCSI Connection Example

LAN W AN

VOL1

8.4.1 iSCSI LUNs Screens

This section enables you to create, up-map, and delete LUN volumes, as well as display the
volumes’ information. Click Storage Manager > iSCSI > iSCSI LUNs to display the following
screen.
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Figure 49 Storage Manager > iSCSI > iSCSI LUNs
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The following table describes the labels in this screen.

Table 22 iSCSI > iSCSI LUNs

LABEL DESCRIPTION
Create Click this to create a new LUN on a volume.
See more details on Section 8.4.1.1 on page 84.
Un-map Click this to open the following screen where you can up-map the LUN from the iSCSI target.

L= mmags (LLAN-1° ks

1 it LI b o e, i iy el @ doln loss

Mhuisiriai Byjims “UIN-BUAP® f6 oo sind

=

Key in UN-MAP and click Un-map to un-map the LUN from the iSCSI target. Click Cancel to
close this screen.
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Table 22 iSCSI > iSCSI LUNs (continued)

LABEL DESCRIPTION
Delete Click this to open the following screen where you can delete an existing LUN.
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Key in DELETE and click Delete to remove an existing LUN. Click Cancel to close this screen.

Info Click this item to check detailed information about the LUN.
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Name - Displays the name of the LUN.

Location - Displays the name of the volume the LUN is located in.
Capacity - Displays the size of the LUN.

Allocation mode - Displays the allocation method the LUN applies.

Write Back - Displays whether the write back feature is enabled or disabled.

Mapped iSCSI Target - Displays the iSCSI target name the LUN is mapped to.

8.4.1.1 Creating a New LUN

A LUN is a unit of storage shared over iSCSI that can be mapped to an iSCSI target. You must
create an iSCSI LUN volume before you configure an iSCSI target for it. Click Create in the iSCSI
LUNs section of the Storage Manager > iSCSI screen to open the screens as shown.
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Figure 50 Creating a New LUN
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The following table describes the labels in these screens.

Table 23 Create a New LUN

LABEL DESCRIPTION
Step 1. Set Up LUN Properties
Name Type a LUN name in this field.

Note: Valid characters for the name are 0-9, a-z, and A-Z, and the maximum length is 30
characters. The “-” symbol is allowed as well, but cannot be the first character.

Location Select a volume to create the LUN on.
Capacity Type the size of the LUN in this field.
Allocation Mode Select the method the NAS uses to allocate storage space to the LUN.

Thin provisioning - Allocate space only when an initiator writes data to it.

I nstant allocation - Allocate the specified disk space to the LUN when you create the
LUN.

Enable Write Back | Select this option to increase the write performance. Write Back is a feature that collects
data in the hard disk’s cache memory first and permanently writes data into the hard
disk when the system is idle.

Note: It also creates a serious data integrity hazard. Data loss may occur if the NAS
experiences unexpected power loss before it has time to write the cached data to
the hard disk.

Next Click Next to go to the next step.

Cancel Click Cancel to close the screen without saving any settings.

Step 2. Summary

Use this screen to review the settings you configured in the last step.

Name Displays the name of the LUN.

Location Displays the name of the volume the LUN is located in.
Capacity Displays the size of the LUN.

Allocation Mode Displays the allocation method the LUN applies.

Write Back Displays whether the Write Back feature is enabled or disabled.
Back Click Back to go to the previous step.

Apply Click Apply to save the settings.

Cancel Click Cancel to close the screen without saving any settings.

8.4.2 iSCSI Targets Screens

The iSCSI target refers to the storage resource that is actually attached to the iSCSI storage
device. The initiator can manage the assigned disk volume on the iSCSI target over the Internet as
if it was the initiator’s internal storage volume.

iSCSI Targets allows you to create, edit, and delete an iSCSI target and map a target to an
existing LUN. Click Storage Manager > iSCSI > iSCSI Targets to show the following screen.
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Figure 51 Storage Manager > iSCSI > iSCSI Targets
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The following table describes the labels in these screens.

Table 24 iSCSI > iSCSI Targets
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Enable - When the iSCSI is disabled, click Enable will activate the target.

LABEL DESCRIPTION
Create Click this to create a new iSCSI target.
See more details on Section 8.4.2.1 on page 88.
Edit Click this to modify the configuration of the iSCSI target.
See more detailed on Section 8.4.2.2 on page 92.
Disable / Disable - Click this to open the following screen where you can deactivate an existing target.
Enable Dhsslals “Eargpest-1" -3

Key in DI SABLE and click Disable to deactivate the target. Click Cancel to close this screen.
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Table 24 iSCSI > iSCSI Targets (continued)

LABEL

DESCRIPTION

Delete

Click this to open the following screen where you can delete an existing target.
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Key in DELETE and click Delete to remove an existing target. Click Cancel to close this
screen.

Info

Click this item to check detailed information about the target.
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Name - Displays the created target name.
I QN - Displays the target’s iSCSI Qualified Name (1QN) format.

Allowed initiator (1 QN) - Displays the allowed initiator’s iSCSI Qualified Name (IQN)
format.

Authentication - Displays the authentication method the target applies.
CRC Checksum - Displays the data transmission error detecting technique.

Maximum receive segment bytes - Displays the maximum data segment length in bytes
that the iSCSI target can receive.

Maximum send segment bytes - Displays the maximum data segment length in bytes that
the iSCSI target can send. This feature is for the NAS326 only.

Mapped iSCSI Luns - Displays the LUNs mapped with the target.

8.4.2.1 Creating a New Target

Click Create in the iSCSI Targets section of the Storage Manager > iSCSI screen to open the
screens as shown.
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Note: The NAS can create only 10 targets at maximum.

Figure 52 Creating a new LUN
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The following table describes the labels in these screens.

Table 25 Create a New Target

LABEL

DESCRIPTION

Step 1. Set Up Target Properties

Name Enter the name of your iSCSI target.
Note: Valid characters for the name are 0-9, a-z, and A-Z, and the maximum length is 30
characters. The “-” symbol is allowed as well, but cannot be the first character.
IQN

The iSCSI Qualified Name (IQN) of the target is automatically generated after you enter
the target name.

Allowed initiator
(1QN)

screen.

The allowed initiator name is in the iSCSI Qualified Name (IQN) format.

To check the initiator name, open the iSCSI Initiator program on your computer. Select
the Configuration tab and you can see the initiator name as shown in the following
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Note: If you use your computer as the iSCSI initiator, download and install the iSCSI
Initiator first. For example, use Microsoft iISCSI Software Initiator with a Microsoft
OS or globalSAN iSCSI Initiator with MAC OS.
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Table 25 Create a New Target (continued)

LABEL

DESCRIPTION

CHAP

If the iSCSI target has configured Challenge Handshake Authentication Protocol (CHAP)
here, the initiator needs to enter the secret before the initiator connects to the target.
The target will authenticate the initiator with the username and password (shared
secret). The connection fails if the username and password are not entered correctly.

Username - The user name is for the initiator to authenticate the initiator when
attempting connection.

Password - The password is for the target to authenticate the initiator when attempting
connection.

Confirm password - Re-type the password to make sure you entered it correctly.

Note: Valid characters for password are 0-9, a-z, and A-Z.

Enable mutual
CHAP

Mutual CHAP is a two-way authentication between the iSCSI initiator and the target. If
the initiator has configured CHAP authentication, the target must enter the secret that’s
set up by the initiator when attempting connection.

Select this check box to perform mutual CHAP on the target.

Username - The user name is for the initiator to authenticate the initiator when
attempting connection.

Password - The password is for the target to authenticate the initiator when attempting
connection.

Confirm password - Re-type the password to make sure you entered it correctly.

Note: Valid characters for password are 0-9, a-z, and A-Z.

Next

Click Next to go to the next step.

Cancel

Click Cancel to close the screen without saving any settings.

Step 2. Map iSCSI LUNs

Use this screen to map the iSCSI target to an existing LUN.

Note: One iSCSI target can map to several LUN, but one LUN can only map to one target.

Status Displays the status of the iSCSI LUN(s).

LUN Name Displays the LUN name.

Capacity Displays the size of the iSCSI LUN(s).

Back Click Back to go to the previous step.

Next Click Next to go to the next step.

Cancel Click Cancel to close the screen without saving any settings.

Step 3. Summary

Use this screen to review the settings you configured in the last step.

Name

Displays the iSCSI target name.

IQN

Displays the 1QN of the target.

Allowed initiator
(I1QN)

Displays the I1QN of the allowed initiator.

Authentication

Displays the CHAP authentication method the target applies.

Mapped iSCSI Displays the iSCSI LUN the target maps to.
LUNs
Back Click Back to go to the previous step.
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Table 25 Create a New Target (continued)

LABEL DESCRIPTION
Apply Click Apply to save the settings.
Cancel Click Cancel to close the screen without saving any settings.

8.4.2.2 Editing a Created Target

You can edit iSCSI target settings such as allowed initiator (IQN), CHAP, and CRC checksum after
you create a target. Click Storage Manager > iSCSI Targets and select Edit to open the
following screens.

Properties

The Properties screen allows you to edit the allowed initiator (IQN), CHAP authentication features
as shown in the following screen.

Figure 53 iSCSI Targets > Edit > Properties
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Table 26 iSCSI Targets > Edit > Properties

LABEL DESCRIPTION
Name Displays the name of your iSCSI target.
IQN Displays the iSCSI Qualified Name (1QN) of the target.
Allowed initiator The allowed initiator name is in the iISCSI Qualified Name (IQN) format. You can connect
(1QN) with another initiator by changing the allowed initiator IQN.
The system will display a prompt if you enter an invalid character or username of
unacceptable length in this field.
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Table 26 iSCSI Targets > Edit > Properties (continued)

LABEL DESCRIPTION

CHAP Username - The user name is for the initiator to authenticate the initiator when
attempting connection.

Password - The password is for the target to authenticate the initiator when attempting
connection.

Confirm password - Re-type the password to make sure you entered it correctly.

Note: Valid characters for password are 0-9, a-z, and A-Z, and the valid length is 12-14
characters.

Enable mutual Select this check box to perform mutual CHAP on the target.

CHAP
Username - The user name is for the target to authenticate the initiator when

attempting connection.

Password - The password is for the target to authenticate the initiator when attempting
connection.

Confirm password - Re-type the password to make sure you entered it correctly.

Note: Valid characters for password are 0-9, a-z, and A-Z, and the valid length is 12-14
characters.

Apply Click Apply to save your changes.

Cancel Click Cancel to close the screen without saving any settings.

Map iSCSI LUNs

If the existing iISCSI target doesn’t map to any iSCSI LUN, go to Map iSCSI LUNs to configure the
mapping.

Figure 54 iSCSI Targets > Edit > Map iSCSI LUNs
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Table 27 iSCSI Targets > Edit > Map iSCSI LUNs

LABEL DESCRIPTION

Status Displays the status of the iSCSI LUN.

LUN Name Displays the iSCSI LUN name.

Capacity Displays the size of the iSCSI LUN.

Apply Select the check to choose a LUN, and click Apply to save your changes.
Cancel Click Cancel to close the screen without saving any settings.
Advanced

Go to Advanced screen for other configurations such as CRC checksum and maximum receive/

send segments.

Figure 55 iSCSI Targets > Edit > Advanced
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Table 28 iSCSI| Targets > Edit > Advanced

LABEL

DESCRIPTION

CRC checksum

Cyclic Redundancy Check (CRC) checksum is a technique for detecting data transmission
errors. It ensures correct data transmissions between the initiator and the target. If you
select the Data/Header Digest, the iSCSI initiator will be verified by these parameters
when transmitting data.

Data digest

Select the check box to enable data digest. The data digest protects the integrity of the
data.

Header digest

Select the check box to enable header digest. The header digest protects the integrity of
the header.

Maximum receive
segment bytes

Select the maximum receive segments allowed in bytes.

Four options are applied: 262144, 65536, 9182, 4092.
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Table 28 iSCSI| Targets > Edit > Advanced (continued)

LABEL DESCRIPTION

Maximum send Select the maximum send segments allowed in bytes.

segment bytes . .
Four options are applied: 262144, 65536, 9182, 4092.

Note: This feature is for the NAS326 only.

Apply Click Apply to save your changes.

Cancel Click Cancel to close the screen without saving any settings.

8.5 External Storage

This chapter covers the management of external volumes and disks.

Use the External Storage screen (Section 8.5.2 on page 95) to display information on all external
volumes, configure volumes’ name and format volumes.

8.5.1 What You Need to Know About External Storage

Disk

USB-attached storage disks and SD cards are treated as external disks/volumes.

Volume

A volume is a storage area on a disk or disks. You can create volumes on SD cards or external disks
attached to the USB ports. You cannot spread a volume across external disks like you can with
internal disks.

8.5.2 External Storage Screen

Click Storage Manager > External Storage in the navigation panel to display the following
screen. Use this screen to format and edit external volumes on USB-connected storage and SD
cards.
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Figure 56 Storage Manager > External Storage
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The following table describes the labels in this screen.

Table 29 Storage Manager > External Storage

LABEL DESCRIPTION

Format Click this to format the connected USB disk.

See Section 8.5.3 on page 97 for more information.

Edit Click this to modify the volume name.
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Volume name -
+ Type a volume name from 1 to 31 characters.
[underscores], and "." [periods].

+ The first character must be alphanumeric (A-Z 0-9).
+ The last character cannot be a space " ".

Apply - Click this to save your change and rename the volume.

Cancel - Click this to exit this screen without saving changes.

* Acceptable characters are all alphanumeric characters and " " [spaces],
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Table 29 Storage Manager > External Storage (continued)

LABEL DESCRIPTION
Eject Click this to eject the external volume.
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Click Yes to eject the volume or No to exit this screen without saving changes.

Status This field shows whether the volume is Normal, Unsupported, or Unformatted.
Normal means the USB connected device is functioning properly.

Unsupported means the USB connected device uses a file system the NAS does not
support.

Unformatted means the USB connected device is not formatted with a file system.

Note: There is no explicit message from CIFS that tells users their volume is degraded or

down.
Volume Name This field displays the volume name. If the status is Unsupported or Unformatted, the
volume name displays “--".
File System This field displays the file system that an external (USB or SD) volume is using.
Disk(s) This field shows to which USB port the disk is connected.
Capacity This field shows total disk size, the percentage of the volume being used and the

percentage that is available. If the status is Unsupported, the capacity displays
“Unknown”. If the status is Unformatted, the capacity displays “--".

Shared Folder This field displays the folder that shares files. Roll your mouse over the link and click it to
display the files in the File Browser.

8.5.3 Format the Volume

This allows you to format the connected USB disk. Click External Storage > Format to show the
following screen.

Note: Formatting the disk will also delete all your data in the USB drive. If the connected
external volume has more than one partition, you can choose which partition you
want to format.
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Figure 57 External Storage > Format
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The following table describes the labels in this screen.

Table 30 External Storage > Format

LABEL DESCRIPTION

Volume Name Type a volume name from 1 to 31 characters.

Acceptable characters are all alphanumeric characters and " " [spaces],
and "." [periods].

[underscores],

The first character must be alphanumeric (A-Z 0-9).

The last character cannot be a space " ".

File System Select the file system you want the new volume to use.
Windows file systems

NTFS: Recommended.

FAT32: Newer, and more efficient than FAT16. Supports a volume size of up to 2 TB
(Tera Bytes) and individual file sizes of up to 4 GB.

exFAT: Designed to bridge the gap between the NTFS file system and the older FAT32
file system. It is a 64-bit file system that can store files over 4 GB.

Linux file systems

EXT2: Older file system.
EXT3: The same as EXT2, but adds a journaled file system and is more robust.
EXT4: Supports larger files and better performance than EXT3.

Apply Click this to save your changes and format the disk.

Cancel Click this to exit this screen without saving changes.

8.6 Technical Reference

This section contains background on JBOD and the RAID levels used on the NAS.

JBOD

¢ Minimum number of disks: 1
» Total capacity: Sum of the member disks

+ Advantages: Maximum storage capacity, especially for disks of mixed sizes. Flexibility (you can
add disks to the JBOD

+ Disadvantages: Not as fast or reliable as RAID.

JBOD allows you to combine multiple physical disk drives into a single virtual one, so they appear
as a single large disk. JBOD can be used to turn several different-sized drives into one big drive. For
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example, JBOD could convert 100 GB, 200 GB, 250 GB, and 500 GB drives into one large logical
drive of 1050 GB. Since data isn’t striped across disks, if one disk fails, you should just lose the
data on that disk (but you may lose data in the whole array depending on the nature of the disk
failure). You can add disks to the JBOD array later (using the Add disk to JBOD feature) and even
remove them so JBOD offers a lot of flexibility. However JBOD read performance is not as good as
RAID as only one disk can be read at a time and they must be read sequentially. The following
figure shows three disks in a single JBOD array. Data is not written across disks but written
sequentially to each disk until it’s full.

Table 31 JBOD

RAID 0

RAID 0 spreads data across two or more disks (data striping) with no mirroring nor parity for data
redundancy, so if one disk fails the entire array will be lost. The major benefit of RAID 0 is
performance. The following figure shows two disks in a single RAID 0 array. Data can be written and
read across disks simultaneously for faster performance.

Table 32 RAID 0

RAID 0 capacity is the size of the sum of the capacities of the disks in the RAID 0. For example, if
you have four disks of sizes 1 TB, 2 TB, 3 TB and 2 TB respectively in one RAID 0 array, then the
maximum capacity is 8 TB.

Typical applications for RAID 0 are non-critical data (or data that changes infrequently and is
backed up regularly) requiring high write speed such as audio, video, graphics, games and so on.

RAID 1

RAID 1 creates an exact copy (or mirror) of a set of data on another disk. This is useful when data
backup is more important than data capacity. The following figure shows two disks in a single RAID
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1 array with mirrored data. Data is duplicated across two disks, so if one disk fails, there is still a
copy of the data.

Table 33 RAID 1

As RAID 1 uses mirroring and duplexing, a RAID 1 array needs an even number of disks (two or
four for the NAS).

RAID 1 capacity is limited to the size of the smallest disk in the RAID array. For example, if you
have two disks of sizes 150 GB and 200 GB respectively in one RAID 1 array, then the maximum
capacity is 150 GB and the remaining space (50 GB) is unused.

Typical applications for RAID 1 are those requiring high fault tolerance without need of large
amounts of storage capacity or top performance, for example, accounting and financial data, small
database systems, and enterprise servers.

RAID 6

RAID 6 can tolerate two simultaneous drive failures by calculating dual distributed parity data on
striped data across disks. Dual parity provides extra data protection, however, it is slower to write
than most other RAID levels.

RAID 6 uses parity to store redundant data on space equal to the size of two disks for later data
recovery. Therefore, on a RAID 6 array, only 50% of the space is available as usable capacity. If you
have four disks of sizes 1TB, 1TB, 2TB, 2TB respectively in one RAID 6 array, then the maximum
capacity of the array is the capacity of the smallest drive (1TB, 1TB, 2TB, 2TB) * (Number of disks
-2) =1TB * (4-2) = 2TB. The remaining space (2 TB) is unused.

Table 34 RAID 6
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RAID 10

RAID 10 (RAID 1+0) is a nested RAID where two RAID 1 arrays are stored on the physical disks
with a RAID 0 array on top. It is a stripe of mirrors. RAID 1 provides redundancy while RAID 0
boosts performance. The following figure shows two disks in two RAID 1 arrays. Data is duplicated
across two disks, so if one disk fails, there is still a copy of the data. These two arrays are
configured as a single RAID 0 array for faster performance.

Table 35 RAID 10

RAID 0
RAID 1 RAID 1

Typical applications for RAID 10 are those requiring both high performance and reliability such as
enterprise servers and high-end moderate-sized database systems. RAID 10 is often used in place
of RAID 1 or RAID 5 by those requiring higher performance. It may be used instead of RAID 1 for
applications requiring more capacity.

RAID 5

RAID 5 provides the best balance of capacity and performance while providing data redundancy. It
provides redundancy by striping data across three disks and keeps the parity information (AP) on
the fourth disk (in each stripe). In case of disk failure, data can be recovered from the surviving
disks using the parity information. When you replace the failed disk, the reconstructed data is
written onto the new disk. Re-synchronize the array to have it return to its original state. The
following example shows data stripped across three disks (A1 to A3 in the first strip for example)
with parity information (AP) on the fourth disk.

Table 36 RAID 5

The capacity of a RAID 5 array is the smallest disk in the RAID set multiplied by one less than the
number of disks in the RAID set. For example, if you have four disks of sizes 150 GB, 150 GB, 200

Cloud Storage User’s Guide

101



Chapter 8 Storage Manager

GB and 250 GB respectively in one RAID 5 array, then the maximum capacity is 450 GB (3 * 150
GB, the smallest disk size) and the remaining space (300 GB) is unused.

Typical applications for RAID 10 are transaction processing, relational database applications,
enterprise resource planning and other business systems. For write-intensive applications, RAID 1
or RAID 1+0 are probably better choices, as the performance of RAID 5 will begin to substantially
decrease in a write-heavy environment.

Hot-spare

A RAID 1 or RAID 5 array with a hot-spare operates as a three-disk RAID 1 or RAID 5 array with the
fourth disk on standby. The standby disk automatically comes into play if a disk in the array fails.
The advantage of a hot-spare is that if a disk fails, then the array resynchronizes automatically with
the standby disk and operates at healthy array speed after the resynchronization.

Note: You need four hard disks installed to use RAID 10, RAID 5 or RAID 5 with hot-
spare.

RAID and Data Protection

If a hard disk fails and you’re using a RAID 1, RAID 10, or RAID 5 array then your data will still be
available (but at degraded speeds until you replace the hard disk that failed and re-synchronize the
array). However, RAID cannot protect against file corruption, virus attacks, files incorrectly deleted
or modified, or the NAS malfunctioning.
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9.1 Overview

Status Center

Status Center displays the system information or network connection status.

9.1.1 System Information

In the Desktop screen, click Status Center to display System I nformation for detailed NAS

status information.

Figure 58 Status Center > System Information
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The following table describes the labels in this screen.

Table 37 Status Center >

System Information

LABEL DESCRIPTION
Refresh Click the Refresh icon to update this display.
Status The circular icon displays the health state of the NAS. A green circle with a check

mark indicates healthy.

Server Name

This displays the name which helps you find the NAS on the network.

Model Name

This displays which model this NAS device is.

Firmware Version

This is the NAS firmware version.

Cloud Storage User’s Guide

103




Chapter 9 Status Center

Table 37 Status Center > System Information (continued)

LABEL DESCRIPTION

LAN1 MAC Address This displays the NAS’s unique physical hardware address (MAC) for the LAN1
Ethernet port. You need the MAC address to register the product at myZyXEL.com.
Customer support may also request it for troubleshooting purposes.

LAN2 MAC Address This displays the NAS’s unique physical hardware address (MAC) for the LAN2
Ethernet port.

CPU This displays a summary of CPU usage by all current processes.

Note: If too many users are using the NAS then the NAS may appear sluggish.

Memory This shows how much of the NAS's total memory is being used.

Process Name This displays the top 10 processes that occupy the most CPU usage.

CPU Usage This displays a summary of CPU usage by all current processes.

Memory Usage This shows how much of the NAS's total memory is being used.

CPU Temperature This displays the temperature near the NAS’s CPU. The NAS generates an

emergency log if the temperature goes out of the normal operating range. If the
temperature goes even higher, the NAS shuts down automatically to avoid
damage from overheating. If the NAS overheats, make sure the fans are working
and it is in a well ventilated place.

Fan Speed This is the RPM (Rotations Per Minute) of the NAS’s fans.

9.1.2 Network

The Network screen display the NAS connection status. From Status Center screen, click
Network to open the screen as shown.

Figure 59 Status Center > System Information
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The following table describes the labels in this screen.

Table 38 Status Center > Network

LABEL DESCRIPTION

Type Displays the type of the user account.

User Displays the user name.

Groups Displays the group the current user belongs to.

WAN/LAN Displays whether the connection is from the WAN or the LAN.
Service Name Displays the service name.

IP Address Displays the IP address of the user.

Time Displays the connection time.

Delete Click this to disconnect the user.

Cloud Storage User’s Guide

105



Control Panel

10.1 Overview

This chapter discusses the Control Panel screens. Use the Control Panel screens to configure
network settings and upload firmware.

10.2 What You Can Do

* Use the TCP/ I P screen (Section 10.4 on page 107) to configure the NAS’s TCP/IP network
connection settings such as the teaming mode and IP addresses.

+ Use the PPPoE screen (Section 10.4.2.2 on page 111) to configure PPPoE settings for a direct
Internet connection.

+ Use the UPnP Port Mapping screen (Section 10.5 on page 113) to automatically configure your
Internet gateway’s firewall and Network Address Translation (NAT) to allow access to the NAS
from the Internet.

+ Use the Terminal screen (Section 10.6 on page 119) to enable or disable Telnet and SSH access.

* Use the DyDNS screen (Section 10.7 on page 120) to configure the domain name settings of
your NAS.

+ Use the FW Upgrade screen (Section 10.8 on page 122) to upload new firmware.

10.3 What You Need to Know

IP Address

The NAS needs an |P address to communicate with other devices on your network. The NAS can get
an |P address automatically if you have a device on your network that gives them out. Or you can
assign the NAS a static (fixed) IP address.

DNS Server Address

A DNS (Domain Name System) server maps domain names (like www.zyxel.com) to their
corresponding numerical |P addresses. This lets you use domain names to access web sites without
having to know their IP addresses. The NAS can receive the IP address of a DNS server
automatically (along with the NAS’s own IP address). You can also manually enter a DNS server IP
address in the NAS.
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PPPOE

Point-to-Point Protocol over Ethernet (PPPoE) allows the NAS to establish a direct Internet
connection if you do not have a router. PPPoE is a dial-up connection. You need a username and
password from your Internet Service Provider (ISP) to set up the connection.

10.4 TCP/IP Screens

Use the TCP/ I P screens to have the NAS use a dynamic or static IP address, subnet mask, default
gateway, PPPoE and DNS servers, and to test the network connection.

10.4.1 Configuring General TCP/IP Settings

Click Control Panel > Network > TCP/IP > General Settings in the navigation panel to open
the following screen. This screen allows you to configure the default gateway and DNS server.

Note: If you change the NAS’s IP address, you need to log in again after you apply
changes.

Figure 60 Control Panel > Network > TCP/IP > General Settings

. Cawririd Panel T

bk ZEneral Setlings
“ o o : 2
A Pl P Magey
EHE A & Adrirmat sy
M e
I: oy e Metrurizal by
g T

Cloud Storage User’s Guide

107



Chapter 10 Control Panel

The following table describes the labels in this screen

Table 39 Control Panel > Network > TCP/IP > General Settings

LABEL DESCRIPTION

Default Gateway Select the LAN interface to use as the default gateway.

DNS Server DNS (Domain Name System) is for mapping a domain name to its corresponding IP
address and vice versa. If you have the IP address(es) of the DNS server(s), enter
them.

Automatically Select the option to have the NAS get a DNS server address automatically.

Manually Select this option to choose a static DNS server address. Type the DNS server |IP
address(es) into the fields below.

Primary DNS Type a primary DNS server |P address.
Server

Secondary DNS Type a secondary DNS server |P address.
Server

Apply Click this to save your TCP/IP configurations. After you click Apply, the NAS restarts.
Wait until you see the Login screen or until the NAS fully boots and then use the NAS
Starter Utility to rediscover it.

Reset Click this to restore your previously saved settings.

10.4.2 Configuring Network Interface

Use the Network I nterface screen to edit the IPv4 or IPv6 settings of LAN 1 and LAN 2, set up
port trunking, and configure PPPoE settings. Click Control Panel > Network > TCP/IP >
Network Interface in the navigation panel to open the following screen.

Figure 61 Control Panel > Network > TCP/IP > Network Interface
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The following table describes the labels in this screen.

Table 40 Control Panel > Network > TCP/IP > Network Interface

LABEL DESCRIPTION

Status Display data transmission rate and transmission system.

Interface Display the interface name.

I P Settings Display the IP settings (automatically or manually) of an interface.
IP Address Display the IP address of an interface.

Subnet Mask Display the subnet mask of an interface.

Create Click it to open the following screen to set up a port trunking.

For adding a port trunking, see Section 10.4.2.1 on page 110.

Automatically

Select this option to have the interface get IP address information automatically.

If no IP address information is assigned, the NAS uses Auto-IP to assign itself an IP
address and subnet mask. For example, you could connect the NAS directly to your
computer. If the computer is also set to get an |IP address automatically, the computer
and the NAS will choose addresses for themselves and be able to communicate.

Manually Select this option for the interface to use fixed TCP/IP information. You must fill in the
following fields.
I P Address - Type an IP address in this field.
Subnet Mask - Type an |P subnet mask in this field.
Default Gateway - Type a default gateway address in this field.

Create Click this to save the settings and create a port trunk.

Cancel Click this to return to the previous screen without saving.

Edit Click this to modify the IPv4 or IPv6 settings of LAN 1 and LAN 2.

For editing the PPPoE settings, see Section 10.4.2.2 on page 111.

IPv4 Settings Click this to configure the following IPv4 settings.
Automatically - Select this option to have the interface get |P address information
automatically.
Manually - Select this option for the interface to use fixed TCP/IP information.
« |IP Address - Type an IP address in this field.
+ Subnet Mask - Type an |P subnet mask in this field.
« Default Gateway - Type a default gateway address in this field.

IPv6 Settings Click this to configure the following IPv6 settings.
Mode -
» Select Auto to have the Device use the IPv6 prefix from the connected router’s

Router Advertisement (RA) to generate an IPv6 address.

+ Select Manual if you have a fixed |Pv6 address assigned by your ISP.
+ Select Disable to not assign any IPv6 address for the NAS.
Address - Enter the IPv6 address assigned by your ISP,
Subnet prefix length - Enter the address prefix length to specify how many most
significant bits in an IPv6 address compose the network address. The range is 0 to 128
Default Gateway - Enter the IP address of the next-hop gateway. The gateway is a
router or switch on the same segment as your Device's interface(s). The gateway helps
forward packets to their destinations.

Apply Click this to save your TCP/IP configurations. After you click Apply, the NAS restarts.

Wait until you see the Login screen or until the NAS fully boots and then use the NAS
Starter Utility to rediscover it.
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Table 40 Control Panel > Network > TCP/IP > Network Interface (continued)

LABEL DESCRIPTION
Cancel Click this to return to the previous screen without saving.
Remove Click this to remove the port trunking.

Note: This button is available only when the port trunking is created.

10.4.2.1 Creating a Port Trunking

Link Aggregation: Link aggregation combines LAN1 and LAN2 into a single logical link with
greater bandwidth. Both interfaces use the same IP address and MAC address. It also includes fault
tolerance and load balancing. Connect LAN1 and LAN2 to the same Ethernet switch.

Figure 62 Link Aggregation
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Use this screen to set up port trunking. Click Control Panel > Network > TCP/IP > Network
Interface, and then click Create.

Figure 63 Creating a Port Trunking
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The following table describes the labels in this screen.

Table 41 Control Panel > Network > TCP/IP > Network Interface > Create

LABEL

DESCRIPTION

Automatically

Select this option to have the interface get |P address information automatically.

If no IP address information is assigned, the NAS uses Auto-IP to assign itself an IP
address and subnet mask. For example, you could connect the NAS directly to your
computer. If the computer is also set to get an |IP address automatically, the computer
and the NAS will choose addresses for themselves and be able to communicate.

Manually Select this option for the interface to use fixed TCP/IP information. You must fill in the
following fields.
I P Address - Type an IP address in this field.
Subnet Mask - Type an |P subnet mask in this field.
Default Gateway - Type a default gateway address in this field.
Create Click this to save the settings and create a port trunking.
Cancel Click this to return to the previous screen without saving.

10.4.2.2 Configuring PPPOE Settings

Use this screen to configure PPPoE settings for a direct Internet connection. Select the ppp0
interface and then click Edit.

Figure 64 Control Panel > Network > TCP/IP > Network Interface > PPPoE
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The following table describes the labels in this screen.

Table 42 Control Panel > Network > TCP/IP > Network Interface > PPPoE

LABEL

DESCRIPTION

Enable PPPoE to
directly connect
to the Internet

Select or clear this field to enable or disable PPPoE.

Username Enter the username exactly as your ISP assigned. If assigned a name in the form
user@domain where domain identifies a service name, then enter both components
exactly as given.

Password Enter the password associated with the username above.

Show password

Select this field to reveal the password hidden behind asterisks or clear this field to hide
the password.
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Table 42 Control Panel > Network > TCP/IP > Network Interface > PPPoE (continued)

LABEL DESCRIPTION
Apply Click this to save your changes.
Cancel Click this to return to the previous screen without saving.

10.4.3 Configuring Web Configurator

Click Control Panel > Network > TCP/IP > Web Configurator to configure the port number of

HTTP and HTTPs.

Figure 65 Control Panel > Network > TCP/IP > Web Configurator
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The following table describes the labels in this screen.

Table 43 Control Panel > Network > TCP/IP > Web Configurator

LABEL

DESCRIPTION

Port Number

Specify the port number of HTTP connection.

Note: The port number 8082 is reserved for media streaming.

Enable HTTPS
connection

Select or clear this field to enable or disable HTTPS connection.

Port Number

Specify the port number of HTTPS connection.

Allow only Select this field to allow connection to the Web Configurator via HTTPS only. Clear this
HTTPS field to allow connection to the Web Configurator via both HTTP and HTTPS.
connection

Apply Click this to save your changes.

Cancel Click this to return to the previous screen without saving.
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10.4.4 Configuring Network Diagnosis

Click Control Panel > Network > TCP/IP > Network Diagnosis to test the network connection

to a particular IP address or domain name.

Figure 66 Control Panel > Network > TCP/IP > Network Diagnosis
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The following table

describes the labels in this screen.

Table 44 Control Panel > Network > TCP/IP > Network Diagnosis

LABEL DESCRIPTION

Host Select a specific host to perform the diagnosis.

Ping Click this to test the network connection.

Result Displays whether or not the test received a response from the host.

10.5 UPNnP Port

Use UPnP (Univers
select on the NAS.

Mapping Screen

al Plug and Play) port mapping to allow access from the WAN to services you
It is recommended that you place the NAS behind an Internet gateway firewall

device to protect the NAS from attacks from the Internet. Many such Internet gateways use UPnP

to simplify peer-to

-peer network connectivity between devices. UPnP can automatically configure

the Internet gateway’s firewall and Network Address Translation (NAT) to allow access to the NAS

from the Internet.
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Figure 67 UPnP for FTP Access
192.168.1.20

a.b.c.d
— ==

-
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In the above example, UPnP creates a firewall rule and NAT port forwarding mapping to send FTP
traffic (using TCP port number 21) from the public IP address a.b.c.d to the NAS’s private IP
address of 192.168.1.20.

Use the NAS’'s UPnP Port Mapping screen to configure the UPnP settings your Internet gateway
uses to allow access from the WAN (Internet) to services you select on the NAS. You can also set
which port Internet users need to use in order to access a specific service on the NAS.

Note: To use UPnP port mapping, your Internet gateway must have UPnP enabled.

If your Internet gateway supports Port Address Translation (PAT is sometimes included with a port
forwarding feature), you can have the Internet users use a different TCP port number from the one
the NAS uses for the service.

Figure 68 UPnP Port Address Translation for FTP Example
192.168.1.20

“ a.b.c.d
=52

‘ TCP: 21 = TCP: 2100 ", .

In the above example, the Internet gateway uses PAT to accept Internet user FTP sessions on port
2100, translate them to port 21, and forward them to the NAS.

10.5.1 UPnP and the NAS’s IP Address

It is recommended that the NAS use a static IP address (or a static DHCP IP address) if you will
allow access to the NAS from the Internet. The UPnP-created NAT mappings keep the |IP address
the NAS had when you applied your settings in the UPnP Port Mapping screen. They do not
automatically update if the NAS’s |P address changes.

Note: WAN access stops working if the NAS’s IP address changes.

For example, if the NAS’s |IP address was 192.168.1.33 when you applied the UPnP Port Mapping
screen’s settings and the NAS later gets a new |IP address of 192.168.1.34 through DHCP, WAN
access stops working because the Internet gateway still tries to forward traffic to |P address
192.168.1.33. Since you can no longer access the NAS from the WAN, you would have to access
the NAS from the LAN and re-apply your UPnP Port Mapping screen settings to update the
Internet gateway’s UPnP port mappings.
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Figure 69 UPnP Using the Wrong IP Address
192.168.1.34

192.168.1.33

10.5.2 UPnP and Security

UPnP’s automated nature makes it easier to use than manually configuring firewall and NAT rules,
but it is also less secure. Using UPnP may make your network more susceptible to snooping and
hacking attacks.

10.5.3 The NAS’s Services and UPnP

This section introduces the NAS’s services which an Internet gateway can use UPnP to allow access
to and from the Internet.

CIFS (Windows File Sharing)

Common Internet File System (CIFS) is a standard protocol supported by most operating systems
in order to share files across the network. Using UPnP port mapping for CIFS allows users to
connect from the Internet and use programs like Windows Explorer to access the NAS’s shares to
copy files from the NAS, delete files on the NAS, or upload files to the NAS from the Internet.

If you configure UPnP port mapping to allow CIFS access from the WAN but cannot get it to work,
you may also have to configure the Internet gateway to also allow NetBIOS traffic. See Section 16.3
on page 205 for more on CIFS.

FTP

File Transfer Protocol is a standard file transfer service used on the Internet. Using UPnP port
mapping for FTP allows remote users to use FTP from the Internet to access the NAS’s shares. A
user with read and write access to a share can copy files from the share, delete files from the share,
or upload files to the share. See Section 17.4 on page 215 for more on FTP. If you use UPnP to allow
FTP access from the WAN, you may want to use a different WAN port number (instead of the default
of port 21) to make it more secure. Remember to tell the remote users to use the custom port
number when using FTP to access the NAS.

HTTP (Web Configurator)

You can use UPnP port mapping to allow access to the NAS’s management screens. |f you use UPnP
to allow web configurator access from the WAN, you may want to use a different WAN port number
(instead of the default of port 80) to make it more secure. Remember to use the custom port
number when accessing the NAS’s web configurator from the Internet.
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HTTP (Web Published Shares)

This is the NAS’s web publishing feature that lets people access files using a web browser without

having to log into the Web Configurator. Use UPnP port mapping to allow access to these files from
the Internet without having to enter a user name or password. See Section 17.8 on page 230 for

more on web publishing.

10.5.4 UPnP Router

UPNnP allows access to your NAS through a UPnP router. Click Network > UPnP Port Mapping >
UPnP Router to check if the NAS has found a UPnP router on the network.

Figure 70 Network > UPnP Port Mapping > UPnP Router
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The following table describes the labels in this screen.

Table 45 Network > UPnP Port Mapping > UPnP Router

LABEL DESCRIPTION
Status Displays whether a UPnP router is found.
IP address Displays the IP address of the UPnP router.

10.5.5 Configuring UPnP Port Mapping

Click Network > UPnP Port Mapping > UPnP Port Mapping to display the UPnP Port Mapping
screen.

Use this screen to set how the Internet gateway’s UPnP feature configure’s the Internet gateway’s
NAT |IP address mapping and port mapping settings. These settings allow Internet users connected
to the Internet gateway’s WAN interface to access services on the NAS. You can set which port
Internet users need to use to access a specific service on the NAS.
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Figure 71 Network > UPnP Port Mapping > UPnP Port Mapping
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The following table describes the labels in this screen.

Table 46 Network > UPnP Port Mapping > UPnP Port Mapping

LABEL DESCRIPTION

Add Click this to add a service and create a port mapping rule.

See more details on Section 10.5.5.1 on page 118.

Remove Click this to open the following screen where you can remove a port mapping rule.
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Click Yes to remove the selected port mapping rule or No to close this screen.

Enabled/Disabled | Use this to enable or disable a selected port mapping rule.

Status Displays the status of the port mapping rule. A green circle indicates the port mapping rule
is enabled and you can access the service. A grey circle indicates the port mapping rule is
disabled. A red circle indicates the router’s settings failed to be changed. “-” indicates a
new mapping rule.

Service This read-only field identifies a service on the NAS.

LAN Port Displays the NAS’s internal port number for the service.
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Table 46 Network > UPnP Port Mapping > UPnP Port Mapping (continued)

LABEL DESCRIPTION

WAN Port When you enable one of the NAS’s services, specify the port number (1~65,535) Internet
uses need to use to connect to the Internet gateway’s WAN port in order to access the
service on the NAS. Whoever wants to access a service on the NAS from the Internet must
use this port number.

Make sure there is not another service using TCP protocol with the same port number.

If another device is using the same port (the Internet gateway has the same port number
mapped to another LAN IP address), the NAS overwrites it when you apply the setting and
WAN users can no longer access the other device.

Apply Click Apply to save your changes back to the NAS.

Reset Click Reset to begin configuring this screen afresh.

10.5.5.1 Adding a Port Mapping Rule

Some Internet gateways will delete all UPnP mappings after reboot. So if the Internet gateway
reboots, you may need to re-apply the UPnP port mapping again. Click UPnP Port Mapping > Add
to add NAS services and create port mapping rules.

Pk Pont Plaaray Fuletad ]

Select the services you want to create port mapping rules for, and click Apply to add the services.
Click Cancel to close the screen without saving any setting.

Cloud Storage User’s Guide

118



Chapter 10 Control Panel

Note: The default of the WAN port for the newly created service displays -1. Specify the
port number from 1 to 65,535, or you cannot access that service from the Internet.
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10.6 Terminal Screen

Use this screen to enable or disable Telnet and SSH (Secure SHell) access to the NAS.

Telnet or SSH access lets you use line commands to configure the NAS. Use these commands at
your own risk. The vendor takes no responsibility for any changes you make using the commands.

Click Control Panel > Network > Terminal in the navigation panel to open the following screen.

Figure 72 Control Panel > Network > Terminal
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The following table describes the labels in this screen.

Table 47 Control Panel > Network > Terminal

LABEL DESCRIPTION
Enable Telnet Select this to enable Telnet access to the NAS. Clear it to not allow Telnet access to the
Service NAS.

To use Telnet, log in as “admin” or “root” and use the admin password.

Enable SSH Select this to enable SSH access to the NAS. Clear it to not allow SSH access to the NAS.
Service To use SSH, log in as “admin” or “root” and use the admin password.

Apply Click this to save your changes.

Reset Click this to restore previously saved settings.

10.7 DyDNS Screen

Use this to enable and configure Dynamic DNS.

Dynamic DNS (DyDNS) allows you to update your current dynamic IP address with a dynamic DNS
service so that anyone can contact you (such as through NetMeeting or CUSeeMe). You can also
access your FTP server or Web site on your own computer using a domain name (for instance
myhost.dhs.org, where myhost is a name of your choice) that will never change instead of using an
IP address that changes each time you reconnect. Your friends or relatives will always be able to
call you even if they don't know your IP address.

Click Control Panel > Network > DyDNS to open the following screen.
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Figure 73 Control Panel > Network > DyDNS
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The following table describes the labels in this screen.

Table 48 Control Panel > Network > DyDNS

LABEL

DESCRIPTION

Enable DyDNS

Select this to use dynamic DNS.

You need to have registered a dynamic DNS account with a service provider such as
www.dyndns.org. The Dynamic DNS service provider will give you a password or key.

Service Provider

Select your Dynamic DNS service provider.

Hostname Enter your host name provided by the Dynamic DNS service.
Username Enter your user name for your DNS account.

Password Enter the password assigned to your DNS account.

Status This shows the DyDNS update result:

Disabled — You have manually disabled the DyDNS feature.

Error — An unrecoverable error (such as authentication error) occurred caused the NAS
to disable the DyDNS feature automatically.

Fail to update — A recoverable error (such as a temporary Internet disconnect)
occurred. The NAS will retry later.

Updated - The NAS updated the DyDNS server with the NAS’s public |P address.

Default Gateway

This shows with which public IP of interface the NAS updated the DyDNS server.

External Address

This shows the IP address of the NAS that can be accessed in the Wide Area Network
(WAN). Note that this is not assigned by the DyDNS server.

Apply

Click this to save your changes.

Reset

Click this to clear the fields.
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10.8 FW Upgrade Screen

Use this screen to upgrade the NAS firmware. You should first have downloaded the latest firmware
files from the ZyXEL website.

Do not turn

off the NAS while it is upgrading the firmware or you may

render it unusable.

Click Control Panel >

System > FW Upgrade to open the following screen. Latest Firmware

Check allows you to check the latest firmware version and perform the upgrade.

Figure 74 Control Panel > System > FW Upgrade > Latest Firmware Check
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The following table describes the labels in this screen.

Table 49 Control Panel

> System > FW Upgrade > Latest Firmware Check

LABEL

DESCRIPTION

Model Name

Displays the model name of you NAS

Current Firmware

Displays the current firmware version of your NAS

Version
Last Check Displays the last checking time. If no, it is blank.
Check Now Click this to check ZyXEL's server for updated firmware.

Periodically Check for
Latest Firmware
Automatically

Select this to have the NAS regularly check ZyXEL's server for updated firmware. The
NAS notifies you at login if a new firmware is available.

Click Apply to save this field’s setting.

Status

Displays the firmware checking status or error messages. If there is no previous
checking information, it displays --.
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Table 49 Control Panel > System > FW Upgrade > Latest Firmware Check (continued)

LABEL DESCRIPTION

Upgrade Now Click this to upload the new firmware. The NAS automatically restarts after you
upgrade. Wait until the restart completes before accessing the NAS again. If you
interrupt the upgrade, then the NAS may become unusable. See page 354 for your
model’s LED behavior during firmware upgrade.

Reset Click this to refresh the screen.

You can also download the firmware from the ZyXEL website and upgrade the firmware manually.
Click Control Panel > System > Manual Firmware Upgrade to show the following screen.

Figure 75 Control Panel > System > FW Upgrade > Manual Firmware Upgrade
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The following table describes the labels in this screen.

Table 50 Control Panel > System> Firmware > Manual Firmware Upgrade

LABEL DESCRIPTION

Browse Click this to find the file on your computer.

Note: You cannot choose a downgraded firmware. If you do, the screen will show: The
NAS firmware cannot be downgraded, please select a newer version of binary
(BIN) upgrade file from your computer.

Upgrade Click this to upgrade the firmware after you find the file.

Cloud Storage User’s Guide

123



Videos, Photos, Music, & File Browser

11.1 Overview

This chapter introduces the File Browser, Photo, Music, Video, Media Server and the iTunes
Server for sharing media files.

11.2 File Browser

Click File Browser on the Desktop to open the following screen in a new tab. Use the file browsing
screens to play, open, upload, and download files. A share is a set of user access permissions for a
specific folder on a volume (gives someone access to a folder). It is equivalent to the Windows
concept of a shared folder, but the access rights are independent of the folder (you configure the
share and the folder separately). You can map a share to a network drive for easy and familiar file
transfer for Windows users.

A folder icon with a hand indicates a share.

The administrator owns and manages the public shares.

Double-click a media file to open it. Double-click other types of files to be able to save them.
Click to the right of a file or folder name to select it.

Use the [SHIFT] key to select a range of entries. Hold down the [CTRL] key to select multiple
individual entries.

Drag and drop files to open a screen that lets you choose whether to copy or move them.
You can upload files of up to 2 GB in size.

You can download individual files of up to 4 GB in size with Mozilla Firefox and Internet Explorer 7
and later or up to 2 GB in size with Internet Explorer 6.
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Figure 76 File Browser
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The following table describes the labels in this screen.

Table 51 File Browser

LABEL DESCRIPTION

Up Click this to go to the next higher layer in the share’s folder tree.

Name This column identifies the names of folders and files in the share. Click a file’s file name to
open the file or save it to your computer. Click a folder’s name to display the folder’s contents.

Size This column displays a file’s size in bytes.

Last Modified

This column displays the last time the file or folder was changed (in year-month-day
hour:minute:second format).

Create New Click this to open the following screen where you can create a new folder within the share.
Folder 1 catr baw Fold et 3
“oo b la | |

Specify a name to identify the folder. See Section 11.2.2 on page 128 for more information

on folder names. Click Apply to create a folder or click Cancel to exit this screen.
Configure Select a share and click this link to open a screen where you can see and configure share
Share management details.
Delete Select a file or folder and click this to delete it from the NAS.
Rename Select a file or folder and click this to change its name.
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Table 51 File Browser (continued)

LABEL DESCRIPTION

Upload Click this to open the following screen where you can add files to the share.
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Use the Brow se button to locate your file/s and click Apply to upload the file. Click Cancel to
close this screen.

Note: Do not refresh the screen while an upload is going on.

Download Select a file and click this to save the file to your computer.

Note: Do not refresh the screen while a download is going on.

Compress Select files or folders and click this to compress them into a zip file.

Decompress Select a zipped file and click this to create a folder named after the zip file and save the
decompressed files into the folder.

Restore When you are in a recycle bin folder, select a folder or file and click this to restore it.

Refresh Click this to update the information displayed in the screen.

Note: Do not refresh the screen while an upload or download is in progress.

11.2.1 Configure Share Screen

In the File Brow ser screen, select a share and click Configure Share to open the following screen
where you can see and configure share management details.
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Figure 77 File Browser > Configure Share
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The following table describes the labels in the this screen.

Table 52 File Browser > Configure Share

LABEL

DESCRIPTION

Share Name

Configure a name to identify this share. Type a share name from 1 to 239 single-byte (no
Chinese characters allowed for example) ASCII characters. The name cannot be the
same as another existing local share. See Section 11.2.2 on page 128 for more
information on share names. This is not configurable for the NAS’s default admin, music,
photo, public, and video shares.

Volume

This shows the volume the share is on. It is read-only.

Make this share
owned by

Select the administrator or user account that is to own (manage) this share. The share
owner controls access rights to the share. This is not configurable for the NAS’s default
admin and public shares.

Enable This Share

Select this option to allow users to access this share. When this option is not selected,
you cannot see and access this share.

Enable Recycle Bin

Select this option to keep deleted items in a recycle bin. When you delete an item, a
recycle folder is created within the share, and the deleted item is stored in the recycle
bin. Later if you want to retrieve a deleted item, you can select the item from the recycle
folder and move/copy the item to another share.

Publish this share
to Media Server

Select this option to make the share’s files available to media clients. When you publish a
share, you can also select whether or not to publish music tracks, photos, and videos.

Publish this share
to Web

Select this option to let people use a web browser to access this share’s files without
logging into the Web Configurator screens.

Share Access

Select who can access the files in the share and how much access they are to be given. If
you publish the share to the media server or the web, all users will have at least read-
only access to the share, regardless of what you configure here.

Select Keep it private to owner to allow only the share owner to read files in the share,
delete files in the share and save files to the share.

Select Make it public to allow anyone (with or without a user account on the NAS) to
read files in the share, delete files in the share and save files to the share.

Select Advanced to select which individual users can read the share’s files, which users
can delete the share’s files, and which users are blocked from doing either.

Apply

Click this to save your changes.

Cancel

Click this to return to the previous screen without saving.
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11.2.2 Share and Folder Names

The name can only contain the following characters:

* Alphanumeric (A-z, 0-9) and Unicode.

The NAS allows FTP access to shares, folders or files with names encoded in the UTF-8 (8-bit
UCS/Unicode Transformation Format) format. So your FTP client must support UTF-8 in order to
access shares, folders or files on the NAS with Unicode names.

+ Spaces
* _ [underscores]
* . [periods]

+ - [dashes]
Other limitations include:

« All leading and trailing spaces are removed automatically.
+ Multiple spaces within names are converted to a single space.
+ Share names must be unique (they cannot be the same as other share names).

+ The NAS creates automatic volume names for external (USB) disk volumes. These are a type of
share, so the share name you configure cannot conflict with the external (USB) disk volume
names. “ExtVol1” or “ExtVol2” are examples of external (USB) disk volume names.

» Folder names must be unique (they cannot be the same as other folder names).
+ The minimum character length of a name is one character, that is a name cannot be blank.
+ The maximum character length of share name is 239 characters.

» Unicode is supported for share names, although your FTP client must support UTF-8. Full support
should be available in all Windows versions after Windows 2000.

11.3 Photo

Click the Photo icon on the Desktop to open the photo folder in a new tab. Double-click the photo
folder to view photos in the shares that publish photos. The following figures show the files as
thumbnail and list views of files.
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Flgure 78 Photo (Thumbnall)
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The following table describes the labels in this screen.

Table 53 Photo Screen

LABEL

DESCRIPTION

ZyXEL

The path of the current view.
Click an underlined link to go to that location in the path.

Music, Photo, or Video indicates the category of files.

Search

Use this to look for a file by name.

A

View files. Double-click an item to play it. You can also select check boxes for multiple items
when you display the files as a list.

The current page and total number of pages displays when a category has multiple pages of
entries. Click an arrow or type a number to go to another page of entries.

Select a view type for displaying folders and files:
Date - Sort photos by date.
All - Display all of the category’s files.

Folder - List the folders containing files.

Thumbnail

Click this to view the files as thumbnails.

List

Click this to view the files as a list.

Slideshow

Click this to display files as a slideshow.

Refresh

Click this to update the display in the screen.

11.3.1 Exif and Google Maps (Photos)

Double-click a photo file to display it. Thumbnails of all photos in the view display across the bottom
of the screen. Click a photo’s EXIF button to display or hide the photo’s Exchangeable image file
format (Exif) data.
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Figure 80 Exif Information
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If a photo’s Exif data includes GPS location data, click the latitude or longitude link to display the
location in Google Maps. Click Clear to delete the markers of other photos and only display the
current photo’s marker.

Figure 81 Google Maps
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11.3.2 Slideshow (Photos)

In a Photo menu click the SlideShow button to display the menu’s files as a slideshow. Move your
cursor over the slideshow’s screen to display full screen, previous, pause, and next buttons for
controlling the slideshow.
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Note: Your browser must have the Flash Player plug-in installed to view slideshows.

Figure 82 Slideshow

11.4 Music

Click the Music icon on the Desktop to open the music folder in a new tab. Double-click the music
folder to view and play music files in the shares that publish photos. The following figures show
thumbnail and list views of files.
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Figure 83 Mu5|c (Thumbnall)

@ﬁﬂﬂﬂﬂﬂﬂﬂﬂ\

CREEETEY il B e b R L o - T B

L LA CAY LA CoY AP CAF L AP AP L)
DLRALLDELLL

7050107

- — - B

Figure 84 Mu3|c (Llst)

Ao e o
D7 e i s e e

il
0 I
o e mig
I reu i

i s i

T — - —
A rirayas .
1ot b Vo i
M i —— Rl ]
P i e [ 7]
.qi-_' gl
B b
A e
fl = -
B oing Lo
fraemmeem e
Aot ownn s wmm— S il
[T R B TR T

T Il —
i .=

P | e
0l == = e Ve L

- e,

Ge)

Cloud Storage User’s Guide

133



Chapter 11 Videos, Photos, Music, & File Browser

This table describes common labels in the Playzone media server screens. Not every item displays

in every screen.

Table 54 Music Screen

LABEL DESCRIPTION
ZyXEL The path of the current view.
Click an underlined link to go to that location in the path.
Music, Photo, or Video indicates the category of files.
Search Use this to look for a file by name.
A View files. Double-click an item to play it. You can also select check boxes for multiple items
when you display the files as a list.
B The current page and total number of pages displays when a category has multiple pages of
entries. Click an arrow or type a number to go to another page of entries.
C Select a view type for displaying folders and files:
Artist - Sort music by artist.
All - Display all of the category’s files.
Folder - List the folders containing music files.
Current Playlist - Show the playing and queued songs.
Thumbnail Click this to view the files as thumbnails.
List Click this to view the files as a list.
Play Click this to play the currently selected file. You can also double-click a file to play it.
Add to Current Click this to add the selected music file to the currently playing playlist.
Playlist
Refresh Click this to update the display in the screen.
Now Playing This link is available when a song is playing. Click it to see details about the song that is
currently playing.

11.4.1 Now Playing (Music)

A Now Playing link displays when a song is playing. Click it to display a panel like the following.
This screen displays the name of the current song and it’s play progress and lets you control the

playback.

Figure 85 Now Playing
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11.5 Video

Click the Video icon on the Desktop to open the video folder in a new tab. Double-click the video
folder to view and play video files in the shares that publish videos. The following figures show the
thumbnail and list views of files.
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Figure 86 Video (Thumbnail)
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The following table describes the labels in this screen.

Table 55 Video Screen

LABEL DESCRIPTION
ZyXEL The path of the current view.
Click an underlined link to go to that location in the path.
Music, Photo, or Video indicates the category of files.
Search Use this to look for a file by name.
A View files. Double-click an item to play it. You can also select check boxes for multiple items
when you display the files as a list.
B The current page and total number of pages displays when a category has multiple pages of
entries. Click an arrow or type a number to go to another page of entries.
C Select a view type for displaying folders and files:
All - Display all of the category’s files.
Folder - List the folders containing music files.
Thumbnail Click this to view the files as thumbnails.
List Click this to view the files as a list.
Play Click this to play the currently selected file. You can also double-click a file to play it.
Refresh Click this to update the display in the screen.

11.6 Playzone Settings

The Playzone Settings screen is only available with user accounts. Click Playzone Settings to
open the following screen. Use this screen to change general Playzone screen settings and account

passwords.

Figure 88 Playzone Settings
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The following table describes the labels in this screen.

Table 56 Playzone Settings

LABEL

DESCRIPTION

WMP

This field displays “Installed” if you already have Windows Media Player installed or a
link for installing it if you do not already have it installed.

Double Click Behavior
Setting

Select Replace current playlist and start to play to have double clicking a song
cause the NAS to immediately stop any currently playing song and start playing the
double-clicked song.

Select Append to current playlist to have double clicking a song add a song to the
end of the current playlist.

Slide Effect

Enable the Ken Burns effect to have the NAS automatically pan and zoom photos in
slideshows. Disable it to display photos in slideshows normally.

Slide Interval

Select how long to display each image in a slideshow before changing to the next.

Video Playback

Select Play Next to play the rest of the video files in a folder. So for example, a folder
has video files 1~ 10 and you play video 3. When video 3 finishes the device continues
playing the rest of the videos in the folder (4~10). It does not loop back and play
videos 1 and 2.

Account Name

Type the user name of the account for which you want to change the password.

Old Password

Type the user’s current password.

New Password

Create a new password for the user. You can type from one to 14 single-byte (no
Chinese characters allowed for example) ASCII characters.

Password (Confirm)

You must type the exact same password that you just typed in the above field.

Language

Select the web configurator language from the drop-down list box.

Go to system
administration page

This link appears when you are logged in as the administrator. Click it to open the
advanced administrator screens. The NAS opens the administrator configuration
screens in a new browser if you click Go to system administration page while
using the media server to play music.

Apply Click this to save your changes.
Reset Click this to refresh the screen.
Cancel Click this to exit the screen without saving your changes.
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11.7 Application Zone

Normal users can click Application Zone to go to the management page of installed, non-built-in
packages.

Figure 89 Application Zone

The following table describes the labels in the this screen.

Table 57 Application Zone

LABEL DESCRIPTION

Name This is the name of the application.

Version This is the version number of the item.

Description This is a brief description of the application.

Management | Click this link to go the application’s management page where you can configure settings for
Page it.

Refresh Update the list of applications in the screen.

11.8 Media Server

Use the Media Server screens to enable or disable the sharing of media files with media clients
and select which shares to share. See Section 17.5 on page 216 for details.

11.9 iTunes Server

Use the iTunes server to share media files with iTunes users on your network. See Section 17.6 on
page 218 for details.
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12.1 Overview

Administrator

This chapter describes how to access the administrator screens and provides an overview of its

screens.

12.2 Administrator Screens

The Desktop screen displays an Administrator icon when you log in with an administrator
account. Click it to open the administrator configuration screens in a new tab. The Status screen

displays first. See Chapter 15 on page 203 for more information about the Status screen.

Figure 90 Status
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12.2.1 Global Administrator Icons

The icons and language label at the top-right of the screen (1) are visible from most of the
administrator screens. The following table describes the ‘global’ icons and labels.

Table 58 Global Labels and Icons

LABEL/ICON | DESCRIPTION

Language Select the web configurator language from the drop-down list box.
Help Click this to open Web Help for the current screen.

Home Click this to go to the Desktop screen.

12.2.2 Navigation Panel

The navigation panel on the left of the Web Configurator screen (2) contains screen links. Click a
link to display sub-links. There are no sub-links for the Status screen. Certain screens also contain
hyper links that allow you to jump to another screen.

The following table describes the navigation panel screens.

Table 59 Screens Summary

LINK SCREEN FUNCTION

Status This screen shows system information, the status of the volumes, and the
users who are currently using the NAS.

System Packages The NAS can download multiple packages/files at once and automatically goes

Setting through all the installation steps.

Server Name | Specify the NAS’s server name and workgroup name.

Date / Time Chose a time zone and/or allow the NAS to synchronize with a time server.
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Table 59 Screens Summary (continued)

LINK SCREEN FUNCTION
Applications | FTP Server Enable FTP file transfer to/from the NAS, set the number of FTP connections
allowed, an FTP idle timeout, and the character set.
Media Server Enable or disable the sharing of media files and select which shares to share.
iTunes Server | Use the iTunes server to share media files with iTunes users on your network.
Download Have the NAS handle large file downloads.
Service
Web Let people use a web browser to access files in shares without logging into the
Publishing Web Configurator.
Print Server View and manage the NAS’s list of printers and print jobs.
Copy/Sync Copy or synchronize files between a USB device and the NAS.
Button
Auto Upload - | Upload files in selected shares to your Flickr and/or YouTube accounts.
Flickr/YouTube
Auto Upload - | Upload files in selected shares to FTP servers.
FTP Uploadr
Dropbox Use your Dropbox account to easily move files to your NAS and have the NAS
download *.torrent files.
Time Machine | Use Time Machine in OS X to use your NAS as a backup volume.
Memopal Back up files from the NAS to your Memopal account.
GoogleDriveCli | Use GoogleDriveClient to synchronize local user folders on the NAS with
ent Google Drive cloud storage accounts.
Syslog Server | Enable the syslog server and select the categories to include in the log report.
TFTP Server Configure the NAS to accept log files from TFTP clients.
pylLoad Configure the NAS to use pylLoad to manage your downloads, including those
from one-click hosting sites.
Sharing Users View, create and edit administrator and user accounts to let people use the
NAS.
Groups View, create and edit groups. Groups allow you to organize users into specific
groups. You can create shares accessible only by the group members.
Shares View, create and edit shares. Shares are shared folders to which you can allow
specific users read/write access rights.
WebDAV Allow remote users to use client programs that support WebDAV to edit and
manage files stored on the NAS
Maintenance | Power Configure power saving settings for the NAS and have the NAS turn itself off
and on or reboot according to the schedules you configure.
Log View the NAS’s logs and configure how you want to receive the log reports.

Configuration

Back up and/or restore the NAS configuration file.

SSL

Configure HTTPS and the NAS’s SSL certificate.

Shutdown

Restart the NAS or shut it down.

Unpair
myZyXELcloud

Remove the pairing between the NAS and the myZyXELcloud account.

Protect Backup Create and customize backup jobs.
Restore Restore previous backups made with the NAS.
Network NFS Install the NFS package to display this screen where you can configure NFS

(Network File System) file-sharing.
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12.2.3 Main Window

The main window (3) shows the screen you select in the navigation panel. It is discussed in the
rest of this document.

12.2.4 Status Messages

The Message text box at the bottom of the screen (4) displays status messages as you configure
the NAS.

12.2.5 Common Administrator Screen Ilcons

The following table explains some icons that appear in several administrator configuration screens.

Table 60 Common Administrator Screen lcons

ICON DESCRIPTION

Edit
E4

Click this to go to a screen where you can change the configuration settings of an entry.

Delete

T

Click this to delete an entry from the list.

Edit

Click this to jump to related item’s configuration screen.

Refresh

L 5

@

Click this to refresh the data for the field or value with which it is associated.

User

o

See the chapter on user accounts for detailed information on variants of this icon.

Share

e See the chapter on shares for detailed information on variants of this icon.

Healthy

—

This represents a healthy volume.

Down

This represents a down volume.

Scan Disk

Click this to scan a hard disk for file system errors.

Note: It is recommended to scan the volume every three months or 32 reboots.

Eject
& |
Click this before you remove an external hard drive so that you do not lose data that is being
transferred to or from that hard drive.

12.2.6 Session Example (Windows)

Open Windows Explorer and type two back slashes followed by the NAS name or IP address.
Initially you can only read and write to the Public, Video, Music, and Photo folders until you
create other shares on the NAS. This session is then displayed as shown in the following figure.
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Managing Packages

13.1 About Packages

Packages enhance the functions of your NAS. Your NAS supports various packages that let you do
more. Your NAS comes with some packages pre-installed. The Packages screen also includes a list
of packages to add.

Note: Check what packages do before you install them. Only install packages you actually
plan to use.

Note: Get support for each package through its individual vendor.

13.2 Managing Packages

In the administrator screens, click System Setting > Packages to install, remove, or upgrade
packages. See Section 16.4 on page 207 for details.

Figure 91 System Setting > Packages
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13.3 Available Packages

Use packages to add the following applications to the NAS.

Use the NFS screen (Section 18.3 on page 247) to configure the Network File System (NFS)
settings of your NAS.

Use the TFTP Server screen (Section 18.4 on page 250) to configure the NAS to accept log files
from TFTP clients.

Use the pyLoad screen (Section 18.5 on page 251) to use pyLoad manage your downloads
including those from one-click hosting sites.

Use ownCloud (Section 18.6 on page 251) to store, synchronize, and share files, photos,
calendars, and more with computers and mobile devices using an ownCloud client.

Use Memopal (Section 18.3 on page 247) to back up files on the NAS to your Memopal online
backup and storage account.

Use the GoogleDriveClient screens (Section 18.8 on page 256) to synchronize local NAS shares
or folders and Google Drive accounts.

Access the following applications’ configuration screens through the Package Management
screen. Refer to the applications’ own documentation for further information.

Gallery - This web-based application allows your NAS to host pictures. You can upload images in
your local computer or shares to this application. Use the Gallery administrator account (default
username admin, password 1234) to log into the Gallery console. There you can create accounts
for other users.

Use Logitech® Media Server (Section 17.5.2 on page 218) to manage a Logitech Squeezebox
device connected to the NAS.

The NZBGet news grabber helps download files from UseNet.

PHP-MySQL-phpMyAdmin can be used to manage MySQL through the web. Enter 'root' as the
username and '1234' as the password to log in. This includes MySQL, PHP, and phpMyAdmin.

Transmission - This Bit Torrent client supports adding tasks through torrent files and magnet
links.

WordPress - This allows you to create and manage a blog. Use the WordPress administrator
account (default username admin, password 1234) to log in. You can then create accounts for
other users.

myZyXELcloud-Agent - Use this to go to mycloud.zyxel.com to set up a free DDNS hostname
for the NAS so you can connect to it easily from the Internet.
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14.1 Overview

This chapter provides tutorials that show how to use the NAS.

Windows 7 Network, see page 146

Windows 7 Network Map, see page 150

Playing Media Files in Windows 7, see page 152
Windows 7 Devices and Printers, see page 152

File Sharing Tutorials, see page 155

Download Service Tutorial, see page 162

Copy and Flickr Auto Upload Tutorial, see page 173
FTP Uploadr Tutorial, see page 174

Web Configurator’s Security Sessions, see page 177
Using FTPES to Connect to the NAS, see page 188
Using a Mac to Access the NAS, see page 189

How to Use the BackupPlanner, see page 191

14.2 Windows 7 Network

1

To see your NAS in a Windows 7 home or work network:

Tutorials

Click Start > Control Panel. Set View by to Category and click Network and I nternet.
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3 The NAS icon displays twice because the NAS is both a media server and a storage device. Double-
click either NAS icon to open the Web Configurator login screen.
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14.2.1 If the NAS Icon Does Not Display

The network containing the NAS must be set as a home or work network in order for the NAS icons
to display. If the network containing the NAS displays as “Public”:

1 Click Network and Sharing Center and then the network’s link (circled in the figure).
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2 Use the Set Network Location screen to set the network’s location to home or work.
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14.2.2 NAS Icon Right-click Options

Right-click the NAS’s icon to see these options:
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I nstall/ Uninstall: Click I nstall to add the NAS as a device in your computer. After you install
the NAS you can see it in the computer’s list of devices (see Section 14.5 on page 152. Click
Uninstall to remove the NAS from the list of devices installed in your computer.

View device web page opens the Web Configurator login screen.
Open Media Player opens the computer’s default media player.
Create shortcut adds a desktop shortcut to the Web Configurator login screen.

Properties opens a window of NAS details and troubleshooting information.
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* Manufacturer identifies the company that produced the NAS.

+ Model identifies the NAS model.

« Model number identifies the NAS model number.

» Device webpage shows the IP address for accessing the Web Configurator.
+ Serial number is unavailable because the NAS does not have one.

+ MAC address is the NAS’s unique physical hardware address (MAC). You need the MAC
address to register the product at myZyXEL.com. Customer support may also request it for
troubleshooting purposes.

* Unique identifier is a unique UPnP ID that the NAS generated.

* I P address is the NAS’s IP address. It is also the |P address for accessing the Web
Configurator.

14.3 Windows 7 Network Map

To see your NAS in a Windows 7 home or work network map:

1 Click Start > Control Panel > View network status and tasks (or Network and Sharing
Center if you view the Control Panel by icons).
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Click See full map (1 in the figure).

The network containing the NAS must be set as a home or work network in order to use the full
map feature. If the network containing the NAS displays as “Public”, click the network’s link (2 in
the figure, although it is already set to home here) and use the Set Network Location screen to
set the network’s location to home or work (see page 148).
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Double-click the NAS’s icon to open the Web Configurator login screen. See Section 14.2.2 on page
149 for the NAS icon’s right-click options.
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14.4 Playing Media Files in Windows 7

In Windows 7, the NAS automatically displays as a library in Windows Media Player.

Figure 92 NAS in Windows Media Player
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14.5 Windows 7 Devices and Printers

After you use the NAS’s network icon’s install option you can manage the NAS from the Windows 7
Devices and Printers folder.

Click Start > Control Panel > Hardware and Sound > Devices and Printers. Select the NAS
icon to display information about the NAS. Double-click the NAS icon to open a properties window
(see page 149). Right-click the icon to display these options:

Cloud Storage User’s Guide

152



Chapter 14 Tutorials

=
E- e TR S S T o et -
Sl & Hwwma Al a e Farrrarn g o -
Do (5
"
=
L | E:
—— Oigerns Bia Plaprs 4
e e VI e
4 Priflsd
Trizuhssnicpr
Reniove domor
l-'l-:pi-rlul i i
Acivbs |.|'|-|-r -inh: POF -\. reneHl (i '\-'-:|:l||.'|| Py e To
Locumed lrage Lz Wi Uraficie 200
T
i T 7
“; { !!”; / !"5;:
ol L oo Tiorey PR el
FIIF Famsi[de
H" WRAITY-w] o b Webwnm Cpnoecisl  Catag 2 (L TR
S TR DY 2

+ Open Media Player opens the computer’s default media player.

+ Create shortcut has Windows make a desktop shortcut to this screen.

+ Troubleshoot opens Windows’ device troubleshooting wizard.

+ Remove device removes the NAS from the Windows 7 Devices and Printers folder.

» Properties opens a window of NAS details and troubleshooting information (see page 149).

14.5.1 Windows 7 Desktop Shortcut

This is the NAS’s desktop shortcut. Double-click it to open a properties window (see page 149).
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1 Right-click the NAS’s desktop shortcut icon to see these options:
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* Open Media Player opens the computer’s default media player.
+ Open file location takes you to the Windows 7 Devices and Printers folder.

+ Download NAS Starter Utility downloads the NAS’s Starter Utility. It lets you find, set up, and
manage the NAS as well as copy files to it and access the files on it. See Chapter 2 on page 19 for
details.

* Restore previous versions is the Windows 7 option for restoring a file or folder. It does not
apply to this shortcut.

+ Send to give you options for copying the shortcut to another location.
+ Cut removes this shortcut so you can paste it somewhere else.

+ Copy copies the shortcut so you can paste it somewhere else.

+ Create shortcut has Windows make a desktop shortcut to this icon.
+ Delete sends the shortcut to the recycle bin.

+ Rename lets you change the name of the shortcut.
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+ Troubleshoot opens Windows’ device troubleshooting wizard.
* Remove device removes the NAS from the Windows 7 Devices and Printers folder.

* Properties opens a window of details about the shortcut.

14.6 File Sharing Tutorials

The following sections cover using the NAS for file sharing. This chapter assumes you have already
followed the Quick Start Guide instructions to perform initial setup and configuration (so you have a
working volume). See the rest of this User’s Guide for details on configuring the NAS’s various
screens.

14.6.1 Creating a User Account
Jimmy wants to create accounts for his sons Bob and Kevin. This is how he would do it.

1 Go to the advanced administration screens.

2 Click Sharing > Users to open the Users screen. Then click Add User.

Lhix Ty Uumpars

3 Configure the screen as follows and write down the username and password to give to Bob. If the
username and password are the same as Bob’s Windows login, Bob will not need to enter a
username and password when he logs into his share from his computer. Set the Account Type to
User so Bob doesn’t get to configure the whole NAS. Click Apply to create the account.
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4 The account now displays in the Users screen.
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Now that Jimmy has created Bob’s account, he can go through the steps again to create another
account for Kevin. After both accounts are created, he can go to Section 14.6.2 on page 156 to
create shares for Bob and Kevin.

14.6.2 Creating a Share

Suppose Jimmy has already created separate accounts for his sons Bob and Kevin. Now Jimmy
wants to create a share for each son. He also wants to make sure that each son can only access his
own share (to keep them from deleting each other’s files). This is how he would do it.

1 Inthe NAS’s administration web configurator screens, click Shares > Add Share. Click Add Share
to create a new share.
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2 Specify a name for the share and select which volume it should be on. Configure the screen as
follows. Then click Edit.
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3 Configure the screen as follows to give Bob full access right to the share. Then click Apply to create
the share.
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Now that Jimmy has created Bob’s share, he can go through the steps again to create another
share for Kevin.

14.6.3 Creating a Group

After creating user accounts for Bob and Kevin, Jimmy wants to create a group for his sons and
another one for the parents. Jimmy can assign access rights to his sons’ group for certain shares

such as a cartoons share and allow only the parents’ group to access the scary movie share. This is
how he would create the group.

1 In the NAS’s administration web configurator screen, click Groups > Add Group.
b F ]
e smarch Eist Caehite
gl e Geleted
o |
Saatite LD Ml
2

Specify a name for the group. Select the user(s) you want to add to the group from the Available

User(s) list and click Add Selected User(s). Configure the screen as follows. Then click Apply to
create the group.
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Now that Jimmy has created a group for Bob and Kevin, he can go through the steps again to
create another group for the parents. Then he can see the rest of the tutorials for how to use the
groups in assigning access rights to shares.

14.6.4 Accessing a Share From Windows Explorer

1

2

3

If you map a NAS share (where data is stored) to a Windows network drive, you can use Windows
Explorer to transfer files to and from the NAS as if it was another folder on your computer. Here he
maps Jimmy’s share to Jimmy’s computer.

Start Windows Explorer and go to the NAS’s server name. The default is ‘nas’ followed by the
number of your model (‘nas540’ for example).

Click Tools > Map Network Drive.

ST,

Foider Cphions,

Select the network drive that you want to map the NAS to from the Drive list box. This example
uses |. Then browse to and select the share on the NAS. Click Finish.
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Enter the username and password for Jimmy’s account and click OK. You do not need to do this if
the username and password are the same as Jimmy’s Windows login.
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After the mapping is done, you can then simply copy and paste or drag and drop files from/to your
local computer’s drives to or from this network folder. Just like the NAS’s share was another folder
on your computer.
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Now that Bob has mapped Jimmy’s share to Jimmy’s computer, he can go through the steps again
to map Kevin’s share to Kevin’s computer.

14.6.5 Accessing a Share Using FTP

You can also use FTP to access the NAS. Suppose Jimmy is temporarily using a different computer
and wants to access his share without mapping it to the computer. This is how he would do it.

1 Open the FTP client (Windows Explorer is used here) and type “ftp://username@server” where
“username” is the account’s username and “server” is the NAS’s |P address or server name.
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2 Enter your password and click Login.
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3 Now you can access files and copy files from/to your local computer’s drives to or from this network
folder.
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14.6.6 Accessing a Share Through the Web Configurator

You can browse and access files through the web configurator.

1 Log into the NAS web configurator (see Section 7.2 on page 38) using the appropriate user name
and password (this example uses Jimmy’s) and click File Brow ser. Click a share (the admin share
in this example) to see the top level of the share’s contents.
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2 Click a folder’s file name to browse the folder. You can open files or copy them to your computer.
You can also create new folders and upload additional files to the share.
3

Click the logout icon when your are done.

14.7 Download Service Tutorial

This tutorial covers using the NAS to download a file from the Internet. Use this same procedure for

P2P downloads as well as regular HTTP (web) and FTP downloads. See Section 17.11.2 on page 235
for more on the download service.

14.7.1 Copying/Pasting a Download Link

1 Open your Internet browser (this example uses Internet Explorer).

2

Find a download link for the file you want. In this example, www.zyxel.com has a Server 1 link for
downloading a datasheet for ZyXEL's NSA325 v2.
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Note: Make sure the link opens either the file you want or a pop-up window about how to

handle the file.

Note: It is also OK for the link to open a .torrent file. If you are redirected to a screen that
says the download should start in a few seconds, there may be a link to click if the
download does not start automatically. See if that link opens the file or the pop-up

window.

Right-click the download link and select Copy Shortcut in Internet Explorer (or Copy Link
Location in Firefox).

Duscrplion | aemcs cone

Log into the NAS web configurator (see Section 7.2 on page 38) using the administrator account

and click Application Zone and the Application Zone > Download Service link.
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Right-click the URL field and select Paste.
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The URL displays in the URL field. Click Apply.
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8 After a few moments, the download task appears in the Download Service screen’s Active tab.

The download appears in the Completed tab when it is done. By default the NAS stores all
downloads in the admin share’s download folder. See Section 14.6.4 on page 158, Section 14.6.5
on page 160, or Section 14.6.6 on page 161 for how to access a share.

14.7.2 Configuring the Download Service Preferences

Once you added a list of download tasks to the NAS (see Section 14.7.1 on page 162), you can
have the NAS download files during a specific time period of the day. You can also configure the P2P
download settings to control bandwidth and optimize download efficiency.

Say you have the NAS turned on all the time, but you only want the NAS download files at night.
Here is how you use the download period control feature to set the time range.

1 Click Applications > Download Service > Preferences to open the General Settings screen.

2 Select Enable Download Period Control and use the arrows to adjust the time period from 23:30
to 09:00. Click Apply to save your changes. The NAS only downloads files within this 9.5-hour
period every day.
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Note: If you configure the Power On/ Off Schedule feature in the Power Management
screen, make sure your active download period does not conflict with the power-off
period.

Note: If power failure occurs during the active download period, the NAS will verify
whether the downloaded files were damaged. If a file is corrupted, the NAS will
download the file again. If the file is intact but not completely downloaded, the NAS
will resume the download task after it restarts.

3 When it is not the download time, you see a message in the Download Service screen, indicating
the active download period.
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Click Applications > Download Service > Preferences > P2P download to open the following
screen. Enter the information below and then click Apply.
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Here is a list of P2P download settings you want to configure for your NAS:

* Limit the maximum upload rate to 20 KB/s.
Enter this value in the Max. upload rate field.
+ Actively download three torrent files but only upload one at a time.

Enter 3 in the Maximum Number of Active Torrents field and enter 1 in the Maximum
Number of Seeding Jobs field.

+ Keep sharing until the NAS has shared equal or greater amount of the downloaded files.

Select the check box and enter 100 in the Upload/ Download Ratio field.

« Scroll down and click Edit I P Filter. Use an online |P filter table from http://www.bluetack.co.uk/
config/level1.gz for example to protect P2P downloads.

Enter the URL in the Update I P Filter from the Internet Every Week field.
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14.7.3 Using Download Service Notification

Use an RSS feed reader on your computer to keep track of files the NAS has downloaded. The
following examples show how to subscribe to the NAS’s download service notifications. See Section
17.11.3 on page 236 for more on download service notifications.

Some RSS readers may not support the NAS’s download service notifications. For example, Google
Reader cannot support this feature if the NAS has a private |P address.

Note: It is recommended to subscribe to the download service notifications using the
built-in reader in Internet Explorer 7 or higher, or Firefox.

You have to activate this feature in the Download Service screen. Click Applications >
Download Service to open the following screen. Select Enable Download Notify and click

Apply.
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Internet Explorer 7 Example

1 After you activate download service notification, click the RSS feed icon.
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2 The following screen displays. Select Subscribe to this feed.
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The following screen displays. Click Subscribe.
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Click the Favorite icon on your browser and select the Feeds tab to check the updates of your
NAS’s download list.
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Firefox Example

After you activate download service notification, click the RSS feed icon.
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2 The following screen displays. Select Live Bookmarks from the drop-down list and click
Subscribe Now.
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4 From the Firefox’s Bookmarks Menu, select Download Notify to check the updates of your NAS’s
download list.
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14.8 Printer Server Tutorial

Do the following to have the NAS let computers on your network share a printer. See
www.zyxel.com for a list of compatible printers.

1 Make sure the NAS is on and the SYS light is on steady (not blinking).

2 Use a USB cable to connect the printer’s USB port to one of the NAS’s USB ports. Make sure the
printer is also connected to an appropriate power source.

3 Turn on the printer.
4 The NAS detects the printer after a few moments.

5 On your computer, open your CIFS file sharing program (Windows Explorer for example) and
browse to the NAS. Double-click the printer’s icon.
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6 If you get a warning screen, click the option that lets you continue (Yes in this example).
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If your computer does not already have the printer’s driver installed, you will need to install it. In
this example, click OK.
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Use the wizard screens to install the printer driver on the computer. You may need to get the file
from the printer’s CD or the printer manufacturer’s website (the driver is not installed on the NAS).

Note: You must install the printer driver on each computer that will use the printer.
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After the driver installation finishes, the computer is ready to use the printer. Select the printer in
an application to use it to print. Browse to the NAS using a CIFS program (like Windows Explorer)
and double-click the printer’s icon to open the printer’s queue of print jobs.
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Note: Repeat steps 5 to 8 on your other computers so they can also use the printer.
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14.9 Copy and Flickr Auto Upload Tutorial

Amy received some photos taken during her best friend’s wedding and saved the files on a USB
disk. She wants to save a copy of the photos in the NAS and upload the photos to her Flickr
account.

Amy has to activate the NAS’s auto upload feature. See Section 19.4 on page 262 for more details
on setting up a Flickr account for auto upload. In this example Amy select the NAS’s photo share for
auto upload.

This is how Amy would transfer the files from her USB disk to the NAS.

1 Click Applications > Copy/ Sync Button in the navigation panel to open the screen.

2 Configure the copy settings as shown and click Apply.

3 Press and release the COPY/ SYNC button on the NAS’s front panel to start copying files.

4 The copied files can be found in a new folder in the photo share. The name of this folder is the date
(yyyy-mm-dd) and time (hh-mm-ss) when the folder is created.
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The NAS also automatically uploads the copied files to Flickr.
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14.10 FTP Uploadr Tutorial

FTP Uploadr can automatically upload files saved on the NAS to a remote FTP server. Amy wants to
share files on her NAS with Susan. They each have an NAS at home, so Susan has to set her NAS
as an FTP server for Amy to automatically send files using FTP Uploadr.

Amy’s NAS Susan’s NAS

To set the NAS as an FTP server, click Applications > FTP to open the FTP screen. Select Enable
FTP and click Apply.
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Susan also has to create a user account and share on her NAS for Amy to upload files. The share is
used for files uploaded from Amy’s NAS. Amy will then use the following information to configure
FTP Uploadr on her NAS.

Table 61 FTP Uploadr Tutorial: FTP Server Information

FTP Domain Name or |P Address example2.com
FTP User Name Amy

FTP Password XXXXX

Share (Remote Path) Amy

This is how Amy would set up the NAS’s FTP Uploadr.

Click Applications > Auto Upload > FTP Uploadr to open the FTP Uploadr screen. Select
Enable FTP Uploadr and click Apply to turn on FTP Uploadr.

FTP il anilr
‘ ot } Enahls FTP Liploa :
:'-'1 e o
il Fraferenots Eifit Dalata S B
Saremr Sorver  Salected Snforesabee
Barvaria)
Dnmain Hame /1P fddeess Porl Number Hemale Falh
Click Add Server.
FTF Uplo s
Eriialle P12 Ligloud [ e
o o {
agd Melpemen rda Dislem fErRsr
S Sarewl  Subartad - beform et
Srvar|u)
[eemain Fames T Addrss Purl Mumise Eewmnle FPalh
Cumanlly; there avr ma sdreeri

Enter the information as describe in Table 61 on page 175. Click Apply to add the server.
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In the FTP Uploadr screen, click Preferences to configure the auto upload settings.

LRLETFE =TTy

t

bt b Prapen | IF Adddteas Pl Rusilsst Wermaln Filh Al Risse

A ERES LT i Ry derry

Amy wants to share video files with Susan. In the Preferences screen, click the Add button and
select video from the Shares drop-down list box, enter a forward slash in the Path field and click
Apply to add the share to the Folder Watch List.

Folder Wakch List

Status Share Nome Path Action

There are currently no folders on the waich list
Add Walch Folder

Share Fam W \

ath |

=fafn
(11
) Grace Period L
The time the aystem will wait before a newly added file 13 aaved in 3 watched folder,
Grace Penod 15 minutes
& Bandwnidth Limit
Max. Upload Rate 0 KB[fs [O=Mo Limit]

T

Amy also set the Bandwidth Limit to 20 KB/s so that the upload doesn’t slow down her Internet
connection.
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14.11

14.11.1
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Now Amy has set up FTP Uploadr to send files to Susan’s NAS. Every time Amy adds new files or
renames files in the video share, these new or modified files will be uploaded automatically to the
Amy share on Susan’s NAS.

Similarly, Susan can go through the steps described above to configure FTP Uploadr on her NAS.

Once Susan completes the setup, Amy can also receive files from Susan’s NAS.

Amy’s NAS Susan’s NAS
™

Web Configurator’s Security Sessions

These tutorials show you how to configure security for the NAS’s Web Configurator sessions. You
will customize the NAS’s self-signed SSL certificate and distribute it to your users.

Customizing the NAS’s Certificate

Click Maintenance > SSL and then select Edit a self-signed CA certificate and click Edit.
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Mairtenance - S5L

Install System CA
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Craate a Certificate To Be Authonzad By My Own Cartificabe Authority

A caution:
Modilications of TLS/ S50 certificale settings will restart nelwork services.

2 Next, let’'s modify the certificate by changing the Common Name to this NAS’s host name of “nsa”,

the Organization to “ZyXEL" and the Key Length to 2048.
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3 The NAS restarts its network services and returns you to the login screen.

@ Restarting Metwork Services ...

[ it Status o A ating for naw natwork seltings o apply...

The a5 will restart network senaces, Ber peraces have besn restarted you can begn pocessng the prsbem pmng the mew rebwork
Fiol sl

This msge will TRY to automabcally redwest you to the web conhigurator usirsg e nes network setbngs when & = avsitable.
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14.11.2 Downloading and Installing Customized Certificate

1 Log in and return to Maintenance > SSL. Under Modify the Existing Certificate, click
Download.

Maintenance - 551

Install System CA

This action will install the system CA in your browser's trusted CA st

Step1 Download the Ca file - Dowmioad |
Step2 Double chick on the CA file to install it nke your browser

Midify the Existing Certificate

& Edit a sel-signed CA certificate
Step Edit the Sell-sgned Certificate 3 38
@eﬂ Download the self-signed CA fila SRS )

Sbep3 Double ek on the CA file to nstall it into your browser
Create a Certficate To Be Authorized By My Own Carbificate Authority

i Cautian;
HRadilicatians ol TLS/S81L cerlilicate sellings will réstar aslwork services,

2 Save the file to your computer.
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3 Find the certificate file on your computer and double-click it.
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4 Install the certificate. The rest of the steps in this section are an example of installing a certificate

in Windows. In the Certificate dialog box, click I nstall Certificate.

Geredd | Dpbad | Casificstin Fa

—
!:‘_g Certificate Infenmation

This CA Kook certilicate is not trusted To cnabile brust,

insts5l this certificate in the Trested Root Certification
Authoribies store,

<
®Q\/

Isgued bo e Q‘/\*v

Lagiieid by raa

Woliall Trwwivy 1271500005 Lo 127155000

Bt Cortfiatn. .|

——

5 In the Certificate Import Wizard, click Next.
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6

7

Certificate Tmparf Wizard

Welcome to the Certificabe Inport
Wizard
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Leave Automatically select certificate store based on the type of certificate selected and
click Next.

Cevtifirate Store

Tl abn ibormi are dpibem shaai vwhers cmlilcabad s bapt,

Weelres oo subimesticsly sslact  certiicabe stome, or woi can speciy & bdston for

( ¥} duptrpmatically smiect tha perificabs #oes based on ke trpe of certficale )
4 Prace ol ceysificates inthe Follosng shore

| scoach (| hects J [ cocsl |

In the Completing the Certificate Import Wizard screen, click Finish.
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Completing the Certiflcate Inmport
Wizard
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8 If you are presented with another Security Warning, click Yes.
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9 Finally, click OK when presented with the successful certificate installation message.

-
| § |I| The import wes successful

"m]

14.11.3 Turn on the NAS’s Web Security

Now that you have customized the NAS’s certificate and installed it in your computer, you can turn
on security for your Web Configurator sessions. This example uses Firefox 3.0.
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1 Close your web browser and open it again to reset its session with the NAS. Log in and click
Control Panel > TCP/IP > Web Configurator. Select Enable HTTPS connection and click

Apply.
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2 A warning screen pops up if applying your change may disconnect some users. Click Yes to
continue.
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3 The NAS logs you out and automatically redirects your formerly non-secure (HTTP) connection to a

secure (HTTPS) connection. Your browser may give you a warning about the device’s public key
certificate. Add an exception to allow your browser to bypass the warning.

Secure Connection Failed
% \ 172 LEes an rvakd secunby cerfificate,

The certificate & not trusted bec it b zeff dored.
The certificate & only vabd for res

Qv
iError ooda m_ﬁrw_wf\@_ﬁMJ

= This could e 3 problem with e server’s oonRQuestion, or it could Be 2omeone
trying to mpersonate the: servar

& 1f vou have conrected to this server successfiuly in the past, the smor may ba
Temporary, and wou Can Ty agan lher

O Wi G 0K B EeCERUOn..

4 Click Add Exception.

?ég Secure Connection Failed
: | 172 usses oy inviakd secunty certificate

Tha certificate i ot trusted becaces it & 5o sgred
The certificate i onby wabd for rea

(Error conka sec_errod _mm:.l-e%\;u(@ﬂ]
» This could be a problem wif\tha server's configurston, o it could be someors
iy bo rpersinate th sl

u [y Faws correcied Lo s servey DaCoEssiUly N e past, the amor may be
temporary, and youl can try again labar.

Westd ehirald sk ackd o e rimpbian ) B LR AP NREr el conraction [hal v oo pet il
completely o T o & nok ueed bo seemng & wairing o ths servie.

| Get.me ot of here! N | Add Excaction. |

5 Click Get Certificate.
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6 Before you add an exception, verify that the device to which you are trying to connect is providing
the correct certificate. Click View.
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The SHA1 fingerprint must match the NAS’s certificate you downloaded from the NAS to your
computer. (Double-click the NAS’s certificate file and then click Details and look at the
Thumbprint). Click Close.
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8 If the certificate fingerprints match, click Confirm Security Exception, otherwise click Cancel.
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14.12

The login screen displays.

Hoeseg e Iogged in

o

Now, anyone who connects to the NAS’s Web Configurator screens will automatically do so by
HTTPs. Use a secure method to let your users know the correct fingerprint for the NAS’s certificate
so they can check it before adding a security exception (as in steps 6 to 7 on pages 185 to 186).
See the next section for how to use FTPES with the NAS for secure FTP transfers.

Using FTPES to Connect to the NAS

This section covers how to use FTP over Explicit TLS/SSL with the NAS for secure FTP transfers.
Before you go through this section, read Section 14.11 on page 177 to configure HTTPS. This
example uses FileZilla.

Open FileZilla and click File > Site Manager > New Site.

» Configure the Host field with the NAS’s address.

+ Set the Servertype to FTPES - FTP over explicit TLS/ SSL.

+ Configure the account name and password.

* Click Connect.
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2 A security warning screen displays. The SHA1 fingerprint must match the NAS’s certificate you
downloaded from the NAS to your computer. (Double-click the NAS’s certificate file and then click
Details and look at the Thumbprint). If they match, click OK.

=

Lipd peresms cerifficate
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The shares and folders to which Gonzo has access display. Now you can use FTP to securely transfer
files to or from the NAS. Use a secure method to let your users know the correct fingerprint for the
NAS’s certificate so they can check it before adding a security exception.

14.13 Using a Mac to Access the NAS

This tutorial shows you how to find the NAS on Mac OS X 10.5 (Leopard).
You can access the NAS in two ways:

* Use the Finder to browse for the NAS, or

* Use the Finder > Go option to connect to the NAS.
14.13.1 Finder

1  Open a new Finder window.
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2 Select All under the SHARED sidebar. Look for the NAS from the Network list.

L3 =

» ® mygroup
™ nancyg -
b 0 nsazZnancy -
- N —--
E E nsaZ 401 ?‘Q e
B neatest s
b one Q:\‘ ——-
(O BT —
e poaswl -
¥ SEARCH FON > B e —
[ 'E' secusity 2003 -
b TH'.'F [ ? HRPVET A
L ¥edianday B clin =i
L Pasy Wask | » 0 gt s
L Al images e

T ‘I — — - —=—=

3 Expand the NAS to display the shares you may access.
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14.13.2 Go Menu

4 In the Finder, click Go > Connect to Server.

= Computer
B Home

Bl Desktop
™ Network

B Disk

oy Bpplications
5= Lhilities

Recent Folders

M b :Mr
Connect o Server... KK

5 When the Connect to Server dialog box opens, enter smb:// and the NAS’s IP address in the
Server Address field. You may also click Browse to have the Mac search for the NAS. Click

Connect.
Servei Akl ress:
{smby/ 38 | |E2) L=8
Fanirds S&remi

'!':i"! Remnve " Browse "I

6 Once you establish the connection, you can access the NAS from the Finder or directly from the
desktop.

14.14 How to Use the BackupPlanner

Note: The screens and links in this section appear only after you have installed and
enabled BackupPlanner. BackupPlanner is an application that you can install using
Package Management (see Chapter 18 on page 246.)

Use the NAS’s BackupPlanner to have a backup of your files and folders.
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14.14.1

Schedule backups for times when the network is not busy (like at night or on weekends). For
example, you might do daily backups of important individual files or folders and a weekly general
archive. You can save backups to another location so your files can survive even if the original RAID
or NAS fails.

Creating an Archive Backup

To backup the NAS every week to a remote NAS:

Click Protect > Backup > Add Job.
Figure 93 Protect > Backup
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Identify the backup job and select Archive.

New files are often added to the shares that you need to back up and existing files are not
frequently changed so select Incremental. The NAS does a full backup first and later only copies
source files that are new and/or modified since the last backup. This example sets the NAS to do
another full backup after every four incremental backups.

Figure 94 Protect > Backup > Add Job: Step 1
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Select the volume1 check box to select all the folders and files.

Select Remote and enter the other NAS’s address, username, password, and share name.
If you want to make sure the remote NAS is reachable, click Test Connection.

Figure 95 Protect > Backup > Add Job: Step 2
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In this example, the target NAS is on the LAN so leave the compression off.
Security is already configured on the target NAS so you can leave the encryption off, too.
Have the NAS keep 3 backups.
Figure 96 Protect > Backup > Add Job: Step 3
o Comr e
i Emrepiee
A} Py Fabus
Set the frequency to Weekly. Schedule the backup for 5:00 every Saturday morning.
Protect > Backup > Add Job: Step 4
W inanass
g 8
=
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14.14.2 Creating a Synchronization Backup

1

2

To create a synchronization backup:

Click Protect > Backup > Add Job.
Figure 97 Protect > Backup
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Name the backup job and select Synchronization.

You want only your current set of files in the Backup Photo folder of your External storage , so you
select Mirror to make the target folder identical to the source folder. The NAS deletes any other
files in the target folder.

Figure 98 Protect > Backup > Add Job: Step 1
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Select the folder that needs to be mirrored (your Photo folder in this example) and External.
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+ Select the destination on the External (Backup Photo in this example).
+ Click Next.
Figure 99 Protect > Backup > Add Job: Step 2
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Click OK in the warning dialog box.
Figure 100 Protect > Backup > Add Job: Step 3
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For this example, assume not many files need to be backed up so leave the compression off.

« Turn on the encryption to protect these sensitive files during the transfer. The final files stored
on the remote NAS will be unencrypted (usable).

* Restrict the bandwidth usage to 256 KB/s to stop the archives from using all of your network
connection’s available bandwidth.

* You don’t have to configure a purge policy for a synchronization backup.
» Click Next.
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Figure 101 Protect > Backup > Add Job: Step 3
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5 Schedule the backup to occur every morning at 3:00 and click Done.
Figure 102 Protect > Backup > Add Job: Step 4
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You do not need to use a special restore process to use the files a synchronization backup creates.
The copy of files that the NAS creates on the other NAS’s Backups share can be used directly by
anyone with access to that share.

14.14.3 Restoring Archived Files by Backup Job

If you have backup jobs for which the NAS has already performed backups, you can restore the files
based on the backup job. Do the following:

1 Click Protect > Backup screen, select a backup job and click Restore Archive.
Figure 103 Protect > Backup
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2

3

4

Select which backup to use and click Next.

Figure 104 Protect > Backup > Restore Archive: Step 1
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Select the files and folders you want to restore and click Next.
Figure 105 Protect > Backup > Restore Archive: Step 2
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Select the original location and click Done.
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14.14.4

Figure 106 Protect > Backup > Restore Archive: Step 3
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The NAS restores the files into the share. When it finishes you can access the files.

Figure 107 Protect > Backup > Restore Archive: Progress
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Restoring by Backup Files

If you deleted an archive backup job or the NAS or the RAID array containing the backup job failed
you cannot restore archived files by the backup job. In this example, the NAS’s RAID array failed.
You've replaced the hard drives and re-configured the RAID. To restore by backup files:

Click Protect > Restore. Specify where the archive files are located. In this example, enter
“192.168.3.2” as the IP address, “admin” as the account name, “1234” as the password, and

“Backups” as the share name. Click Test Connection. Click Next.

Figure 108 Protect > Restore: Step 1
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2 Select the backup job and backup time and click Next.
Figure 109 Protect > Restore: Step 2
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3 Select everything in the share except the recycle folder. Click Next.
Figure 110 Protect > Restore: Step 3
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4 Browse to the folder where you want to put the files. Click Done.
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Figure 111 Protect > Restore: Step 4
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The NAS restores the files and you can use them again.
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Status Screen

15.1 Overview

This chapter describes the Status screen, which is the first advanced administration screen that
displays.

15.2 Status Screen

Click the Administration button in the Desktop screen (Chapter 12 on page 139) to open the
Web Configurator. From within the Web Configurator screens, you can also click Status on the top-
left of the navigation panel to display the status screen.

Figure 112 Status
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The following table describes the labels in this screen.

Table 62 Status

LABEL DESCRIPTION

Status Click Status in the navigation panel to refresh the status screen statistics.

System Information

Server Name This displays the name which helps you find the NAS on the network. Click the
Edit icon to go to the screen where you can configure this.

Model Name This displays which model this NAS device is.

Firmware Version This is the NAS firmware version. Click the Edit icon to go to the Maintenance >

FW Upgrade screen from which you can upload/upgrade new firmware.

Media Server Status This shows whether the media server function is enabled or disabled. It must be
enabled for media clients to play content files stored on the NAS. Click the Edit
icon to go to the screen where you can configure this.

FTP Server Status This shows whether the FTP server function is enabled or disabled. It must be
enabled to use FTP file transfer to/from the NAS. Click the edit icon to go to the
screen where you can configure this.
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Table 62 Status (continued)

LABEL

DESCRIPTION

Web Publishing Status

This shows whether the Web server function is enabled or disabled. It must be
enabled to use HTTP to access shares on the NAS. Click the Edit icon to go to the
screen where you can configure this.

UPS

This shows the Uninterruptible Power Supply (UPS) capacity. Click the Edit icon to
go to the screen where you can configure this.

Active Sessions

This shows how many users are currently connected to the NAS.

Type

This shows whether it’'s a Windows/CIFS, web (web configurator), or FTP
connection to the NAS.

Share Name

This displays the shared folder name on the NAS that the user is connected to for
CIFS sessions and is blank for FTP and web sessions.

Username

This displays the name of the user connected to the NAS if one is defined.
ANONYMOUS FTP displays if a username is not defined for the user’s connection.

Connected At

This displays the date and time the user last connected to the NAS in year, month,
day, hour, minute, second format.

IP Address

This displays the IP address of the computer connected to the NAS.
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16.1 Overview

This chapter gives an overview of the various features included in the system setting screens.
Upgrade the NAS firmware. Use package management to add more useful applications in your NAS.
Identify your NAS on the network and set the time that the NAS follows for its scheduled tasks/logs.

16.2 What You Can Do

Use the Packages screens (Section 16.4 on page 207) to upload new firmware and download
and install applications from the web.

Use the Server Name screen (Section 16.5 on page 209) to specify the NAS’s server and
workgroup names.

Use the Date/ Time screen (Section 16.6 on page 210) to set up date/time and choose a time
zone for the NAS.

16.3 What You Need to Know

Package Management

This feature enables you to install and use the following applications.

Gallery - This web-based application allows your NAS to host pictures. You can upload images in
your local computer or shares to this application. Use the Gallery administrator account (default
username admin, password 1234) to log into the Gallery console. There you can create accounts
for other users.

NFS - NFS (Network File System) is a file-sharing protocol most commonly implemented on
Unix-like systems.

NZBGet - This news grabber helps download files from UseNet.

PHP-MySQL-phpMyAdmin - This tool can be used to manage MySQL through the web. Enter
'root' as the username and '1234' as the password to log in. This includes MySQL, PHP, and
phpMyAdmin.

Logitech® Media Server - This enables you to manage a Logitech's Squeezebox device
connected to the NAS.

TFTP - Use this to configure the NAS to accept log files from TFTP clients.

Transmission - This Bit Torrent client supports adding tasks through torrent files and magnet
links.

Cloud Storage User’s Guide

205



Chapter 16 System Setting

« WordPress - This allows you to create and manage a blog. Use the WordPress administrator
account (default username admin, password 1234) to log in. You can then create accounts for
other users.

* pyLoad - Use this to have the NAS manage your downloads including those from one-click
hosting sites. One-click hosting sites allow Internet users to easily upload files to the one-click
host's server so others can download them.

« Memopal - Use this to back up files on the NAS to your Memopal online backup and storage
account.

« ownCloud - Use this to store, synchronize, and share files, photos, calendars, and more with
computers and mobile devices.

« myZyXELcloud-Agent - Use this to go to mycloud.zyxel.com to set up a free DDNS hostname
for the NAS so you can connect to it easily from the Internet.

The following applications come with their own configuration screens and documentation:

+ Gallery

+ NZBGet

+ PHP-MySQL-phpMyAdmin
* Logitech® Media Server
« Transmission

» WordPress

* myZyXELcloud-Agent

« ownCould

Windows/CIFS

Common Internet File System (CIFS) is a standard protocol supported by most operating systems
in order to share files across the network.

» CIFS is included by default in Windows operating systems.
* You can use Samba with Linux to use CIFS.

» CIFS transfers use security.

Time Lag

Time lag occurs when the time on the NAS falls behind the time on the time server. This may
happen if:

+ the time server is no longer reachable

« if the NAS is shut down often (the NAS internal battery keeps time when the NAS is shut down
and this may cause possible variance)

* power surges occur.

The NAS gives no warning if time lag occurs. You should resynchronize the time after a power surge
or after you have shut down the NAS several times.
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16.4 Package Management Screen

Use this screen to download and install applications from the web. See Chapter 18 on page 246 for
more about the features you can add to the NAS by installing packages.

Click System Setting > Packages to open the following screen.

Figure 113 System Setting > Packages
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The following table describes the labels in this screen.

Table 63 System Setting > Packages

LABEL DESCRIPTION
Package Management
Retrieve List From Click this to retrieve a list of available packages from the ZyXEL website.
Internet
Install/Upgrade Choose the item(s) on the list and click this to install the selected application(s) on your
system or upgrade to the latest version if you have previously installed the application.
Uninstall/Cancel Choose the item(s) on the list and click this to uninstall the selected application(s) from
Installation your system or cancel their active download(s) or install process/es.
This is only available if you have previously installed the package.
Enable This option is only for non built-in packages.
Choose the item(s) on the list and click this to enable the application(s) on your
system.
This is only available if you have previously installed the package.
Disable This option is only for non built-in packages.
Choose the item(s) on the list and click this to disable the application on your system.
You have to enable the application again in order to use it.
This is only available if you have previously installed the package.
Package Info Select an item on the list and click this to display information about the package. See
Section 16.4.1 on page 208 for more details.
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Table 63 System Setting > Packages

LABEL

DESCRIPTION

Status

This is the current status of the application. It shows:

*  Not Installed - This displays for applications that have not been installed by the
NAS.

* Installing (% ) - This displays when the application is being installed. It also shows
the percent of the package already installed.

« Built-in - This displays for applications installed by the NAS that you can configure
in the NAS Web Configurator.

+ Enabled - This displays for applications installed and enabled by the NAS that have
their own web configurators.

« Disabled - This displays for applications installed and disabled by the NAS that
have their own web configurators.

< Unknown - It is possible to get this status if the web location for the application is
unavailable.

Package Name

This is the name of the application.

Requires

This shows the other packages required in order to run this application.

Note: A package would be disabled/enabled simultaneously if its prerequisite package(s)
has been disabled/enabled. For example, when you enable WordPress, this also
enables PHP-MySQL-phpMyAdmin automatically. However when you enable
PHP-MySQL-phpMyAdmin, this does not automatically enable WordPress.

Version

This is the version number of the item.

The W& icon indicates that the application has a newer version available. Move your
mouse over this icon to see the latest version number. Choose this item and click
I nstall/ Upgrade.

Description

This shows a brief description of the application.

Management
Page

This shows the location of the screens or web configurator where you can manage the
application (after the package has been installed on the system).

Note: Once you install an application and enable it, additional links show up in the
navigation panel. This applies to NFS, TFTP Server, pyLoad, and Memopal.
Access the Gallery, NZBGet, PHP-MySQL-phpMyAdmin, Logitech® Media
Server, Transmission, WordPress, OwnCloud, and myZyXELcloud-Agent
applications’ web configurators through the Package Management screen.

16.4.1 Displaying the Package Information

Select an item on the list and click Package I nfo. Use this screen to check detailed information
about the application.

Figure 114 System Setting > Packages > Package Info
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The following table describes the labels in this screen.

Table 64 System Setting > Packages > Package Info

LABEL DESCRIPTION
Status This is the current status of the application. It shows:
* Not Installed - This displays for applications that have not been installed by the NAS.
» Installing (% ) - This displays when the application is being installed. It also shows
the percent of the package already installed.
+ Built-in - This displays for applications installed by the NAS that you can configure in
the NAS Web Configurator.
+ Enabled - This displays for applications installed and enabled by the NAS that have
their own web configurators.
+ Disabled - This displays for applications installed and disabled by the NAS that have
their own web configurators.
Name This is the name of the application.
Size This is the size of the application at initial download.

Needed Space

This is the needed space to complete the installation of the application.

Version This is the version number of the application.
Requires This shows other package/s required to run this application.
Required By This shows which other packages require this application in order to be usable.

Management Page

This shows the location of the screens, console or web configurator where you can
manage the application (after the package has been installed on the system).

Source This shows the location of the installed files of the application.
Description This shows a brief description of the item.
Close Click this to close the screen.

16.5 Server Name Screen

Click System Setting > Server Name to open the following screen. Use this screen to configure
your CIFS settings. In this screen you can set your server name and specify if your NAS is a part of

a workgroup.

Note: CIFS cannot be disabled on the NAS.

Figure 115 System Setting > Server Name
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The following table describes the labels in these screens.

Table 65 System Setting > Server Name

LABEL DESCRIPTION

Server Name Enter a name to identify your NAS on the network in this field.

You can enter up to 15 alphanumeric characters with minus signs allowed but not as the
last character. The name must begin with an alphabet (a-z) and is NOT case sensitive.

Description Add text here to describe the NAS if the Server Name field is not enough. Use up to 61
characters. You can use all characters except the following: /\:|[]<>+;,?7=""~.

Workgroup Name | Type your workgroup name in this field. A workgroup is a group of computers on a
network that can share files. These user accounts are maintained on the NAS.

You can enter up to 15 alphanumeric characters with minus signs allowed but not as the
last character. The name must begin with an alphabet (a-z) and is NOT case sensitive.

Prevent NAS From | Select this option if computers in your workgroup are named with non-English characters

Being Master (such as Chinese and Russian). When you perform a search in the workgroup, this option
Browser allows you to locate computers named with non-English characters.

Apply Click this to save your changes.

Reset Click this to restore previously saved settings.

16.6 Date/Time Screen

Use this screen to select a time zone and a time server from which your NAS can get the time and
date. This time is then used in NAS logs and alerts.

Click the System Setting link in the navigation panel and then click the Date/ Time link to access
the Date/ Time screen.

Figure 116 System Setting > Date/Time
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The following table describes the labels in this screen.

Table 66 System Setting > Date/Time

LABEL DESCRIPTION

Current System Date Time Setting

Current Time

This field displays the time used by your NAS for its logs and alerts.

Current Date

This field displays the date used by your NAS for its logs and alerts.

Date Time Setup

Manual Select this radio button to enter the time and date manually.
When you enter the time settings manually, the NAS uses the new setting once you click
Apply.
Note: If you enter time settings manually, they revert to their defaults when power is lost.
New Date This field displays the last updated date from the time server or the last date configured

(yyyy-mm-dd)

manually.
When you set Time and Date Setup to Manual, enter the new date in this field and
then click Apply.

New Time
(hh:mm:ss)

This field displays the last updated time from the time server or the last time configured
manually.

When you set Time and Date Setup to Manual, enter the new time in this field and
then click Apply.

Get from Time
Server

Select this check box to have the NAS get the time and date from the time server you
select in the Time Server Address field.

Time Server
Address

Select a time server from the drop-down list box or select Specify my own time server
and enter the time server you wish to use in the field below. Check with your ISP/network
administrator if you are unsure of this information.

Synchronize

Click this for the NAS to retrieve the correct time from the configured time server right

Now away.
Time Zone
Time Zone Choose the time zone of your location. This will set the time difference between your time

zone and Greenwich Mean Time (GMT).

Manual Daylight
Saving

Daylight saving is a period from late spring to fall when many countries set their clocks
ahead of normal local time by one hour to give more daytime light in the evening.

Select this option to manually enter Daylight Saving Time settings. Clear this option to
have the NAS automatically retrieve Daylight Saving Time settings from the Internet. The
NAS will download a new daylight saving resource file from the Internet every month.

Start Date

Configure the day and time when Daylight Saving Time starts if you selected Enable
Daylight Saving. The hour field uses the 24 hour format. Here are a couple of
examples:

Daylight Saving Time starts in most parts of the United States on the second Sunday of
March. Each time zone in the United States starts using Daylight Saving Time at 2 A.M.
local time. So in the United States you would use March, Second, Sunday, at 2:00.

Daylight Saving Time starts in the European Union on the last Sunday of March. All of the
time zones in the European Union start using Daylight Saving Time at the same moment
(1 A.M. GMT or UTC). So in the European Union you would select March, Last, Sunday.
The time you specify depends on your time zone. In Germany for instance, you would

type 2 because Germany's time zone is one hour ahead of GMT or UTC (GMT+ 1).
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Table 66 System Setting > Date/Time (continued)

LABEL

DESCRIPTION

End Date

Configure the day and time when Daylight Saving Time ends if you selected Enable
Daylight Saving. The o'clock field uses the 24 hour format. Here are a couple of
examples:

Daylight Saving Time ends in the United States on the first Sunday of November. Each
time zone in the United States stops using Daylight Saving Time at 2 A.M. local time. So
in the United States you would select November, First, Sunday, at 2:00.

Daylight Saving Time ends in the European Union on the last Sunday of October. All of the
time zones in the European Union stop using Daylight Saving Time at the same moment
(1 A.M. GMT or UTC). So in the European Union you would select October, Last,

Sunday. The time you specify depends on your time zone. In Germany for instance, you
would type 2 because Germany's time zone is one hour ahead of GMT or UTC (GMT+ 1).

Offset

Specify by how many hours to change the time for Daylight Saving Time.

Apply

Click this to save your changes. If you configured a new time and date, Time Zone and
Daylight Saving at the same time, all of the settings take affect.

Cancel

Click this to restore your previously saved settings.
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Applications

17.1 Overview

This chapter discusses the features in the Application screens. The NAS contains various
applications for file sharing and downloading.

17.2 What You Can Do

+ Usethe FTP Server screen (Section 17.4 on page 215) to configure settings for FTP file transfers
to/from the NAS.

+ Use the Media Server screens (Section 17.5 on page 216) to share files with media clients.

* Use the iTunes Server screens (Section 17.6 on page 218) to share files with iTunes users on
your network.

+ Use the Download Service screen (Section 17.7 on page 219) to download files from the
Internet.

* Use the Web Publishing screen (Section 17.8 on page 230) to publish shares for people to
access files using a web browser.

+ Use the Print Server screen (Section 17.9 on page 231) to share a printer.

+ Use the Copy/ Sync Button screen (Section 17.10 on page 232) to transfer files between a USB
device and the NAS.

+ Use the Auto Upload screens (Chapter 19 on page 262) to upload files in selected shares to
your Flickr and/or YouTube accounts.

+ Use the Syslog Server screen (Section 17.12 on page 243) to configure the NAS to accept
syslog logs from syslog clients.

* Use the Dropbox screen (Chapter 20 on page 274) to log the NAS into your Dropbox account.

* Use the Time Machine screen (Chapter 21 on page 278) to turn Time Machine support on or off,
and designate the share for Time Machine backups.

17.3 What You Need to Know

FTP

File Transfer Protocol (FTP) is a file transfer service that operates on the Internet. A system running
the FTP server accepts commands from a system running an FTP client. FTP is not a secure
protocol. Your file transfers could be subject to snooping.
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FTPES (File Transfer Protocol over Explicit TLS/SSL)

File Transfer Protocol over Explicit TLS/SSL (FTPES) is a file transfer service that uses either TLS
(Transport Layer Security) or SSL (Secure Sockets Layer) for secure transfers across the Internet.
It requests for a mutual method of encryption from the FTP server for its file transfer sessions. Your
FTP client must be set to use FTPES as in the following example.

Figure 117 FTP Client Example
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Media Server

The media server feature lets anyone on your network play video, music, and photos from the NAS
(without having to copy them to another computer). The NAS can function as a DLNA-compliant
media server and/or an iTunes server. The NAS streams files to DLNA-compliant media clients or
computers using iTunes. The Digital Living Network Alliance (DLNA) is a group of personal computer
and electronics companies that works to make products compatible in a home network.

iTunes Server

The NAS iTunes server feature lets you use Apple’s iTunes software on a computer to play music
and video files stored on the NAS. You can download iTunes from www.apple.com.

Download Service

The NAS’s download service downloads files from the Internet directly to the NAS. You do not have
to download to your computer and then copy to the NAS. This can free up your computer’s system
resources.

The NAS can download using these protocols.

» HTTP: The standard protocol for web pages.
+ FTP: A standard Internet file transfer service.

+ P2P download: Peer-to-peer files sharing protocol.
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Web Publishing

Web publishing lets you “publish” shares (containing folders and files) on the NAS so people can
access the files using a web browser without having to log into the Web Configurator. This way you
can share files with others without them having to know and enter a username and password.

For example, if you want to share photos in a FamilyPhotos share, you could “web publish” it and

others could use a web browser to access the photos at http://my-NAS’s-1P-Address/ MyWeb/
FamilyPhotos.

RSS

RSS (Really Simple Syndication) is a format for delivering frequently updated digital content. A
channel uses a feed to deliver its contents (items). Subscribe the NAS to a feed to be able to
download the contents.

17.4 FTP Server Screen

Use FTP or FTPES (FTP over Explicit TTL/SSL) to upload files to the NAS and download files from the
NAS. Click Applications > FTP Server to open the following screen.

Figure 118 Applications > FTP Server
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The following table describes the labels in this screen.

Table 67 Applications > FTP Server

LABEL DESCRIPTION
FTP
Enable FTP You can use FTP to send files to the NAS or get files from the NAS. Select this check box

to allow users to connect to the NAS via FTP; otherwise clear the check box.

Connection Limit

Enter the maximum number of concurrent FTP connections allowed on the NAS in this
field. See your screen for your model’s connection limit.

Idle Timeout

Enter the length of time that an FTP connection can be idle before timing out. The
timeout limit is 300 minutes.

Port Number

This is the port number used by the NAS for FTP traffic.

Enable Anonymous
FTP Access

Select this check box to allow any user to log into the NAS using ‘FTP’ or ‘anonymous’
as a username and no password. Any other name is considered a username, so must be
valid and have a corresponding correct password.

Customize the port
range for data
transfer

Select this check box to assign a port range for FTP clients to use when downloading
files from the NAS using passive mode.

The connection limit is restricted to half of the port numbers within the range if this
value is smaller than the one configured in the Connection Limit field. For example,
you specified a port range from 1024 to 1029 and configured 10 in the Connection
Limit field. The FTP connection limit will only be 3 (6 ports in the range divided by 2)
because it is the smaller value.

Starting Port

Enter the first port number in the range. Choose from 1024 to 65535.

Ending Port

Enter the last port number in the range. Choose from 1024 to 65535.

Download/Upload
Rate For All Users
(include admin)

Select this if you want to limit the download/upload bandwidth for all users who are
logged into the NAS, including the administrator.

+ Max. Download Rate - Enter the download speed (in kilobytes/s) that the NAS
allows for users who are logged into the NAS.

*+  Max. Upload Rate - Enter the upload speed (in kilobytes/s) that the NAS allows for
users who are logged into the NAS.

Download/Upload
Rate For
Anonymous Users

Select this if you want to limit the download/upload bandwidth for users who log into
the NAS using ‘FTP or ‘anonymous’ as a username and no password.

+ Max. Download Rate - Enter the download speed (in kilobytes/s) that the NAS
allows for users who are logged into the NAS.

+  Max. Upload Rate - Enter the upload speed (in kilobytes/s) that the NAS allows for
users who are logged into the NAS.

Character Set

The NAS uses UTF-8 (8-bit UCS/Unicode Transformation Format) format for FTP by
default. If the NAS’s folders, or file names do not display correctly in your FTP client,
select the appropriate language encoding here.

This setting applies to all FTP client connections to the NAS. It does not affect your
Windows/CIFS connections (it will not correct the character display in Windows
Explorer).

Apply

Click this to save your changes.

Reset

Click this to restore your previously saved settings.

17.5 Media Server Screens

The media server application allows you to share media files with media clients.
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Click Applications >

Media Server to open the following screen. Use this screen to view the

media server’s status and rebuild the media server database.

Figure 119 A

pplications > Media Server > Media Server
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The following table d

escribes the labels in this screen.

Table 68 Applications > Media Server > Media Server

LABEL

DESCRIPTION

Enable Twonky
Media Server

Select this to have the NAS share the media files in the shares selected in the Share
Publish tab. Clear it to stop the NAS from sharing media files through the Playzone
screens or media players.

Click the hyper link to open the Twonky media server configuration screens to check
media server status or modify media server settings. See the help center in the Twonky
screens for details.

Apply

Click this to save your changes.

Reset

Click this to restore your previously saved settings.

17.5.1 Media Server S

hare Publish Screen

Click Applications > Media Server > Share Publish to open the following screen. Use this

screen to select shar

es to publish (share with media clients like a media player or iTunes).

Figu
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re 120 Applications > Media Server > Share Publish
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The following table describes the labels in this screen.

Table 69 Application

s > Media Server > Share Publish

LABEL

DESCRIPTION

Publish

Select this to have the media server share a share’s media files with media clients.

Share Name

This column lists names of shares on the NAS.

Publish Music Tracks

Select this to give media clients access to the share’s music files.

Publish Photos

Select this to give media clients access to the share’s photo files.

Publish Videos

Select this to give media clients access to the share’s video files.
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Table 69 Applications > Media Server > Share Publish

LABEL DESCRIPTION
Apply Click this to save your changes.
Reset Click this to restore your previously saved settings.

17.5.2 Media Server Logitech® Media Server Screen

Logitech® Media Server enables you to manage a Logitech Squeezebox device connected to the
NAS.

Click Applications > Media Server > Logitech® Media Server to open the following screen.
This screen is available when the Logitech® Media Server application is installed using Package
Management (see Section 17.5.2 on page 218). Use this screen to turn the Logitech® Media Server
application on or off.

Figure 121 Applications > Media Server > Logitech® Media Server

T '

The following table describes the labels in this screen.

Table 70 Applications > Media Server > Logitech® Media Server

LABEL DESCRIPTION

Enable Logitech® Check this to enable Logitech® Media Server.

Media Server ) ) ) ) .
Click the hyper link to open the Logitech media server screens where you can play files

and change settings See the help center in the Logitech media server screens for

details.
Apply Click this to save your changes.
Reset Click this to restore your previously saved settings.

17.6 iTunes Server Screen

Click Applications > iTunes Server to open the following screen. Use this screen to turn the
iTunes server on or off.

Figure 122 Applications > iTunes Server
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The following table describes the labels in this screen.

Table 71 Applications > iTunes Server

LABEL DESCRIPTION

Enable iTunes | Check this to let anyone on your network use iTunes to play music files in the published
Server shares.

Apply Click this to save your changes.

Reset Click this to restore your previously saved settings.

17.7 Download Service Screen

The Download Service screen allows you to download files from the Internet.

Click Applications > Download Service to open the following screen. Use this screen to manage
the NAS’s file downloads.

Note: By default, the NAS saves downloads in the admin share’s download folder.

Figure 123 Applications > Download Service
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The following table describes the labels in this screen.

Table 72 Applications > Download Service

LABEL DESCRIPTION
Enable Download | Use this option (and click the Apply button) to turn the download service off or on. If you
Service turn off the service, all downloads are paused. Files currently downloading are queued.

Turning on the download service resumes downloads (or restarts them if they are not able
to resume).

Enable Download

Use this option (and click the Apply button) to turn the download service notification off

Notify or on. See Section 17.11.3 on page 236 for more details about this feature.
At the time of writing, the NAS supports RSS 2.0 feeds.
I aid Click this to get and subscribe to the NAS channel feed. This enables you to keep track and
download the NAS’s new contents (items).
Add After you find a file to download, copy the file’s URL. Then log into the NAS web

configurator and go to the Applications > Download Server screen and click this
button. A screen opens where you create a new download task. You can paste the file’s
URL or use a P2P download file.
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Table 72 Applications > Download Service (continued)

LABEL

DESCRIPTION

Preferences

Click this to open a screen where you can set the default location for saving downloads
and configure your P2P download settings.

Refresh

Click this to update the information displayed on the screen.

Select Files

A single P2P download torrent file is often for multiple files. If you do not need all of the
files the torrent file specifies, click this to select which files to download.

Delete

To delete download tasks (or manually clear out completed download tasks), select a
download task and click this to remove it from the list. A pop-up screen asks you to
confirm. Click Apply to delete or Cancel to quit. When you delete a download task, you
are given the option to delete the associated files. Selecting this option deletes a
downloaded file and in the case of a P2P download task, also deletes the related .torrent
file.

Use your keyboard’s [SHIFT] key to select a range of download tasks. Use the [CTRL] key
and click individual download tasks to select multiple individual download tasks.

Pause

Select a downloading item and click this to temporarily stop the download. Paused
downloads appear in the Download Service screen’s I nactive tab.

Use your keyboard’s [SHIFT] key to select a range of download tasks. Use the [CTRL] key
and click individual download tasks to select multiple individual download tasks.

Resume

Select a paused item and click this to continue downloading the file.

Select a completed item and click this to re-seed a P2P file or download a file again. If you
want to re-seed a P2P task, keep the P2P file and the completed file in their original
locations.

Task Info

Select an item on the list and click this to display information about the download task.
See Section 17.7.6 on page 229 for more details.

The table lists your

downloads. Click a column’s heading to sort the entries by that criteria.

Active Click this to see the list of files the NAS is currently downloading or sharing with other P2P
users. The NAS handles a maximum of 10 active tasks at a time (or fewer depending on
how much of the NAS’s system memory is available). If you add more, they appear in the
I nactive tab.

P2P downloads may appear in the I nactive tab for a while before showing in the
Downloading tab. The NAS automatically moves completed tasks to the Completed tab.

Inactive Click this to see the list of files that are queued (waiting in line) for the NAS to download or
the downloads that have been manually paused.

Completed Click this to see the list of files that the NAS has finished downloading.

The Location column shows where a downloaded file is saved on the NAS. Click on the
location link to open the share browser and access the file.

Error Click this to see the list of files that the NAS was not able to download. The NAS

automatically retries unsuccessful download attempts. The download displays in the error
tab when the re-attempts are also unsuccessful and the NAS stops trying to download the
file. To try the download again, use the Add button to create a new download task.
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Table 72 Applications > Download Service (continued)

LABEL DESCRIPTION
Status The following icons show the download’s status.
8 Compiried O -Sssdrg [-Deenkadeg
B ovaued i Paums [ Eree B Mg Fes
Bistar desninedeg B Dewba Hem

Completed: The NAS has downloaded the whole file.
Seeding: The download is finished and the NAS is allowing other P2P users to download
it.
Downloading: The NAS is getting the file.
Queued: The download is waiting in line for the NAS to download it.
Pause: The download has been manually stopped. Select it and click Resume to continue
it.
Error: The NAS was not able to complete the download. Select it and click Resume to
reattempt the download.

Name This identifies the download file. A “...” indicates an abbreviated name. Hold your cursor
over the name to display the full name.

Complete This is the percentage of the file that the NAS has downloaded.

(%)

Location This appears in the Completed tab.
It displays the path for where the file is saved. Click on the location link to open the share
browser and access the file.

Seeds Seeds apply to P2P downloads. This is the number of computers that are sharing the
complete file that you are downloading.
This value is in the format “Leeches(Seeds)” where Leeches refer to peers that do not
have a complete copy of the file yet and are still downloading; Seeds refer to peers that
have the complete file.

Peers Peers apply to P2P downloads. This is the number of other computers that are also
downloading (and sharing) the file you are downloading.
This value is in the format “ConnectedPeers(AllPeers)[Health]” where Connected Peers is
the number of computers to which the NAS is connected in order to download the file;
AllPeers refer to the total number of computers to which the NAS can connect in order to
download the file; Health indicates the availability of the file.

Download This is how fast the NAS is getting the file.

Speed

It is normal for a P2P download to start out with a slow download speed since it has to set
up numerous connections. The speed should increase as the download progresses and
decrease near the end of the download.

Upload Speed

This is how fast the NAS is sending the file to other P2P users.

Time Left This is how much longer (in hours, minutes, and seconds) it should take to finish the
download at the current download speed.

Priority This is the download’s priority on the NAS. You can set a currently downloading or queued
download to high or automatic priority. You can set a download to high priority to have the
NAS try to download it before the other files. However the actual download speed depends
more on factors like the speed of you Internet connection, the speed of the download
source’s Internet connection, how many others are trying to download at the same time,
the peers and seeds available and general network conditions.

Error Code This appears in the Error tab.
This shows the tag for the error that occurred.

Error This appears in the Error tab.

Message

This message states what went wrong with the download.
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17.7.1 Adding a Download Task

Click Applications

> Download Service > Add to open the following screen. Use this screen to

specify a file for the NAS to download. Section 14.7 on page 162 provides a tutorial on adding a
download task.

Figure 124 Applications > Download Service > Add
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The following table

Table 73 Applicatio

describes the labels in this screen.

ns > Download Service > Add

LABEL

DESCRIPTION

Source

URL

Paste the URL or magnet link of the file you want to download into this field. The URL can
be for an HTTP, FTP, or P2P download. A magnet link is for a P2P download.

For a P2P download using a magnet link the NAS automatically downloads the file related
to the magnet link.

For a P2P download using a .torrent file, you can copy and paste the URL of the .torrent
file. The NAS will automatically download the .torrent file and use it. You do not have to
manually download the .torrent file or save it to your computer.

Note: Make sure the link opens either the file you want or a pop-up window about how to
handle the file.

It is also OK for the link to open a .torrent file. If you are redirected to a screen that says
the download should start in a few seconds, there may be a link to click if the download
does not start automatically. See if that link opens the file or the pop-up window.

Torrent File

A “torrent” file has information the NAS uses to do a P2P download. A torrent file uses a
.torrent extension. If you already have a torrent file saved on your computer, select the
Torrent File option and specify its path or click Browse and look for its location.
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Table 73 Applications > Download Service > Add (continued)

LABEL DESCRIPTION
Location of This shows where the NAS stores new downloads (Put incomplete downloads in) and
Downloaded Files | where the NAS moves completed downloads (Move completed downloads to).

The Share column shows the name of the share where the file is downloaded.

The Path column points to the location in the share where the NAS will save the

downloaded files.

+ P2Pdownload jobs are stored in /*/incoming (where “*’is a folder that you have set.)

« HTTP/FTP jobs are stored in /* (where **’ is a folder that you have set.)

» Alljobs triggered by RSS channels create the subfolder in /* using the channel name
where it store all files downloaded from that channel (where **’ is a folder that you
have set.)

Edit Click this to open the following screen where you can set the default folder location where
you “Put incomplete downloads in” and “Move complete downloads to”:.
Pl | postinn ol (omsdnaded Files
Lo Par cesiplFe Seanlneda in
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* Share - Select the share from the list.

« Path - Type the folder location in the share directly or click Browse to open the
following screen and navigate to the file’s location.

= ==

+ Current Location - This is the location of the selected folder.

+ Folder Name - Enter a new folder name and click %jg to create it.

« Type - This identifies the item as a folder or file.

« Name - This is the name of the folder/file.

Select a folder. If you don’t select a folder, a forward slash (/) displays in the Path field.

All contents within the specified share are automatically selected.

Click Apply to save your settings and Cancel to close the screen.

Apply Click this to save your changes.
Cancel Click this to return to the previous screen without saving.

17.7.2 Configuring General Download Settings

Click Applications > Download Service > Preferences to open the following screen. Use this
screen to set the default location for saving downloads and configure the download period.
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Figure 125 Applications > Download Service > Preferences > General Settings
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The following table describes the labels in this screen.

Table 74 Applications > Download Service > Preferences > General Settings

LABEL DESCRIPTION

Location of This shows where the NAS stores new downloads (Put incomplete downloads in) and
Downloaded Files | where the NAS moves completed downloads (Move completed downloads to).

The Share column shows the name of the share where the file is downloaded.

The Path column points to the location in the share where the NAS will save the
downloaded files.

+ P2Pdownload jobs are stored in /*/incoming (where "’ is a folder that you have set.)
+ HTTP/FTP jobs are stored in /* (where **’ is a folder that you have set.)

+ All jobs triggered by RSS channels create the subfolder in /* using the channel name
where it store all files downloaded from that channel (where **’ is a folder that you
have set.)

Edit Click this to open the following screen where you can set the default folder location where
you “Put incomplete downloads in” and “Move complete downloads to”:.
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* Share - Select the share from the list.

+ Path - Type the folder location in the share directly or click Browse to open the
following screen and navigate to the file’s location.
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Table 74 Applications > Download Service > Preferences > General Settings (continued)

LABEL

DESCRIPTION

+ Current Location - This is the location of the selected folder.

+ Folder Name - Enter a new folder name and click ijg to create it.
+ Type - This identifies the item as a file or folder.

+ Name - This is the name of the folder/file.

Select a folder. If you don’t select a folder, a forward slash (/) displays in the Path field.
All contents within the specified share are automatically selected.

Click Apply to save your settings and Cancel to close the screen.

Download Period
Control

This feature sets the NAS to download files only within a specified time period.

Enable Download
Period Control

Use the check box to turn the download period control on or off.

Download Service
is active in the

Specify the time period for the NAS to download files.

time period Note: If you also configured the Power On/Off Schedule feature in the Power

(hh:mm - Management screen, make sure your active download period does not conflict with
hh:mm) the power-off period.

Apply Click this to save your changes.

Reset Click this to restore your previously saved settings.

Cancel Click this to return to the previous screen without saving.

17.7.3 Configuring the P2P Download Settings

Click Applications > Download Service > Preferences > P2P download to open the following
screen. Use this screen to configure P2P download settings.
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Figure 126 Applications > Download Service > Preferences > P2P download

The following table describes the labels in this screen.

Table 75 Applications > Download Service > Preferences > P2P download

LABEL

DESCRIPTION

Port Number

Assign a port number for P2P downloads. You can select a number from 2 to 65536. It
is recommended to use a port number greater than 1025.

DHT

Select Enable or Disable to use Distributed Hash Table (DHT) or not.

Note: When you use DHT, the NAS will also attempt to open a UDP port one number
smaller than the P2P download port number. So if the P2P download port number
is 9090, the NAS uses UDP port 9089.

Max. download rate

You may need to limit the bandwidth the NAS uses for P2P downloads if your network’s
other Internet applications are not getting enough downstream bandwidth. 0 has the
NAS impose no restriction.

Max. upload rate

You may need to limit the bandwidth the NAS uses to share files through P2P download
if your network’s other Internet applications are not getting enough upstream
bandwidth. 0 has the NAS impose no restriction.

If you do not allow any uploads, (for example, you set a limit of 1 KB/s) you will not
have a good standing in the P2P download community.

Note: The settings for maximum download/upload rates would not affect peers accessing
the NAS from the same LAN.

Maximum Number
of Active Torrents

Specify how many simultaneous P2P downloads are allowed on the NAS. You can enter
a number from 1 to 10.

Maximum Number
of Seeding Jobs

Specify how many simultaneous seeds are allowed on the NAS. Enter a number from 1
to 10. This value cannot exceed the one you configured in the Maximum Number of
Active Torrents field.

Maximum Number
of Active
Connections

Specify how many active connections are allowed on the NAS. Enter a number from 1 to
500. This specifies the number of computers that can connect to the NAS to download
files being shared by the NAS.

Cloud Storage User’s Guide

226




Chapter 17 Applications

Table 75 Applications > Download Service > Preferences > P2P download (continued)

LABEL DESCRIPTION

Keep Sharing While | With P2P download, the NAS starts sharing a file while you are downloading it. Set how
long to continue sharing a file after the NAS finishes the download.

Select Upload/ Download Ratio to keep sharing a file until the NAS has uploaded a
specific percent compared to the download.

Select Seeding Time to keep sharing a file for a specific number of minutes after the
download finishes.

Continuing to share a file helps other P2P download users finish downloading it. Sharing
out at least as much as you download helps keep you in good standing in the P2P
download community.

Enter -1 to share a file indefinitely. Leave both check boxes blank to have the NAS stop
sharing the file as soon as the download finishes.

If you select both options, the NAS keeps sharing a file until both conditions exceed the
values you configure. For example, you entered 150% in the Upload/ Download Ratio
field and 120 minutes in the Seeding Time field. The NAS keeps sharing a file until it

has shared 1.5 times the size of the file and has passed 120 minutes.

Email notifications Select whether or not to send emails to the email address configured for emailing log
reports (see Section 26.4.2 on page 308) when the NAS starts downloading the file,
seeding the file, and/or finishes downloading the file.

Edit IP Filter Click this to enable or disable IP filtering for P2P downloads.

Refer to Section 17.7.4 on page 227 for information about the fields in this screen.

Apply Click this to save your changes.
Reset Click this to restore your previously saved settings.
Cancel Click this to return to the previous screen without saving.

17.7.4 Edit IP Filter

Use this screen to enable or disable IP filtering for P2P downloads. IP filtering blocks IP addresses
known to share fake files. You can either get an IP filter table from a website or use your own table.

Click Edit I P Filter in the Applications > Download Service > Preferences > P2P download
screen.

Figure 127 Applications > Download Service > Preferences > P2P download > Edit IP Filter
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The following table describes the labels in this screen.

Table 76 Applications > Download Service > Preferences > P2P download > Edit IP Filter

LABEL

DESCRIPTION

Enable IP Filter

Click this to enable or disable IP filtering for P2P downloads.

Update IP Filter
Table File from
the Internet
Every Week

Select this option and enter a URL to use an online IP filter table. You can find an online
IP filter table in websites such as http://www.bluetack.co.uk/config/levell.gz.

When you change the URL of the online IP filter table, the NAS also performs an update

after you click Apply.

Upload IP Filter
Table

Select this option to upload your own IP filter table. Use the Brow se button to locate
the file and click Upload to save it on the NAS.

The NAS supports .txt, .dat, .gz, .tgz, and .tar.gz file extensions. The NAS saves the |IP
filter table as / admin/ download/ ipfilter.dat.

Download Current Click this to save a copy of the IP filter table on your computer.

| P Filter Table
Apply Click Apply to update the IP filter table from the specified URL.
Cancel Click this to return to the previous screen without saving.

17.7.5 Selecting Files to Download

Select an item in the Applications > Download Service screen’s list and click Select Files to
open the following screen. Use this screen to select which of the torrent’s files to download. Section
14.7 on page 162 provides a tutorial on adding a download task.

Figure 128 Applications > Download Service > Select Files

T T

ke M Sidr

- MATEFEED, FENCa —_ LT K

FEp Sl AR G E DU Ceratin s i Adey T101 CIoTrRg

CAO-HAN TP nh

The following table describes the labels in this screen.

Table 77 Applications > Download Service > Select Files

LABEL DESCRIPTION

Select Files

File Name This is the name of a file specified in the torrent file. Select the check boxes of the files you
want to download.

Size This is the size of the file to be downloaded.
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Table 77 Applications > Download Service > Select Files (continued)

LABEL DESCRIPTION
Apply Click this to save your changes.
Cancel Click this to return to the previous screen without saving.

17.7.6 Displaying the Task Information

Select an item on the list and click Task I nfo. Use this screen to check detailed information about
the task.

Figure 129 Applications > Download Service > Task Info
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The following table d

escribes the labels in this screen.

Table 78 Applications > Download Service > Task Info

Downloaded Ratio

LABEL DESCRIPTION

Status This is the current status of the task.

Name This is the name of the task.

Size This is the size of the file to be downloaded.

Uploaded/ This is the ratio of total uploaded data to downloaded data.

Complete(%)

This field displays how much has been downloaded to the NAS.

Seeds This is the number of computers that are sharing the complete file that you are
downloading.
Peers This is the number of other computers that are also downloading (and sharing) the file

you are downloading.

Download Speed

This field displays how fast the NAS downloads the file.

Upload Speed

This field displays how fast the NAS uploads the file.
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Table 78 Applications > Download Service > Task Info (continued)

LABEL DESCRIPTION

Health This field displays how many full copies of the file are available for this task. The NAS
can download a file with a higher health value more efficiently. If the health value is less
than 1 (0.65 for example), there is no full copy of the file, and the NAS may not be able
to complete downloading the file.

Time Left This is the time remaining to complete the task.

Priority Use this field to set the priority for downloading the task.
Select Auto to have the NAS automatically determine the task’s priority.
Select High to have the NAS download this file before the other files.

Comment Enter a description for this task. Click Apply to save the description.

Start Time This field displays when the NAS started to download files.

Completed on This field displays when the file was successfully downloaded to the NAS.

Info-Hash This information is used to verify the torrent file.

Tracker This field displays the tracker that NAS is currently connected to. A tracker is a server
used for finding peers sharing the file.

Close Click this to close the screen.

17.8 Web Publishing Screen

Use this screen to turn web publishing on or off and select shares to publish. Click Applications >

Web Publishing to open the following screen.

Figure 130 Applications > Web Publishing

[ S .

W Foarra e ey

Vingmb b -l b

Fwhidrd Shair

The following table describes the labels in this screen.

Table 79 Applications > Web Publishing

LABEL DESCRIPTION

Web Publishing

Disable / Enable

Web Publishing browser, without having to log into the Web Configurator.

Turn on web publishing to let people access files in the published shares using a web

Cloud Storage User’s Guide

230




Chapter 17 Applications

Table 79 Applications > Web Publishing (continued)

LABEL

DESCRIPTION

Support HTTPS

Select this to allow users to use web browser security for connections to the web-
published shares. In order to use secured connections users must use “https://” in the
NAS’s web address and install the NAS’s public key certificate.

Port Number

Specify a port number for accessing the published share websites hosted on the NAS. If
you enter a number other than 80, make sure you include it when telling others how to
access the web-published share. For example, say you specified port 8080, the NAS’s IP
address is 192.168.1.23, and the name of the web-published share is FamilyPhotos. You
would have to enter “http://192.168.1.23:8080/MyWeb/FamilyPhotos/” in your
browser’s address bar to access the share’s web page.

Unpublished Shares

This list box displays the shares that the NAS does not publish for web browser access.

Publish Selected
Share(s)

Select shares in the Unpublished Shares box and click this to let people access files in
the published shares using a web browser, without logging into the Web Configurator.
Use the [SHIFT] key to select a range of entries. Hold down the [CTRL] key to select
multiple individual entries.

Published Shares

This list box displays the shares people can access using a web browser, without logging
into the Web Configurator.

Unpublish Selected
Share(s)

Select shares in the Published Shares box and click this to not let people access using
a web browser without logging into the Web Configurator. Use the [SHIFT] key to select
a range of entries. Hold down the [CTRL] key to select multiple individual entries.

Apply

Click this to save your changes.

Reset

Click this to restore your previously saved settings.

Note: If you installed php-MySQL-phpMyAdmin through the Package Management
screen (Section 18.6 on page 251) and enable it, you can use PHP and MySQL in
your published web page.

17.9 Print Server Screen

Use the Print Server screen to view and manage the NAS’s list of printers and print jobs.

Click Applications > Print Server to open the following screen.
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Figure 131 Applications > Print Server
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The following table describes the labels in this screen.

Table 80 Applications > Print Server
LABEL DESCRIPTION
Refresh Click this to update the list of printers and print jobs.
The table lists printers and their queued print jobs. Click a column’s heading to sort the entries
by that criteria.
Status This fields shows whether the printer is connected and turned on (on-line) or not (off-line).
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Table 80 Applications > Print Server (continued)
LABEL DESCRIPTION
Name This identifies the printer. Each printer connected to the NAS must use a unique name.
Actions Rename: Click this to change the name the NAS uses for the printer.

Cancel Job: Click this to remove all print jobs from the NAS queue for a particular printer.
However, since the NAS sends print jobs to the printer as soon as it can, this button may only
have an effect if there are very large or many print jobs in the queue. To stop a print job that
has already started, you may have to turn off the printer.

Delete: Click this to remove a printer from the NAS’s printer list. To add the printer back into
the list, disconnect the printer from the NAS’s USB port and reconnect it. If that does not work,
disconnect the USB port and turn off the printer’s power. Then reconnect the printer and turn it

back on.

17.9.1 Print Server Rename

Click Applications > Print Server and a printer’'s Rename icon to open the following screen. Use

this screen

Figure 132

to change the name the NAS uses for the printer.

Applications > Print Server > Rename
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The following table describes the labels in this screen.

Table 81 Applications > Print Server > Rename

LABEL

DESCRIPTION

Name

Type a new name to identify the printer. The name must be unique from all the other names of
printers connected to the NAS.

Apply

Click this to save your changes.

Cancel

Click this to return to the previous screen without saving.

17.10 Copy/Sync Button Screen

The Copy/
connected

Click Appli

Sync button on the front panel allows you to copy or synchronize files between a
USB or SD device and the NAS.

cations > Copy/ Sync Button to open the following screen.
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Figure 133 Applications > Copy/Sync Button
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The following table describes the labels in this screen.

Table 82 Applications > Copy/Sync Button

LABEL

DESCRIPTION

Copy Settings

NAS Copy Target

Select the NAS share to use with the copy function.

USB Volume

If your USB or SD device has multiple partitions, select which partition to use with the
copy function.

Copy Direction

Select USB -> NAS to copy files from your USB or SD device to the NAS.
Select NAS -> USB to copy files from the NAS to your USB or SD device.

Create a New Folder
for Copied Files

Select this option to place the copied files in a new folder.

The name of the folder created for the copied files consists of the date and time of the
copy in year_month_day_hour_minute_second format.

Backup Files to be
Replaced

This option is only available if you do not select Create a New Folder for Copied
Files. Select this option to save the files that will be replaced by the source files.

Backup Target

Select a share in which to save the backup files.

Note: The NAS will not create a new folder to store the backup files. It is recommended to
create a specific share (such as “backup”) for backup purposes.

Sync Settings

NAS Sync Target

Select the NAS share to use with the synchronization function.

USB Volume

If your USB device has multiple partitions, select which partition to use with the
synchronization function.

Sync Direction

Select USB -> NAS to synchronize files from your USB or SD device to the NAS.
Select NAS -> USB to synchronize files from the NAS to your USB or SD device.

Select NAS <-> USB to synchronize files in both directions simultaneously.
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17.11

17.11.1

Table 82 Applications > Copy/Sync Button (continued)

LABEL DESCRIPTION
Backup Files to be Select this option to save the files that will be replaced by the source files.
Replaced or
Removed
Backup Target Select a share in which to save the backup files.

Note: The NAS will not create a new folder to store the backup files. It is recommended to
create a specific share (such as “backup”) for backup purposes.

Apply Click this to save your changes.

The configuration file is saved on the USB device.

Reset Click this to restore your previously saved settings.

Technical Reference

This section provides technical background information on the topics discussed in this chapter.

Sharing Media Files on Your Network

The media server feature lets anyone on your network play video, music, and photos from the NAS
(without having to copy them to another computer). The NAS can function as a DLNA-compliant
media server and/or an iTunes server. The NAS streams files to DLNA-compliant media clients or
computers using iTunes. The Digital Living Network Alliance (DLNA) is a group of personal computer
and electronics companies that works to make products compatible in a home network.

» Publish shares to let others play the contained media files.
+ The media server is a convenient way to share files you download.

+ Hardware-based media players can also play the files. See page 354 for the supported
multimedia file formats.

Note: Anyone on your network can play the media files in the published shares. No user
name and password or other form of security is used. The media server is enabled
by default with the video, photo, and music shares published.

Songs from the iTunes Store

After using iTunes on your computer to download songs from Apple’s iTunes Store, you can copy
them to the NAS. Many of these songs have DRM (Digital Rights Management). At the time of
writing, you can use your Apple account ID and password to authorize up to a total of five
computers to play the files. To authorize a computer, open iTunes and click Store > Authorize
Computer.

A link for the NAS in iTunes under SHARED. Click it to display the NAS’s published media files as
shown next.
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17.11.2

Figure 134 NAS link in iTunes

il moves @ I Can Wk Foreves 5Ll A Sepohy The Defin
i@ Every "aoman In the Workl 1 A Supply
E T Shows i Cart Tk My Evrd OFF Yioms e e R L0 Thersga
¥ Podossts # Tha Maies CF The Gaies 4156 denancl SeyFrisd 5., Mamma M|
1 fado / # orey, Honey 107 demancls Sayimed, A5, Mamma M
et & Monsy, Morey, Morey 107 demands Seyfriad, ds Mrama M|
& Girmme| e Gmmel (G Man 8 HE3 - Amanda Seviried, fs.. Manma M
& Murses St & Mg bo miban gats go by 236 My Wilams Thee Bgst
G il by B fraiha Frarddn Barulls 0
@ & T Wiritn The Sengs G5 By M
W fun't g Surshne 03 Bl ‘Withers Smonth 1
TiLATLISES # Chances drs hiZ  Bub Moy
s Party ShulTi e e o alore 404 Boz Tosggs Soares Cha

Download Service

The NAS’s download service downloads files from the Internet directly to the NAS. You do not have
to download to your computer and then copy to the NAS. This can free up your computer’s system
resources.

The NAS can download using these protocols.

+ HTTP: The standard protocol for web pages.
« FTP: A standard Internet file transfer service.
+ P2P download: Peer-to-peer files sharing protocol.

Note: Do not use the NAS for illegal purposes. lllegal downloading or sharing of files can
result in severe civil and criminal penalties. You are subject to the restrictions of
copyright laws and any other applicable laws and will bear the consequences of any
infringements thereof. ZyXEL bears NO responsibility or liability for your use of the
download service feature.

Torrent Files

The NAS needs a “.torrent” file for P2P download to download a file. The torrent file gives the NAS
information about the file to be downloaded (and shared) and the tracker(s) (computers) that
coordinates the distribution of the file.

When you add a P2P download task in the NAS’s web configurator screens, you can copy and paste
the URL of the torrent file. The NAS automatically downloads the torrent file and saves it in a
torrent folder within the folder where the NAS stores downloaded files (the admin share’s
download folder by default).

If you already have the torrent file saved on your computer, you can just specify its location when
adding a download task through the web configurator. Another method is to use FTP or a CIFS
program (Windows Explorer for example) to copy the torrent file into the torrent folder. The NAS
automatically uses the torrent file.
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17.11.3

17.11.4

After your P2P download and sharing are finished, you can go to the incoming folder within the
destination share or folder and delete the .torrent file if you need to free up hard disk space.

Download Service Notification

Use the download service notification to keep track of downloaded files on the NAS. You can
subscribe to the NAS’s download list on your computer. When the NAS finishes downloading new
files, your RSS reader displays the information and links for the files. You can also download the
files from the RSS reader to your computer.

See Section 14.7.3 on page 168 for a tutorial about using the download service notification.

In the Download Service screen, select Enable Download Notify and click Apply. An RSS feed
icon appears. Click the icon to subscribe to the NAS’s download list.

Note: The download service notification only keeps track of files downloaded via P2P
download.

Figure 135 Download Service Notification
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P2P Download Security

When you download using P2P, you reveal your |P address. This increases the risk of hacking
attacks, which can be protected against by a good firewall.

Use a Hardware-based Firewall

Place a hardware-based firewall between your network and the Internet (a software-based firewall
on your computer would just protect the computer itself, not the NAS since your computer is not
between your NAS and the Internet).
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Figure 136 Firewall
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Ideally your firewall should have the following:

» Stateful packet inspection to control access between the Internet and your network and protect
your NAS (and computers) from hacking attacks.

IDP (Intrusion Detection and Prevention) to detect malicious packets within normal network
traffic and take immediate action against them.

» Anti-virus to check files you download for computer viruses.

P2P Download and Your Firewall

The anti-virus feature on a firewall probably cannot check P2P downloads for viruses, so use anti-
virus software on your computer to scan the NAS for viruses.

When you download using P2P download, many other P2P download users are also trying to
download the file from you. The firewall slows this down because by default, it only allows traffic
from the Internet in response to a request that originated on the LAN (it lets you get files from the

Internet and blocks those on the Internet from getting files from you).
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Figure 137 Firewall Blocking Incoming P2P Download Requests
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To speed up P2P download file transfers, configure your firewall’s port forwarding to send incoming
TCP port 9090 and UDP port 9089 connections to the NAS. You probably need to use your firewall’s
HTML (web-based) configuration interface to set this up (see the firewall’s manual for details). You
may also have to configure a corresponding firewall rule.

Figure 138 Firewall Configured to Allow Incoming P2P Download Requests

17.11.5 Web Publishing Example

This example covers how to configure the Web Publishing screen to let people use a web browser
to access a share named FamilyPhotos without logging into the Web Configurator and shows how to

access the share through the Internet.
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1 Click Applications > Web Publishing and configure the screen as shown (enable the web
publishing and move FamilyPhotos over to Published Shares) and click Apply.

Figure 139 Applications > Web Publishing (Example)
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2 Now open your web browser and type in the address of the NAS’s FamilyPhotos web page. In this
example, the NAS’s |IP address is 192.168.1.33, and the name of the web-published share is
FamilyPhotos. So you would enter “http://192.168.1.33/MyWeb/FamilyPhotos/” in your browser’s
address bar. Then press [ENTER] or click Go. A screen displays listing the share’s files.

Figure 140 Browsing to an NAS Share Example
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+ Click a file’s link to open the file.

* Right-click a file’s link and select Save Target As.. (in Internet Explorer) to save a copy of the
file.

+ Click a label in the heading row to sort the files by that criteria.

To customize how the page looks and works, create an index.html or index.htm file and store it in

the share.
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17.11.6

17.11.7

Web Publishing

Web publishing lets you “publish” shares (containing folders and files) on the NAS so people can
access the files using a web browser without having to log into the Web Configurator. This way you
can share files with others without them having to know and enter a user name and password.

For example, if you want to share photos in a FamilyPhotos share, you could “web publish” it and
others could use a web browser to access the photos at http://my-NAS’s-1P-Address/ MyWeb/
FamilyPhotos.

Note: The NAS does not use any security for the files in the published folders. It is not
recommended to publish shares if you do not have the NAS behind a good
hardware-based firewall. See page 236 for more on firewalls.

Additionally, you can use HTML editing software (not included) to create an index.html or index.htm
file to define and customize how your website works and looks.

Accessing Web-published Shares from the Internet

You need to use a public address to access the NAS’s web-published shares from the Internet. If
your NAS uses a private |IP address, you may need to use the public IP address of your Internet
gateway and configure NAT or port forwarding on your Internet gateway and possibly firewall rules
in order to let people access the NAS’s web-published shares from the Internet.

Web Publishing Port Number

If the web-published shares use a port number other than 80 (the normal port for web traffic),
users must include it after the NAS’s IP address in order to access the NAS’s web-published shares.
For example, say you specified port 8080, the NAS’s IP address is 192.168.1.23, and the name of
the web-published share is FamilyPhotos. You would have to enter “http://192.168.1.23:8080/
MyWeb/FamilyPhotos/” in your browser’s address bar to access the share’s web page.

The NAS’s web configurator uses port 80. To make the web configurator more secure, you can have
the web-published shares use another port number. Then you can configure one set of firewall rules
and NAT or port forwarding settings on your Internet gateway specifically for allowing access to the
web-published shares and another separate set of rules for accessing the NAS’s web configurator.

Printer Sharing

The NAS can act as a print server. A print server lets multiple computers share a printer. Connect a
printer to the NAS’s USB port to let multiple computers on your network use it. See www.zyxel.com
for a list of compatible printers.
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Figure 141 Printer Sharing
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17.11.8 Copying Files

You can copy files from a USB device to the NAS or from the NAS to a USB device. Simply press and
release the COPY/ SYNC button to start copying files. See Section 17.10 on page 232 for details
about configuring the copy settings.

The following figure illustrates how copying files works when you copy files from a USB device to
the NAS. The same concept applies when you copy files from the NAS to a USB device.

Figure 142 Copying Files Example
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Both storage devices contain file A.
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+ A copy of files A and B from the USB device is transferred to the NAS.
» File A from the USB device replaces file A on the NAS.

17.11.9 Synchronizing Files

Synchronization makes the contents on the target device identical to the ones on the source device.
You can synchronize files from a USB device to the NAS or from the NAS to a USB device. In
addition, you may also synchronize files in both directions simultaneously.

Press and hold the COPY/ SYNC button until you hear a beep to synchronize files. See Section
17.10 on page 232 for details about configuring the synchronization settings.

USB -> NAS or USB <- NAS

When you synchronize files in one direction, contents on the source device replace the files on the
target device.

The following figure illustrates how synchronization works when you synchronize files from a USB
device to the NAS. The same concept applies when you synchronize files from the NAS to a USB
device.

Figure 143 Synchronizing Files Example 1
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Both storage devices contain A.

+ A copy of files A and B from the USB device is transferred to the NAS.
+ File A from the USB device replaces file A on the NAS.
+ File C on the NAS is deleted.
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USB <-> NAS

When you synchronize files in both directions simultaneously, both storage devices transfer unique
files to one another. Files with the same file name are synchronized according to their modification
date/time. The difference in modification time between the two files has to be greater than five
minutes. More recently modified files overwrite the older ones during synchronization.

The following figure illustrates how synchronization works when you synchronize files in both
directions simultaneously.

Figure 144 Synchronizing Files Example 2
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A on the USB device and B on the NAS are modified more recently.

» File A from the USB device replaces file A on the NAS.
+ File B from the NAS replaces file B on the USB device.
» A copy of file C from the USB device is transferred to the NAS.
* A copy of file D from the NAS is transferred to the USB device.

17.12 Syslog Server Screen

Use this screen to configure the NAS to accept syslog logs from syslog clients such as ZyXEL's G-
4100 v2.

Note: You may need to configure any firewalls between the NAS and the syslog clients in
order to let the syslog traffic go to the NAS.

Cloud Storage User’s Guide

243



Chapter 17 Applications

Click Applications > Syslog Server to open the following screen.

Figure 145 Applications > Syslog Server
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The following table describes the labels in this screen.
Table 83 Applications > Syslog Server
LABEL DESCRIPTION
Enable Syslog Select this to have the NAS accept syslog logs from syslog clients. Clear it to
Server stop the NAS from accepting syslog logs from syslog clients.
Log Location Click View Files to browse to where you want to store the syslog logs on the
NAS.
Shares Select the share in which to store the syslog logs.
Path Use this if you want to further specify a folder within the share. This field

displays the share folder’s path. Type the location of the folder using forward
slashes as branch separators or use Brow se to find or create a folder on the
NAS.

After you click Apply in the Syslog Server screen the NAS creates a folder
for the current month’s logs. The folder’s name uses the year and month in
YYYYMM format.

Purge Policy Select Enable Purge Policy and set a number of months in the Log
Deletion I nterval field that displays to have the NAS delete the syslog
messages after keeping them for the specified period of time.

Regardless of how you set the purge policy, to save hard disk space the NAS
archives the syslog logs in a .tgz file on the second day of each month and
deletes the original folder and syslog files. The NAS creates a new folder for
the syslog logs it receives after that. You can use a zip program such as 7-zip
to open the archives.
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Table 83 Applications > Syslog Server (continued)

LABEL DESCRIPTION

Log Format Select the format you want to use for recording the received logs.
The Example item below the drop-down list boxes displays how the selected
custom format looks. For example, if you select Full Date, the individual log
entries would display with something like 2009 May 13 17:15:51 in front of
them.

Apply Click this to save your changes.

Reset Click this to restore the screen’s last-saved settings.
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18.1 Overview

This chapter describes screens for features you can add to the NAS by installing packages. See
Section 16.4 on page 207 for how to manage packages.

18.2 What You Can Do

+ Use the NFS screen (Section 18.3 on page 247) to configure the Network File System (NFS)
settings of your NAS.

+ Use the TFTP Server screen (Section 18.4 on page 250) to configure the NAS to accept log files
from TFTP clients.

+ Use the pyLoad screen (Section 18.5 on page 251) to configure the NAS so you can have it
manage your downloads including those from one-click hosting sites.

+ Use ownCloud (Section 18.6 on page 251) to store, synchronize, and share files, photos,
calendars, and more with computers and mobile devices using an ownCloud client.

+ Use Memopal (Section 18.7 on page 254) to back up files on the NAS to your Memopal online
backup and storage account.

+ Use the GoogleDriveClient screens (Section 18.8 on page 256) to synchronize local NAS shares
or folders and Google Drive accounts.

Access the following applications’ configuration screens through the Package Management
screen. Refer to the applications’ own documentation for further information.

+ Gallery - This web-based application allows your NAS to host pictures. You can upload images in
your local computer or shares to this application. Use the Gallery administrator account (default
username admin, password 1234) to log into the Gallery console. There you can create accounts
for other users.

* Use Logitech® Media Server (Section 17.5.2 on page 218) to manage a Logitech Squeezebox
device connected to the NAS.

+ The NZBGet news grabber helps download files from UseNet.

« PHP-MySQL-phpMyAdmin can be used to manage MySQL through the web. Enter 'root' as the
username and '1234' as the password to log in. This includes MySQL, PHP, and phpMyAdmin.

+ Transmission - This Bit Torrent client supports adding tasks through torrent files and magnet
links.

* WordPress - This allows you to create and manage a blog. Use the WordPress administrator
account (default username admin, password 1234) to log in. You can then create accounts for
other users.

* myZyXELcloud-Agent - Use this to go to mycloud.zyxel.com to set up a free DDNS hostname
for the NAS so you can connect to it easily from the Internet.
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18.3 NFS Screen

Use this screen to enable and configure Network File System (NFS) settings on your NAS.

NFS is a client/server distributed file service that provides transparent file sharing for network
environments. This allows shared folders in your NAS to be accessible like a local folder in a user’s
computer.

Click Network > NFS to open the following screen.

Figure 146 Network > NFS
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The following table describes the labels in this screen.

Table 84 Network > NFS

LABEL DESCRIPTION

NFS Service

Enable NFS Server Click this to employ NFS in your NAS.

Disable NFS Server | Click this to stop using NFS.

This makes all NFS shares unavailable.

Add NFS Share Click this to add an NFS share.
Refer to Section 18.3.1 on page 248 for the Add NFS Share screen.

NFS Session Click this to view active NFS sessions. You can see the list of users who have access to
the NFS shares.

Refer to Section 18.3.2 on page 249 for the NFS Session screen.

Edit NFS Share Select an NFS share from the list and click this to edit it.
Refer to Section 18.3.1 on page 248 for the Edit NFS Share screen.

Delete NFS Share Select an NFS share from the list and click this to delete it.
(s)

The table lists your NFS shares. Click a column’s heading to sort the entries by that criteria.

Status This shows whether the share is active or not.

NFS Share Path This shows the location of the share in the NAS.

Volume Name This shows the volume where the NFS share is located.

DN/IP Filter This shows which domain name(s) or IP address(es) have read/write access to the NFS
shares.

Refer to Section 18.3.1 on page 248 for the screen where you can configure this.

Comment This shows a short description of the share.

You see a warning screen before you delete a volume.
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Figure 147 Delete an NFS Share
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18.3.1 Add/Edit NFS Share

Use this screen to add or edit an NFS share.

Note: Some attributes of the NFS share cannot be edited.

Click Add or Edit in the Network > NFS screen to open the following:

Figure 148 Network > NFS: Add/Edit
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The following table describes the labels in this screen.

Table 85 Network >

NFS: Add/Edit

LABEL

DESCRIPTION

Volume Name

Select the volume where the folder you want to add as an NFS share is located.

NFS Share Name

Enter the name you want to give to the NFS share.

Full Path This shows the location of the NFS share in the NAS.
The NFS server assigns this path to the share folder you input.
Comment Enter a short description for the share.
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Table 85 Network > NFS: Add/Edit (continued)
LABEL DESCRIPTION

DN/IP Filter Enter the domain name(s) or IP address(es) that can have access to the NFS share.

Enter **’ to make the share available to all users in the network. You can also enter a
wildcard, such as **.domain.com’ to indicate that all users within that network have
access to the share.

Select the access rights you want to grant to each domain name or IP address you
enter and click Add.

+ Read Only - Users with this access right can only view and copy files in the NFS
share but cannot modify or delete them.

« Read/ Write - Users with this access right can view, edit or delete files in the NFS
share.

Note: NFS v4 supports Read/Write only, and NFS v3 supports both Read Only and

Read/Write.
Apply Click this to save your changes.
Cancel Click this to return to the previous screen without saving.

18.3.2 NFS Session

Use this screen to view a list of active NFS sessions. You can see which users are connected the NFS
shares.

Click NFS Session in the Network > NFS screen to open the following.

Figure 149 Network > NFS: NFS Session
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The following table describes the labels in this screen.

Table 86 Network > NFS: NFS Session

LABEL DESCRIPTION

Type This shows if the NFS share is active or not.

NFS Share Path This shows the location of the share in the NAS.

Username This shows the username of the active user connected to the NFS share.

Connected At This displays the date and time the user last connected to the NAS in year, month, day,
hour, minute, second format.

IP Address This shows the IP address of the user accessing the NFS share.

OK Click this to close the window.
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18.4 TFTP Server Screen

Trivial File Transfer Protocol (TFTP) is an Internet file transfer protocol similar to FTP and often used
for transmitting large numbers of small files. Use this screen to configure the NAS to accept log files
from TFTP clients such as ZyXEL's G-4100 v2.

Note: You may need to configure any firewalls between the NAS and the TFTP clients in
order to let the log files go to the NAS.

Click Applications > TFTP Server to open the following screen.

Figure 150 Applications > TFTP Server
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The following table describes the labels in this screen.

Table 87 Applications > TFTP Server

LABEL DESCRIPTION

Enable TFTP Server | Select this to have the NAS accept log files from TFTP clients. Clear it to stop the NAS
from accepting log files from TFTP clients.

Upload / Download | Click View Files to browse to where you want to store the log files on the NAS.
Directory Setting

Shares Select the share in which to store the log files.

Path Use this if you want to further specify a folder within the share This field displays the
share folder’s path. Type the location of the folder using forward slashes as branch
separators or use Browse to find or create a folder on the NAS.

Apply Click this to save your changes.

Reset Click this to restore the screen’s last-saved settings.
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18.5 pyLoad Screen

Use this screen to configure the NAS so you can use pyLoad to manage your downloads, including
those from one-click hosting sites.

Click Applications > pyLoad to open the following screen.

Figure 151 Applications > pylLoad
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The following table describes the labels in this screen.
Table 88 Applications > pylLoad
LABEL DESCRIPTION
Enable pyLoad Select this to have the NAS manage your downloads. Clear it to turn the feature off.

Management Page This is the IP address and port number of the NAS’s pyLoad management login screen.
The pyLoad management login screen uses the NAS’s |Pv4 address and the port
number you configure. Click this link to go to it.

Username Only the admin account can log into the pyLoad management screen.

Password You can configure a separate password for using the admin account to access the NAS’s
pyLoad management screen.

Password (Confirm) | Type the same password again to make sure you entered it correctly.

Port Number Set the pyLoad management page’s port number. The range of valid port numbers is
1024~ 65536. Include this port number after the IP address when manually entering
the pyLoad management login page’s address in your browser’s address bar. For
example, 192.168.1.2:7272.

Apply Click this to save your changes.

Reset Click this to restore the screen’s last-saved settings.

18.6 ownCloud Setup

Use the Package Management screen to install the ownCloud package. Use ownCloud to store,
synchronize, and share files, photos, calendars, and more with computers and mobile devices. Use
the following procedure to install the ownCloud package.

1 Click Packages > Package and select ownCloud. Then click the I nstall/ Upgrade icon.

Note: If ownCloud does not appear, click the Retrieve List from Internet icon to update
the list.
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The following confirmation screen appears. Select the volume in which to install ownCloud and

store ownCloud data and click Apply. The NAS must have a connection to the Internet to download

the package.

Bivalal L/ e il

immtaiAipgtade Package Lar

woild e desregeid

Ation Fackags Rame ¥eralon Size SourLe
Irnstaf PHP MySOL -phoMyidmin 1 02pkalind 115,00 MB Lrtamist
( Triszal eemCicud 7.0, 2zypikgOnT 13108 ME RAT )
Calery Vnkrme
il Foabis packages) afte mstaling
Packpges Totsl Sew JELET p
Curvent Fres Gips Tra.A1 G0

The installation progress appears in the ownCloud row.

P L

Then Elms o b oreale S0l manage gae

e T T TS

A link appears in the Management Page column after installation finishes. Click this link.

1valded

HE TR ERN

[NES SRR E T R TIT]

e PO LI K Bl Lie b= yemn i 1 Balis vl e semna el v aal

Cloud Storage User’s Guide

252




Chapter 18 Packages

5 The ownCloud login screen appears. Create an administrator user name and password and click
Finish Setup.

Finish selup

6 The main ownCloud screen displays. Use this web interface to manage files on the NAS ownCloud
server. Click your user name in the upper-right corner to see the help for more information on using
ownCloud.

s

Note: Get ownCloud desktop clients from owncloud.org and ownCloud mobile apps from
Google Play or the Apple App Store.
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18.7 Memopal

Install the Memopal package to back up folders of files on the NAS to your Memopal online backup
and storage account.

Note: Deleting files from your Memopal account’s online backup set does not delete the
files from the NAS, just as deleting a file from the NAS does not delete a backup
copy in your Memopal account’s online backup set.

Deleting a file or a folder from your Memopal account’s online backup set deletes all
versions of that file from the online backup set.

Click Applications > Memopal to open the following screen.

Figure 152 Applications > Memopal
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The following table describes the labels in this screen.

Table 89 Applications > Memopal

LABEL DESCRIPTION

Status This shows the status of the Memopal application’s interaction with the Memopal server.
Disabled: The NAS Memopal application is turned off.
Starting: The backup job is initializing and the NAS is getting ready to back up.
Running: The backup job is executing.
Stopped: The backup job is stopped. This may be due to a network error, remote
server error, or other issue.
Completed: The backup job finished.

To Backup The number of files remaining to back up.

Backed up The number of files backed up already.

Failures The number of files the NAS failed to back up to the Memopal server.

Upload Speed

This is how fast in Bytes per second the NAS is backing up to the Memopal server.

Progress

This shows the percentage of the files already backed up from the total files to be
backed up.

Restart Backup

Re-scan all files and perform a backup.

Retry Failures

Only re-scan and back up files the NAS failed to back up.

Backup Report

Display back up record details.

Enable Memopal

Select this to back up files to your Memopal account. The rest of the configuration fields
display.

Email Enter the email address you use for your Memopal account.
Password Enter the password for your Memopal account.
Limit File Size Select this and enter a number of MegaBytes if you want to restrict the size of files the

NAS uploads to the Memopal account. You have to enter your password again if you
select this.

Enable Schedule

Select this to set when the Memopal backups occur. You have to enter your password
again if you select this. Clear this to have the NAS back up files in the selected folders
to your Memopal account in real-time whenever you add or modify the files.

Weekly

Select this to perform a Memopal backup on a weekly basis. The NAS performs the
backup job every Sunday at 2:00 AM and continues until the job finishes.

Daily

Select this to perform a Memopal backup every day. The NAS performs the backup job
every day at 2:00 AM. Use hours to specify for up to how many hours the NAS can
perform a Memopal backup. Enter 0 in hours to have the NAS continue the backup job
until it finishes (no time limit).

Hourly

Select this to perform a Memopal backup every hour. Use minutes to specify for up to
how many minutes the NAS can perform a Memopal backup. Enter 0 in minutes to
have the NAS continue the backup job until it finishes (no time limit).

Share Name

This is the name of the share containing a folder the NAS Memopal application backs up
to the Memopal server.

Path This field displays the share folder’s path.

Actions Click the Delete icon to remove the folder from the list of folders the NAS Memopal
application backs up to the Memopal server.

Share Select the share containing the folder to back up to the Memopal server.
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Table 89 Applications > Memopal (continued)

LABEL DESCRIPTION

Path Identify the folder to back up to the Memopal server.

Use Browse to find or create a folder on the NAS or type the location of the folder
using forward slashes as branch separators.

Click Add to add the folder to the list of folders the NAS Memopal application backs up
to the Memopal server.

Apply Click this to save your changes.

Reset Click this to restore the screen’s last-saved settings.

18.8 GoogleDriveClient

Use GoogleDriveClient to synchronize local NAS user folders and Google Drive cloud storage
accounts. This two-way synchronization means changes in the Google Drive account appear in the
local sync folder and changes in the local sync folder appear in the Google Drive account.

Note: Do not store your only copy of a document in Google Drive or the local sync folder.

+ Modifying or deleting a file or folder at either end modifies or deletes it at the other end.

* Moving a file out of the local sync folder or Google Drive deletes it at the other end.

+ Use the Protect screens instead of Google Drive for backups (see Chapter 27 on page 321).
* You can link multiple NAS user accounts to Google accounts.

* You can link an individual NAS user account to multiple Google accounts.

* You can only link each individual Google account to one NAS user account.

+ This feature does not currently download Google Documents.

18.8.1 Account Setting Screen

Use the Account Setting screen to synchronize local NAS shares or folders and Google Drive
accounts.

Click Applications > GoogleDriveClient to open the following screen.
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Figure 153 Applications > GoogleDriveClient > Account Setting
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The following table describes the labels in this screen.

Table 90 Applications > GoogleDriveClient > Account Setting

LABEL

DESCRIPTION

Linked Account

Select a Google account linked to an NAS user account.

Click Add to open a screen where you can link an NAS user account and a Google
account.

Click Delete to remove the NAS’s link to the selected Google account. You must disable
the Google Drive feature for the account before you can do this. A screen pops up to let
you decide what to do with the data in the NAS’s linked local sync folder.

[ wodd woahr Bo Salete cats i inable

- N R

Click Yes to delete all data in the local sync folder. Click No to remove the link to the
selected Google account but keep the data in the local sync folder. Click Cancel to do
nothing (keep the account link and data).

Binding User

The NAS user account linked to the selected Google account.
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Table 90 Applications > GoogleDriveClient > Account Setting (continued)

LABEL

DESCRIPTION

Status

The current status of the GoogleDrive feature for the selected Google account.

+ Disabled - The GoogleDrive feature is turned off. During this state you can use the
other sections of this screen to add or delete linked accounts or enable Google
Drive.

+ Enabled - Waiting - The GoogleDrive feature is configured, enabled, and waiting
to perform the next Google Drive update. During this state you can use the other
sections of this screen to add or delete linked accounts or disable Google Drive.

+« Enabled - Synchronizing - The GoogleDrive feature is synchronizing the local
sync folder and the Google account. During this state you can use the other sections
of this screen to add linked accounts during this state.

Local Sync Folder

The NAS folder or share the NAS synchronizes with the linked Google account.

Capacity

The Google account’s used, available, and total online Google Drive storage space.

Enable GoogleDrive

Select this to have the NAS periodically synchronize the selected linked account’s local
sync folder and Google Drive storage. You can enable synchronizing with Google Drive
for individual accounts and disable it for other accounts.

Clear this option to disable synchronizing the selected linked account’s local sync folder
and Google Drive storage.

Apply

Click this to save your changes.

18.8.2 Account Setting Add Screen

Use the Account Setting Add screen to link an NAS user account and a Google account. Click
Applications > GoogleDriveClient > Add to open the following screen.

Note: The user has to log into the Google account on the same computer to allow the
NAS to link to it.

Figure 154 Applications > GoogleDriveClient > Account Setting > Add
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The following table describes the labels in this screen.

Table 91 Applications > GoogleDriveClient > Account Setting > Add

LABEL

DESCRIPTION

Step 1

Specify the folder on the NAS to synchronize with Google Drive for the local user.

Share Name

The name of a share on the NAS containing the folder the NAS synchronizes with
Google Drive.

Path The location of the folder the NAS synchronizes with Google Drive.

Edit Click this to open the following screen where you can specify the share or folder to
synchronize with Google Drive. The NAS’s sharing configuration must allow the user
access. The user must also have a large enough quota on both the NAS and Google
Drive to hold whatever files go in the local sync folder and in the Google Drive account
(since they both end up containing everything you put in either).

Edel Lol Sy Fulies
Foliid' s o [ #
i f— ——
T |- [
+ Share - Select the share from the list.
« Path - Type the folder location in the share or click Brow se to navigate to the
folder. Use a “/” to synchronize the entire share.
Step 2 Select the local NAS user account to link with Google Drive.
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Table 91 Applications > GoogleDriveClient > Account Setting > Add (continued)

LABEL

DESCRIPTION

Step 3

Click the link to get the authorization code from Google. The user must sign into the
Google account. You may need to sign out of Google’s services first if another user
account is already signed in.

Google

SET N Wi yodar I

Google Accour

Joes Liser

The NAS GoogleDriveClient feature uses the Grive app. Review what the Grive app
wants to use and click Accept if you agree.
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Copy the code and paste it into the field in the Web Configurator screen.
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Click Apply to have the NAS connect to Google and complete the authorization.

In the Account Setting screen, select the Enable Google Drive option and click
Apply to start synchronizing your files with Google Drive.
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Table 91 Applications > GoogleDriveClient > Account Setting > Add (continued)

LABEL DESCRIPTION
Apply Click this to save your changes and complete the authorization.
Cancel Click this to return to the previous screen without saving.

18.8.3 Update Period Screen

Use the Update Period screen to set how often the NAS synchronizes with Google Drive. The NAS
initiates the connections, thus you do not have to configure rules on a firewall located in front of the

NAS to allow access.

Click Applications > GoogleDriveClient > Update Period to open the following screen.

Figure 155 Applications > GoogleDriveClient > Update Period
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The following table describes the labels in this screen.
Table 92 Applications > GoogleDriveClient > Update Period
LABEL DESCRIPTION
Update Period Specify how frequently the NAS synchronizes the local sync folders and the linked

Google Drive accounts. The range is 1 to 4320 minutes (3 days).

Apply Click this to save your changes.
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19.1 Overview

This chapter discusses the features in the Auto Upload screens.

The auto upload feature uploads media files stored in the NAS to the Flickr and/or YouTube sharing
websites. Besides web publishing and media server, auto upload is another convenient way to share
media files with your friends and family. You can link the NAS to your Flickr and/or YouTube account
and select shares for the NAS to upload. The NAS uploads the media files stored in the specified

shares to your Flickr and/or YouTube account. When you add new files to the specified shares, the
NAS also automatically uploads the new files to your Flickr and/or YouTube account.

19.2 What You Can Do

» Use the Flickr/ YouTube screen (Section 19.4 on page 262) to upload photos and videos to your
Flickr and YouTube accounts.

* Use the FTP Uploadr screen (Section 19.5 on page 270) to upload files to FTP servers.

19.3 What You Need to Know

FTP
File Transfer Protocol (FTP) is a file transfer service that operates on the Internet. A system running

the FTP server accepts commands from a system running an FTP client. FTP is not a secure
protocol. Your file transfers could be subject to snooping.

FTPES (File Transfer Protocol over Explicit TLS/SSL)

File Transfer Protocol over Explicit TLS/SSL (FTPES) is a file transfer service that uses TLS
(Transport Layer Security) or Secure Socket Layer (SSL) for secure transfers across the Internet.

19.4 Flickr/YouTube Screen

Use this screen to upload photos and videos to your Flickr and YouTube accounts.

Click Applications > Auto Upload > Flickr/ YouTube to open the following screen.
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Figure 156 Applicat
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The following table describes the labels in this screen.

Table 93 Applications > Auto Upload > Flickr/YouTube

LABEL

DESCRIPTION

Flickr/ YouTube

Disable/Enable

Select a service from the list and click this to turn the service on or off.

If you disable the service and add more files to the watch folder(s), the NAS will not
auto upload these files. However, the NAS still uploads any files added before you
turned off the service.

Pause/Resume Select a service from the list and click this to pause or resume the auto upload feature.
Config Select a service from the list and click this to manage the service’s settings.
Status This field displays the service’s status.

The service may be Enabled, Disabled, Uploading or Paused.

Service Name

This field displays the name of a sharing website to which the NAS can automatically
upload files.

Account
Information

This field displays the username and related information of the account to use with the
auto upload feature.

19.4.1 Configuring the Flickr Settings

In the Applications > Auto Upload > Flickr/ YouTube screen, select Flickr from the list and
then click the Config button.

The following screen displays if you have not authorized the NAS to use a Flickr account. Click OK
to continue the authorization process.

Figure 157 Linking NAS to Flickr
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The web browser opens the Yahoo! Flickr login page. Enter your Yahoo account’s information and

click Sign In.
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Figure 158 Yahoo! Flickr Login Page
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The following page displays asking for your authorization. Click OK, I’'LL ALLOW I T to establish a
link between the NAS and your Flickr account.

Figure 159 Flickr Authorization

flickr —— -

Ham= Ton rqanlze Lanrack Lipqupis Lapjlare

" Hipink

TyMEL M50 vrants ta ink to youwr FhiGkr acceurtt

=t o=l il T e o= Sl BB == m=lFEs cahdi===- u= A1z ntl

FoZLErrAqy=an e ol Slrm = PnF o il e are e wiliacs ol on here?

Trkr =iz == h=1 "HH I H -

* AnEEa Lot Lol e e ad e e a2 s R I N o Y
* EQILIAG J L0 P 2 s R FL AL vk s LR b ns=lA el
LT EE E RN KN T R R L F L BT hrdpil e e e e
AN 8 KRDw 10FES
':“‘";. I'LL .“.LLE'1|'|'-|T AcHallin noe A nlH=ahn
iz ZLebr Bope gin ALt

Cloud Storage User’s Guide

264



Chapter 19 Auto Upload

A confirmation page displays indicating successful authorization. Return to the NAS web
configurator. Click Get Ready in the following screen to complete the authorization process.

Figure 160 Confirming Flickr Authorization
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Once the NAS is associated with your Flickr account, you can configure auto upload settings in the
following screen.

Figure 161 Applications > Auto Upload > Flickr/YouTube > Config (Flickr)
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The following table describes the labels in this screen.

Table 94 Applications > Auto Upload > Flickr/YouTube > Config (Flickr)

LABEL

DESCRIPTION

Flickr Account Configuration

Username

This field displays the Flickr account authorized for the auto upload feature.

Photo Space Usage

This shows how much storage space for photos (in size and percentage) you have
used and how much space is still available on your Flickr account.

Video Files Usage

This shows how many videos you have uploaded and how many videos you can still
upload to your Flickr account.

Switch User

Click this to use a different Flickr account for the auto upload feature.

Folder Selection

Folder Watch List

This table displays a list of shares and folders selected for auto upload. Files stored in
these locations are uploaded to your Flickr account.

Status

This indicates whether the folder or share is available.
represents a valid folder. The folder is available for auto upload.

represents a missing folder. The share may be deleted from the NAS, or the hard
disk was removed from the NAS.

Share Name

This is the share selected for auto upload.

Path This is the path of a folder selected for auto upload. The NAS only uploads files stored
in the specified share or folder to your Flickr account.
Action Use the Remove icon to remove a folder from the Folder Watch List.
Add Click this to open the following screen where you can set a folder that contains files you

want the NAS to automatically upload.

s i b Faldey
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« Share - Select the share from the list.

+ Path - Type the folder location in the share directly or click Browse to open the
following screen and navigate to the folder’s location.

L MamiF

« Current Location - This is the location of the selected folder.

+ Folder Name - Enter a new folder name and click g to create it.
« Type - This is the type of the folder/file.

« Name - This is the name of the folder/file.

Select a folder. If you don’t select a folder, a forward slash (/) displays in the Path field.
All contents within the specified share are automatically selected.

Click Apply to save your settings and Cancel to close the screen.

Grace Period
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Table 94 Applications > Auto Upload > Flickr/YouTube > Config (Flickr)

(continued)

LABEL DESCRIPTION
Grace Period N Specify how long the NAS should wait when you add a new file for auto upload. For
minutes example, if you set the grace period to 5 minutes, the NAS uploads a new file after it

has been in a watched folder for 5 minutes. You can choose from a range of 1 to 10080
minutes (up to one week).

Default Privacy

Who can see your
media files on
Flickr?

Determine who has the right to see files uploaded to your Flickr account.

Select Only You if you do not want anyone else to see your files. You may also restrict
the access to Your friends and/or Your family. You can set up a friend/family list in
your Flickr account.

Select Anyone to allow everyone to see your files.

Hide from public site
area

Check this option to prevent others from finding your files when they perform a search
in the Flickr website.

Default Safety Level

Assign a safety level to your files.
Select Safe if the contents of your files are suitable for the general public.
Select Moderate if the contents of your files may be offensive to some people.

Select Restricted if the contents of your files are not suitable for certain people, such
as children or your colleagues.

Default Content
Type

Select a content type for your files. You can choose Photo/ Video, Screenshots/
Screencasts, or lllustration/ Art/ Animation/ CGI.

Apply

Click this to save your changes.

Reset

Click this to restore previously saved settings.

19.4.2 Configuring the YouTube Settings

In the Applications > Auto Upload > Flickr/ YouTube screen, select YouTube from the list and
then click the Config button.

Note: Your YouTube account must be associated with a Google account.

Get a Google account and use it to log into YouTube. You can then merge the existing YouTube
account to your Google account.

If you have not authorized a YouTube account on the NAS, the following screen displays. Enter your
Google account’s e-mail address and password in the fields and click OK to authorize the service.

Figure 162 YouTube Account Settings
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Once the NAS is associated with your YouTube account, you can configure auto upload settings in
the following screen.

Figure 163 Applications > Auto Upload > Flickr/YouTube > Config (YouTube)

Applications - Auto Upload - Flickr/ YouTuhe

YouTube Account Conhiguration
Account | SWILCH ACCOOML

Falder Selection

Folder Watch List
Status Share Name Path htion
There are currently no folders on the watch list
.
| Nate:

o Only the following file formats will be automatically uploaded: 3gp, asf, asx, avi, dif; di, dv, fiv, g, mky, mav,
movie, mdv, mpd, mpe, mpeg, mpy, ogv, g, wm, Wi, wms, wex

YouTube limits the file: size allowed for an uploaded wideo, Files exceeding the file size limit may not be
uploaded successfully.

]

Graca Period

The time the system will wat before & newly added media file is saved in 3 watchad folder.

Grace Penod 15 mirites
Viden Category

Please seled a category.

@ Film & Animation Auros & Viehicles

- Music Pets & Animals
Sports Travel & Eyents
Comedy Penple & Blogs
News & Politica Entertainment
Education Howto & Style
Nonprofits & Activism Soence & Technology

Default Privacy

Whe can see vour media fles on YouTube?
R Only You

Anyone
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The following table describes the labels in this screen.

Table 95 Applications > Auto Upload > Config (YouTube)

LABEL DESCRIPTION

YouTube Account Configuration

Username This field displays the Youtube account authorized for the auto upload feature.

Switch User Click this to use a different YouTube account for the auto upload feature.

Folder Selection

Folder Watch List This table displays a list of shares and folders selected for auto upload. Files stored in
these locations are uploaded to your YouTube account.
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Table 95 Applications > Auto Upload > Config (YouTube) (continued)

LABEL

DESCRIPTION

Status

This field indicates whether the share or folder is available.
represents a valid folder. The folder is available for auto upload.

represents a missing folder. The share may be deleted from the NAS, or the hard
disk was removed from the NAS.

Share Name

This field displays the share selected for auto upload.

Path This field displays the path of a folder selected for auto upload. The NAS only uploads
the files stored in the specified share or folder to your YouTube account.

Action Use the Remove icon to delete a folder from the Folder Watch List.

Add Click this to open the following screen where you can set a folder that contains files you

want the NAS to automatically upload.
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« Share - Select the share from the list.

* Path - Type the folder location in the share directly or click Browse to open the
following screen and navigate to the folder’s location.

+ Current Location - This is the location of the selected folder.

+ Folder Name - Enter a new folder name and click g to create it.
+ Type - This is the type of the folder/file.

« Name - This is the name of the folder/file.

Select a folder. If you don’t select a folder, a forward slash (/) displays in the Path
field. All contents within the specified share are automatically selected.

Click Apply to save your settings and Cancel to close the screen.

Grace Period

Grace Period N
minutes

Specify how long the NAS should wait when you add a new file for auto upload. For
example, if you set the grace period to 5 minutes, the NAS uploads a new file after it
has been in a watched folder for 5 minutes. You can choose from a range of 1 to 10080
minutes (up to one week).

Video Category

Select the category that best describes the media files you want to upload.

Default Privacy

Who can see your
media files on

Determine who has the right to see files uploaded to your YouTube account.

Select Only You if you do not want anyone else to see your files.

YouTube?

Select Anyone to allow everyone to see your files.
Apply Click this to save your changes.
Reset Click this to restore your previously stored settings.
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19.5 FTP Uploadr Screen

The FTP Uploadr feature uploads files stored in the NAS to FTP servers. Besides web publishing and
media server, auto upload is another convenient way to share media files with your friends and
family. You can link the NAS to the FTP server or the FTP server on another NAS and select shares
or folders for the NAS to upload. The NAS uploads the files stored in the specified shares to the FTP
server. When you add new files to the specified shares, the NAS also automatically uploads the new
files to the FTP server.

Use this screen to configure the FTP Uploadr.

Click Applications > Auto Upload > FTP Uploadr to open the screen shown next.

Figure 164 Applications > Auto Upload > FTP Uploadr
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The following table describes the labels in this screen.

Table 96 Applications > Auto Upload > FTP Uploadr

LABEL DESCRIPTION
Enable FTP Uploadr | Use the check box to enable or disable the FTP Uploadr. Click Apply to save your
changes.

When you disable the FTP Uploadr, a screen opens requesting confirmation. Select the
check box to stop any current or queued uploads. If you do not select the check box,
the FTP Uploadr will finish uploading the files that are already in the queue list. Clicking
Yes will disable the FTP Uploadr.
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Add Server Click this to add a target FTP server entry. See Section 19.5.1 on page 271 for more
details.

Preferences Click this to manage the settings of the FTP Uploadr.

Edit Server Select a server from the list and click this to edit the FTP server entry.
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Table 96 Applications > Auto Upload > FTP Uploadr (continued)

LABEL DESCRIPTION
Delete Selected Select a server from the list and click this to remove the FTP server entry.
Server(s)
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Server Information

Select a server from the list and click this to display the status and settings about the
FTP server.

Domain Name/IP
Address

This is the domain name or |P address of the FTP server.

Port Number

This is the port number used by the FTP server.

Remote Path

The NAS automatically uploads files to this location of the FTP server.

Account Name

This is the login account for the FTP server.

Description

This is the information related to the FTP server.

19.5.1 Adding or Editing an FTP Server Entry

Use this screen to add or edit an FTP server entry for auto upload.

In the FTP Uploadr screen, click the Add Server or Edit Server button to open the following

screen.

Figure 165 Applications > Auto Upload > FTP Uploadr > Add or Edit a Server
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The following table describes the labels in this screen.

Table 97 Applications > Auto Upload > FTP Uploadr > Add or Edit a Server

LABEL DESCRIPTION
Domain Name/IP | Enter the domain name or IP address of the FTP server.
Address

Account Name

Enter the account name used to access the FTP server.
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Table 97 Applications > Auto Upload > FTP Uploadr > Add or Edit a Server (continued)

LABEL DESCRIPTION

Password Enter the password associated with the account name.

Port Number Enter the port number for the FTP server.

Remote Path Enter the path of the FTP server where the NAS automatically uploads files.
Description Enter additional information about this FTP server.

Test Connection Click this to test your settings and check whether you can use the settings to connect to
the FTP server.

Apply Click this to save your changes.

Cancel Click this to return to the previous screen without saving.

19.5.2 FTP Uploadr Preferences Screen
Use this screen to configure the general settings for the FTP Uploadr.
In the FTP Uploadr screen, click the Preferences icon to open the following screen.

Figure 166 Applications > Auto Upload > FTP Uploadr > Preferences

Faililer Wb b o jed
Slatus Share Hamp R Kidion
Limiimaoar -]
.
Ewifings

! Grace Perind
Tha TG T rBLaMm will ml Belia & Faaly S0did Nle B e@ved I1 5 watchad lalds

Fraoe Penod " farud s

o Hapwiltwicd T P

s Lok B L [ (el el

The following table describes the labels in this screen.

Table 98 Applications > Auto Upload > FTP Uploadr > Preferences

LABEL DESCRIPTION
Folder Watch List
Status This field indicates whether the share or folder is available.

represents a valid folder. The folder is available for auto upload.

represents a missing folder. The share may be deleted from the NAS, or the hard
disk was removed from the NAS.

Share Name This is the share selected for auto upload.

Path This is the path of a folder selected for auto upload. The NAS only uploads files stored in
the specified share or folder to your FTP server.

Action Use the Remove icon to delete a folder from the Folder Watch List.
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Table 98 Applications > Auto Upload > FTP Uploadr > Preferences (continued)

LABEL DESCRIPTION
Add Click this to open the following screen where you can set a folder that contains files you
want the NAS to automatically upload.
dpd Wabh h F slper
[ L]
G rp—
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» Share - Select the share from the list.
« Path - Type the folder location in the share directly or click Browse to open the
following screen and navigate to the folder’s location.
1 e Paies
« Current Location - This is the location of the selected folder.
+ Folder Name - Enter a new folder name and click g to create it.
« Type - This is the type of the folder/file.
« Name - This is the name of the folder/file.
Select a folder. If you don’t select a folder, a forward slash (/) displays in the Path field.
All contents within the specified share are automatically selected.
Click Apply to save your settings and Cancel to close the screen.
Settings

Grace Period

Specify how long the NAS should wait when you add a new file for auto upload. For
example, if you set the grace period to 5 minutes, the NAS uploads a new file after it
has been in a watched folder for 5 minutes. You can choose from a range of 1 to 10080
minutes (up to one week).

Bandwidth Limit

Enter the maximum upload rate for auto upload. You can choose from a range of 0 to
100,000 KB/s. Enter 0 if you do not want to set any limit.

Use this to leave bandwidth on your network connection for other traffic, especially if
your Internet connection has restricted upload speed.

Apply Click this to save your changes in this section.
Reset Click this to restore previously saved settings.
Close Click this to return to the previous screen without saving.
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20.1 Overview

The Dropbox Web-based file hosting service uses cloud computing to let you use file
synchronization to store and share files and folders with others across the Internet. Use your
Dropbox account to easily move files to your NAS and have the NAS download * .torrent files.

20.2 Dropbox Screen

Use the Dropbox screen to log the NAS into your Dropbox account. This creates Drop2NAS and
zDownload folders in your Dropbox account. See Section 20.3 on page 276 for how to use the
folders to move files to your NAS and have the NAS download *.torrent files. The NAS checks the
Dropbox account’s Drop2NAS and zDownload folders every three minutes.

Click Applications > Dropbox to open the following screen.

Figure 167 Applications > Dropbox
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The following table describes the labels in this screen.

Table 99 Applications > Dropbox

LABEL DESCRIPTION

Status This shows the status of the NAS Dropbox application’s interaction with the Dropbox
server.

Disable: The NAS Dropbox application is turned off.

Ready: The NAS Dropbox application has authenticated with the Dropbox server and is
ready to use.

Authenticating with Dropbox. Please wait.: The NAS Dropbox application is logging
into the Dropbox server.

Failed to negotiate link with Dropbox. Please contact your vendor.: The NAS
cannot find the Dropbox server at the normal address.

Receiving file/ folder from Dropbox tunnel.: The NAS is getting a file from your
Dropbox account.

Dropbox account has been already used on other NAS.: One Dropbox account can
only work with one NAS at a time. Log the other NAS out of your Dropbox account to be
able to use the account with this NAS.

Name This is the owner of the Dropbox account the NAS is configured to use.

Email This is the e-mail address of the owner of the Dropbox account the NAS is configured to
use.

Logout This displays after the NAS connects to Dropbox. Click Logout to stop syncing your
files with Dropbox and have the NAS log out from your Dropbox account. Use this to be
able to use the NAS with another Dropbox account. If you only want to stop syncing
your files with Dropbox, you can just clear the Enable Dropbox option and click
Apply.

Capacity This shows how much total storage space is available on the NAS to use for Dropbox as
well as the amounts already in use and still available.
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Table 99 Applications > Dropbox (continued)

LABEL

DESCRIPTION

Enable Dropbox

Select this to synchronize and back up your Dropbox account. The first time you do this
a Dropbox screen prompts you to log into your Dropbox account.

ke m 92 Do

Then a NAS pop-up opens. Click Get Ready.
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Click Allow when the Dropbox screen notifies you of the NAS’s DropNAS application
trying to connect to your Dropbox account.
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After the NAS connects to Dropbox, clear the Enable Dropbox option and click Apply
to stop syncing your files with Dropbox without logging out from your Dropbox account.
Click Logout instead to be able to use the NAS with another Dropbox account.

Apply

Click this to save your changes.

20.3 How to Use Dropbox with the NAS

Here is how to use the Drop2NAS and zDownload folders the NAS creates in your Dropbox account.

Using the Drop2NAS Folder

The NAS connects to Dropbox and copies files in the Drop2NAS folder to the NAS’s
admin\Dropbox\FromDropbox folder and empties the Drop2NAS folder. The NAS initiates
connections to the Dropbox server so you do not need to configure rules on a firewall in front of the
NAS to allow access to the NAS. Dropbox is not connecting to the NAS. When you upload files of the
same name to the Drop2NAS folder, the NAS adds a number to the names of the files in the NAS’s
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admin\Dropbox\FromDropbox folder in the format of “filename(n).extension”. Here is an example
of the Drop2NAS folder.

Note: Do not delete the NAStoken file as it is needed for your NAS to work with the
Dropbox account.

Figure 168 Dropbox\Drop2NAS
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Using the zDownload Folder

The NAS copies *.torrent files in the zDownload folder to the NAS’s admin\download\torrents folder
and automatically starts downloading them. The NAS adds a suffix to the name of each torrent file
in the Dropbox account’s zDownload folder and keeps updating it to show the job’s state
(downloading, queued, paused, canceled, uploading, finished, error, or retrying). The NAS does not
take any action for folders nor other types of files in the zDownload folder. Here is an example of
torrent files in the zDownload folder.

Figure 169 Dropbox\zDownload
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21.1 Overview

Using Time Machine with the NAS

Time Machine is a backup system provided by Mac OS X. It automatically backs up everything on
your Mac, including pictures, music, videos, documents, applications, and settings. This chapter
helps you to enable Time Machine in OS X to use your NAS as a backup volume.

21.2 Time Machine Screen

Use the Time Machine screen to turn Time Machine support on or off, and designate the share for
Time Machine backups.

Click Applications > Time Machine to open the following screen.

Figure 170 Applications > Time Machine
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The following table describes the labels in this screen.

Table 100 Applications > Time Machine

LABEL

DESCRIPTION

Enable Time
Machine

Select this to allow Macs to use Time Machine to back up to the NAS. Clear it to turn off
Time Machine support.

Share

Select the share the NAS uses to store Time Machine backups.

Apply

Click this to save your changes.

Reset

Click this to restore the screen’s last-saved settings.

21.3 Using Time Machine

After enabling Time Machine on the NSA, follow the steps below to set up Time Machine on your
Mac to use your NAS for backup.
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1 Click Apple > System Preferences. Then go to System and select Time Machine.
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3 Select share01 as the backup disk. Then click Use for Backup.
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When prompted for the username and password of share01, enter the login information for an
existing user account with write access permission on share01 (for information on configuring user
accounts and shares see Section 14.6 on page 155). In this example user1/ 12345 is used. Then
click Connect.
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Time Machine starts backing up files to share01 after 120 seconds. If you want to backup
immediately, click Time Machine icon and select Back Up Now.
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The screen shows the status of the backup once the process begins.
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To stop the backup process, click the Time Machine icon and select Stop Backing Up. Then turn
Time Machine OFF.
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Users

22.1 Overview

This chapter introduces the Users screens of the NAS. Use the Users screens to create and
manage administrator and user accounts.

Administrators can:

+ Configure and manage the NAS.
+ Create volumes, shares, and user accounts.
+ Assign individual users specific access rights for specific shares.

Users are people who have access rights to the NAS and can store files there for later retrieval. A
user can:

* Manage shares that he owns.

+ Change his own password.

+ Access the contents of other shares to which he is given access rights.

22.2 What You Can Do

+ Use the main Users screen (Section 22.3 on page 281) to display a list of user accounts created
on the NAS.

+ Use the Add User screen (Section 22.3.2 on page 283) to create new user accounts.

+ Use the Edit User screen (Section 22.3.2 on page 283) to edit the properties of an existing
account.

* Use the User I nfo screen (Section 22.4 on page 285) to display the amount of volume space
used by a selected account and the account’s membership in any groups.

22.3 Users Screen

Click Sharing > Users to display the screen shown next.

Use this screen to create and manage accounts for users who can store files on the NAS.
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Figure 171 Sharing > Users
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The following table describes the labels in this screen.

Table 101 Sharing > Users

LABEL DESCRIPTION
Add User Click this to open a screen where you can configure a new user account.
Refer to Section 22.3.2 on page 283 to see the screen.
Search Click this to display a search field. Type in the name of an account and then click
Search to look up the account you specified. Click Clear to close the search function.
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Edit User Select an account and click this to open a screen where you can edit the properties of

the account.

Refer to Section 22.3.2 on page 283 to see the screen.

Delete Selected
Users

Select an account and click this to open a screen where you can delete the user
account.

User Info

Select an account and click this to open a screen displaying the amount of storage space
used by the account. You can also check the account’s membership in any groups.

Refer to Section 22.4 on page 285 to see the screen.

Display Number

Click the drop-down menu to set how many accounts you want to display in one screen.

Go to Page

Click the drop-down menu to display and access more user accounts.
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Table 101 Sharing > Users (continued)

LABEL DESCRIPTION
User Type

This field displays whether the account is an administrator account or a user account.
This field displays the username of each account.

Username

22.3.1 User Icons

The following table describes the user icons.

Table 102 User Icons

ICON DESCRIPTION
oA The blue icon is for an administrator account.
,_-::'33
- The green icon is for a user account.
&

22.3.2 Adding or Editing an Account

Use this screen to create or edit a NAS user account with NAS access password.

Click the Add User button in the Users screen to open the following screens. Click the Edit User
button in the screen shown previously to edit an existing account.

Figure 172 Sharing > Users > Add or Edit a User: General Settings
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Figure 174 Sharing > Users > Add or Edit a User: General Settings
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The following table describes the labels in these screens.

Table 103 Users > Add or Edit a User

LABEL

DESCRIPTION

General Settings

Click this to configure the user’s user name and password.

Username

Type a name from 1 to 32 single-byte (no Chinese characters allowed for example)
ASCII characters. See Section 22.3.3 on page 284 for more details on usernames.

New Password

Create a password associated with this user. You can type from one to 14 single-
byte (no Chinese characters allowed for example) ASCII characters.

Password (Confirm)

You must type the exact same password that you just typed in the above field.

Account Type

Select Administrator to give the account full configuration and management
access to the NAS.

Select User to give the account basic access rights to the NAS and allow the user to
manage his own shares, change his own password, and access the contents of other
shares to which he is given access rights.

Quota (per volume)

Click this to configure which volume the user can use and the allowed storage space.

Volume Name

Select the volume in which you want the user’s files to be stored.

Quota (per volume)

Enter how much space (in megabytes) you want to allow for the user to store files.

Group Membership

Click this to configure to which groups on the NAS the user belongs.

Available Group(s)

This field lists the groups created on the NAS to which the selected account does not
belong.

Group Membership

This field lists the groups that the selected account belongs to.

Add Selected

Select a group from the Available Groups list and click this to add the account to

Group(s) that group.
Remove Selected Select a group from the Group Membership list and click this to remove the
Group(s) account from that group.

Apply Click this to save your changes.

Cancel Click this to return to the previous screen without saving.

22.3.3 Usernames

Enter a username from one to 32 characters. The first character must be alphabetical (case

insensitive, [A-Z a-2]);

numeric characters are not allowed as the first character.

The username can only contain the following characters:
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* Alphanumeric A-z 0-9. Unicode usernames are supported with CIFS logins, but not FTP or web
configurator logins.

» Spaces

* _ [underscores]

* . [periods]

+ - [dashes]

Other limitations on usernames are:

« All leading and trailing spaces are removed automatically.

« Multiple spaces within names are converted to a single space.

» Usernames are case insensitive. The username cannot be the same (no matter the letter case) as
an existing user. For example, if a user exists with the name 'BOB', you cannot create a user
named 'bob'. If you enter a user 'bob' but use 'BOB' when connecting via CIFS or FTP, it will use
the account settings used for 'bob'.

+ The username cannot be the same as a system username such as ANONYMOUS-FTP nor be the
same as an existing user. Other reserved usernames that are not allowed are:

bin

daemon

ftp
anonymous-ftp
anonymous
nobody

root

pc-guest
admin

password

22.4 Displaying User Info

Use this screen to display a user’s information.

In the Users screen, select an account and click User I nfo to open the following screen.
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Figure 175 Sharing > Users > User Info
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The following table describes the labels in this screen.

Table 104 Sharing > Users > User Info

LABEL

DESCRIPTION

Username

This field displays the selected username.

Space Usage

Click this to display the amount of volume space used by the selected account.

Group List

Click this to display the selected user’s group membership.

Volume Name

This field displays the volume(s) created on the NAS.

Used Space

This field displays how much storage space the selected account is currently using. This only
applies for files that the user saved onto the NAS while logged in with that username.

Group Name

This shows when you click the Group List tab.

This displays the list of groups to which the selected user belongs.

OK

Click this to close the current screen.

Cloud Storage User’s Guide

286




Groups

23.1 Overview

This chapter introduces the Groups screens. Use the Groups screens to create and manage
groups. You can assign users to groups and grant individual groups access rights to specific shares.

23.2 What You Can Do

+ Use the main Groups screen (Section 23.3 on page 287) to display and manage a list of groups
created on the NAS.

+ Use the Add Group screen (Section 23.3.1 on page 288) to create new groups.

» Use the Edit Group screen (Section 23.3.1 on page 288) to edit the properties of an existing
group.

23.3 Groups Screen

Use this screen to create and manage groups.

Click Sharing > Groups to display the screen shown next.

Figure 176 Sharing > Groups
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The following table describes the labels in this screen.

Table 105 Sharing > Groups

LABEL DESCRIPTION
Add Group Click this to open a screen where you can configure a new group.
Search Clickg s B A6RG3% 35 TRE G 1oeg-y BIPSpOE iT €1 R eCTEa TR S b Kaeth 616 rch
| y ' |
k“ p i
idd Search | Edit Groun  Delets
Grhlp Salactnd
Broupss]
Eayuord{a]: dEarch ) Lled
Edit Group Select a group and click this to open a screen where you can edit the properties of

the selected group.

Delete Selected Group(s)

Select a group and click this to open a screen where you can delete the group.

Csiers (g

Display Number

Click the drop-down menu to set how many groups you want to display in one
screen.

Go to Page Click the drop-down menu to select a page number. Jump to a different page to
display and access more groups.
Status = This field displays the group icon.

Group Name

This field displays the group names created on the NAS.

23.3.1 Adding or Editing a Group

Use this screen to create or edit a NAS group.

Click the Add Group button in the Groups screen to open the following screen. Click the Edit
Group button in the screen shown previously to edit an existing group.
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Figure 177 Sharing > Groups > Add or Edit a Group
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The following table describes the labels in this screen.

Table 106 Sharing > Groups > Add or Edit a Group

LABEL

DESCRIPTION

Group Name

Type a name from 1 to 32 single-byte (no Chinese characters allowed for
example) ASCII characters. See Section 23.3.2 on page 289 for more details on
group names.

Group Membership

Use this field to assign group membership to individual users.

Available User(s)

This field lists the user accounts created on the NAS that are not members of the
current group.

Group Membership

This field lists the user accounts added to the group.

Add Selected User(s)

Select a user account from the Available Users list and click this to add the
account to the group.

Remove Selected

Select a user account from the Group Membership list and click this to remove

User(s) the account from the group.
Apply Click this to save your changes.
Cancel Click this to return to the previous screen without saving.

23.3.2 Group Names

Enter a group name from 1 to 32 characters. The first character must be alphabetical (case
insensitive, [A-Z a-z]); numeric characters are not allowed as the first character.

The group name can only contain the following characters:

+ Alphanumeric A-z 0-9. Unicode usernames are supported with CIFS logins, but not FTP or web

configurator logins.
+ Spaces
* _ [underscores]
* . [periods]

+ - [dashes]

Other limitations on group names are:

« All leading and trailing spaces are removed automatically.

« Multiple spaces within names are converted to a single space.
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« Group names are case insensitive. The group name cannot be the same (no matter the letter

case) as an existing group. For example, if a group exists with the name 'FAMILY', you cannot
create a group named 'family'.

The group name cannot be the same as a system group name such as EVERYONE nor be the
same as an existing group. Other reserved groups names that are not allowed are:

* nobody
« root

+ everyone
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Shares

24.1 Overview

A share is a set of access permissions mapped to a specific folder on a volume. It is equivalent to
the Windows concept of a shared folder. You can map a share to a network drive for easy and
familiar file transfer for Windows users.

24.2 What You Can Do

+ Use the Shares screen (Section 24.3 on page 291) to navigate a list of shares created on the

NAS.

+ Use the Add Shares screen (Section 24.3.1 on page 293) to create additional shares on the
NAS.

+ Use the Recycle Bin screen (Section 24.4 on page 295) to configure and clean up the recycle
bins.

+ Use the Edit Share screen (Section 24.3.1 on page 293) to edit a share’s properties.

+ Use the Share Browser screen (Section 24.5 on page 296) to navigate, add and edit the
contents in a share.

24.3 Shares Screen

Click Sharing > Shares in the navigation panel to open the following screen. This screen lists all
shares created on the NAS.

Figure 178 Sharing > Shares
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The following table describes the labels in this screen.

Table 107 Sharing > Shares

LABEL DESCRIPTION

Add Share Click this to create a new share.

Recycle Bin Click this to configure recycle bins.

Edit Share Select a share and click this to edit the share.

Delete Share

Select a share and click this to remove or restrict access to the share.
=
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Share Browser

Select a share and click this to browse the share’s contents.

Status

This field displays the share icons.

represents a Built-in share on a volume on the internal hard drives.

represents a Predefined or User-Created share on a volume on the internal hard
drives.

«.. represents an Auto or User-Created share on a volume on the external (USB)
devices.

represents a disabled share that no user can access.

W represents a missing share. The NAS cannot find the hard disk associated with the
share (the disk may be removed from the NAS for example). You may install the disk
back to the NAS to recover the share, or you may delete the share from the NAS.

Share Type

This field displays Built-in for the admin share. If you delete the volume containing this
share, the NAS automatically creates an admin share in the next volume by alphabetical
order.

This field displays Predefined for default shares. Default shares, including music,
video, and photo, always exist as long as there is a volume. If you delete the volume
containing these default shares, the NAS automatically creates these shares in the next
volume by alphabetical order.

This field displays User-created for shares that an administrator has created. You can
delete these shares.

This field displays Auto for shares that are automatically created on an external (USB)
device when a user plugs in the device.

Share Name

This field displays the share’s names.

Share Path

This field displays the share’s file path, for example, volume1/music.
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Table 107 Sharing > Shares (continued)

LABEL

DESCRIPTION

Share Owner

This is the name of the user account to which this share belongs.

Permission Type

This field displays the access permission of a share.
Everyone on the network can access a Public share.
Only the share owner can access a Private share.

An Advanced share allows you to assign specific access rights (read-only for example)
to individual users/groups.

24.3.1 Adding or Editing Share

Click Add Share to create a new share. In the Shares screen, select a share and click Edit Share

to open the follow

ing screen. Use this screen to create or edit a share.

Figure 179 Shares > Add Share (or Edit Share)
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The following table describes the labels in this screen.

Table 108 Shares

> Add Share (or Edit Share)

LABEL

DESCRIPTION

Share Name

Type a share name from 1 to 239 single-byte (no Chinese characters allowed for example)
ASCII characters. The name cannot be the same as another existing share. See Section
11.2.2 on page 128 for more information on share names.

Volume

You should have already created volumes (a single accessible storage area with a single
file system) on the NAS. Select the one that contains the folder that you want to share out.

You cannot modify this when editing a share.

Make this share
owned by

Select the administrator or user account that can own (manage) this share. The share
owner controls access rights to the share.

Enable this share

Click this to allow access to this share.

Enable Recycle
Bin

Click this to activate the recycle bin. When you delete a file from this share, a recycle
folder is created to store the deleted item.

Publish this share
to Media Server

This option is available only when you enable the Media Server (Section 17.5 on page
216).

Select this option to have the NAS make media files in this share available to media clients
and through the Playzone screens. When you publish a share, you can also select whether
or not to publish music tracks, photos, and videos. The media clients do not have to use a
password to play the shares you publish.
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Table 108 Shares > Add Share (or Edit Share) (continued)

LABEL DESCRIPTION
Publish this share | This option is available when you enable the Web Publish (Section 17.8 on page 230).
to Web

Select this option to let people use a web browser to access this share’s files without
logging into the Web Configurator.

Share Access Assign access rights (full, read only or deny) to users or groups. If you publish the share
to the media server or the web, all users will have at least read-only access to the share,
regardless of what you configure here.

Keep it private to owner means only the share owner (selected above) can access the
share.

Make it Public means every user (including people who do not have accounts on the
NAS) can access the share.

Advanced allows you to assign specific access rights (full, read only or deny) to individual

users/groups.
Edit This button is available only when you select Advanced share access. Click this to
configure advanced share access rights.
Apply Click this to save your changes.
Cancel Click this to return to the previous screen without saving.

24.3.2 Configuring Advanced Share Access

In the Sharing > Shares > Add Share or Edit Share screen, select Advanced from the Share
Access drop-down list. Click Edit to open the following screen. Use this screen to configure share
access rights for individual users and groups.

Figure 180 Sharing > Shares > Add Share (or Edit Share) > Advanced
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The following table describes the labels in this screen.

Table 109 Sharing > Shares > Add Share (or Edit Share) > Advanced

LABEL

DESCRIPTION

Available Users/Groups

This field lists the users/groups to which you can assign access rights.

Authority

Use this field to assign access rights to users/groups.

Full Control gives users/groups full access (read, write and execute) to all files
contained within this share.

Read-Only gives users/groups read-only access (they cannot modify nor
execute) to all files contained within this share.

Deny blocks access (users/groups cannot read, modify, nor execute) to all files
contained within this share.

Among all access rights, Deny has the highest priority. For example, User A
belongs to Group 1. You assign User A full access rights to the Music share but
deny access rights to Group 1. Then User A cannot access the Music share.

Note: If you deny access to all users, no-one can use the share, not even the
administrator.

Click an arrow button to move users/groups between the left and right fields. Use
the arrow buttons to assign access rights to users/groups.

Apply

Click this to save your changes.

Cancel

Click this to return to the previous screen without saving.

24.3.3 Public and ANONYMOUS Share Access Rights

If you make a share public, users do not need to log in.

With ANONYMOUS FTP, you must enter either 'anonymous' or 'ftp' as the username. Any other
name is considered a username, so must be valid and have a corresponding correct password.

24.4 Recycle Bin Configuration Screen

Use this screen to periodically clean up items in all recycle bins.

24.4.1 Recycle Bins

Recycle bins in the NAS help users recover accidentally deleted files or folders in the shares. When
you delete an item, a recycle folder is created within the share to hold the deleted item.

Every share can have its own recycle folder. You must enable the recycle-bin function to recycle
deleted items. You can configure this setting when you add or edit a share. See Section 24.4.2 on
page 296 for details on activating the recycle bin in a share.

Later if you want to retrieve a deleted item, you can locate the item in the recycle folder. You may
move or copy the deleted item to another share.
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24.4.2 Configuring Recycle Bins

In the Sharing > Shares screen, click Recycle Bin to open the following screen.

Figure 181 Sharing > Shares > Recycle Bin
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The following table describes the labels in this screen.

Table 110 Sharing > Shares > Recycle Bin

LABEL DESCRIPTION
Clean Recycle Bin every N | Specify how often you want to clear the contents in all recycle bins. The specified
days days correspond to how long a file has been stored in a recycle bin. For example,

if you set the interval to be 3 days, recycle bins will clean up items deleted or not
accessed for 3 days.

Note: Cleaning up recycle bins permanently removes the files from the NAS.

Empty All Recycle Bins

Click this to immediately remove contents from all recycle bins.

Now
Apply Click this to save your changes.
Cancel Click this to return to the previous screen without saving.

24.5 Share Browser Screen

Use this screen to create folders, upload files, and edit files within the share.
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Figure 182 Sharing > Shares > Share Browser
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The following table describes the labels in this screen.

Table 111 Sharing > Shares > Share Browser

LABEL

DESCRIPTION

Create Folder

Type a folder name and click Apply to make a new folder. The name can be 1 to 239 single-
byte (no Chinese characters allowed for example) ASCII characters. The name cannot be
the same as another existing folder in the same path. See Section 11.2.2 on page 128 for
more information on folder names.

Upload

Click this to add files to the share. Use Brow se to locate a file and click Apply to upload the
file. Note that the size of each file should be less than 2 GB.

Iiploed Files
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Rename

Select a folder or file and click this to open a screen. Enter the name you want and click OK
to make the changes.

Note: When you change a file name, make sure you keep the file extension

HeEnamn

File Name | 3061818131250 pg

L L

Delete

Select a file/folder from the list and click this to open a warning screen. Click Yes to delete
the file/folder, or click No to close the screen.
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Move

Select a file/folder from the list and click this to relocate the file/folder to another share.

Copy

Select a file/folder from the list and click this to make a duplicate of the file/folder to
another share.

Current
location

This is the name of the share and folder path that you are in.

Type

The icon in this column identifies the entry as a folder or a file. Click a music or video file’s
play icon to play the file.

The folder with an arrow pointing up is for the link that takes you to the next higher layer in
the share’s folder tree.

Cloud Storage User’s Guide

297




Chapter 24 Shares

Table 111 Sharing > Shares > Share Browser (continued)

LABEL DESCRIPTION

Name This section lists the share’s existing folders or files. Click to the right of the file/folder name
to select the file/folder. You can also click the folder’'s name to navigate to a sub-folder
within the folder.

Size This field displays size of the file.

Modified Date This field displays a file’s latest modification date.

Close Click this to close the screen.

24.5.1 Moving or Copying Files

Use this screen to move or copy files to another share.

In the Share Brow ser screen, select a file or folder and click Move or Copy to open the following

screen.

Figure 183 Sharing > Shares > Share Browser > Move (or Copy)
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The following table describes the labels in this screen.

Table 112 Sharing > Shares > Share Browser > Move (or Copy)

LABEL DESCRIPTION
Shares Select the destination share from the drop-down list.
Path This field displays the share folder’s path. You can use Browse to find or create a folder on
the NAS or type the location of the folder using forward slashes as branch separators.
Browse Click this to open the following screen and navigate to the location of the file/folder.

mr Fpm

» Current Location - This is the location of the selected folder.

+ Folder Name - Enter a new folder name and click “f& to create it.
+ Type - This identifies the item as a folder or file.

* Name - This is the name of the folder/file.

Select a folder. If you don’t select a folder, a forward slash (/) displays in the Path field. All
contents within the specified share are automatically selected.

Click Apply to save your settings and Cancel to close the screen.
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Table 112 Sharing > Shares > Share Browser > Move (or Copy) (continued)

LABEL DESCRIPTION

Yes Click this to move or copy the file/folder to the designated share.

Close Click this to return to the Share Brow ser screen.
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WebDAV

The WebDAV HTTP extension lets users edit and manage files stored on remote servers. The NAS’s
WebDAV service allows client programs that support WebDAYV, such as NetDrive and BitKinex on
Windows, Mac OS Finder, and Linux file browsers remotely edit and manage files stored on the NAS.

25.2 WebDAV Screen

Use the WebDAV screen to allow remote users to use client programs that support WebDAV to edit
and manage files stored on the NAS.

Click Sharing > WebDAV to open the following screen.

Figure 184 Sharing > WebDAV
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The following table describes the labels in this screen.

Table 113 Sharing > WebDAV

LABEL DESCRIPTION
Enable WebDAV Select this to allow remote users to work with files stored on the NAS. Edit the access
(http/Https) privileges in Sharing > Shares.
Https is for secure WebDAV connections to the NAS.
Example When you enable WebDAV the screen displays an example of the URL users would use

to use WebDAV to connect to the NAS where “sharename” represents a share that the
user can access. Use HTTPS for secure WebDAV connections to the NAS.

Enable anonymous

Select this to allow remote users to use WebDAV to access all shares on the NAS

WebDAV without a login name or password.
Apply Click this to save your changes.
Reset Click this to discard any unsaved changes and restore previously saved settings.
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25.3 How to Use NetDrive with the NAS

Here is an example of how to use the NetDrive WebDAV client with the NAS.

1 Download and install NetDrive.

2 Click Add Drive and use the URL for WebDAV connections to the NAS to add a drive entry for
accessing the NAS.

Figure 185 NetDrive Example
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3 Name the drive and specify the URL of the share to access. Select SSL if the NAS forces HTTPs use.
Specify your user name and password for accessing the share on the NAS.

Figure 186 NetDrive Add Drive
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Maintenance Screens

26.1 Overview

This chapter discusses the Maintenance screens. The Maintenance screens allow you to manage
system configurations.

26.2 What You Can Do

+ Use the Power screen (Section 26.3 on page 302) to configure power settings for the NAS,
including power saving, UPS, power on/off after power failure, power on/off schedule, and Wake
on LAN.

* Use the Log screen (Section 26.4 on page 306) to check the system’s logs.

+ Use the Configuration screen (Section 26.5 on page 310) to backup or restore the NAS
configuration file.

+ Use the SSL screen (Section 26.6 on page 311) to configure HTTPS and the NAS’s SSL certificate.
* Use the Shutdown screen (Section 26.7 on page 313) to restart or shut down your NAS.

+ Use the Unpair myZyXELcloud screen (Section 26.8 on page 314) to remove the pairing
between the NAS and the myZyXELcloud account.

26.3 Power Screen

Use this screen to manage power settings for the NAS.

Click Maintenance > Power to display the following screen.
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Figure 187 Maintenance > Power
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The following table describes the labels in this screen.

Table 114 Maintenance > Power

LABEL

DESCRIPTION

Power Management

Turn off hard

Enter the number of minutes to wait when the NAS is idle before spinning the hard disks

disk(s) down to sleep (hibernation). The default time is 15 minutes.

Enable Sleeping | Select this to have the HDD LED blink slowly when the hard disk is sleeping (hibernating).
HDD LED Clear this to have the HDD LED stay on when the hard disk is sleeping.

Blinking

Minimum UPS Capacity

Minimum UPS
Capacity

When you use an APC Uninterruptible Power Supply (UPS) with a USB connection to the
NAS, the NAS shuts itself down if the APC UPS’s battery charge gets down to the
percentage you specify in this field. This allows the NAS to shut down properly and avoid
data loss caused by a power failure when the UPS stops supplying power.

A setting around 50% is recommended. A setting close to 100% is not recommended since
it would cause the NAS to shut down whenever the UPS is charging. A setting close to 0 is
also not recommended since the UPS would not have enough power to allow the NAS to
shutdown properly.

Power On After
Power Failure

Select an option to set whether or not the NAS restarts when the power is restored after a
power failure.

Note:

Keep Former

Select this option to have the NAS automatically restart only if it was operating when the

Status power failed. The NAS remains off if it was already off when the power failed.
Alwayso Select this option to keep the NAS operating as much of the time as possible. The NAS
Power On

restarts automatically even if it was turned off when the power failed.
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Table 114 Maintenance > Power (continued)

LABEL DESCRIPTION
Always Select this option to keep the NAS from automatically restarting when the power is
Power Off

restored after a power failure. This is a computer’s “traditional” behavior. Select this if you
have other servers such as a domain controller or DNS server that you want to start or
check after a power failure before the NAS turns on.

Power On/Off Schedule

Enable Power
Control Schedule

Select this option to have the NAS turn itself off and on or reboot according to the
schedules you configured.

Click Edit to go to the screen where you can configure the power control schedules.

Refer to Section 26.3.1 on page 304 for this screen.

Note:

Enable Wake On

Enable Wake On LAN to be able to turn on the NAS through its wired Ethernet connection.

LAN
You must have a computer or router on your LAN that supports sending Wake On LAN
“magic packets” to turn on the NAS.
To use Wake On LAN from a computer on your LAN, install a program such as Wake On LAN
EX or another Wake On LAN program that supports sending magic packets.
You can use Wake On LAN from a remote location if the router in front of the NAS supports
sending magic packets.
Use the NAS’s power button or the Web Configurator’s Maintenance > Shutdown menu
to turn off the NAS.

Apply Click this to save your changes.

Reset Click this to restore previously saved settings.

26.3.1 Editing the Power Control Schedule Screen

Click Maintenance > Power Management > Edit to open this screen. Use this screen to
configure power control schedules to have the NAS turn on, turn off, or reboot at specified times.
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Figure 188 Maintenance > Power Management > Edit
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The following table describes the labels in this screen.

Table 115 Maintenance > Power Management > Edit

LABEL

DESCRIPTION

Power Control
Schedule List

This table lists the power on, power off, and reboot schedules. For example, you could
have one schedule to turn the NAS on every morning, at 8:00, another schedule to turn it
off every evening at 18:00, and a third schedule to have it reboot every Friday at 14:00.

Click a column’s heading cell to sort the schedules by that column’s criteria. Click the
heading cell again to reverse the sort order.

Type This field displays whether the power control schedule has the NAS turn on, turn off, or
reboot.
Frequency This field shows how often (monthly, weekly, or daily) the NAS is to apply this power

control schedule.

Execute Time

This field shows when the NAS is to use this power control schedule (when the NAS is to
turn on, turn off, or reboot).

Actions

Click the Delete icon to remove a power control schedule from the list.

Add Power
Control Schedule

Use this part of the screen to configure power on, power off, and reboot times.

Type

Select whether this power control schedule has the NAS turn on, turn off, or reboot.

Frequency

Select whether the NAS is to apply this power control schedule entry on a monthly, weekly,
or daily basis.
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26.4

Table 115 Mainte

nance > Power Management > Edit (continued)

LABEL

DESCRIPTION

Execute Time
(hh:mm)

Enter the time, day, and/or day of the month as appropriate for this power control
schedule entry. Leave more than 10 minutes between the execution times of the entries.

If the NAS turns off or restarts while a user is transferring files to or from the NAS, the
transfer fails. The user will need to restart the transfer.

The NAS skips a scheduled restart or power off if the execution time comes while the NAS
is doing any of the following:

* Resynchronizing a RAID
* Upgrading firmware
+ Replacing the configuration file

If the NAS is turned off at the time when a restart or power off is scheduled, the NAS does
not perform the restart or power off.

If the NAS is turned on at the time when a power on is scheduled, the NAS does not
perform the power on.

Use this part of th

e screen to configure power on, power off, and reboot times.

Please select the
day of the month

This is only available if you set the Frequency to Monthly.

Choose the day of each month for the power control schedule entry.

Every how many
weeks?

This is only available if you set the Frequency to Weekly.

Enter the interval between weeks and choose the day of the week for the power control
schedule entry.

Every how many
days?

This is only available if you set the Frequency to Daily.

Enter the interval between days for the power control schedule entry.

Add Click this to add the power control schedule to the list.
Apply Click this to save your changes.
Cancel Click this to return to the previous screen without saving.

Log Screen

Click Maintenance > Log to open the following screen.

Use this screen to display all NAS logs. There are at most 512 entries in the log. Older logs are
removed by the system. You cannot download the log file via FTP or CIFS.

Cloud Storage User’s Guide

306




Chapter 26 Maintenance Screens

Figure 189 Maintenance > Log
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The following table describes the labels in this screen.

Table 116 Maintenance > Log

LABEL

DESCRIPTION

Refresh

Click this to update the log display.

Purge all Logs

Click this to erase all logs from the NAS.

Report Config

Click this to open a screen where you can configure email alerts for logs. Refer to Section
26.4.1 on page 307 to see the screens for this.

Display The screen always shows all logs by default. Choose a specific log category to view logs for
just that category.

# This is the log entry’s number in the list according to the currently selected sort order.

Time This shows the date and time the log was created. Click the top of the column to sort by
oldest or newest.

Class This displays the log category; see Table 124 on page 314for details.

Severity This displays how serious the log is rated by the NAS. See Table 125 on page 315for more
information.

Message This displays a description of the log. Click the top of the column to sort by alphabetical or

reverse alphabetical order.

26.4.1 Report Config Screen

In the Log screen, click Report Config to do the following:

+ Use the Email Setting screen (Section 26.4.2 on page 308) to enable and configure e-mail
alerts from the NAS.

* Use the Report Setting screen (Section 26.4.3 on page 308) to select the type of alerts you
want to receive through e-mail and schedule when the NAS e-mails the alerts.

+ Use the Syslog Server Setting screen (Section 26.4.4 on page 309) to enable the syslog server
and select the categories to include in the log report.
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26.4.2 Email Setting

You can enable and configure e-mail alerts from the NAS. In the Report Config screen, click the
Email Setting tab to open the following screen.

Figure 190 Maintenance > Log > Report Config: Email Setting
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The following table describes the labels in this screen.

Table 117 Maintenance > Log > Report Config: Email Setting

LABEL DESCRIPTION
Enable Log Email Click this to have the NAS e-mail log alerts to your e-mail account.
Email To Enter the e-mail address where you want to receive the log alerts.
Email From Enter the e-mail address the NAS uses in the From field of the e-mail header for its log
alerts.
Email Server Enter the e-mail server address the NAS uses to send e-mail alerts,
Email Format Select the e-mail format you want the NAS to use in its e-mail alerts.
Use SMTP Click this if the e-mail server you want the NAS to use for its e-mail alerts requires a
Authentication username and password.
User Enter the username for the e-mail server.
Password Enter the password for the e-mail server.
Password Re-enter the password to confirm it.
(Confirm)
After apply settings, | Click this to have the NAS send a test e-mail to the settings you have entered.
send a test email
Apply Click this to save your changes.
Cancel Click this to return to the previous screen without saving.

26.4.3 Report Setting

You can have the NAS email you alerts and reports. In the Report Config screen, click the Report
Setting tab to open the following screen.
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Figure 191 Maintenance > Log > Report Config: Report Setting
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The following table describes the labels in this screen.

Table 118 Maintenance > Log > Report Config: Report Setting

LABEL DESCRIPTION

Email Alert Select the Enable Email Log check box to have the NAS send an alert email to the
configured email address whenever the NAS generates a critical severity log.

Report Time Select how often (Weekly, Daily or Hourly), the day of the week (for weekly reports), and
the time (hour:minutes) the NAS sends a report email.

Enable Email Select the check box to have the NAS email reports of all logs the NAS generates to the

Log configured email address.

Apply Click this to save your changes.

Cancel Click this to return to the previous screen without saving.

26.4.4 Syslog Server Setting

You can enable the syslog server and select the categories to include in the log report. In the
Report Config screen, click the Syslog Server Setting tab to open the following screen.
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Figure 192 Maintenance > Log > Report Config: Syslog Server Setting
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The following tab

Table 119 Mainte

le describes the labels in this screen.

nance > Log > Report Config: Syslog Server Setting

LABEL DESCRIPTION
Enable Syslog Check this to enable syslog server.
Server

Server Address

Enter the syslog server address you want the NAS to use for its log alerts.

In the table below

types of log alerts.

, check the type of log alerts you want to receive in your e-mail. Select All Log to include all

Apply

Click this to save your changes.

Cancel

Click this to return to the previous screen without saving.

26.5 Configura

tion Screen

Click Maintenance > Configuration to open the following screen. Use this screen to backup or

restore the NAS

Figure 193 Maintenance > Configuration
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The following table describes the labels in this screen.

Table 120 Maintenance > Configuration

LABEL

DESCRIPTION

Backup Current Configur

ation Settings

Backup

Click this to save the current configuration of the NAS to your computer. A pop-up
screen appears asking you to confirm. Click OK to continue or Cancel to quit.

Restore Configuration

When you restore a file configuration, the NAS checks the volumes/share paths on
the NAS and the configuration file.

If the volume exists but the share path is missing in the NAS, the NAS automatically
creates this share path.

If the volume does not exist on the NAS, the Status of the share will show “missing
share icon” in Shares screen (see Table 107 on page 292).

Browse

Click this to locate a previously-saved configuration file.

Restore

Click this to load the previously-saved configuration file to the NAS. This replaces
your current NAS configuration settings with the settings in the previously-saved
configuration file.

A pop-up screen appears asking you to confirm. Click OK to continue or Cancel to

quit.

26.6 SSL Certification

Click Maintenance > SSL to open this screen, where you can turn on HTTPS, create a public key

certificate, or upload a

Figure 194 Maintenanc
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The following table describes the labels in this screen.

Table 121 Maintenance > SSL

LABEL

DESCRIPTION

Install System Default CA

Click Download button to save a copy of the NAS’s public key certificate to your
local computer. This is useful for installing the certificate without having to
connect to the NAS, or for sending by email to other users for them to install prior
to logging into the NAS for the first time. After saving the certificate to your
computer, double-click it to install it.

Note: Each web browser handles certificate installation differently.

Modify the Existing
Certificate

Select Edit a self-signed CA certificate, then follow the on-screen instructions
for creating a public key certificate signed by the NAS as the local certificate
authority.

Note: Use certificates created and signed by the NAS if the device is not open to
external access.

Select Create a certificate authorized by other CA, then follow the on-screen
instructions to install a certificate that has been authorized by a third-party
certificate authority.

Note: Use this method if the device is open to external access, such as allowing
users to connect through the Internet using FTP over TLS or HTTPs.

26.6.1 Modifying or Creating a Certificate

When you select the Edit a self-signed CA certificate option, then click the Edit button, a screen
opens to allow you to make adjustments to the NAS’s public key certificate.

The screen is also the same for the Create a certificate authorized by other CA option.

Figure 195 Maintenance > SSL > Create or Edit a Certificate
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The following table describes the labels in this screen.

Table 122 Maintenance > SSL > Create or Edit a Certificate

LABEL

DESCRIPTION

Common Name

This name describes the certificate’s origin, either in the form of an IP address or a
domain name.

Host IP Address

Select this option and enter the NAS’s |P address if you want to use this for the
common name.

Host Domain Name

Select this option and enter the NAS’s domain name if you want to use this for the
common name

Organizational Unit
(Optional)

Enter this name of the organizational unit which owns or maintains the NAS. This is
an optional field.

Organization (Optional)

Enter this name of the organization or company which owns or maintains the NAS.
This is an optional field.

Country (Optional)

Enter this name of the country in which the NAS is located. This is an optional field.

Key Type Select the certificate’s key type, either RSA or DSA. RSA is a public-key encryption
and digital signature algorithm, while DSA is only a digital signature algorithm.

Key Length Select the encryption key length. The longer the key, the better the encryption
security. The only drawback to having a long key is that the file encrypted with it
swells in size as well.

Apply Click this to save your changes.

Cancel Click this to discard changes and close the window.

26.7 Shutdown Screen

Use this screen to turn off the NAS or perform a software restart. A software restart is faster than
turning the NAS off and then turning it on again. Before shutting down or restarting, check the
System Status > Active Sessions screen to make sure that no one is logged into the NAS or
transferring files to or from the NAS.

Click Maintenance > Shutdown to open the following screen.

Figure 196 Maintenance > Shutdown

The following table describes the labels in this screen.

Table 123 Maintenance > Shutdown
LABEL DESCRIPTION
Restart Click this to have the device perform a software restart.
Shutdown Click this to shut down the system and restart it again later.

When you click the Restart button a pop-up screen will appear asking you to confirm. Click OK to
continue or Cancel to quit the restart.
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Figure 197 Maintenance > Shutdown > Confirm Restart

vl s s

e R

When you click the Shutdow n button a pop-up screen will appear asking you to confirm. Click OK
to continue or Cancel to quit the shutdown.

Figure 198 Maintenance > Shutdown > Confirm Shutdown
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26.8 Unpair myZyXELcloud Screen

Figure 199 Use this screen to remove the pairing between the NAS and the myZyXELcloud account
if you want to pair the NAS with a different myZyXELcloud account. You have to pair the NAS
and your myZyXELcloud account before performing the unpair. Click Maintenance > Unpair
myZyXELcloud to open the following screen, and click Unpair.
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26.9 Technical Reference

This section provides technical background information on the topics discussed in this chapter.

26.9.1 Log Classes

The following table shows information on log classes.

Table 124 Log Classes

&8 GoRy |DESCRIPTION

Users This log class shows information on user access to the NAS.

Shares This log class shows information on shares being created or deleted.

Services This log class shows information on the operation of the NAS’s built-in services.
System This log class shows all other system related messages.

Network This log class shows information on network configuration, setting changes and so on.
Storage This log class shows information on the NAS’s internal and external storage activities.
Backup This log class shows information on all backup-related activities.

Auto Upload This log class shows information on automatic uploads done by the NAS.
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26.9.2 Log Severity Levels

The following table shows information on log severity levels. Levels range from 0 to 6 with 0 being
the most severe level log and 6 being an informational log only. Log levels are not displayed in the
logs and are for your reference only.

Table 125 Log Severity Levels

LEVEL DESCRIPTION
0 Emergency

1 Alert

2 Critical

3 Error

4 Warning

5 Notice

6 Info

26.9.3 Log Messages

Here are some example log messages.

Table 126 Log Messages

CLASS SEVERITY | MESSAGE

Auto upload INFO % s is queued.

Auto upload INFO % s uploaded (Flickr or YouTube Upload).

Auto upload WARNING | error uploading "%s" (%s): %s

Auto upload INFO % s will not be uploaded to %s for there is already a duplicate file.

Auto upload INFO Failed to upload %s to %s (FTP Upload) : %s

Auto upload INFO Successfully upload %s to %s (FTP Upload)

Copy/Sync Button ERROR [USB %s] Backup Folder Does Not Exist.

Copy/Sync Button ERROR [USB %s] Target Folder Does Not Exist.

Copy/Sync Button ERROR [USB Sync] Failed at %s: It is a Folder in Internal Volume. But It is not a
Folder in USB.

Copy/Sync Button ERROR [USB Sync] Failed at %s: It is a Folder in USB. But It is not a Folder in
Internal Volume.

Copy/Sync Button ERROR [USB Sync] Failed at File %s.

Copy/Sync Button ERROR [USB Sync] Sync Failed at Folder %s.

Copy/Sync Button ERROR Modify COPY/SYNC Button Configuration: %s

Copy/Sync Button ERROR Please Change Your Folder Name. Invalid Path: %s

Copy/Sync Button INFO [USB Sync] Copying %s from Internal Volume to Backup Folder.

Copy/Sync Button INFO [USB Sync] Copying %s from Internal Volume to USB.

Copy/Sync Button INFO [USB Sync] Copying %s from USB to Backup Folder.

Copy/Sync Button INFO [USB Sync] Copying %s from USB to Internal Volume.

Copy/Sync Button INFO [USB Sync] Deleting %s from Internal Volume.

Copy/Sync Button INFO [USB Sync] Deleting %s from USB.

Copy/Sync Button INFO [USB Sync] Deleting %s from USB Recursively.
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Table 126 Log Messages (continued)

CLASS SEVERITY | MESSAGE

Copy/Sync Button INFO [USB Sync] Finished. Elapsed Time %s Seconds.

Copy/Sync Button INFO [USB Sync] Moving %s from Internal Volume to Backup Folder.

Copy/Sync Button INFO [USB Sync] Moving %s from USB to Backup Folder

Copy/Sync Button INFO [USB Sync] Skip %s: File not Exist

Copy/Sync Button INFO [USB Sync] Skip %s: Not a Regular File.

Copy/Sync Button INFO [USB Sync] Start Pre-Processing: Generating File Lists.

Copy/Sync Button NOTICE [USB Sync] Start Copying Files.

Download Service ERROR Download service cannot find a volume

Download Service ERROR Download service failed to find ipfilter.dat

Download Service INFO Download service add a URL download job %s

Down