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Copyrights 

© All  r ight s reserved.  This publ icat ion cont ains informat ion t hat  is prot ect ed by copyright .  No part  may be 

reproduced,  t ransmit t ed,  t ranscribed,  st ored in a ret rieval syst em,  or t ranslat ed int o any language wit hout  

writ t en permission f rom t he copyright  holders.  

Trademarks  

The fol lowing t rademarks are used in t his document :   

 Microsof t  is a regist ered t rademark of  Microsof t  Corp.  

 Windows,  Windows 95,  98,  Me,  NT,  2000,  XP,  Vist a,  7,  8,  10 and Explorer are t rademarks of  Microsof t  Corp.   

 Apple and Mac OS are regist ered t rademarks of  Apple Inc.  

 Ot her product s may be t rademarks or regist ered t rademarks of  t heir respect ive manufact urers.  

Caution 

Circuit  devices are sensit ive t o st at ic elect ricit y,  which can damage t heir del icat e elect ronics.  Dry weat her 

condit ions or walking across a carpet ed f loor may cause you t o acquire a st at ic elect rical  charge.  

To prot ect  your device,  always:  

 Touch t he met al chassis of  your comput er t o ground t he st at ic elect rical  charge before you pick up t he circuit  

device.  

 Pick up t he device by holding it  on t he lef t  and right  edges only.  

Warranty 

We warrant  t o t he original end user (purchaser) t hat  t he device wil l  be f ree f rom any defect s in workmanship or 

mat erials for a period of  one (1) year f rom t he dat e of  purchase f rom t he dealer.  Please keep your purchase 

receipt  in a safe place as it  serves as proof  of  dat e of  purchase.  During t he warrant y period,  and upon proof  of  

purchase,  should t he product  have indicat ions of  fai lure due t o fault y workmanship and/ or mat erials,  we wil l ,  at  

our discret ion,  repair or replace t he defect ive product s or component s,  wit hout  charge for eit her part s or labor,  

t o what ever ext ent  we deem necessary t ore-st ore t he product  t o proper operat ing condit ion.  Any replacement  

wil l  consist  of  a new or re-manufact ured funct ional ly equivalent  product  of  equal value,  and wil l  be of fered solely 

at  our discret ion.  This warrant y wil l  not  apply if  t he product  is modif ied,  misused,  t ampered wit h,  damaged by an 

act  of  God,  or subj ect ed t o abnormal working condit ions.  The warrant y does not  cover t he bundled or l icensed 

sof t ware of  ot her vendors.  Defect s which do not  signif icant ly af fect  t he usabil i t y of  t he product  wil l  not  be 

covered by t he warrant y.  We reserve t he right  t o revise t he manual and onl ine document at ion and t o make 

changes f rom t ime t o t ime in t he cont ent s hereof  wit hout  obl igat ion t o not i fy any person of  such revision or 

changes.  

Be a Registered Owner 

Web regist rat ion is preferred.  You can regist er your Vigor rout er via ht t p: / / www.DrayTek.com.   

Firmware & Tools Updates 

Due t o t he cont inuous evolut ion of  DrayTek t echnology,  al l  rout ers wil l  be regularly upgraded.  Please consult  t he 

DrayTek web sit e for more informat ion on newest  f irmware,  t ools and document s.  

More updat e,  please visit  www.drayt ek.com.   
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II--11  IInnttrroodduuccttiioonn  

VigorSwit ch G1085,  Web Smart  Gigabit ,  is a st andard swit ch t hat  meet s al l  IEEE 802.3/ u/ x/ z 

Gigabit ,  Fast  Et hernet  specif icat ions.  The swit ch has 8 10/ 100/ 1000Mbps TP port s.  It  support s 

t elnet ,  ht t p,  ht t ps,  SSH and SNMP int erface for swit ch management .   

The net work administ rat or can login t he swit ch t o monit or,  conf igure and cont rol  each port ’ s 

act ivit y.  In addit ion,  t he swit ch implement s t he QoS (Qual it y of  Service),  VLAN, and Trunking.  

It  is suit able for of f ice appl icat ion.  

 

 

II--11--11  KKeeyy  FFeeaattuurreess  

Below shows key feat ures of  t his device:  

QQooSS  

The swit ch of fers powerful  QoS funct ion.  This funct ion support s 802.1p VLAN t ag priorit y and 

DSCP on Layer 3 of  net work f ramework.  

VVLLAANN  

Support  Port -based VLAN and IEEE802.1Q Tag VLAN.  Support  24 act ive VLANs and VLAN ID 

1~4094.  

PPoorrtt  TTrruunnkkiinngg  

Allows one or more l inks t o be aggregated t oget her t o form a Link Aggregat ion Group by t he 

st at ic set t ing.  
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II--11--22  SSppeecciiffiiccaattiioonnss  

The VigorSwit ch G1085,  a st andalone of f -t he-shelf  swit ch,  provides t he comprehensive 

feat ures l ist ed below for users t o perform syst em network administ rat ion and ef f icient ly and 

securely serve your net work.  

HHaarrddwwaarree  

 8 10/ 100/ 1000Mbps Aut o-negot iat ion Gigabit  Et hernet  TP port s 

 Jumbo f rame support  9KB 

 Programmable classif ier for QoS (Layer 2/ Layer 3) 

 8K MAC address and support  VLAN ID(1~4094) 

 Per-port  shaping,  pol icing,  and Broadcast  St orm Cont rol  

 Ful l-duplex f low cont rol  (IEEE802.3x) and half -duplex backpressure 

 Hardware reset  but t on for reset t ing conf igurat ion t o factory default  by pressing over 5 

seconds 

MMaannaaggeemmeenntt  

 Support s per port  t raf f ic monit oring count ers 

 Support s a snapshot  of  t he syst em Informat ion when you login 

 Support s port  mirror funct ion 

 Support s t he st at ic t runk funct ion 

 Support s 802.1Q VLAN  

 Support s user management  and l imit s t hree users t o login 

 Maximal packet  lengt h can be up t o 9600 byt es for j umbo f rame appl icat ion 

 Support s Broadcast ing Suppression t o avoid net work suspended or crashed  

 Support s t o send t he t rap event  while monit ored event s happened 

 Support s default  conf igurat ion which can be restored t o overwrit e t he current  

conf igurat ion which is working on via Web UI and Reset  but t on of  t he swit ch 

 Support s on-l ine plug/ unplug SFP modules 

 Support s Qual it y of  Service (QoS) for real t ime appl icat ions based on t he informat ion 

t aken f rom Layer 2 t o Layer 3    

 Buil t -in web-based management  and CLI management ,  providing a more convenient  UI 

for t he user 
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II--11--33  PPaacckkiinngg  LLiisstt  II--11--33  PPaacckkiinngg  LLiisstt  

Before you st art  inst al l ing t he swit ch,  verify t hat  t he package cont ains t he fol lowing:  

 VigorSwit ch G1085 

 AC Power Cord 

 Quick St art  Guide 

 Rubber feet  

 Rack mount  kit  

Please not ify your sales represent at ive immediat ely if  any of  t he aforement ioned it ems is 

missing or damaged.  

 

II--11--44  LLEEDD  IInnddiiccaattoorrss  aanndd  CCoonnnneeccttoorrss  

Before you use t he Vigor device,  please get  acquainted wit h t he LED indicators and 

connect ors f irst .  There are 8 Et hernet  port s and SFP port s on t he f ront  panel of  t he swit ch.  

LED display area,  locat ing on t he f ront  panel,  cont ains an ACT,  Power LED and port s working 

st at us of  t he swit ch.  

LLEEDD  EExxppllaannaattiioonn    

 

 

 

LED Color Explanation 

On 
The swit ch f inishes syst em boot ing and t he syst em is 

ready.  

Bl inking  The swit ch is powered on and st art s system boot ing.  SYS 

Of f  
The power is of f  or t he syst em is not  ready /  

malfunct ioning.  

On  The device is powered on.  

PWR 
Of f  The device is powered of f .  

   

Interface Description 

RST Factory reset  but t on.  

 Press it  t o reboot  t he system.  (<5 seconds) The SYS 

LEDs wil l  bl ink t oo.  

 Press it  t o reset  t he syst em wit h fact ory default  

RJ45 LNK/ ACT 

Port  1 t o Port  8 
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set t ings.  (5~20 seconds)  

The SYS LED wil l  be of f  i f  RST but t on is pressed between 5 

seconds and 10 seconds.  

RJ 45 LNK/ ACT Port  1 ~ 8 Used for Et hernet  connect ion.  

 

Power inlet  for AC input  (100~240V/ AC,  50/ 60Hz).  
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II--22  IInnssttaallllaattiioonn    

II--22--11  TTyyppiiccaall  AApppplliiccaattiioonnss  

The VigorSwit ch implement s 8 Gigabit  Et hernet  TP port s wit h aut o MDIX and four slot s for t he 

removable module support ing comprehensive f iber t ypes of  connect ion,  including LC and 

BiDi-LC SFP modules.  The swit ch is suit able for t he fol lowing applicat ions:  

CCaassee  11::  AAllll  sswwiittcchh  ppoorrttss  aarree  iinn  tthhee  ssaammee  llooccaall  aarreeaa  nneettwwoorrkk..  

Every port  can access each ot her.  (*The swit ch image is sample only. ) 

 

If  VLAN is enabled and conf igured,  each node in t he net work t hat  can communicat e each 

ot her direct ly is bounded in t he same VLAN area.  

CCaassee  22::  TThhee  ssaammee  VVLLAANN  mmeemmbbeerrss  ccaann  bbee  aatt  ddiiffffeerreenntt  sswwiittcchheess  wwiitthh  tthhee  ssaammee  VVIIDD  

 

VigorSwit ch G1085 User ’ s Guide 6 



 

CCaassee  33::  DDeesskkttoopp  IInnssttaallllaattiioonn  

1.  Inst al l  t he swit ch on a level surface t hat  can support  t he weight  of  t he unit  and t he 

relevant  component s.   

2.  Plug t he swit ch wit h t he female end of  t he provided power cord and plug t he male end 

t o t he power out let .  

CCaassee  44::  RRaacckk--mmoouunntt  IInnssttaallllaattiioonn  

The swit ch may be st andalone,  or mount ed in a rack.  Rack mount ing facil i t at e t o an orderly 

inst al lat ion when you are going t o instal l  series of  net working devices.  

Procedures t o Rack-mount  t he swit ch:  

1.  Disconnect  al l  t he cables f rom t he swit ch before cont inuing.  

2.  Place t he unit  t he right  way up on a hard,  f lat  surface wit h t he f ront  facing you.  

3.  Locat e a mount ing bracket  over t he mount ing holes on one side of  t he unit .  

4.  Insert  t he screws and ful ly t ight en wit h a suit able screwdriver.  

5.  Repeat  t he t wo previous st eps for t he ot her side of  t he unit .  

6.  Insert  t he unit  int o t he rack and secure wit h suit able screws.  

7.  Reconnect  al l  t he cables.  
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II--22--22  IInnssttaalllliinngg  NNeettwwoorrkk  CCaabblleess  

Crossover or st raight -t hrough cable:  All  t he port s on t he swit ch support  Auto-MDI/ MDI-X 

funct ional it y.  Bot h st raight -t hrough or crossover cables can be used as t he media t o connect  

t he swit ch wit h PCs as well  as ot her devices l ike swit ches,  hubs or rout er.   

Cat egory 3,  4,  5 or 5e,  6 UTP/ STP cable:  To make a val id connect ion and obtain t he opt imal 

performance,  an appropriat e cable t hat  corresponds t o dif ferent  t ransmit t ing/ receiving 

speed is required.  To choose a suit able cable,  please refer t o t he fol lowing t able.  

Media Speed Wiring 

10 Mbps Cat egory 3,4,5 UTP/ STP 

100Mbps Cat egory 5 UTP/ STP 
10/ 100/ 1000  

Mbps copper 
1000 Mbps Cat egory 5e,  6 UTP/ STP 

II--22--33  CCoonnffiigguurriinngg  tthhee  MMaannaaggeemmeenntt  AAggeenntt  ooff  SSwwiittcchh  

Users can monit or and conf igure t he swit ch t hrough t he fol lowing procedures.  

Conf iguring t he Management  Agent  of  VigorSwit ch G1085 t hrough t he Et hernet  Port .  

There are several ways t o conf igure and monit or t he swit ch t hrough Et hernet  port ,  includes 

Web-UI and SNMP. 

 

II--22--44  MMaannaaggiinngg  VViiggoorrSSwwiittcchh  GG11008855  tthhrroouugghh  EEtthheerrnneett  PPoorrtt  

Before st art  using t he swit ch,  t he IP address set t ing of  t he swit ch should be done,  t hen 

perform t he fol lowing st eps:  

1.  Set  up a physical pat h bet ween t he conf igured t he swit ch and a PC by a qual if ied UTP Cat .  

5e cable wit h RJ-45 connect or.  

Note: If  PC direct ly connect s t o t he swit ch,  you have t o set up t he same subnet  mask 

bet ween t hem.  But ,  subnet  mask may be dif f erent  for t he PC in t he remot e sit e.  Please 

refer t o t he above f igure about  t he Web Smart  Swit ch default  IP address informat ion.  

VigorSwit ch G1085 User ’ s Guide 8 



 

2.  Af t er conf iguring correct  IP address on your PC,  open your web browser and access 

swit ch's IP address.  

Default  syst em account  is "admin",  wit h password "admin" in default .  Swit ch IP address is 

"192.168.1.224" by default  wit h DHCP cl ient  enabled.  

II--22--55  IIPP  AAddddrreessss  AAssssiiggnnmmeenntt  

For IP address conf igurat ion,  t here are t hree parameters needed t o be f i l led in.  They are IP 

address,  Subnet  Mask,  Default  Gat eway and DNS.  

IP address: 

The address of  t he net work device in t he net work is used for int ernet working communicat ion.  

It s address st ruct ure looks is shown below.  It  is “ classful”  because it  is spl it  int o predef ined 

address classes or cat egories.  

Each class has it s own network range bet ween t he net work ident if ier and host  ident if ier in t he 

32 bit s address.  Each IP address comprises t wo part s:  net work ident if ier (address) and host  

ident if ier (address).  The former indicates t he net work where t he addressed host  resides,  and 

t he lat t er indicat es t he individual host  in t he net work which t he address of  host  refers t o.  And 

t he host  ident if ier must  be unique in t he same LAN. Here t he t erm of  IP address we used is 

version 4,  known as IPv4.   

 

Net work ident if ier Host  ident if ier 

32 bit s  

Wit h t he classful  addressing,  it  divides IP address int o t hree classes,  class A,  class B and class 

C.  The rest  of  IP addresses are for mult icast  and broadcast .  The bit  lengt h of  t he net work 

pref ix is t he same as t hat  of  t he subnet  mask and is denot ed as IP address/ X,  for example,  

192.168.1.0/ 24.  Each class has it s address range described below.  

Class A: 

Address is less t han 126.255.255.255.  There are a t ot al  of  126 net works can be def ined 

because t he address 0.0.0.0 is reserved for default  rout e and 127.0.0.0/ 8 is reserved for 

loopback funct ion.  

 

 

 

Class B: 

IP address range bet ween 128.0.0.0 and 191.255.255.255.  Each class B net work has a 16-bit  

net work pref ix fol lowed 16-bit  host  address.  There are 16,384 (2^14)/ 16 net works able t o be 

def ined wit h a maximum of  65534 (2^16 –2) host s per net work.  
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Class C: 

IP address range bet ween 192.0.0.0 and 223.255.255.255.  Each class C net work has a 24-bit  

net work pref ix fol lowed 8-bit  host  address.  There are 2,097,152 (2^21)/ 24 networks able t o 

be def ined wit h a maximum of  254 (2^8 –2) host s per net work.   

 

 

Class D and E: 

Class D is a class wit h f irst  4 MSB (Most  signif icance bit ) set  t o 1-1-1-0 and is used for IP 

Mult icast .  See also RFC 1112.  Class E is a class wit h f irst  4 MSB set  t o 1-1-1-1 and is used for IP 

broadcast .  

According t o IANA (Int ernet  Assigned Numbers Aut horit y),  t here are t hree specif ic IP address 

blocks reserved and able t o be used for ext ending int ernal net work.  We cal l  i t  Privat e IP 

address and l ist  below:  

Class A 10.0.0.0 --- 10.255.255.255 

Class B 172.16.0.0 --- 172.31.255.255 

Class C 192.168.0.0 --- 192.168.255.255 

 

Please refer t o RFC 1597 and RFC 1466 for more informat ion.  

Subnet  mask: 

It  means t he sub-division of  a class-based net work or a CIDR block.  The subnet  is used t o 

det ermine how t o spl it  an IP address t o t he net work pref ix and t he host  address in bit wise 

basis.  It  is designed t o ut i l ize IP address more ef f icient ly and ease t o manage IP net work.   

For a class B net work,  128.1.2.3,  i t  may have a subnet  mask 255.255.0.0 in default ,  in which 

t he f irst  t wo byt es is wit h al l  1s.  This means more t han 60 t housands of  nodes in f lat  IP 

address wil l  be at  t he same net work.  It ’ s t oo large t o manage pract ical ly.  Now if  we divide it  

int o smaller net work by ext ending network pref ix f rom 16 bit s t o,  say 24 bit s,  t hat ’ s using it s 

t hird byt e t o subnet  t his class B net work.  Now it  has a subnet  mask 255.255.255.0,  in which 

each bit  of  t he f irst  t hree byt es is 1.  It ’ s now clear t hat  t he f irst  two byt es is used t o ident ify 

t he class B net work,  t he t hird byt e is used t o ident ify t he subnet  wit hin t his class B net work 

and,  of  course,  t he last  byt e is t he host  number.  

Not  al l  IP address is available in t he sub-net t ed net work.  Two special  addresses are reserved.  

They are t he addresses wit h al l  zero’ s and al l  one’ s host  number.  For example,  an IP address 

128.1.2.128,  what  IP address reserved wil l  be looked l ike? Al l  0s mean t he network it sel f ,  and 

al l  1s mean IP broadcast .  
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In t his diagram,  you can see t he subnet  mask wit h 25-bit  long,  255.255.255.128,  contains 126 

members in t he sub-net t ed net work.  Anot her is t hat  t he lengt h of  net work pref ix equals t he 

number of  t he bit  wit h 1s in t hat  subnet  mask.  Wit h t his,  you can easi ly count  t he number of  

IP addresses matched.  The fol lowing t able shows t he result .  

Prefix Length No. of IP matched No. of Addressable IP 

/ 32 1 - 

/ 31 2 - 

/ 30 4 2 

/ 29 8 6 

/ 28 16 14 

/ 27 32 30 

/ 26 64 62 

/ 25 128 126 

/ 24 256 254 

/ 23 512 510 

/ 22 1024 1022 

/ 21 2048 2046 

/ 20 4096 4094 

/ 19 8192 8190 

/ 18 16384 16382 

/ 17 32768 32766 

/ 16 65536 65534 

According t o t he scheme above,  a subnet  mask 255.255.255.0 wil l  part i t ion a net work wit h 

t he class C.  It  means t here wil l  have a maximum of  254 ef fect ive nodes exist ed in t his 

sub-net t ed net work and is considered a physical net work in an aut onomous net work.  So it  

owns a net work IP address which may looks l ike 168.1.2.0.  

Wit h t he subnet  mask,  a bigger net work can be cut  int o small  pieces of  net work.  If  we want  t o 

have more t han t wo independent  net works in a worknet ,  a part it ion t o t he net work must  be 

performed.  In t his case,  subnet  mask must  be appl ied.  

For dif ferent  net work applicat ions,  t he subnet  mask may look l ike 255.255.255.240.  This 

means it  is a smal l  net work accommodat ing a maximum of  15 nodes in t he net work.  
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For assigning an IP address t o t he swit ch,  you j ust  have t o check what  t he IP address of  t he 

net work wil l  be connect ed wit h t he swit ch.  Use t he same net work address and append your 

host  address t o it .  

 First ,  IP Address:  as shown above,  ent er “ 192.168.1.224” ,  for inst ance.  For sure,  an 

IP address such as 192.168.1.x must  be set  on your PC.   

 Second,  Subnet  Mask:  as shown above,  ent er “ 255.255.255.0” .  Choose a subnet  mask 

suit able for your net work.  

Note:  The DHCP Set t ing is enabled in default .  Therefore,  i f  a DHCP server present ed on 

net work connect ed t o t he swit ch,  check before accessing your swit ch is essent ial .  
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II--33  AAcccceessssiinngg  WWeebb  PPaaggee  ooff  VViiggoorrSSwwiittcchh  

1.  Open any browser (e.g. ,  Firefox) and t ype “ 192.168.1.224”  as URL.  

2.  Please t ype “ admin/ admin”  as t he Username/ Password and cl ick Login.  

 

3.  Now,  t he Main Screen wil l  appear.  

 
 

 
 

Info 

 

The DHCP Set t ing is enabled in default .  Therefore,  i f  a DHCP server present ed on 

net work connect ed t o VigorSwit ch,  checking before accessing VigorSwit ch is 

essent ial .  
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II--44  DDaasshhbbooaarrdd  

Click Dashboard f rom t he main menu on t he lef t  side of  t he main page.  

 

A web page wit h default  select ions wil l  be displayed on t he screen.  Refer t o t he fol lowing 

f igure:  
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II--55  SSttaattuuss  

II--55--11  PPoorrtt  BBaannddwwiiddtthh  UUttiilliizzaattiioonn  

This page of fers t he t raf f ic st at ist ics inlcuding dat a informat ion and dat a of  int erf rame gap 

for each port  (GE1 t o GE8).  In which,  dat a of  int erf rame gap can be displayed or hidden by 

choose Enable /  Disable for IFG.  

 

II--55--22  LLLLDDPP  SSttaattiissttiiccss  

This page of fers t he st at ist ics of  LLDP packet s (in,  out  and error) of  each port  (GE1 t o GE8).  
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This page is lef t  blank.  
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PPaarrtt  IIII  SSwwiittcchh  LLAANN  
 

 

   

   

   

   

   

 

 

 

 

 

 

 

 

 

 

 

 

 



 

IIII--11  GGeenneerraall  SSeettuupp  

General set up is used t o conf igure set t ings for t he swit ch net work int erface and of fers how 

t he swit ch connect s t o a remot e server t o get  services.  

IIII--11--11  MMaannaaggeemmeenntt  IIPP//VVLLAANN  

The swit ch needs an IP address for i t  t o be managed over t he network.  The fact ory default  IP 

address is 192.168.1.224.  The subnet  mask specif ies t he net work number port ion of  an IP 

address.  The factory default  subnet  mask is 255.255.255.0.  

Use t he IP Address (IPv4/ IPv6) screen t o conf igure t he swit ch IP address and t he default  

gat eway device.  The gat eway f ield specif ies t he IP address of  t he gat eway (next  hop) for 

out going t raf f ic.  In addit ion,  t his page al lows t he net work administ rat or t o change t he VLAN 

ID of  management  access.  Management  access protocols such as ht t p,  ht t ps,  SNMP and et c. ,  

are only accessible f rom the VLAN specif ied as management  VLAN.  

 

 
 

Info 

 

If  VigorSwit ch has connect ed t o Vigor rout er,  i t  wil l  use t he IP address obtained f rom 

t he DHCP server on Vigor rout er.  Thus,  t he user must  t ype t he assigned IP as URL for 

accessing int o t he web user int erface of  VigorSwit ch.  If  not ,  192.168.1.224 shal l  be 

t he default  IP.  

 

Available set t ings are explained as fol lows:  

Item Description 

IPv4 

Mode Select  t he mode of  net work connect ion.  

 Static- Use st at ic IPv4 address.  

 DHCP – Use DHCP provisioned IP address and Gat eway if  

feasible.  
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IP Address It  is available when Static is select ed as Mode.  

Ent er t he IP address of  your swit ch in dot t ed decimal not at ion 

for example 192.168.1.224.  If  st at ic mode is enabled,  ent er IP 

address in t his f ield.  

Subnet Mask It  is available when Static is select ed as Mode.  

Ent er t he IP subnet  mask of  your swit ch in dot t ed decimal 

not at ion for example 255.255.255.0.  If  st at ic mode is enabled,  

ent er subnet  mask in t his f ield.  

Gateway It  is available when Static is select ed as Mode.  

Ent er t he IP address of  t he gat eway in dot t ed decimal 

not at ion.  If  st at ic mode is enabled,  ent er gat eway address in 

t his f ield.  

DNS Server 1  It  is available when Static is select ed as Mode.  

If  st at ic mode is enabled,  ent er primary DNS server address in 

t his f ield.  

DNS Server 2 It  is available when Static is select ed as Mode.  

If  st at ic mode is enabled,  ent er secondary DNS server address 

in t his f ield.  

IPv6 

Auto Configuration Enable - Check it  t o let  swit ch aut omat ical ly conf igure IPv6 

address.  

IPv6 Address It  is available when Auto Configuration is set  as Disable.  

Ent er t he IPv6 address of  your swit ch.  If  aut o conf igurat ion 

mode is disabled,  ent er IPv6 address in t his f ield.  

Link Local Address Display l ink local address.  

Gateway It  is available when Auto Configuration is set  as Disable.  

Ent er t he IPv6 address of  t he rout er as your default  IPv6 

gat eway t o access IPv6 Int ernet  or ot her IPv6 net work.   

DNS Server 1  It  is available when Auto Configuration is set  as Disable.  

If  st at ic mode is enabled,  ent er primary DNS server address in 

t his f ield.  

DNS Server 2 It  is available when Auto Configuration is set  as Disable.  

If  st at ic mode is enabled,  ent er secondary DNS server address 

in t his f ield.  

DHCPv6 Client It  is available when Auto Configuration is set  as Enable.  

Enable t his feat ure if  t here is a DHCPv6 server on your net work 

for assigning IPv6 Address,  inst ead of  using Rout er 

Advert isement .  

Management VLAN 

Management VLAN Select  t he VLAN ID as management  VLAN.  You can creat e 

addit ional VLAN prof i les by Switch LAN>>VLAN 

management>> Create VLAN.  

Apply Apply t he set t ings t o t he swit ch.  
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IIII--22  PPoorrtt  SSeettttiinngg  

IIII--22--11  GGeenneerraall  SSeettttiinngg  

Port  Set t ing is used t o conf igure set t ings for t he swit ch port s,  t runk,  Layer 2 prot ocols and 

ot her swit ch feat ures.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Use t he drop down l ist  t o selelct  one or more LAN port (s).  

Enable State Enable –Click it  t o enable t he port .  

Disable – Click it  t o disable t he port .  

Speed Port  speed capabil i t ies:  

 Auto: Aut o speed wit h al l  capabil i t ies.  

 Auto(10M): Aut o speed wit h 10M abil i t y only.  

 Auto(100M): Aut o speed wit h 100M abil i t y only.  

 Auto(1000M): Aut o speed wit h 1000M abil i t y only.  

 Auto(10/100M): Aut o speed wit h 10/ 100M abil i t y.  

 10M: Force speed wit h 10M abil i t y.  

 100M: Force speed wit h 100M abil i t y.  

 1000M: Force speed wit h 1000M abil i t y.  

Select ing Auto (aut o-negot iat ion) al lows one port  t o negot iat e 

wit h a peer port  aut omat ical ly t o obt ain t he connect ion speed 

and duplex mode t hat  both ends support .  When 

aut o-negot iat ion is t urned on,  a port  on t he swit ch negot iat es 

wit h t he peer aut omat ical ly t o det ermine t he connect ion 

speed and duplex mode.  If  t he peer port  does not  support  

aut o-negot iat ion or t urns of f  t his feat ure,  t he swit ch 

det ermines t he connect ion speed by det ect ing t he signal on 

t he cable and using half  duplex mode.  When t he swit ch’ s 

aut o-negot iat ion is t urned of f ,  a port  uses t he pre-conf igured 
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speed and duplex mode when making a connect ion,  t hus 

requiring you t o make sure t hat  t he set t ings of  t he peer port  

are t he same in order t o connect .  

For SFP f iber module,  you might  need t o manual ly conf igure 

t he speed t o match f iber module speed.  

Duplex Port  duplex capabil i t ies:  

 Auto: Aut o duplex wit h al l  capabil i t ies.  

 Half: Aut o speed wit h 10/ 100M abil i t y only.  

 Full: Aut o speed wit h 10/ 100/ 1000M abil i t y only.  

Flow Control A concent rat ion of  t raf f ic on a port  decreases port  bandwidt h 

and overf lows buf fer memory causing packet  discards and 

f rame losses.  Flow Cont rol is used t o regulat e t ransmission of  

signals t o mat ch t he bandwidt h of  t he receiving port .  The 

swit ch uses IEEE802.3x f low cont rol  in ful l  duplex mode and 

backpressure f low cont rol  in half  duplex mode.  IEEE802.3x 

f low cont rol  is used in ful l  duplex mode t o send a pause signal 

t o t he sending port ,  causing it  t o t emporari ly st op sending 

signals when t he receiving port  memory buf fers f i l l .  Back 

Pressure f low cont rol  is t ypical ly used in half  duplex mode t o 

send a "col l ision" signal t o t he sending port  (mimicking a st at e 

of  packet  col l ision) causing t he sending port  t o t emporari ly 

st op sending signals and resend lat er.  

 Enable – Click it  t o enable such funct ion.  

 Disable – Cl ick it  t o disable such funct ion.  

Apply Apply t he set t ings t o t he swit ch.  

Modify It  is used t o manual ly enter t he descript ion,  st at e,  speed,  

duplex,  f low cont rol  for t he port .  
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IIII--22--22  PPrrootteecctteedd  PPoorrttss  

This page al lows t he net work administ rat or t o conf igure prot ect ed port  set t ing t o prevent  t he 

select ed port s f rom communicat ion wit h each ot her.  Prot ect ed port  is only al lowed t o 

communicat e wit h unprot ect ed port .  

For example,  GE1 and GE3 are select ed in Port  List  and Enable is cl icked as Prot ect ed,  t hen 

users behind GE1 and GE3 are separat ed and can not  communicate wit h each ot her.   

 

Available set t ings are explained as fol lows:  

Item Description 

Protected Ports Settings  Port List – Use t he drop down l ist  t o select  t he port (s) 

(GE1 t o GE8) for applying t he set t ings conf igured in t his 

page.  

 Protected – Click Enable t o act ivat e t he prot ect ed port  

funct ion.  

 Apply - The modif icat ion made above can be applied on 

t o t he selected GE port  immediately.  

Protected Port Status Display current  st at us for each GE port .  
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IIII--33  MMiirrrroorr  

This sect ion provides abil it y t o mirror packet s coming in or going out  on any port  t o a 

dest inat ion port .  Through t he packet  dupl icat ion in t he dest inat ion port ,  t his feat ure is 

convinent  for syst em administ rat or t o monit or /  underst and t he t raf f ic operat ion.   

Session ID 1 t o 4 can be enabled simult aneously and operat e independent ly.  

 

Available set t ings are explained as fol lows:  

Item Description 

Session ID Select  t he session ID (prof i le 1 t o 4) of  mirror operat ion you 

wish t o conf igure.  

Monitor Session State  Enable – Enable specif ied mirror session.  

 Disable - Disable specif ied mirror session.  

Destination Port Specify t he port  where you wish t o observe t he mirrored 

packet s.  

Allow Operation as 

Normal Port 

 Enable – The dest inat ion port  is able t o funct ion as a port  

connect ing t o net work,  communicat ing wit h ot her 

net work devices.  

 Disable - Only observe t he mirrored packet s.  

Sniff Ports (RX) /  (TX) Select  t he port (s) which you wish t o mirror t he t raf f ic,  Rx for 

mirror t he packet s int o t he port ,  Tx for mirror t he packet s 

going out  f rom t he port .  

Apply Apply t he set t ings t o t he swit ch.  
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IIII--44  LLiinnkk  AAggggrreeggaattiioonn  

LAG means Link Aggregat ion Group which groups some physical port s t oget her t o make a 

single high-bandwidt h data pat h.  Thus it  can implement  t raf f ic load sharing among t he 

member port s in a group t o enhance t he connect ion rel iabil i t y.  

IIII--44--11  LLAAGG  SSeettttiinngg  

This page al lows t o conf igure Load Balance Algorit hm for Link Aggregat ion.  

 

Available set t ings are explained as fol lows:  

Item Description 

Load Balance Algorithm Select  your Load balance algorit hm.  

 MAC address - Aggregat ed group wil l  balance t he t raf f ic 

based on dif ferent  MAC addresses.  Therefore,  t he 

packet s f rom dif ferent  MAC addresses wil l  be sent  t o 

dif ferent  l inks.  

 IP/Mac Address - Aggregat ed group wil l  balance t he 

t raf f ic based on MAC addresses and IP addresses.  

Therefore,  t he packet s f rom same MAC addresses but  

dif ferent  IP addresses wil l  be sent  t o dif ferent  l inks.  

Apply Apply t he set t ings t o t he swit ch.  
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IIII--44--22  LLAAGG  MMaannaaggeemmeenntt  

There are eight  LAG prof i les al lowed t o group dif ferent  physical port s.  The syst em wil l  assign 

cert ain port (s) as Act ive Member and St andby Member according t o t he GE select ions.   

 

Available set t ings are explained as fol lows:  

Item Description 

Description Display t he port  descript ion.  

Port Type Display t he t ype of  t he LAG.  

Link Status Display LAG port  l ink st at us.   

Active Member Display act ive member port s of  t he LAG.  

Standby Member Display inact ive or candidat e member port s of  t he LAG.  

Modify It  is used t o edit  t he name, t ype and port  number for each l ink 

aggregat ion prof i le.  

 

Name- Ent er a st ring as LAG name.   

Type – Use t he drop down menu t o specify t he t ype for LAG.  

 Static- The st at ic aggregated port  sends packet s over 

act ive member wit hout  det ect ing or negot iat ing wit h 

remot e aggregat ed port .  

 LACP- The LACP aggregat ed port s place member int o 

act ive only af t er negot iat ed wit h remote aggregat ed port  

for best  rel iabil i t y.   
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 Ports - Select  t he physical port s for t his LAG prof i le.  

IIII--44--33  LLAAGG  PPoorrtt  SSeettttiinngg  

This page def ines port  set t ing for each LAG prof i le (LAG1 t o LAG8),  including dat a speed and 

enabl ing/ disabl ing t he f low cont rol .   

 

Available set t ings are explained as fol lows:  

Item Description 

LAG Use t he drop down l ist  t o selelct  one or more LAG prof i les.  

Enable  Enable –Click it  t o enable t he prof i le.  

 Disable – Click it  t o disable t he prof i le.  

Speed Port  speed capabil i t ies:  

 Auto(10M/ 100M/ 1000M): Aut o speed wit h al l  

capabil i t ies.  

 Auto(10M): Aut o speed wit h 10M abil i t y only.  

 Auto(100M): Aut o speed wit h 100M abil i t y only.  

 Auto(1000M): Aut o speed wit h 1000M abil i t y only.  

 Auto(10/100M): Aut o speed wit h 10/ 100M abil i t y.  

 10M: Force speed wit h 10M abil i t y.  

 100M: Force speed wit h 100M abil i t y.  

 1000M: Force speed wit h 1000M abil i t y.  

Select ing Auto (aut o-negot iat ion) al lows one port  t o negot iat e 

wit h a peer port  aut omat ical ly t o obt ain t he connect ion speed 

and duplex mode t hat  both ends support .  When 

aut o-negot iat ion is t urned on,  a port  on t he swit ch negot iat es 

wit h t he peer aut omat ical ly t o det ermine t he connect ion 

speed and duplex mode.  If  t he peer port  does not  support  

aut o-negot iat ion or t urns of f  t his feat ure,  t he swit ch 

det ermines t he connect ion speed by det ect ing t he signal on 

t he cable and using half  duplex mode.  When t he swit ch’ s 

aut o-negot iat ion is t urned of f ,  a port  uses t he pre-conf igured 

speed and duplex mode when making a connect ion,  t hus 

requiring you t o make sure t hat  t he set t ings of  t he peer port  
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are t he same in order t o connect .  

For SFP f iber module,  you might  need t o manual ly conf igure 

t he speed t o match f iber module speed.  

Duplex Port  duplex capabil i t ies:  

 Auto: Aut o duplex wit h al l  capabil i t ies.  

 Half: Aut o speed wit h 10/ 100M abil i t y only.  

 Full: Aut o speed wit h 10/ 100/ 1000M / 10G abil i t y only.  

Flow Control A concent rat ion of  t raf f ic on a port  decreases port  bandwidt h 

and overf lows buf fer memory causing packet  discards and 

f rame losses.  Flow Cont rol is used t o regulat e t ransmission of  

signals t o mat ch t he bandwidt h of  t he receiving port .  The 

swit ch uses IEEE802.3x f low cont rol  in ful l  duplex mode and 

backpressure f low cont rol  in half  duplex mode.  IEEE802.3x 

f low cont rol  is used in ful l  duplex mode t o send a pause signal 

t o t he sending port ,  causing it  t o t emporari ly st op sending 

signals when t he receiving port  memory buf fers f i l l .  Back 

Pressure f low cont rol  is t ypical ly used in half  duplex mode t o 

send a "col l ision" signal t o t he sending port  (mimicking a st at e 

of  packet  col l ision) causing t he sending port  t o t emporari ly 

st op sending signals and resend lat er.  

 Enable – Click it  t o enable such funct ion.  

 Disable – Cl ick it  t o disable such funct ion.  

Apply Apply t he set t ings t o t he swit ch.  

Modify It  is used t o edit  st at us,  speed,  and f low cont rol  for t he LAG.  

IIII--44--44  LLAACCPP  SSeettttiinngg  

This page al lows t he net work administ rat or t o enable or disable t he LACP funct ion.  

 

Available set t ings are explained as fol lows:  

Item Description 

LACP  Enable – Cl ick it  t o enable such funct ion.  

 Disable – Cl ick it  t o disable t he funct ion.  
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System Priority The priorit y is used t o determine which swit ch (local or 

remot e) on t he LAG connect ion is able t o decide LACP 

act ivit ies.  The lower t he number is,  t he higher t he priorit y for 

VigorSwit ch wil l  be.  Therefore,  t he swit ch wit h t he highest  

syst em priorit y (e.g. ,  1) can make decisions about  which port s 

act ively part icipat e in LAG at  a given t ime.  

Apply Apply t he set t ings t o t he swit ch.  

IIII--44--55  LLAACCPP  PPoorrtt  SSeettttiinngg  

This sect ion provides few det ailed conf igurat ion regarding t o Port s under LACP prot ocol.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Use t he drop down l ist  t o specify LAN Port .  

Priority Ent er a port  priorit y number for t he port .  

Timeout The t imeout  opt ion decides how local swit ch of  LAG 

connect ion det ermines connect ion t o be lost .  Swit ch would 

also not ify t he remot e swit ch about  t his set t ing value,  so t hat  

remot e swit ch can send LACP PDU in correct  t iming.  

 Long - LACP PDU wil l  be sent  every 30 seconds.  If  port  

member is not  seen over 90 seconds,  it  wil l  cause port  

member t imeout .  

 Short  - LACP PDU wil l  be sent  per second.  If  port  member 

is not  seen over 3 seconds,  it  wil l  cause port  member 

t imeout .  

Apply Apply t he set t ings t o t he swit ch.  

Modify It  is used t o edit  set t ings (priorit y and t imeout ) for LACP port .  
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IIII--55  VVLLAANN  MMaannaaggeemmeenntt  

A virt ual local area net work,  virt ual LAN or VLAN,  is a group of  host s wit h a common set  of  

requirement s t hat  communicat e as if  t hey were at t ached t o t he same broadcast  domain,  

regardless of  t heir physical locat ion.  A VLAN has t he same at t ributes as a physical local area 

net work (LAN),  but  i t  al lows for end st at ions t o be grouped t ogether even if  t hey are not  

locat ed on t he same net work swit ch.  VLAN membership can be conf igured t hrough sof t ware 

inst ead of  physical ly relocat ing devices or connect ions.  

IIII--55--11  CCrreeaattee  VVLLAANN  

This page al lows a user t o add,  edit  or delet e VLAN set t ings.  

 

Available set t ings are explained as fol lows:  

Item Description 

Action Select  which act ion t o perform,  add VLANs or delet e VLANs.  

 Add – Creat e a new VLAN prof i le.  

 Delete – Delet e an exist ed VLAN prof i le.  

VLAN ID Ent er t he number as VLAN ID t o be creat ed or delet ed.  If  you 

want  t o create /  delet e mult iple VLAN prof i les,  simply ent er 

mult iple VLAN ID separat ed by comma,  and/ or range of  VLAN 

ID using hyphen.  

VLAN Name Ent er t he pref ix you wish t o add fol lowed by VLAN ID as VLAN 

name.  Leave it  empt y for using default  "VLAN".  

Af t er cl icking Apply,  you wil l  see:  

 

Apply Apply t he set t ings t o t he swit ch.  
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Modify 
- Modify t he name of  t he select ed VLAN ID.  

 

 New Name - Type a name for such VLAN prof i le.  

 OK - Apply t he set t ings t o t he swit ch.  

 Cancel - Close t he page and ret urn t o previous page.  

 - Delet e t he select ed VALN ID.  

 

IIII--55--22  IInntteerrffaaccee  SSeettttiinnggss  

This page al lows a user t o conf igure int erface set t ing relat ed t o VLAN.  

 

Available set t ings are explained as fol lows:  

Item Description 

Port Select Select  LAN port s t o conf igure VLAN Set t ings.  

Interface VLAN Mode Select  t he VLAN mode of  t he int erface.  

 Hybrid – Support  al l  funct ions as def ined in IEEE 802.1Q 

specif icat ion.  

 Access – Accept  only unt agged f rames and j oin an 
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unt agged VLAN.  

 Trunk - An unt agged member of  one VLAN at  most ,  and is 

a t agged member of  zero or more VLANs.  

PVID A PVID (Port  VLAN ID) is a t ag t hat  adds t o incoming unt agged 

f rames received on a port  so t hat  t he f rames are forwarded t o 

t he VLAN group t hat  t he t ag def ines.  

For port  under Access Mode,  VLAN ID provided as PVID would 

aut omat ical ly be select ed as t he unt agged VLAN.  

Accepted Type Specify t he acceptable-f rame-t ype of  t he specif ied int erfaces.  

It ’ s only available wit h Hybrid mode.  

 All - Accept  f rames regardless it 's t agged wit h 802.1q or 

not .  

 Tag Only - Accept  f rames only wit h 802.1q t agged.  

 Untag Only - Accept  f rames unt agged.  

Ingress Filtering Enable t he ingress f i l t ering t o f i l t er out  any packet s not  belong 

t o any VLAN members of  t his port .  It  is enabled aut omat ical ly 

while operat ing in Access and Trunk mode.  

 Enabled – Cl ick it  t o enable t he funct ion.  

 Disabled - Cl ick it  t o disable t he funct ion.  

Tagged VLAN Specify t he VLAN prof i le t agged in t he VLAN.  

Untagged VLAN Specify t he VLAN prof i le unt agged in t he VLAN.  

Forbidden VLAN Specify t he VLAN prof i le forbidden in t he VLAN.  

Apply Apply t he set t ings t o t he swit ch.  

Modify 
 - It  is used t o edit  set t ings for t he select ed port .  
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IIII--55--33  VVooiiccee  VVLLAANN  

Wit h such feat ure,  a VLAN wil l  be created t emporari ly and when t he specif ied OUI device 

del ivers prot ocol packet s relat ed t o “ VoIP” ,  VigorSwit ch wil l  guide t hese packet s int o t he 

specif ied Voice LAN wit h specif ied prioriot y t ag t o speed up t he packet  t ransmission.  Such 

voice VLAN is only act ive inside VigorSwit ch for packet  t ransmission.  Af t er t hese packet s 

leave VigorSwit ch,  t he Voice VLAN t ag wil l  be removed immediately.   

IIII--55--33--11  PPrrooppeerrttiieess  
This page al lows a user t o conf igure global and per int erface set t ing of  voice VLAN.  

 

Available set t ings are explained as fol lows:  

Item Description 

Voice VLAN State  Enabled – Cl ick it  t o enable Voice VLAN.  

 Disabled - Cl ick it  t o disable Voice VLAN.  

Voice VLAN Id Check t he box of  Enable f irst  and t hen select  Voice VLAN ID 

prof i le.  

Remark CoS/802.1p Click Enabled /  Disabled t o enable or disable 1p remarking.  If  

enabled,  qual if ied packet s wil l  be remarked by t his value.  

Remark Value Specify t he number of  packet s t o be remarked.  

Specify t he CoS/ 802.1p number you wish ingress VoIP packet s 

be t agged wit h,  so t hat  QoS can priorit ize it  correct ly.  

Aging Time Select  value of  aging t ime (30~65536 min).   

Default  is 1440 minut es.  A voice VLAN ent ry wil l  be age out  

af t er t his t ime if  wit hout  any packet  pass t hrough.  

Apply Apply t he set t ings t o t he swit ch.  
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IIII--55--33--22  TTeelleepphhoonnyy  OOUUII  SSeettttiinngg  
This page al lows a user t o add,  edit  or delet e OUI MAC addresses.  Default  has 8 pre-def ined 

OUI MAC. 

 

Available set t ings are explained as fol lows:  

Item Description 

OUI Address Type OUI address.  

Description Ent er a descript ion of  t he specif ied MAC address t o t he voice 

VLAN OUI t able.  

Add Click it  t o creat e a new voice OUI based on t he set t ings 

conf igured above.  

Edit 
- Modify OUI set t ing for voice VLAN.  

 

 - Cl ick it  t o remove t he select ed OUI ent ry.  

 

VigorSwit ch G1085 User ’ s Guide 33 



 

IIII--55--33--33  PPoorrtt  SSeettttiinngg  
This page al lows a user t o specify LAN port (s) as Voice LAN port .  

 

Available set t ings are explained as fol lows:  

Item Description 

Port Use t he drop down l ist  t o specify one or more LAN port s.  

State  Enabled – Cl ick it  t o enable t he port  set t ings for Voice 

LAN.  

 Disabled – Cl ick it  t o disable t he port  set t ings for Voice 

LAN.  

Cos Mode If  Remark CoS/802.1p is enabled in Voice VLAN>>Properties,  

set t ings in t his page shal l  be appl ied.  Ot herwise,  t his opt ion 

wil l  not  t ake ef fect .  

 All - Once t his port  is ident i f ied as Voice VLAN by f rame 

wit h matched OUI,  remark CoS/ 802.1p shal l  t ag for al l  

ingress f rame regardless of  remarked f rame mat ched 

wit h pre-conf igured OUI or not .  

 Src (Source) - Once t his port  is ident if ied as Voice VLAN 

by f rame wit h matched OUI,  remark CoS/ 802.1p shal l  t ag 

for only t he matched ingress f rame wit h pre-conf igured 

OUI.  

Apply Apply t he set t ings t o t he swit ch.  

Edit Click t he icon under Edit for one ent ry t o modify port  set t ings 

(St at e,  Cos Mode) for voice VLAN.  
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IIII--55--44  MMAACC  VVLLAANN  

IIII--55--44--11  MMAACC  GGrroouupp  
The MAC VLAN al lows you t o st at ical ly assign a VLAN ID t o a host  wit h specif ic MAC address(es).  

VigorSwit ch al lows you conf igure mult iple groups wit h conf igured MAC address and mask t o be 

act ive on port s and t o be bound wit h VLAN ID.  This page al lows t he net work administ rat or t o 

def ine groups wit h specif ic MAC addresses for lat er binding wit h VLAN and Port .  

 

Available set t ings are explained as fol lows:  

Item Description 

Group ID It  is a number for ident if icat ion lat er,  while chosen t o be 

bound wit h VLAN/ Port .  

MAC Address Ent er t he MAC address you wish t o be classif ied in t his group 

Mask The mask is t he lengt h of  mat ching pref ix you wish t o have on 

MAC address.   

For example,  conf igure mask in 10.  It  means a host  wit h 

beginning of  t he 10-digit  of  MAC address wil l  be checked,  and 

classif ied int o t his group if  mat ched.  

Add Click it  t o creat e a new MAC group prof i le based on t he 
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set t ings conf igured above.  

Edit Click t he icon under Edit for one ent ry t o modify set t ings for 

group ID.  

II--55--44--33  GGrroouupp  BBiinnddiinngg  
The MAC VLAN al lows you t o st at ical ly assign a VLAN ID t o a host  wit h specif ic MAC address(es).  

VigorSwit ch al lows you t o conf igure mult iple groups wit h conf igured MAC address and mask t o 

be act ive on port s and t o be bound wit h VLAN ID.  This page al lows t he net work administ rat or 

t o bind t he group of  specif ied MAC addresses wit h VLAN and Port .  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Select  t he port s you wish t o be bound wit h specif ied MAC 

address group.  

Group ID Choose t he group ID you have creat ed in earl ier sect ion,  which 

specif ied a group of  host  by MAC address and it s mask.  

VLAN Ent er t he VLAN ID t hat  you wish t o be bound wit h.  

Add Click it  t o creat e a new MAC group binding prof i le based on t he 

set t ings conf igured above.  

Edit Click t he icon under Edit for one ent ry t o modify set t ings for 

select ed port  prof i le.  
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IIII--55--55  SSuurrvveeiillllaannccee  VVLLAANN  

Surveil lance VLAN can be conf igured for VigorSwit ch t o ident ify t he packet s coming f rom an IP 

camera aut omat ical ly and assign t hose t raf f ics t o a specif ic VLAN ID and CoS/ 802.1p value,  

t his helps you t o priorit ize t hose t raf f ics and improve video qualit y.  

IIII--55--55--11  PPrrooppeerrttyy  
This page is for set t ing up t he VLAN t o which t he video t raf f ic should be assigned and t o 

enable/ disable Surveil lance VLAN on each port .  

 

Available set t ings are explained as fol lows:  

Item Description 

State  Enabled – Cl ick it  t o enable t he port  set t ings for such 

VLAN.  

 Disabled – Cl ick it  t o disable t he port  set t ings for such 

VLAN.  

VLAN ID Choose a VLAN prof i le (creat ed in Switch LAN>>VLAN 

Management>>Create Vlan) as Surveil lance VLAN.   

CoS/ 802.1p Remarking Specify t he CoS/ 802.1p number you wish ingress packet s be 

t agged wit h,  so t hat  QoS can priorit ize it  correct ly.  

 Enable - If  enabled,  qual if ied packet s wil l  be remarked 

by t his value.  

Aging Time Unit  is second.  

Select  value of  aging t ime (30~65536 seconds).   

Default  is 1440 seconds.  VLAN ent ry wil l  be aged out  af t er t his 

t ime if  no packet  passes t hrough.  

Apply Apply t he set t ings t o t he swit ch.  

Edit 
- Cl ick it  t o modify port  set t ing st at us.  
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 State –Set  it  t o enable surveil lance VLAN funct ion of  

int erface.  

 Mode –Select  port  surveil lance VLAN mode.  

 Auto:  Surveil lance VLAN aut o det ect  packet s t hat  

mat ch OUI t able and add received port  int o 

surveil lance VLAN ID t agged member.  

 Manual:  User need add int erface t o VLAN ID t agged 

member manual ly.  

 QoS Policy - Select  port  QoS Pol icy mode.  

 Video Packet:  QoS at t r ibut es are appl ied t o 

packet s wit h OUI in t he source MAC address.  

 All:  QoS at t r ibut es are appl ied t o packet s t hat  are 

classif ied t o t he Surveil lance VLAN.  

 OK - Apply t he set t ings t o t he swit ch.  

 Cancel - Abandon t he changes and ret urn t o previous 

page.  
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IIII--55--66--11  SSuurrvveeiillllaannccee  OOUUII  
Fil t ering Surveil lance t raf f ic is based on t he OUI of  t he IP cameras.  Users can add,  edit ,  and 

delet e OUI on t his page.  

 

Available set t ings are explained as fol lows:  

Item Description 

OUI Address Ent er OUI MAC address of  monit ored IP camera.  It  can’ t  be 

edit ed in edit  dialog.  

Description Ent er a descript ion of  t he specif ied MAC address t o t he 

surveil lance VLAN OUI t able.  

Add Click it  t o creat e a new voice OUI based on t he set t ings 

conf igured above.  

Edit 
 - Modify OUI set t ing for surveil lance VLAN.  

 - Cl ick it  t o remove t he select ed OUI ent ry.  
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IIII--66  EEEEEE  

This page al lows a user t o enable or disable port  EEE (Energy Ef f icient  Et hernet ) funct ion.  

 

Available set t ings are explained as fol lows:  

Item Description 

Port Select  one or mult iple port s t o conf igure (GE1 t o GE8).  

Enable  Enable –Click it  t o enable t he EEE funct ion.  

 Disable - Click it  t o disable t he EEE funct ion.  

Apply Apply t he set t ings t o t he swit ch.  

Modify 
- Cl ick it  t o modify port  set t ing st at us.  
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IIII--77  MMuullttiiccaasstt  

IP mult icast  is a t echnique for one-t o-many communicat ion over an IP inf rast ruct ure in a 

net work.  

To avoid t he incoming data broadcast ing t o al l  GE port s,  mult icast  is useful t o t ransfer t he 

dat a/ message t o specif ied GE port s for IGMP snooping.  When VigorSwit ch receives a message 

“ subscribed”  by t he cl ient ,  i t  must  decide t o t ransfer t he dat a t o specif ied GE port s according 

t o t he locat ion of  t he cl ient  (subscribed member).  

IIII--77--11  PPrrooppeerrttiieess  

For t he mult icast  packet s,  This page al lows t he net work administ rat or t o choose act ions for 

processing t he unknown mulit icast  packet s and for handl ing known packet s wit h MAC address,  

IP address and VLAN ID.  

 

Available set t ings are explained as fol lows:  

Item Description 

Unknown Multicast 

Action 

Select  an act ion for swit ch t o handle wit h unknown mult icast  

packet .  

 Drop: Drop t he unknown mult icast  data.  

 Flood: Flood t he unknown mult icast  data.  

 Forward to Router port: Forward t he unknown mult icast  

dat a t o rout er port .  

IPv4 Forward Method Set  t he IPv4 mult icast  forward met hod.  

 Dst.  MAC & VID: Forward using dest inat ion mult icast  MAC 

address and VLAN IDs.  

 Dst.  IP & VID: Forward using dest inat ion mult icast  IP 

address and VLAN ID.  

Apply Apply t he set t ings t o t he swit ch.  
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IIII--77--22  IIGGMMPP  SSnnooooppiinngg  

IGMP snooping is t he process of  l ist ening t o Int ernet  Group Management  Protocol (IGMP) 

net work t raf f ic.  The feat ure al lows a net work swit ch t o l ist en in on t he IGMP conversat ion 

bet ween host s and rout ers.  By l ist ening t o t hese conversat ions t he swit ch maintains a map of  

which l inks need which IP mult icast  st reams.  Mult icast s may be f i l t ered f rom t he l inks which 

do not  need t hem and t hus cont rols which port s receive specif ic mult icast  t raf f ic.  

 

IIII--77--22--11  IIGGMMPP  SSeettttiinngg  
This page al lows t he net work administ rat or t o enable/ disable IGMP funct ion,  select  snooping 

version,  and enable/ disable snooping report  suppression.  

 

Available set t ings are explained as fol lows:  

Item Description 
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IGMP Snooping State  Enable – Cl ick it  t o set  enabl ing IGMP funct ion.  

 Disable - Cl ick it  t o disable IGMP funct ion.  

IGMP Snooping Version Set  t he IGMP snooping version.  

 v2 - Only support  process IGMP v2 packet .  

 v3 (BISS) - Support  v3 basic and v2.  

IGMP Snoopign Report 

Suppression 

Click Enable t o al low t he swit ch t o handle IGMP report s 

bet ween router and host ,  suppressing bandwidt h used by 

IGMP.   

Apply Apply t he set t ings t o t he swit ch.  

Modify 
- Cl ick it  t o modify IGMP set t ings for select ed prof i le.  

However,  i f  IGMP Snooping State is not  set  as Enable,  such 

opt ion wil l  be disabled.  

 

 IGMP Snooping State –Choose Enable t o enable IGMP 

snooping funct ion.  

 Router Ports Auto Learn – Set  t he enabl ing st at us of  

IGMP rout er port  learning.  Choose Enable t o learn rout er 

port  by IGMP query.  

 Query Robustness – Set  a number which al lows t uning for 
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t he expect ed packet  loss on a subnet .  

 Query Interval – Set  t he int erval of  querier send general 

query.  

 Query Response Interval – It  specif ies t he maximum 

al lowed t ime before sending a responding report  in unit s 

of  1/ 10 second.  

 Last Member Query Counter – Af t er quering for 

specif ied t imes (def ined here) and st i l l  not  receiving any 

response f rom t he subscribed member,  VigorSwit ch wil l  

st op t ransmit t ing dat a t o t he relat ed GE port (s).   

 Last Member Query Interval – The maximum t ime 

int erval bet ween count ing each member query message 

wit h no responses f rom any subscribed member.  

 Immediate Leave – Leave t he mult icast  group 

immediat ely on t he port  & VLAN where leave message is 

sent  f rom,  regardless t here is st i l l  a subscribed member 

or not .  Cl ick Enable t o enable Fast leave funct ion.  

 OK - Apply t he set t ings t o t he swit ch.  

 Cancel - Close t he page and ret urn t o previous page.  

IIII--77--22--22  IIGGMMPP  QQuueerriieerr  SSeettttiinngg  
This page al lows a user t o conf igure querier set t ings on specif ic VLAN of  IGMP Snooping.  

 

Available set t ings are explained as fol lows:  

Item Description 

VLAN ID Use t he drop down l ist  t o specify a VLAN prof i le as IGMP 

Snooping querier.  

Querier State  Enable – Click Enable t o set  t he enabl ing st at us of  IGMP 

Querier on t he chosen VLAN prof i le.  

 Disable – Click it  t o disable t he funct ion.  

Querier Version Set  t he query version of  IGMP Querier Elect ion on t he chosen 

VLANs.  

 v2 - Querier version 2.  

 v3 - Querier version 3.  
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Note: For maximum compat ibi l i t y,  i t  is suggest ed t o use 

querier version lower t han IGMP snooping version,  for t here is 

possibile network mixed wit h IGMP v2/ v3 cl ient  and v2 query 

message is widerly understandable for t hose cl ient s.  

Apply Apply t he set t ings t o t he swit ch.  

 

IIII--77--22--33  IIGGMMPP  SSttaattiicc  GGrroouupp  
The IGMP st at ic group is al lowed t o assign a VLAN/ port  as a specif ic IPv4 mult icast  member.  

Every IPv4 mult icast  st ream t hat  belongs t o t he specif ied group IP address wil l  be forwarded 

t o t he specif ied port / VLAN member.  

 

Available set t ings are explained as fol lows:  

Item Description 

VLAN ID Use t he drop down l ist  t o specif y a VLAN prof i le as IGMP St at ic 

Group.  

Group IP Address It  is an ident if ier for t he group member.  Packet s sent  t o such 

address wil l  be t ransferred t o al l  int erfaces def ined in Member 

Port s.  

Specify t he IPv4 mult icast  address you wish t o assign for t he 

st at ic group (def ined in VLAN ID).  

Member Ports Specify t he port (s) t hat  st at ic group wit h given IPv4 mult icast  

address shal l  include.  

Apply Apply t he set t ings t o t he swit ch.  

Modify 
- Cl ick it  t o modify set t ings.  
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IIII--77--22--44  IIGGMMPP  GGrroouupp  TTaabbllee  
This page shows current ly known and dynamical ly learned by IGMP snooping or shows t he 

assigned IPv4 mult icast  address group in operat ion.  

 

Available set t ings are explained as fol lows:  

Item Description 

VLAN ID Display t he VLAN of  t his mult icast  group belongs t o.   

Group IP Address Display t he mult icast  address of  t his mult icast  group.   

Member Ports Display t he port (s) where subscribing member of  t his mult icast  

group belongs t o.   

Type Display if  i t  is dynamical ly learned or st at ical ly assigned.  

Life(sec. ) Display t he l ife t ime of  t his mult icast  member lef t  i f  no 

membership report  sent  again.  
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IIII--77--22--55  IIGGMMPP  RRoouutteerr  TTaabbllee  
This page shows t he IGMP querier rout er known t o t his swit ch.  

 

Available set t ings are explained as fol lows:  

Item Description 

VLAN ID Use t he drop down l ist  t o specify a VLAN prof i le (creat ed in 

Switch LAN>>VLAN Management>>Create Vlan) t hat  t he MLD 

querier belongs t o.  

Port Display t he st at ic port  member specif ied in Member Port s.  

Expire Time (sec. ) Display t he t ime before querier is considered no longer 

exist ed.  
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IIII--88  JJuummbboo  FFrraammee  

This page al lows a user t o conf igure swit ch port  j umbo f rame set t ings.  

 

Available set t ings are explained as fol lows:  

Item Description 

Jumbo Frame (Bytes) Ent er Jumbo f rame size.  The val id range is 1526 bytes – 10000 

byt es.  

Apply Apply t he set t ings t o t he swit ch.  
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IIII--99  SSTTPP  

The Spanning Tree Protocol (STP) is a net work protocol t hat  ensures a loop-f ree t opology for 

any bridged Et hernet  local area net work.  

Bridge Prot ocol Dat a Unit s (BPDUs) are f rames t hat  cont ain informat ion about  t he Spanning 

Tree Protocol (STP).  Swit ches send BPDUs using a unique MAC address f rom it s origin port  and 

a mult icast  address as dest inat ion MAC (01:80:C2:00:00:00,  or 01:00:0C:CC:CC:CD for Per 

VLAN Spanning Tree).   

For STP algorit hms t o funct ion,  t he swit ches need t o share informat ion about  t hemselves and 

t heir connect ions.  What  t hey share are bridge protocol dat a unit s (BPDUs).   

BPDUs are sent  out  as mult icast  f rames t o which only ot her layer 2 swit ches or bridges are 

l ist ening.  If  any loops (mult iple possible pat hs bet ween swit ches) are found in t he net work 

t opology,  t he swit ches wil l  co-operat e t o disable a port  or port s t o ensure t hat  t here are no 

loops;  t hat  is,  f rom one device t o any ot her device in t he layer 2 net work,  only one pat h can 

be t aken.  

IIII--99--11  PPrrooppeerrttiieess  

This page al lows a user t o conf igure and display Spanning Tree Prot ocol (STP) propert y 

conf igurat ion.  

 

Available set t ings are explained as fol lows:  

Item Description 

STP Mode Set  t he operat ing mode of  Spanning Tree (STP).  

 Disabled – Disable t he STP operat ion.  

 STP - Enable t he Spanning Tree (STP) operat ion.  

 RSTP - Enable t he Rapid Spanning Tree (RSTP) operat ion.  

BPDU Handling Specify t he BPDU forward met hod when t he STP is disabled.  

 Filtering - Filt er t he BPDU when STP is disabled.  

 Flooding - Flood t he BPDU when STP is disabled.  
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PathCost Method Specify t he pat h cost  method.  

 Long - Specif ies t hat  t he default  port  pat h cost s are 

wit hin t he range:  1~200,000,000.  

 Short - Specif ies t hat  t he default  port  pat h cost s are 

wit hin t he range:  1~65,535.  

Apply Apply t he set t ings t o t he swit ch.  

IIII--99--22  PPoorrtt  SSeettttiinngg  

This page al lows t he user t o conf igure and display Spanning Tree Prot ocol (STP) port  set t ings.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Use t he drop down t o specify t he int erface ID or t he l ist  of  

int erface IDs.  

Path Cost (0=Auto) Pat h cost  is t he cost  of  t ransmit t ing a f rame on t o a LAN 

t hrough t hat  port .  It  is recommended t o assign t his value 

according t o t he speed of  t he bridge.  The slower t he media,  

t he higher t he cost .  Ent ering 0 means t he swit ch wil l  

aut omat ical ly assign a value.  

Priority Specify a priorit y value for t he swit ch.  The smaller t he priorit y 

value,  t he higher t he priorit y and great er chance of  becoming 

t he root .  

Edge Port In t he edge mode,  t he int erface would be put  int o t he 

Forwarding st at e immediately upon l ink up.  If  t he edge mode 

is enabled for t he int erface and t here are BPDUs received on 

t he int erface,  t he loop might  be occurred in t he short  t ime 

before t he STP st at e change.  

 Yes – Enable t he funct ion.  

 No – Disable t he funct ion.  

P2P Option  Auto – VigorSwit ch det ermines t he STP of  l ink t ype for 

t his port  aut omat ical ly.  

 Yes – It  means t he STP of  l ink t ype on t his port  is 
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ful l -duplex and direct ly connect  t o anot her swit ch or 

host .  

 No - It  means t he STP of  l ink t ype on t his port  is “ not ”  

ful l -duplex and “ does not ”  direct ly connect  t o another 

swit ch or host .  

BPDU Filter Yes – Drop al l  BPDU packet s and no BPDU wil l  be sent .  

BPDU Guard Yes – BPDU Guard furt her prot ect s your swit ch by t urning t his 

port  int o error st at e and shut down if  any BPDU received f rom 

t his port .  Check it  t o enable such funct ion.  

Apply Apply t he set t ings t o t he swit ch.  

Af t er cl icking it ,  t he set t ings conf igured above wil l  be shown 

on t he t able below.  

Ports Use t he drop down t o specify t he int erface(s) for applying t he 

funct ion of  Migrate.  

Migrate Click it  t o force t he port (s) specif ied above t o send one RSTP 

BPDU (Rapid Spanning Tree Prot ocol Bridge Protocol Dat a 

Unit ).  

Edit Click it  t o modify t he set t ings for t he select ed GE port .  
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IIII--99--33  BBrriiddggee  SSeettttiinngg  

This page al lows t he net work administ rat or t o conf igure required informat ion t o negot iat e 

wit h ot her VigorSwit ch for det ermining t he bridge swit ch.  

 

Available set t ings are explained as fol lows:  

Item Description 

Priority Specify t he bridge priorit y.  The val id range is f rom 0 t o 61440,  

and t he value should be t he mult iple of  4096.  It  ensures t he 

probabil i t y t hat  t he swit ch is select ed as t he root  bridge,  and 

t he lower value has t he higher priorit y for t he swit ch t o be 

select ed as t he root  bridge of  t he t opology.  

Forward Delay Specify t he STP forward delay t ime,  which is t he amount  of  

t ime t hat  a port  remains in t he List ening and Learning st at es 

before it  ent ers t he Forwarding st at e.  It s val id range is f rom 4 

t o 10 seconds.  

Max Age Specify t he t ime int erval in seconds for a swit ch t o wait  t he 

conf igurat ion messages,  wit hout  at t empt ing t o redef ine it s 

own conf igurat ion.  

Tx Hold Count Specify t he t x-hold-count  used t o l imit  t he maximum numbers 

of  packet s t ransmission per second.  The val id range is f rom 1 

t o 10.  

Hello Time Specify t he STP hel lo t ime in second t o broadcast  it s hel lo 

message t o ot her bridge by Designat ed Port s.  It s val id range is 

f rom 1 t o 10 seconds.  

Apply Apply t he set t ings t o t he swit ch.  
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IIII--99--44  PPoorrtt  AAddvvaanncceedd  SSeettttiinngg  

This page al lows user t o edit  general set t ing of  STP CIST port  and browser CIST port  st at us.  

 

Available set t ings are explained as fol lows:  

Item Description 

Port Display t he int erface number for GE and LAG.  

Indentifier(Priority/ ID) Display t he spanning t ree port  ident if ier.  

Path Cost Conf/ Oper Display current  pat h cost  of  given port .  

Designated Root Bridge Display t he ident if ier of  designat ed root  bridge.  

Root Path Cost Display t he operat ional root  pat h cost .  

Designated Bridge Display t he ident if ier of  next  bridge on t his port .  

Edge Port Conf/Oper Display if  t his port  is conf igured as Edge of  STP network,  for 

speed up l ink up.  

P2P MAC Conf/Oper Display if  t his port  is conf igured as point  t o point  l ink t o 

anot her swit ch or host .  

Port Role Display current  port  role on t he specif ied port .  The possible 

values wil l  be:  “ Disabled” ,  “ Root ” ,  “ Designat ed” ,  

“ Alt ernat ive” ,  and “ Backup” .  

Port State Display current  port  st at e on t he specif ied port .  The possible 

values wil l  be:  “ Disabled” ,  “ Discarding” ,  “ Learning” ,  and 

“ Forwarding” .  

Edit Click it  t o modify t he priorit y set t ing for t he select ed GE port  /  

LAG port .  
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IIII--99--55  SSttaattiissttiiccss  

This page displays STP st at ist ics.   

 

Available set t ings are explained as fol lows:  

Item Description 

Port Display t he port  number (GE /  LAG).  

Configure BPDUs Rx.  Display t he count s of  t he received CONFIG BPDU.  

TCN BPDUs Rx.  Display t he count s of  t he received TCN BPDU.  

Configure BPDUs Tx.  Display t he count s of  t he t ransmit t ed CONFIG BPDU.  

TCN BPDUs Rx Display t he count s of  t he t ransmit t ed TCN BPDU.  
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IIII--1100  MMAACC  AAddddrreessss  TTaabbllee  

This sect ion al lows user t o view t he dynamic MAC address ent ries in t he MAC t able,  change 

relat ed set t ing,  and assign MAC address int o MAC table.   

IIII--1100--11  SSttaattiicc  MMAACC  SSeettttiinngg  

This sect ion al lows user t o manual ly assign MAC address int o MAC t able.  The conf igurat ion 

result  wil l  be displayed on t he t able l ist ed on t he lower side of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

MAC Address Ent er t he MAC address t hat  wil l  be forwarded.  

VLAN This is t he VLAN group t o which t he MAC address belongs.  

Port Select  t he port  where received f rame of  mat ched dest inat ion 

MAC address wil l  be forwarded t o.  

Add Click it  t o add any port  int o t he st at ic MAC t able.  

Delete Click it  t o remove t he select ed port  f rom t he st at ic MAC t able.  
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IIII--1100--22  DDyynnaammiicc  AAddddrreessss  SSeettttiinngg  

This page al lows a user t o conf igure aging t ime for dynamic MAC address.   

 

Available set t ings are explained as fol lows:  

Item Description 

Aging Time Ent er t he Dynamic MAC address aging out  value (5-32767 

seconds).  

Apply Apply t he set t ings t o t he swit ch.  

IIII--1100--33  DDyynnaammiicc  LLeeaarrnneedd  

This page displays t he MAC address and port  number aut omat ically learned by VigorSwit ch.  

 

Available set t ings are explained as fol lows:  
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Item Description 

MAC Address Display t he MAC address t hat  wil l  be forwarded.   

VLAN Display t he VLAN group t o which t he MAC address belongs.   

Type Display whether t he MAC address is Dynamic (learned by t he 

Swit ch) or Static Unicast (manual ly ent ered in t he Static MAC 

Forwarding screen).  

Port Display t he port  t o which t his MAC address belongs.  

Add to Static Click t his but t on t o add any port  int o t he st at ic MAC t able.  
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IIII--1111  BBlloocckkeedd  PPoorrtt  RReeccoovveerr  

This page is used for conf iguring set t ings t o recover t he port  which is being blocked by t he 

fol lowing funct ions af t er a def ined period of  t ime.  

 

Available set t ings are explained as fol lows:  

Item Description 

Recovery Interval The port  being blocked wil l  be able t o receive and send t raf f ic 

af t er t he t ime period conf igured here.  

BPDU Guard Enable – Recover t he port  being blocked by BPDU Guard af t er 

t he t ime set  in Recovery Int erval.  

Self Loop Enable – Recover t he port  being blocked by self  loop Guard 

af t er t he t ime set  in Recovery Int erval.  

Broadcast Flood Enable –Recover t he port  being blocked by broadcast  f lood 

af t er t he t ime set  in Recovery Int erval.  

Unknown Multicast Flood Enable – Recover t he port  being blocked by unknown mult icast  

f lood af t er t he t ime set  in Recovery Int erval.  

Unicast Flood Enable – Recover t he port  being blocked by unicast  f lood af t er 

t he t ime set  in Recovery Int erval.  

ACL Enable – Recover t he port  being blocked by ACL af t er t he t ime 

set  in Recovery Int erval.  

Port Security Enable – Recover t he port  being blocked by port  securit y af t er 

t he t ime set  in Recovery Int erval.  

DHCP Rate Limit Enable – Recover t he port  being blocked by DHCP rat e l imit  

af t er t he t ime set  in Recovery Int erval.  

ARP Rate Limit Enable – Recover t he port  being blocked by ARP rat e l imit  

af t er t he t ime set  in Recovery Int erval.  

Apply Apply t he set t ings t o t he swit ch.  

 

 



 

PPaarrtt  IIIIII  OONNVVIIFF  SSuurrvveeiillllaannccee  
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IIIIII--11  TTooppoollooggyy  

ONVIF (Open Net work Video Int erface Forum),  an Int ernat ional st andard for current   

surveil lance syst em indust y,  focuses on securit y product s based on net work IP address.   

Wit h t his feat ure,  VigorSwit ch can:  

 Int egrat e t he ONVIF device and surveil lance net work 

 Cent ral ize management  of  IP video product s 

 View video images direct ly on VigorSwit ch WUI 

 Offer remot e IP video product s maint enance 

ONVIF devices can be cent ral ized and managed remot ely via VigorSwit ch.  Wit h a hierarchy 

view,  t he administ rat or can manage several ONVIF devices and check abnormal t raf f ic 

det ect ed by Vigor syst em. 

IIIIII--11--11  SSttaattuuss  

The st at us (including port  enabled,  t raf f ic,  downl ink,  et c. ) of  t he IP cameras and NVRs 

(Net work Video Recorders) can be seen on t his page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Discovery Enable - If  enabled,  VigorSwit ch wil l  aut omat ical ly det ect  

ONVIF devices,  recognize t hird part y IP cameras and NVR and 

int egrat e ONVIF device(s) t o form surveil lance net work.   

Disable - Disable t he funct ion of  Discovery.  

Default Username /  

Default Password 

Ent er a name /  password as t he default  value.   

In t he ent ire ONVIF Surveil lance menu,  VigorSwit ch wil l  input  

t his value in advanced and ret rieve dat a.  Syst em administ rat or 

can access t he IP device in which t he username and password 

are as same as t he default  values.  

However,  you can also input  anot her username/ password 
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manual ly if  t he IP device username/ password is dif ferent  f rom 

t he one you ent er in Default  Username/ Default  Password.  

Group Specify a group for displaying group informat ion and device 

informat ion under t he select ed group.  

Or,  choose t he default  set t ing,  Al l ,  t o display informat ion for 

al l  groups.  

NVR Display t he number of  NVR device(s) connect ed t o 

VigorSwit ch.  The panel sket ch on t he screen wil l  display which 

LAN port  t hat  t he NVR device connect ed.  

CAM Display t he number of  IP camera(s) connect ed t o VigorSwit ch.  

The panel sket ch on t he screen wil l  display which LAN port  

t hat  t he IP camera connect ed.  

Group Information 

Total Group Display t he t ot al  number of  groups.  

+Add New Group A group can cont ain one (IP camera or NVR,  as group leader) t o 

several devices (IP cameras as group devices).  

Cl ick t he but t on t o creat e a new group for managing mult iple 

devices.   

St ep (1) - The f irst  page al lows you t o conf igure general 

set t ings for a new group.  

 

 Group Name - Ent er t he name of  a group.   

 Group by - The syst em wil l  det ect  t he NVR or IP cameras,  

and l ist  t hem on t he f ield of  NVR or Group Leader.  

 NVR/Group Leader - Select  an IP device.  For t he vedio 

f rom IP camera wil l  be recorded on an NVR device,  it  is 

suggest ed t o assign an NVR as t he group leader.   

 Group Device - This f ield l ist s al l  devices (IP cameras) 

VigorSwit ch G1085 User ’ s Guide 61 



 

not  included by ot her group.  Select  one IP device t o 

mult iple devices or select  al l  t he devices for managed by 

t his group.  

 ONVIF Device Admin Username/ Password - When t he 

group members share t he same username and password,  

ent er t he username and password in t hese t wo f ield for 

administ rat ion.   

 Next  - Cl ick it  t o access int o next  page.  

St ep (2) - The second page al lows you t o conf igure t hroughput  

t hreshold for t he group port .  It  is helpful  for t he system 

administ rat or t o make t he corresponding process if  

encount ered abnormal sit uat ion.  

 

 Apply to All Member Ports - Check t he box t o apply t he 

t hroughput  t hreshold set t ing t o al l  member port s.   

 GE# Ingress Threshold Mailalert  - Cl ick Enable t o set  t he 

ingress l imit  value.  When t he incoming t raf f ic (packet ) of  

t he GE port  reaches t he l imit ,  t he Vigor Syst em wil l  send 

an alert  email  t o t he syst em administ rat or.  

 GE# Ingress Rate - If  enabl ing t he ingress t hreshold 

alert ,  ent er t he ingress rat e as a t hreshold t o send 

mail  alert .  

 GE# Egress Threshold Mailalert  - Cl ick Enable t o set  t he 

egress l imit  value.  When t he out going t raf f ic (packet ) of  

t he GE port  reaches t he l imit ,  t he Vigor Syst em wil l  send 

an alert  email  t o t he syst em administ rat or.    

 GE# Egress Rate - If  enabl ing t he egress t hreshold 

alert ,  ent er t he egress rat e as a t hreshold t o send 

mail  alert .  

 OK - Save t he conf igurat ion and exit  t he box.  

 Cancel - Exit  t he box wit hout  saving t he conf igurat ion.  
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Device Information 

Modify Click it  t o modify t he set t ings of  t he select ed IP device.  
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IIIIII--22--22  TThhrroouugghhppuutt  TThhrreesshhoolldd  

This page is used for set  t hroughput  t hreshold for multiple ONVIF devices managed by 

VigorSwit ch.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Specify one t o several GE port s which wil l  be l imit ed by t he 

t hreshold conf igured here.  

Ingress Threshold 

Mailalert 

Disable - No mail  alert  wil l  be sent  out .  

Enable - When t he ingress rat e reaches t he t hreshold 

conf igured here,  Vigor syst em wi l l  send alert  mail  t o specif ied 

mail  address.  

 Ingress Rate (Kbps) - Ent er a value as t he t hreshold of  

ingress packet s.  

Egress Threshold 

Mailalert 

Disable - No mail  alert  wil l  be sent  out .  

Enable - When t he egress rat e reaches t he t hreshold 

conf igured here,  Vigor syst em wi l l  send alert  mail  t o specif ied 

mail  address.  

Egress Rate (Kbps)- Ent er a value as t he t hreshold of  engress 

packet s.  

Apply Save t he set t ings or changes t o t he swit ch.  

Modify Click it  t o modify t he set t ings for t he select ed GE port  /  LAG 

port .   
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IIIIII--22  VViiddeeoo  

On t his page,  users may direct ly view images capt ured f rom t he specif ied IP camera.  

 

Available set t ings are explained as fol lows:  

Item Description 

Group Specify a group which cont ains t he IP camera you want  t o 

check.  

Camera List Search - Ent er t he device name of  t he IP camera for searching 

and displaying on t his f ield.  

Video Preview Af t er aut hent icat ed wit h correct  username and password,  t he 

image of  t he specif ied IP camera (support ed by VigorSwit ch) 

wil l  be shown immediat ely.   

Usename /  Password - The default  username/ password wil l  be 

input  if  i t  is conf igured on t he Topology page.  However,  i f  t he 

default  input  is not  t he correct  username/ password,  ent er t he 

correct  one of  t he IP camera inst ead.  

Login - Cl ick it  t o aut hent icat e t he username and password for 

t he specif ied IP camera.  

Live Streaming - Display t he st reaming URI of  t he IP camera.  
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IIIIII--33  DDeevviiccee  MMaaiinntteennaannccee  

The syst em administ rat or can remot ely conf igure t ime set t ing and reboot  t he devices (IP 

camers or NVRs) managed by VigorSwit ch.   

IIIIII--33--11  GGeenneerraall  

This page displays t he informat ion (e.g. ,  device onl ine,  device name,  et c. ),  t ime and dat e 

and t he device act ion for a select ed IP device (e.g. ,  IP camera).  Meanwhile,  t his page al lows 

conf iguring set t ings for ping check of  IP camera or NVR.  

 

Available set t ings are explained as fol lows:  

Item Description 

Device List Search - Ent er a st ring t o search t he IP device you want .  

Username /  Password - The default  username/ password wil l  

be input  if  i t  is conf igured on t he Topology page.  However,  i f  

t he default  input  is not  t he correct  username/ password,  ent er 

t he correct  one of  t he IP device inst ead.  

Login - Cl ick it  t o aut hent icat e t he username and password.  

Lat er,  current  net work set t ings relat ed t o t his device wil l  be 

shown on t he screen.  

Device Information Display t he informat ion relat ed t o t he select ed device.  

 - Cl ick it  t o modify t he device name. 
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Time and Date Display t he t ime and dat e informat ion relat ed t o t he select ed 

device.  

 - Cl ick it  t o modify t he t ime set t ing for t he device.  

Device Action Display t he act ion performed by IP-based device.  

Factory Default  - Cl ick t he Apply but t on t o rest  t he factory 

default  t o t he IP device.  

Reboot  - Cl ick t he Apply but t on t o reboot  t he IP device 

immediat ely.  

Device Ping Check -- Conf igure set t ings for ping check of  IP camera or NVR.  

Port Display t he port  number of  t he IP device  

Enable Enable - Click it  t o enable t he device ping check funct ion.  

Disable - Cl ick it  t o disable t he funct ion.  

Ping IP Address Add Device - Cl ick it  t o add an IP address of  t he device t o be 

pinged by VigorSwit ch.  Up t o 16 IP address(es) can be  added 

and displayed in t his f ield one by one (wit h t he format  of  

x.x.x.x,  x.x.x.x,  x.x.x.x. . . ) 

Del Device - Cl ick it  t o remove t he select ed IP address.  

Interval Time (sec) Set  a t ime int erval (15,  30,  60,  120) for pinging act ion.  

Retry Time Choose 1,  3,  or 5 for Vigor syst em to ret ry t he pinging act ion.  

Mail Alert Enable - When t he device is of f l ine,  Vigor syst em wil l  send an 

alert  mail  t o not ify t he receiptant .   

 Mail with Snapshot  - If  enabled,  t he swit ch wil l  t ry t o get  

snapshot  f rom t he device per half  hour.  Before using t his 

feat ure,  set  t he group authent icat ion informat ion when 

adding group or conf igure Default  Username/ Password in 

t he Topology page f irst .  

Disable - When t he device is of f l ine,  no act ion wil l  be 

performed.  

Apply Save t he set t ings or changes t o t he swit ch.  
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IIIIII--33--22  NNeettwwoorrkk  

This page displays t he net work set t ings of  t he specif ied device (IP CAM or NVR).   

 

Available set t ings are explained as fol lows:  

Item Description 

Device List Search - Ent er a st ring t o search t he device you want .  

Username /  Password - The default  username/ password wil l  

be input  if  i t  is conf igured on t he Topology page.  However,  i f  

t he default  input  is not  t he correct  username/ password,  ent er 

t he correct  one of  t he IP device inst ead.    

Login - Cl ick it  t o aut hent icat e t he username and password.  

Lat er,  current  net work set t ings relat ed t o t his device wil l  be 

shown on t he screen.  

Mode Change t he connect ion mode for t his device.  

Static - When it  is select ed,  you have t o ent er value for 

net work set t ing manual ly for t he IP device.  

 IP Address - Ent er an IPv4 address for t he IP device.  

 Prefix Length - Specify t he subnet  mask for t he IP 

address.  

 Gateway - Ent er t he IPv4 address for t he gat eway.  

 DNS Server1/2 - Ent er t he IP address for primary /  

secondary DNS server.  

DHCP - When it  is select ed,  t he IP device wil l  be assigned wit h 

t he set t ings by t he net work's DHCP server aut omat ical ly t o 

access t he Int ernet .  

 Hostname - Display t he host name of  t he DHCP server.  

Zero Configuration Enable - The net work set t ings for t he IP device wil l  be 

conf igured aut omat ical ly.   

Disable - The net work set t ings for t he IP devcie must  be 

conf igured manual ly.  

Apply Save t he set t ings or changes t o t he swit ch.  
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IIIIII--33--33  SSeeccuurriittyy  

This page displays t he securit y set t ings of  t he specif ied IP device (IP CAM or NVR).  

 

Available set t ings are explained as fol lows:  

Item Description 

Device List Search - Ent er a st ring t o search t he device you want .  

Username /  Password - The default  username/ password wil l  

be input  if  i t  is conf igured on t he Topology page.  However,  i f  

t he default  input  is not  t he correct  username/ password,  ent er 

t he correct  one of  t he IP device inst ead.  

Login - Cl ick it  t o aut hent icat e t he username and password.  

Lat er,  current  net work set t ings relat ed t o t his device wil l  be 

shown on t he screen.   

HTTP Ports Current  HTTP port  number of  t he IP device is shown in t his 

f ield.   

Enable - Click it  t o enable t he HTTP port  conf igurat ion and 

ent er a port  value if  required.   

Disable - Disable t he HTTP port  conf igurat ion.  

HTTPS Ports Current  HTTPS port  number of  t he IP device is shown in t his 

f ield.  

Enable - Click it  t o enable t he HTTPS port  conf igurat ion and 

ent er a port  value if  required.  

Disable - Disable t he HTTPS port  conf igurat ion.  

RTSP Ports Current  RTSP port  number of  t he IP device is shown in t his 

f ield.  

Enable - Click it  t o enable t he RTSP port  conf igurat ion and 

ent er a port  value if  required.  

Disable - Disable t he RTSP port  conf igurat ion.  

Apply Save t he set t ings or changes t o t he swit ch.  

 

 



 

PPaarrtt  IIVV  SSeeccuurriittyy  
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IIVV--11  SSttoorrmm  CCoonnttrrooll  

St orm Cont rol  helps t o suppress possible broadcast ,  unknown mult icast  or unknown unicast  

st orm by applying a rat e l imit  on t hose packet s.  

IIVV--11--11  PPrrooppeerrttiieess  

This page al lows a user t o conf igure general set t ings for St orm Cont rol .  

 

Available set t ings are explained as fol lows:  

Item Description 

Storm Control Mode Select  t he mode of  st orm cont rol.  

 Packet/ sec – St orm cont rol rat e wil l  be calculat ed by 

packet -based.  

 Kbits/ sec - St orm cont rol  rat e wil l  be calculat ed by 

oct et -based.  

Preamble & Inter Frame 

Gap  

Select  t he rat e calculat ion wit h/ wit hout  preamble & IFG (20 

byt es).  

 Excluded – Exclude preamble & IFG (20 byt es) when 

count  ingress st orm cont rol  rat e.  

 Included - Include preamble & IFG (20 byt es) when count  

ingress st orm cont rol  rat e.  

Apply Apply t he set t ings t o t he swit ch.  
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IIVV--11--22  PPoorrtt  SSeettttiinngg  

This page al lows t he net work administ rat or t o conf igure port  set t ings for St orm Cont rol .  The 

conf igurat ion result  for each port  wil l  be displayed on t he t able l ist ed on t he lower side of  t his 

web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Use t he drop down l ist  t o select  t he port  prof i le (GE1 t o GE8).  

Storm Control   Disable – Disable t he st orm cont rol  conf igurat ion for t he 

select ed port  prof i le.  

 Enable – Enable t he st orm cont rol  conf igurat ion for t he 

select ed port  prof i le.  

Limiting Rate Check t he box(es) t o enable st rom cont rol  rat e l imit ed for 

Broadcast ,  Unknown Mult icast  and/ or Unknow Unicast  packet .  

 Broadcast – Specify t he st orm cont rol  rat e for Broadcast  

packet .  Value of  st orm cont rol  rat e,  Unit :  Kbps (Kbit s 

per-second).  The range is f rom 16 t o 1000000.  

 Unknown Multicast  – Specify t he st orm cont rol  rat e for 

unknown mult icast  packet .  Value of  st orm cont rol  rat e,  

Unit :  Kbps (Kbit s per-second).  The range is f rom 16 t o 

1000000.  

 Unknown Unicast  - Specify t he st orm cont rol  rat e for 

unknown mult icast  packet .  Value of  st orm cont rol  rat e,  

Unit :  Kbps (Kbit s per-second).  The range is f rom 16 t o 

1000000.  

Action Select  t he st at e of  set t ing.  

 Drop – Packet s exceed st orm cont rol  rat e wil l  be 

dropped.   

 Shutdown - Port  exceeds st orm cont rol  rat e wil l  be 

shut down.  

Apply Apply t he set t ings t o t he swit ch.  
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IIVV--22  DDooSS  

A Denial  of  Service (DoS) at t ack is a hacker at t empt  t o make a device unavailable t o it s users.  

DoS at t acks sat urat e t he device wit h ext ernal  communicat ion request s,  so t hat  it  cannot  

respond t o legit imat e t raf f ic.  These at t acks usual ly lead t o a device CPU overload.  

The DoS protect ion feat ure is a set  of  predef ined rules t hat  prot ect  t he net work f rom 

malicious at t acks.  The DoS Securit y Suit e Set t ing enables act ivat ing t he securit y suit e.  

IIVV--22--11  PPrrooppeerrttiieess  

This page al lows a user t o conf igure DoS set t ing t o enable/ disable DoS funct ion for global 

set t ing.  

 

Available set t ings are explained as fol lows:  

Item Description 

Dst MAC=Src MAC Drop t he packet s if  t he dest inat ion MAC address is equal t o t he 

source MAC address.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

LAND Drop t he packet s if  t he source IP address is equal t o t he 

dest inat ion IP address.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

UDP Blat Drop t he packet s if  t he UDP source port  equals t o t he UDP 

dest inat ion port .  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

TCP Blat Drop t he packages if  t he TCP source port  is equal t o t he TCP 

dest inat ion port .  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  
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Ping of Death Avoid ping of  deat h at t ack.  

Ping packet s t hat  lengt h are larger t han 65535 byt es.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

IPv6 Min Fragments Check t he minimum size of  IPv6 f ragment s,  and drop t he 

packet s smal ler t han t he minimum size.  The val id range is 

f rom 0 t o 65535 byt es,  and default  value is 1240 bytes.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

ICMP Fragments Drop t he f ragment ed ICMP packet s.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

IPv4 Ping Max Size Det ermine t he IPv4 PING packet  wit h t he lengt h.   

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion. - 

IPv6 Ping Max Size Det ermine t he IPv6 PING packet  wit h t he lengt h.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

Ping Max Size Setting Det ermine t he IPv4/ IPv6 PING packet  wit h t he lengt h.  Specify 

t he maximum size of  t he ICMPv4/ ICMPv6 ping packet s.  The 

val id range is f rom 0 t o 65535 byt es,  and t he default  value is 

512 byt es.  

Smurf Attack Avoid smurf  at t ack.  The lengt h range of  t he net mask is f rom 0 

t o 323 byt es,  and default  lengt h is 0 byte.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

TCP Min Hdr Size Check t he minimum TCP header and drops t he TCP packet s 

wit h t he header smaller t han t he minimum size.  The lengt h 

range is f rom 0 t o 31 byt es,  and default  lengt h is 20 byt es.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

TCP-SYN (SPORT<1024) Drop SYN packet s wit h sport  less t han 1024.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

Null Scan Attack Drop t he packet s wit h NULL scan.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

X-mas Scan Attack Drop t he packet s if  t he sequence number is zero,  and t he FIN,  

URG and PSH bit s are set .  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

TCP SYN-FIN Attack Drop t he packet s wit h SYN and FIN bit s set .  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion. - 

TCP SYN-RST Attack Drop t he packet s wit h SYN and RST bit s set .  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  
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TCP Fragment (Offset=1) Drop t he f ragment ed ICMP packet s.  

 Disabled – Disable t he it em funct ion.  

 Enabled - Enable t he it em funct ion.  

Apply Apply t he set t ings t o t he swit ch.  

IIVV--22--22  DDooSS  PPoorrtt  SSeettttiinngg  

This page al lows a user t o conf igure and display t he st at e of  DoS prot ect ion for int erfaces.  

The conf igurat ion result  for each port  wil l  be displayed on t he t able l ist ed on t he lower side 

of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Port Use t he drop down l ist  t o select  t he port  prof i le (GE1 t o GE8) 

or prof i les.  

DoS Protection  Disabled – Disable t he funct ion of  DoS Prot ect ion.  

 Enabled - Enable t he funct ion of  DoS Prot ect ion.  

Apply Apply t he set t ings t o t he swit ch.  

Modify 
- Cl ick it  t o modify t he port  set t ings.  
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IIVV--33  IIPP  SSoouurrccee  GGuuaarrdd    

By using t he source IP address f i l t ering funct ion,  IP source guard can prevent  a mal icious host  

f rom feigning a legal host  wit h it s IP address and performing malicious at t ack.   

IIVV--33--11  PPoorrtt  SSeettttiinnggss  

IP source guard is a port -based feat ure.  Therefore,  i t  is necessary t o conf igure det ailed 

set t ings for each GE/ LAG port  int erface separat ely.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Use t he drop down l ist  t o select  t he port  (GE1 t o GE8,  LAG1 t o 

LAG8) or port s for applying IP source guard funct ion.  

State Enable – Check it  t o make t he port (s) select ed above apply t he 

set t ings conf igured in t his page.   

Verify Source Specify t he t ype of  source IP for t he packet  coming f rom.  

 IP – Only t he packet  wit h specif ied IP address wil l  be 

verif ied.  

 IP-MAC – Only t he packet  wit h specif ied IP address and 

MAC address wil l  be verif ied.  

Max Entry Def ine t he number (0~50) for t he port .   

The default  is 0 (no l imit ).  

Apply Apply t he set t ings t o t he swit ch.  
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IIVV--33--22  IIMMPPVV  BBiinnddiinngg  

This page al lows t he net work administ rat or t o set  t he f i l t ering condit ions (binding t ype,  MAC 

address,  IPv4 address) for packet s t hrough t he specif ied LAN port .  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Use t he drop down l ist  t o select  t he port  (GE1 t o GE8,  LAG1 t o 

LAG8) or port s for applying IMPV Binding funct ion.  

VLAN Choose a number as VLAN ID which is easy t o be ident if ied for 

a packet  containing wit h it .  

It  is opt ional set t ing.   

Binding Select  t he binding t ype for such feat ure.  

 IP-MAC-Port-VLAN – Packet s wil l  be al lowed t o pass 

t hrough t he port  int erface if  t hey meet  t he condit ions 

specif ied by IP address,  MAC address,  Port  set t ing and 

VLAN ID set t ing.  

 IP-Port-VLAN – Packet s wil l  be al lowed t o pass t hrough 

t he port  int erface if  t hey meet  t he condit ions specif ied 

by IP address,  Port  set t ing and VLAN ID set t ing.  

MAC Address Ent er t he MAC address of  t he device connect ing t o t he port  

int erface select ed above.  

IPv4 Address Ent er t he IP address wit h mask address of  t he device 

connect ing t o t he port  int erface select ed above.  

Add Click it  t o creat e a new binding prof i le.  

Edit 
- Cl ick it  t o modify t he set t ings for t he select ed ent ry.  
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- cl ick it  t o remove t he select ed ent ry.  

 

IIVV--44  IIPP  CCoonnfflliicctt  PPrreevveennttiioonn  

A user can conf igure IP addresses for net work devices manual ly.  However,  i t  might  result  in 

conf l ict  bet ween dif ferent  devices due t o using t he same IP address,  and cause t he devices 

not  working correct ly.  

This page al lows you t o prevent  IP conf l ict  by binding t he port  wit h t he specif ied IP address.   

 

Available set t ings are explained as fol lows:  

Item Description 

IP Conflict Prevention Quick Start Wizard - The syst em wil l  guide t o bind server port  
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Setup Wizard wit h an IP address st ep by st ep.  

St ep 1 

 

 

St ep 2 

 

 

St ep 3 
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St ep 4 

 

Af t er cl icking OK,  t he IP address specif ied for t he GE port  wil l  

be unavailable for ot her net work devices.   

IP Prevention Enable - Cl ick it  t o act ivate t he funct ion of  IP prevent ion.  

Disable - Cl ick it  t o deact ivat e t he funct ion of  IP prevent ion.  

Apply Apply t he set t ings t o t he swit ch.  

Clear Remove al l  set t ings of  IP source guard DHCP snooping and 

dynamic ARP inspect ion.  

Modify 
- Cl ick it  t o modify t he set t ings for t he select ed ent ry.  
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Port Type - There are four select ions - DHCP Client ,  St at ic 

Binding,  Mult iple Host s and DHCP Server.  Each t ype wil l  bring 

out  dif ferent  IP address(es) set t ings.  

OK - Cl ick it  t o save t he set t ings.  

- Cl ick it  t o remove t he select ed ent ry.  
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IIVV--55  LLoooopp  PPrrootteeccttiioonn  

Loop event might be caused due to wrong hardware connection.  VigorSwitch will 

periodically send packets out to check if they loopback or not.  This page allows you to set 

conditions and perform an action when VigorSwitch detects the loopped packet.    

 

Available set t ings are explained as fol lows:  

Item Description 

State  Enable - VigorSwit ch det ect s t he loop event  of  GE 

port s/ LAG port s aut omat icl ly.  

 Disable - VigorSwit ch wil l  not  det ect  t he loop event .  

Transmission Time When t he loop event  occurred,  VigorSwit ch wil l  perform t he 

act ion af t er a period of  t ime.  

Action When t he swit ch det ect s loop sit uat ion occurred t o a port ;  i t  

wil l  perform t he act ion select ed in t his f ield.  

 

 Log - The swit ch wil l  reord such event  as a log.  

 Shutdown Port  - The swit ch wil l  shut  down t he port .  

 Shutdown Port and Log - The swit ch wil l  shut  down t he 

port  and record t he event  as a log.  The syst em 

administ rat or wil l  view t he cont ent  f rom syst em log.  

Apply Apply t he set t ings t o t he swit ch.  
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PPaarrtt  VV  AACCLL  CCoonnffiigguurraattiioonn  
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VV--11  CCrreeaattee  AACCLL  

An Access Cont rol  List  (ACL) is a sequent ial  l ist  of  permit  or deny condit ions t hat  apply t o IP 

addresses,  MAC addresses,  or ot her more specif ic crit eria.  This swit ch t est s ingress packet s 

against  t he condit ions in an ACL one by one.  A packet  wil l  be accept ed as soon as it  mat ches a 

permit  rule,  or dropped as soon as it  mat ches a deny rule.  If  no rules match,  t he f rame is 

accept ed.  

VV--11--11  MMAACC  

The funct ion is used t o show t he Access Cont rol  List  (ACL) based on Layer 2 f i l t ering,  t he MAC 

layer.  The ACL is composed by many Access Cont rol  Element  (ACE) rules.  You can creat e a 

new ACL here;  t hen add mult iple ACEs.  

 

Available set t ings are explained as fol lows:  

Item Description 

ACL Profile Name Ent er a name for creat ing a new ACL prof i le.  

Add Add a new ACL ent ry using given ACL name.  

Action 
- cl ick it  t o remove t he select ed ent ry.  

VV--11--22  IIPPvv44  

The funct ion is used t o show t he Access Cont rol  List  (ACL) based on Layer 2 t o Layer 4 f i l t ering,  

t he IPv4.  The ACL is composed by many Access Cont rol  Element  (ACE) rules.  You may creat e a 

new ACL here;  t hen add mult iple ACEs.  
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Available set t ings are explained as fol lows:  

Item Description 

ACL Profile Name Ent er a name for creat ing a new ACL prof i le.  

Add Add a new ACL ent ry using given ACL name.  

Action 
- cl ick it  t o remove t he select ed ent ry.  

VV--11--33  IIPPvv66  

The funct ion is used t o show t he Access Cont rol  List  (ACL) based on Layer 2 t o Layer 4 f i l t ering,  

t he IPv6.  The ACL is composed by many Access Cont rol  Element  (ACE) rules.  You may creat e a 

new ACL here;  t hen add mult iple ACEs.  

 

Available set t ings are explained as fol lows:  
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Item Description 

ACL Profile Name Ent er a name for creat ing a new ACL prof i le.  

Add Add a new ACL ent ry using given ACL name.  

Action 
- cl ick it  t o remove t he select ed ent ry.  
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VV--22  CCrreeaattee  AACCEE  

Since ACL based on MAC,  IPv4 and/ or IPv4 has been creat ed on t he sect ion of  IV-1,  now you 

can add mult iple ACE rules for each ACL.  

VV--22--11  MMAACC  

This page shows ACE based on MAC address.  You may choose ACL,  permit ,  and deny part icular 

packet  or f rame,  even shut down t he port .   

You may provide f i l t ering/ matching crit eria for one or more of  packet  charact erist ic (such as 

Source/ Dest inat ion MAC,  Et hert ype,  VLAN,  802.1p) for t his ACE t o ident ify t he packet .  

 

Available set t ings are explained as fol lows:  

Item Description 

ACL Profile Name Use t he drop down l ist  t o select ed one of  t he user def ined ACL 

prof i les.  

Sequence Assign a sequence number t o t his ACE.  The sequence is used t o 

ident ify which one of  ACEs in an ACL is f irst ly used t o match 

ingress packet s.  The swit ch port  bound wit h an ACL use t he 

cont ained ACE rules,  st art  wit h t he one wit h lower sequence 

number t o mat ch t he packet  f irst .  

Action Select  t he act ion applied t o t he packet  matched t his ACE.  

Permit  or deny t he packet s int o swit ch core,  or shutdown t he 

port  for st opping furt her t ransmission.  

 Permit  

 Deny  

 Shutdown   

Source MAC /  Destination 

MAC 

Specify t he source and t he dest inat ion MAC address for 

f i l t ering.  

Any – Al l  packet s wil l  be f i l t ered.  
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Or,  ent er t he IP address t o f i l t er t he packet s coming f rom t hat  

address.  

Ethertype Specify et hernet  t ype for f i l t ering.  

Select  Any.    

Or,  ent er t he value wit h t he format  of  “ 0x600 ~ 0xFFF” .  

VLAN Specify VLAN prof i le for f i l t ering.  

Select  Any.   

Or,  ent er a VLAN number.  The packet s coming f rom t he VLAN 

specif ied here wil l  be f i l t ered by Vigor device.  

802.1p Specify t he 802.1p priorit y value for f i l t ering.  Select  Any,  or a 

number f rom 0 t o 7.   

Add Click it  t o creat e a new ACE rule.  

Modify 
- cl ick it  t o modify t he set t ings for t he select ed ent ry.  

- cl ick it  t o remove t he select ed ent ry.  

VV--22--22  IIPPvv44  

This page shows ACE based on IPv4 address.  You may choose ACL,  permit ,  and deny part icular 

packet  or f rame,  even shut down t he port .   

You may provide f i l t ering/ matching crit eria for one or more of  fol lowing packet  charact erist ic 

(such as Protocol over t he IP layer,  Source/ Dest inat ion IPv4 address,  Type of  Service,   

Source/ Dest inat ion port  number,  TCP f lags,  ICMP Type,  i f  chosen prot ocol contains ICMP),  for 

t his ACE t o ident ify t he packet .  

 

Available set t ings are explained as fol lows:  

Item Description 

ACL Profile Name Use t he drop down l ist  t o select ed one of  t he user def ined ACL 

prof i les.  

Sequence Assign a sequence number t o t his ACE.  The sequence is used t o 
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ident ify which one of  ACEs in an ACL is f irst ly used t o match 

ingress packet s.  The swit ch port  bound wit h an ACL use t he 

cont ained ACE rules,  st art  wit h t he one wit h lower sequence 

number t o mat ch t he packet  f irst .  

Action Select  t he act ion applied t o t he packet  matched t his ACE.  

Permit  or deny t he packet s int o swit ch core,  or shutdown t he 

port  for st opping furt her t ransmission.  

 Permit  

 Deny  

 Shutdown 

Protocol Specify t he prot ocol for f i l t ering.  

 Any – Al l  packet s wil l  be f i l t ered.   

 Select  – Choose one of  t he prot ocol (e.g. ,  ICMP,  IP in IP,  

TCP,  EGP,  IGP…) f rom t he drop down l ist .  Packet s passing 

t hrough t he select ed protocol wil l  be f i l t ered.  

 Define – Specify a t ype number (0 – 255) for ICMP code.  

For example,  0 means “ Echo Reply” ;  254 means 

“ RFC3692-st yle Experiment  2” .  

Source IP /  Destination IP Specify t he source and t he dest inat ion IPv4 address for 

f i l t ering.  

Any – Al l  packet s wil l  be f i l t ered.  

Or,  ent er t he IP address t o f i l t er t he packet s coming f rom t hat  

address.  

Service  Any – Al l  packet s wil l  be f i l t ered.  

 DSCP – Al l  IP t raf f ic is mapped t o queues based on t he 

DSCP f ield in t he IP header.  If  t raf f ic is not  IP t raf f ic,  i t  is 

mapped t o t he lowest  priorit y queue.  

 IP Precedence - Al l  IP t raf f ic is mapped t o queues based 

on t he IP Precedence f ield in t he IP header.  If  t raf f ic is 

not  IP t raf f ic,  i t  is mapped t o t he lowest  priorit y queue.  

Source Port /  Destination 

Port 

Specify t he source and dest inat ion port  number for f i l t ering 

t he packet s.  

 Any – Al l  packet s wil l  be f i l t ered.  

 Single – Only t he packet s passing t hrough t he number 

def ined here wil l  be f i l t ered.  

 Range – Only t he packet s passing t hrough t he port  range 

def ined here wil l  be f i l t ered.  

ICMP Type  Any – Al l  packet s wil l  be f i l t ered.  

 Select  – Choose one of  t he t ype (e.g. ,  Dest inat ion 

Unreachable Echo Reply,  MLD Query….) f rom t he drop 

down l ist .  

 Define – Specify a t ype number (0 – 255) for ICMP code.  

For example,  0 means “ Echo Reply” ;  254 means 

“ RFC3692-st yle Experiment  2” .  

ICMP code Each ICMP t ype can be def ined wit h dif ferent  codes.  For 

example,  i f  you def ine ICMP Type as “ 3” ,  t hen t he available 

codes for Type 3 wil l  be 0-15.   

Any – All  packet s wil l  be f i l t ered.  

Or,  ent er 0 t o 255 based on t he ICMP t ype specifed.  

Add Click it  t o creat e a new binding prof i le.  
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Modify 
- cl ick it  t o modify t he set t ings for t he select ed ent ry.  

- cl ick it  t o remove t he select ed ent ry.  

VV--22--33  IIPPvv66  

This page al lows t he net work administ rat or t o create ACE based on IPv6 address.  

 

Available set t ings are explained as fol lows:  

Item Description 

ACL Profile Name Use t he drop down l ist  t o select ed one of  t he user def ined ACL 

prof i les.  

Sequence Assign a sequence number t o t his ACE.  The sequence is used t o 

ident ify which one of  ACEs in an ACL is f irst ly used t o match 

ingress packet s.  The swit ch port  bound wit h an ACL use t he 

cont ained ACE rules,  st art  wit h t he one wit h lower sequence 

number t o mat ch t he packet  f irst .  

Action Select  t he act ion applied t o t he packet  matched t his ACE.  

Permit  or deny t he packet s int o swit ch core,  or shutdown t he 

port  for st opping furt her t ransmission.  

 Permit  

 Deny  

 Shutdown 

Protocol Specify t he prot ocol for f i l t ering.  

 Any – Al l  packet s wil l  be f i l t ered.  

 Select  – Choose one of  t he prot ocol (e.g. ,  ICMP,  TCP,  

EGP…) f rom t he drop down l ist .  Packet s passing t hrough 

t he select ed prot ocol wil l  be f i l t ered.  

 Define – Specify a t ype number (0 – 255) for ICMP code.  

For example,  0 means “ Echo Reply” ;  254 means 

“ RFC3692-st yle Experiment  2” .  
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Source IP /  Destination IP Specify t he source and t he dest inat ion IPv6 address for 

f i l t ering.  

Any – Al l  packet s wil l  be f i l t ered.  

Or,  ent er t he IPv6 address t o f i l t er t he packet s coming f rom 

t hat  address.  

Service  Any – Al l  packet s wil l  be f i l t ered.  

 DSCP – Al l  IP t raf f ic is mapped t o queues based on t he 

DSCP f ield in t he IP header.  If  t raf f ic is not  IP t raf f ic,  i t  is 

mapped t o t he lowest  priorit y queue.  

 IP Precedence - Al l  IP t raf f ic is mapped t o queues based 

on t he IP Precedence f ield in t he IP header.  If  t raf f ic is 

not  IP t raf f ic,  i t  is mapped t o t he lowest  priorit y queue.  

Source Port /  Destination 

Port 

Specify t he source and dest inat ion port  number for f i l t ering 

t he packet s.  

 Any – Al l  packet s wil l  be f i l t ered.  

 Single – Only t he packet s passing t hrough t he number 

def ined here wil l  be f i l t ered.  

 Range – Only t he packet s passing t hrough t he port  range 

def ined here wil l  be f i l t ered.  

ICMP Type  Any – Al l  packet s wil l  be f i l t ered.  

 Select  – Choose one of  t he t ype (e.g. ,  Dest inat ion 

Unreachable Echo Reply,  MLD Query….) f rom t he drop 

down l ist .  

 Define – Specify a t ype number (0 – 255) for ICMP code.  

For example,  0 means “ Echo Reply” ;  254 means 

“ RFC3692-st yle Experiment  2” .  

ICMP code Each ICMP t ype can be def ined wit h dif ferent  codes.  For 

example,  i f  you def ine ICMP Type as “ 3” ,  t hen t he available 

codes for Type 3 wil l  be 0-15.   

Any – Al l  packet s wil l  be f i l t ered.  

Or,  ent er 0 t o 255 based on t he ICMP t ype specifed.  

Add Click it  t o creat e a new binding prof i le.  

Modify 
- Cl ick it  t o modify t he set t ings for t he select ed prof i le.  

- Cl ick it  t o remove t he select ed ent ry.  
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VV--33  AACCLL  BBiinnddiinngg  

This sect ion al lows you t o bind Access Cont rol  List s creat ed in previous sect ion t o an int erface 

(physical port  or aggregat ion).  

A physical port  can only be bound wit h one of  t he IPv4 and IPv6 ACL,  not  bot h.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Use t he drop down l ist  t o select  t he port  prof i les (GE1 t o GE8) 

for binding ACL.  

MAC ACL /  IPv4 ACL /  

IPv6 ACL 

Select  ACLs (MAC,  IPv4,  and/ or IPv6) t o be bound on t his 

int erface (port ),  so Swit ch may f i l t er packet s by using it .  

Apply Apply t he set t ings t o t he swit ch.  
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PPaarrtt  VVII  QQooSS  CCoonnffiigguurraattiioonn  
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VVII--11  GGeenneerraall  

QoS (Qual it y of  Service) funct ions t o provide dif ferent  qual it y of  service for various net work 

appl icat ions and requirement s and opt imize t he bandwidt h resource dist ribut ion so as t o 

provide a network service experience of  a bet t er qual it y.  

VVII--11--11  PPrrooppeerrttiieess  

VVII--11--11--11  QQooSS  GGeenneerraall  SSeettttiinngg  
This page al lows t he net work administ rat or t o specify Ingress Trust  Mode for basic QoS mode.  

 

Available set t ings are explained as fol lows:  

Item Description 

QoS Mode Disable –Disable t he funct ion of  QoS mode.  

Basic – Enable t he funct ion of  QoS mode.  

Ingress Trust Mode Select  t he QoS operat ion mode.  

 CoS/ 802.1p –Traf f ic is mapped t o queues based on t he 

CoS f ield in t he VLAN t ag,  or based on t he per-port  

default  CoS value if  t here is no VLAN t ag on t he incoming 

packet .  

 DSCP – Al l  IP t raf f ic is mapped t o queues based on t he 

DSCP f ield in t he IP header.  If  t raf f ic is not  IP t raf f ic,  i t  is 

mapped t o t he lowest  priorit y queue.  

 CoS/802.1p-DSCP – Al l  IP t raf f ic is mapped t o queues 

based on t he DSCP f ield in t he IP header.  If  t raf f ic is not  

IP but  has VLAN t ag,  mapped t o queues based on t he CoS 

value in t he VLAN t ag.  

 IP Precedence - Al l  IP t raf f ic is mapped t o queues based 

on t he DSCP f ield in t he IP header.  If  t raf f ic is not  IP but  

has VLAN t ag,  mapped t o queues based on t he CoS value 

in t he VLAN tag.  
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Apply Apply t he set t ings t o t he swit ch.  

VVII--11--11--22  TTrruusstt  PPoorrttss  
This page al lows t he net work administ rat or t o enable t he t rust  mode of  basic QoS on each 

port .  Port  t hat  is t rust  disabled wil l  be sent  wit h lowest  priorit y queue.  The conf igurat ion 

result  for each port  wil l  be displayed on t he t able l ist ed on t he lower side of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Use t he drop down l ist  t o select  t he port  prof i le (GE1 t o GE8) 

or prof i les.  

Trust  Click Enable t o make t raf f ic fol low t he t rust  mode in general 

set t ing.  

 Enable - Traf f ic wil l  fol low t rust  mode in general set t ing.  

 Disable – No QoS service for t his port .  

Apply Apply t he set t ings t o t he swit ch.  
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VVII--11--22  PPoorrtt  SSeettttiinnggss  

This page al lows t he net work administ rat or t o conf igure port  set t ings for QoS.  The 

conf igurat ion result  for each port  wil l  be displayed on t he t able l ist ed on t he lower side of  t his 

web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Use t he drop down l ist  t o select  t he port  prof i le.  

Ingress Default CoS Specify t he default  CoS priorit y value for t hose ingress f rames 

wit hout  given t rust  QoS t ag (802.1q/ DSCP/ IP Precedence,  

depending on conf igurat ion).  

Engress Remarking 

Remark CoS  Disable – Disable CoS remarking funct ion for out going 

packet s.  

 Enable - Egress t raf f ic wil l  be marked wit h CoS value 

according t o t he Queue t o CoS mapping t able.  

Remark DSCP/ IP 

Precedence 

 Disable – Disable DSCP/ IP Precedence remarking funct ion 

for out going packet s.  

 DSCP – Egress t raf f ic wil l  be marked wit h DSCP value 

according t o t he Queue t o DSCP mapping t able.  

 IP Precedence - Egress t raf f ic wil l  be marked wit h IP 

Precedence value according t o t he Queue t o IP 

Precedence mapping t able.  

Apply Apply t he set t ings t o t he swit ch.  

Modify 
- Cl ick it  t o modify t he set t ings for t he select ed port  

prof i le.  
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VVII--11--33  QQuueeuuee  SSeettttiinnggss  

VigorSwit ch support s mult iple queues for each int erface.  The higher numbered queue 

represent s t he higher priorit y.  The fol lowing l ist s t he t ypes of  support ed priorit y queue:  

 St rict  Priorit y (SP) - Egress t raf f ic f rom t he higher priorit y queue wil l  be t ransmit t ed f irst ,  

lower priorit y queue shal l  wait  unt i l  al l  t raf f ic in SP queue is t ransmit t ed.  

 Weight ed Round Robin (WRR) - The number of  packet s sent  f rom t he queue is 

proport ional t o t he weight  of  t he queue.  

 

Available set t ings are explained as fol lows:  

Item Description 

Queue There are eight  queue ID numbers al lowed t o be conf igured.  

Schedule  Strict Priority – Cl ick it  t o set  queue t o st rict  priorit y 

t ype.  

 WRR – Cl ick it  t o set  queue t o Weight  round robin t ype.  

Weight  If  t he queue t ype is WRR, set  t he queue weight  for t he queue.  

% of WRR Bandwidth Display t he percent age of  t raf f ic which can be sent  by current  

queue compared t o t ot al  WRR queues.  

Apply Apply t he set t ings t o t he swit ch.  

Strict Priority Queue 

Number  

Display t he number of  queues using St rict  Priorit y met hod.  
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VVII--11--44  CCooSS  MMaappppiinngg    

This sect ion al lows user t o conf igure how ingress f rames wit h CoS/ 802.1p t ag map t o QoS 

queues,  and QoS queues t o CoS/ 802.1p on egress f rames.  

Act ual ef fect iveness is based on how QoS is conf igured in previous QoS sect ion.  This page 

provides set t ings for user t o conf igure mapping only.  

 

Available set t ings are explained as fol lows:  

Item Description 

CoS to Queue Mapping (for Ingress) – Settings for incoming packets.  

Class of Service Display t he class of  service value (0 t o 7).   

Queue Def ine t he queue ID (level 1 t o 8) for dif ferent  class of  service 

values.   

Queue to CoS Mapping (for Egress Remarking) – Settings for outgoing packets.  

Queue Display t he queue ID (level 1 t o 8) for dif ferent  class of  service 

values.  

Class of Service Def ine t he class of  service value (0 t o 7).  

Apply Apply t he set t ings t o t he swit ch.  
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VVII--11--55  DDSSCCPP  MMaappppiinngg  

This sect ion al lows user t o conf igure how ingress packet s wit h DSCP t ag map t o QoS queues,  

and QoS queues t o DSCP on egress packet s.  

Act ual ef fect iveness is based on how QoS is conf igured in previous QoS sect ion.  This page 

provides set t ings for user t o conf igure mapping only.  

 

Available set t ings are explained as fol lows:  

Item Description 

DSCP to Queue Mapping (for Ingress) – Settings for the incoming packets.  

DSCP Display t he DSCP value (0 t o 7).   

Queue Def ine t he queue ID (level 1 t o 8) for dif ferent  DSCP values.   

Queue to DSCP Mapping (for Egress Remarking) - Settings for outgoing packets.  

Queue Display t he queue ID (level 1 t o 8) for dif ferent  DSCP values.  

DSCP Def ine t he DSCP value (0 t o 7).  

Apply Apply t he set t ings t o t he swit ch.  
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VVII--11--66  IIPP  PPrreecceeddeennccee  MMaappppiinngg  

This sect ion al lows user t o conf igure how ingress packet s wit h IP Precedence t ag map t o QoS 

queues,  and QoS queues t o IP Precedence on egress packet s.  

Act ual ef fect iveness is based on how QoS is conf igured in previous QoS sect ion.  This page 

provides set t ings for user t o conf igure mapping only.  

 

Available set t ings are explained as fol lows:  

Item Description 

IP Precedence to Queue Mapping (for Ingress) - Settings for the incoming packets..  

IP Precedence Display t he IP Precedence value (0 t o 7).   

Queue Def ine t he queue ID (level 1 t o 8) for dif ferent  IP Precedence 

values.   

Queue to IP Precedence Mapping (for Egress Remarking) - Settings for outgoing packets.  

Queue Display t he queue ID (level 1 t o 8) for dif ferent  IP Precedence 

values.  

IP Precedence Def ine t he IP Precedence value (0 t o 7).  

Apply Apply t he set t ings t o t he swit ch.  
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VVII--22  BBaannddwwiiddtthh  

Use t he bandwidt h set t ing pages t o def ine values t hat  det ermine how much t raf f ic t he swit ch 

can receive and send on specif ic port  or queue.  

VVII--22--11  IInnggrreessss  RRaattee  LLiimmiitt  

This page al lows a user t o conf igure ingress port  rat e l imit .  The ingress rat e l imit  is t he 

number of  bit s per second t hat  can be received f rom t he ingress int erface.  Excess bandwidth 

above t his l imit  is discarded.  The conf igurat ion result  for each port  wil l  be displayed on t he 

t able l ist ed on t he lower side of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ingress Rate Limit 

Ports Use t he drop down l ist  t o select  t he port  prof i le (GE1 t o GE8) 

or prof i les.  

State  Disable – Disable ingress bandwidt h cont rol .  

 Enable - Enable ingress bandwidt h cont rol .  

Rate (Kbps) Ent er t he rat e value,<16-1000000>,unit :16 Kbps.  

Apply Apply t he set t ings t o t he swit ch.  

Modify 
- Cl ick it  t o modify t he set t ings for t he select ed port  

prof i le.  
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VVII--22--22  EEggrreessss  SShhaappiinngg  RRaattee  

This page al lows a user t o conf igure egress port  rat e l imit .  The egress rat e l imit  is t he number 

of  bit s per second t hat  can be received f rom t he egress int erface.  Excess bandwidt h above 

t his l imit  is discarded.  

 

Available set t ings are explained as fol lows:  

Item Description 

Egress Shapping Rate 

Ports Use t he drop down l ist  t o select  t he port  prof i le (GE1 t o GE8) 

or prof i les.  

State  Disable – Disable egress bandwidt h cont rol .  

 Enable - Enable egress bandwidt h cont rol .  

CIR (Kbps) Ent er t he rat e value,<16-1000000>,unit :16 Kbps.  

Apply Apply t he set t ings t o t he swit ch.  

Modify 
- Cl ick it  t o modify t he set t ings for t he select ed port  

prof i le.  
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VVII--22--33  EEggrreessss  SShhaappiinngg  PPeerr  QQuueeuuee  

This page al lows user t o conf igure t he maximum egress bandwidt h not  only by port  but  also by 

specif ic QoS queues.  The conf igurat ion result  for each port  wil l  be displayed on t he t able 

l ist ed on t he lower side of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Egress Shapping Per Queue 

Port Use t he drop down l ist  t o select  t he port  prof i le (GE1 t o GE8) 

or prof i les.  

Queue Use t he drop down l ist  t o select  queue number (1 t o 8) for t he 

select ed GE port .  

State  Disable – Disable egress bandwidt h cont rol .  

 Enable - Enable egress bandwidt h cont rol .  

CIR (Kbps) Ent er t he rat e value,<16-1000000>,unit :16 Kbps.  

Apply Apply t he set t ings t o t he swit ch.  
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VVIIII--11  TTRR--006699  

This page al lows a user t o conf igure TR-069 set t ings for connect ing t o VigorACS 2.  

 

Available set t ings are explained as fol lows:  

Item Description 

ACS Settings TR-069 - Cl ick Enable t o act ivat e t he set t ings on t his page.  

URL - The URL must  be ent ered according t o t he ACS (Aut o 

Conf igurat ion Server) you want  t o l ink.  

Wizard - Cl ick it  t o ent er t he IP address of  VigorACS server,  

port  number and t he handler.  

Username - The st ring of  username must  be ent ered according 

t o t he VigorACS (Aut o Conf igurat ion Server) you want  t o l ink.  

Password - The password must  be ent ered according t o t he 

VigorACS (Aut o Conf igurat ion Server) you want  t o l ink.  

Last Inform - Display t he t ime t hat  VigorACS server makes a 

response while receiving Inform message f rom CPE last  t ime.  

Test Inform - Cl ick Test With Inform t o send a message t o t est  

i f  such CPE is able t o communicat e wit h VigorACS server.  

CPE Settings CPE Client  - Choose HTTP or HTTPS for connect ing wit h 

VigorACS.  

URL - Display t he URL of  VigorSwit ch.  

Port  - Type t he username and password t hat  VigorACS can use 

t o access int o t his swit ch.  

Username - Ent er t he username t hat  VigorACS can use t o 

access int o t his swit ch.  

Password - Ent er t he password t hat  VigorACS can use t o access 

int o t his swt ich.  

TLS Version Settings TLS Minimum Protocol Version - Due t o securit y 

considerat ion,  t he buil t -in HTTPS VPN server of  t he rout er had 

upgraded t o TLS1.x protocol.  Select  one of  t he versions.  

Periodic Inform Settings Periodic Inform Settings - Cl ick Enable t o conf igure t he 
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int erval t ime.  

Interval Time - Set  t he int erval t ime for t he swit ch t o send 

not if icat ion t o CPE.  

STUN Settings STUN Settings - Cl ick Enable t o conf igure STUN set t ings.  

Server Address - Ent er t he IP address of  t he STUN server.  

Server Port  - Ent er t he port  number of  t he STUN server.  

Minimum Keep Alive Period - If  STUN is enabled,  t he swit ch 

must  send binding request  t o t he server for t he purpose of  

maint aining t he binding in t he Gat eway.  Please t ype a number 

as t he minimum period.  The default  set t ing is “ 60 seconds” .  

Maximum Keep Alive Period - If  STUN is enabled,  t he swit ch 

must  send binding request  t o t he server for t he purpose of  

maint aining t he binding in t he Gat eway.  Please t ype a number 

as t he maximum period.  A value of  “ -1”  indicat es t hat  no 

maximum period is specif ied.  

Health Check Vigor syst em wil l  check t he healt h st at us of  LAN port s 

including l ink up / down and/ or speed change.  

Port Link Up/ Down - Select  LAN port (s) t o do t he healt h check 

of  port  l ink.  

Link Speed Change - Select  LAN port (s) t o do t he healt h check 

of  speed change.  

Apply Apply t he set t ings t o t he swit ch.  

Clear Discard current  set t ings.  
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VVIIII--22  OOppeennVVPPNN  

Devices connect ing t o VigorSwit ch can t ransmit  data t o remot e end via OpenVPN t o ensure 

t he informat ion securit y.    

 

Available set t ings are explained as fol lows:  

Item Description 

Remote Management Enable - Cl ick it  t o enable OpenVPN t unnel bet ween 

VigorSwit ch wit h t he remot e end.   

Disable - Cl ick it  t o disable OpenVPN t unnel.  

Config File As a VPN client ,  please import  t he OpenVPN conf ig f i le coming 

f rom OpenVPN server.  

Apply Save and apply t he set t ings t o t he swit ch.  

Clear Discard current  set t ings.  

Status Display current  OpenVPN st at us (Disabled,  Connect ing or 

Success) and conf igurat ion f i le used.   
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VVIIII--33  WWeebbhhooookk  

Wit hout  get t ing any request ,  VigorSwit ch wil l  send t he dat a (if  available) t hat  a user 

concerned t o t he specif ied URL (provided by remot e cl ient ) aut omat ical ly.  

 

Available set t ings are explained as fol lows:  

Item Description 

Webhook Enable - Cl ick it  t o enable t he webhook service.  The dat a wil l  

be t ransmit t ed t o t he specif ied URL.   

Disable -Cl ick it  t o disable t he webhook service.  

URL Specify t he dest inat ion t o receive t he real-t ime dat a by 

ent ering t he URL.   

Please get  t he URL f rom the cl ient  who want s t o obtain t he 

newest  and available dat a aut omat ical ly f rom t he swit ch.  

Report Period Set  t he t ransmission int erval (unit  is minut e).  

Keep my settings while rest default  - Check t he box t o keep 

t he webhook conf igurat ion when reset t ing VigorSwit ch wit h 

default  set t ings.  

Apply Apply t he set t ings t o t he swit ch.  

Test Report Vigor syst em wil l  send a t est  report  t o t he remot e address.  
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VVIIII--44  LLLLDDPP    

LLDP is a one-way prot ocol;  t here are no request / response sequences.  Informat ion is 

advert ised by st at ions implement ing t he t ransmit  funct ion,  and is received and processed by 

st at ions implement ing t he receive funct ion.   

VVIIII--44--11  PPrrooppeerrttiieess  

This page al lows a user t o set  general set t ings for LLDP.  

 

Available set t ings are explained as fol lows:  

Item Description 

LLDP State   Enable – Enable LLDP protocol on t his swit ch.  

 Disable – Disable LLDP prot ocol on t his swit ch.  

LLDP PDU Disable Action It  is available when LLDP St at e is disabled.  Specify t he act ion 

for VigorSwit ch t o execute.  

 Filtering - Packet s wil l  be dropped.  

 Bridging - Packet s wil l  be t ransmit t ed t o t he device 

wit hin t he same VLAN.  

 Flooding - Packet s wil l  be t ransmit t ed t o al l  port s.   

Transmission Interval Select  t he int erval at  which f rames are t ransmit t ed.  The 

default  is 30 seconds,  and t he val id range is 5–32768seconds.  

Holdtime Multiplier Select  t he mult ipl ier on t he t ransmit  int erval t o assign t o TTL 

(range 2–10,  default  = 4).  

Reinitialization Delay Select  t he delay before a re-init ial izat ion (range 1–10 seconds,  

default  = 2).  

Transmit Delay Select  t he delay af t er an LLDP f rame is sent  (range 1–8192 

seconds,  default  = 3).  

Apply Apply t he set t ings t o t he swit ch.  
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VVIIII--44--22  LLLLDDPP  PPoorrtt  SSeettttiinngg  

This page al lows a user t o select  specif ied port  or al l  port s t o conf igure LLDP st at e.  

 

Available set t ings are explained as fol lows:  

Item Description 

Ports Use t he drop down l ist  t o select  t he port  (GE1 t o GE8) or port s 

for device check.  

State  Disable – Disable t he t ransmission of  LLDP PDUs.  

 TX&RX – Transmit  and receive LLDP PDUs bot h.  

 TX Only – Transmit  LLDP PDUs only.  

 RX Only - Receive LLDP PDUs only.  

Optional TLVs Wit hin dat a communicat ion prot ocols,  opt ional informat ion 

may be encoded as a t ype-lengt h-value or TLV element  inside 

a protocol.  TLV is also known as t ag-lengt h value.  

The t ype and lengt h are f ixed in size (t ypical ly 1-4 byt es),  

and t he value f ield is of  variable size.  

Select  t he LLDP opt ional TLVs t o be carried (mult iple select ion 

is al lowed).  

Available it ems include Syst em Name,  Port  Descript ion,  

Syst em Descript ion,  Syst em Capabil i t y,  802.3 MAC-PHY,  802.3 

Link Aggregat ion,  802.3 Maximum Frame Size,  Management  

Address and 802.1 PVID.  

VLAN Select  t he VLAN ID number t o be performed (mult iple 

select ions are al lowed).  

Apply Apply t he set t ings t o t he swit ch.  

Modify 
- Cl ick it  t o modify t he set t ings for t he select ed port  

prof i le.  
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VVIIII--44--33  LLLLDDPP  LLooccaall  DDeevviiccee  

This page displays informat ion for LLDP Local Device.  

 

Available set t ings are explained as fol lows:  

Item Description 

Device Summary Display a summary of  t he LLDP informat ion for t his swit ch.  

 Chassis ID Subtype - Display t he t ype of  chassis ID,  such 

as t he MAC address.  

 Chassis ID - Display Ident if ier of  chassis.  Where t he 

chassis ID subt ype is a MAC address,  t he MAC address of  

t he swit ch is displayed.  

 System Name - Display model name of  swit ch.  

 System Description - Display descript ion of  swit ch.  

 Capabilities Supported - Display t he primary funct ions of  

t he device,  such as Bridge,  WLAN AP,  or Rout er.  

 Capabilities Enabled - Primary enabled funct ions of  t he 

device.  

 Port ID Subtype - Display t he t ype of  t he port  ident if ier 

t hat  is shown.  

Port Details Display det ailed informat ion of  t he select ed GE port .  

 Detail - Cl ick t he but t on under it  t o review t he detailed 

informat ion cont ained in TLVs sent  out  f rom each int erface,  

cont aining MAC/ PHY,  802.3,  802.3 Link Aggregat ion,  802.1 

VLAN and Prot ocol for each LAN port  (GE1 t o GE8).  
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VVIIII--44--44  LLLLDDPP  RReemmoottee  DDeevviiccee  

This page al lows t he net work administ rat or t o view t he informat ion sent  f rom neighboring 

devices by LLDP prot ocol.  

 

Available set t ings are explained as fol lows:  

Item Description 

Local Port Display t he number of  t he local port  t o which t he neighbor is 

connect ed.  

Chassis ID Subtype Display t he t ype of  chassis ID (for example,  MAC address).  

Chassis ID Display t he ident if ier of  t he 802 LAN neighboring device’ s 

chassis.  

Port ID Subtype Display t he t ype of  port  ident if ier.  

Port ID Display t he number of  port  ident if ier.  

System Name Display t he name of  t he swit ch.  

Time to Live Display t he t ime int erval in seconds af t er which t he 

informat ion for remot e device wil l  be delet ed.  

Details Display det ailed informat ion cont ained in TLVs sent  out  f rom 

neighboring devices.  

Delete Click it  t o remove informat ion of  t he select ed port .  
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VVIIII--44--77  LLLLDDPP  OOvveerrllooaaddiinngg  

This page al lows user t o review current  size,  overall  size of  LLDP packet  and whet her it  is t o 

exceed maximum al lowed size of  single LLDP packet .  

 

Available set t ings are explained as fol lows:  

Item Description 

Port Display t he name of  t he port .  

Total(Bytes) Display t he t ot al  number of  byt es of  LLDP informat ion in each 

packet .  

Left to Send(Bytes) Display t he t ot al  number of  available byt es lef t  for addit ional 

LLDP informat ion in each packet .  

Status Display if  LLDP TLVs has overloaded t he PDU maximum size or 

not .  

Mandatory TLVs Display how many byt es used by mandat ory TLVs.  

802.3 TLVs Display how many byt es used by 802.3 TLVs.  

Optional TLVs Displays how many byt es used by opt ional TLVs.  

802.1 TLVs Displays how many byt es used by 802.1 TLVs.  
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VVIIII--55  SSNNMMPP  

Simple Net work Management  Prot ocol (SNMP) is an "Int ernet -st andard prot ocol for managing 

devices on IP net works".  Devices t hat  t ypical ly support  SNMP include rout ers,  swit ches,  

servers,  workst at ions,  print ers,  modem racks and more.  

SNMP is used most ly in net work management  syst ems t o monit or net work-at t ached devices 

for condit ions t hat  warrant  administ rat ive at t ent ion.  

SNMP is a component  of  t he Int ernet  Prot ocol Suit e as def ined by t he Int ernet  Engineering 

Task Force (IETF).  It  consist s of  a set  of  st andards for net work management ,  including an 

appl icat ion layer prot ocol,  a dat abase schema,  and a set  of  dat a obj ect s.  

An SNMP-managed net work consist s of  t hree key component s:  

 Managed device 

 Agent  - sof t ware which runs on managed devices 

 Net work management  st at ion (NMS) - sof t ware which runs on t he manager 

A managed device is a net work node t hat  implements an SNMP int erface t hat  al lows 

unidirect ional (read-only) or bidirect ional (read and writ e) access t o node-specif ic 

informat ion.  Managed devices exchange node-specif ic informat ion wit h t he NMSs.  Somet imes 

cal led net work element s,  t he managed devices can be any t ype of  device,  including,  but  not  

l imit ed t o,  rout ers,  access servers,  swit ches,  bridges,  hubs,  IP t elephones,  IP video cameras,  

comput er host s,  and print ers.  

An agent  is a net work-management  sof tware module t hat  resides on a managed device.  An 

agent  has local knowledge of  management  informat ion and t ranslat es t hat  informat ion t o or 

f rom an SNMP-specif ic form.  

 A net work management  st at ion (NMS) execut es appl icat ions t hat  monit or and cont rol  

managed devices.  NMSs provide t he bulk of  t he processing and memory resources required for 

net work management .  One or more NMSs may exist  on any managed net work.  
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VVIIII--55--11  VViieeww  

This page al lows t he net work administ rat or t o create MIB views (Management  informat ion 

base) and t hen include or exclude OID (Obj ect  Ident if ier) in a view.  

 

Available set t ings are explained as fol lows:  

Item Description 

View Name Ent er a name of  t he MIB view.  

OID Subtree Ent er an OID st ring t o be included or excluded f rom t he MIB 

view.   

Type Det ermine t o include or exclude t he select ed MIBs.   

Apply Apply t he set t ings t o t he swit ch.  
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VVIIII--55--22  GGrroouupp  

This page al lows t he net work administ rat or t o group SNMP users and assign dif ferent  

aut horizat ion and access privi leges.  

 

Available set t ings are explained as fol lows:  

Item Description 

Group Name Ent er a name for t he group.   

Version Specify SNMP version.  

Security Level Specify SNMP securit y level for t he group.  It  is available when 

SNMPv3 is select ed.  

No Security – No aut hent icat ion and no encrypt ion.  

Authentication – Requires aut hent icat ion but  no encrypt ion.  

Authentication and Privacy –Requires aut hent icat ion and 

encrypt ion.  

Read View Enabled – Users of  t his group have t he right  t o read t he 

select ed MIB view.  

Use t he drop down l ist  t o select  one of  t he views.  The default  

is “ al l ” ,  which means t he group user can read al l  MIB views.  

Write View Enabled – Users of  t his group have t he right  t o writ e t he 

select ed MIB view.   

Use t he drop down l ist  t o select  one of  t he views.  The default  

is “ al l ” ,  which means t he group user can writ e al l  MIB views.  

Notify View Enabled – Users of  t his group have t he right  t o send 

not if icat ion for t he selected MIB view.   

Use t he drop down l ist  t o select  one of  t he views.  The default  

is “ al l ” ,  which means t he group user have t he right  t o send 

not if icat ion for al l  MIB views.  

Add Click it  t o creat e a new group prof i le.  

Edit 
- Cl ick it  t o modify t he set t ings for t he select ed group.  

- cl ick it  t o remove t he select ed group.  
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VVIIII--55--33  CCoommmmuunniittyy  

This page al lows a user t o add/ remove mult iple communit ies of  SNMP. 

 

Available set t ings are explained as fol lows:  

Item Description 

Community Name Ent er a name as communit y name.  The maximum lengt h of  t he 

t ext  is l imit ed t o 23 charact ers.  

Type  Basic – View and access right  can be specif ied for such SNMP 

communit y prof i le.  

Advanced – Specify one of  t he SNMP groups for such SNMP 

communit y prof i le.  

View Simply specify one of  t he view prof i les (creat ed in 

SNMP>>View) f rom t he drop down l ist .   

Access Right Read Only – It  al lows unidirect ional access t o node-specif ic 

informat ion.  

Read & Write - It  al lows bidirect ional access t o node-specif ic 

informat ion.  

Group Specify t he SNMP group conf igured by user (SNMP>>Group) t o 

def ine t he obj ect  avai lable t o t he communit y.  

Add Click it  t o add a new communit y.  

Delete Click t he icon t o remove t he select d communit y st rings.  
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VVIIII--55--44  UUsseerr  

This page al lows a user t o conf igure SNMPv3 user prof i le.   

 

Available set t ings are explained as fol lows:  

Item Description 

User Name Ent er a name for creat ing new SNMP user.  

Group Choose one of  t he SNMP group f rom t he drop down l ist .  Then,  

t his user prof i le wil l  be grouped under t he select ed SNMP 

group.  

Security Level Display t he securit y level conf igured for t he select ed SNMP 

group.  

Authentication Method Method – You can change t he met hods (None,  MD5,  SHA) for 

t he select ed SNMPv3 group.  If  no met hod is available for you 

t o select ,  t hat  means t he select ed SNMPv3 group is set  wit h No 

Securit y.  

Password - Ent er a st ring as t he password for aut hent icat ion.  

Privacy Method – You can change t he met hods (None,  DES) for t he 

select ed SNMPv3 group.  If  no met hod is available for you t o 

select ,  t hat  means t he select ed SNMPv3 group is set  wit h No 

Securit y.  

Password - Ent er a st ring as t he password for aut hent icat ion.   

Add Click it  t o add a new user prof i le.  

Edit 
- cl ick it  t o modify t he set t ings for t he select ed prof i le.  

- cl ick it  t o remove t he select ed ent ry.  
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However,  i f  t here is no SNMPv3 group ready for use,  t he fol lowing pages wil l  appear inst ead.  

Refer t o VII-5-2 Group t o creat e a SNMPv3 group f irst .  

 

 

 

VigorSwit ch G1085 User ’ s Guide 123 



 

VVIIII--55--55  EEnnggiinnee  IIDD  

VVIIII--55--55--11  LLooccaall  EEnnggiinnee  IIDD  
This page al lows a user t o conf igure and display SNMP local engine ID.  

 

Available set t ings are explained as fol lows:  

Item Description 

Engine ID The user def ined engine ID is range 10 t o 64 hexadecimal 

charact ers,  and t he hexadecimal number must  be divided by 

“ 2” .  

User Defined - If  i t  is checked,  t he local engine ID wil l  be 

conf igured manual ly.  If  not ,  t he default  Engine ID which is 

made up of  MAC and Ent erprise ID wil l  be used inst ead.  

Apply Apply t he set t ings t o t he swit ch.  
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VVIIII--55--55--22  RReemmoottee  EEnnggiinnee  IIDD  
This page al lows a user t o conf igure and display SNMP remot e engine ID.    

 

Available set t ings are explained as fol lows:  

Item Description 

Address Type Specify t he address t ype for ent ering host name or IPv4/ IPv6 

address.   

Server Address Ent er t he IP address or t he host  name of  t he SNMP server.  

Engine ID Specify t he engine ID for remot e SNMP server.  

The engine ID is range10 t o 64 hexadecimal charact ers,  and 

t he hexadecimal number must  be divided by 2.  

Add Click it  t o creat e a new prof i le.  

Edit 
- cl ick it  t o modify t he set t ings for t he select ed server 

prof i le.  

- cl ick it  t o remove t he select ed ent ry.  
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VVIIII--55--66  TTrraapp  EEvveenntt  

This page al lows a user t o add or delet e SNMP t rap receiver IP address and communit y name.  

 

Available set t ings are explained as fol lows:  

Item Description 

Authentication Failure Enable – VigorSwt ich wil l  reboot  when encount ering 

aut hent icat ion failure (including communit y not  mat ch or user 

password not  mat ch).  

Link Up /  Down Enable – VigorSwt ich wil l  reboot  while encount ering port  l ink 

up or down t rap.  

Cold Start Enable – VigorSwt ich wil l  reboot  while encount ering user t rap.  

Warm Start Enable – VigorSwt ich wil l  reboot  while encount ering power 

down t rap.  

Apply Apply t he set t ings t o t he swit ch.  
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VVIIII--55--77  NNoottiiffiiccaattiioonn  

This page al lows a user t o conf igure a host  t o receive SNMPv1/ v2/ v3 not if icat ion.  

 

Available set t ings are explained as fol lows:  

Item Description 

Address Type Choose IPv4/ IPv6/ Host name t o specify IP address or t he 

host name of  t he SNMP t rap recipient s.  

Server Address Ent er t he IP address of  SNMP server based on t he address t ype 

select ed above.  

Version Specify SNMP not if icat ion version (SNMPv1/ v2/ v3).  

Type Specify Not if icat ion Type.  

Trap –Send SNMP t raps t o t he host .  

Inform - Send SNMP informs t o t he host .  If  i t  is used,  Timeout  

and Ret ry also shal l  be def ined.  

Community/user Use t he drop down l ist  t o choose one of  t he communit y 

prof i les.  

Security Level Specify SNMP securit y level for SNMP not if icat ion packet .  It  is 

available when SNMPv3 is select ed.  

No Security – No aut hent icat ion.  

Authentication – Aut hent icat ion wit hout  encrypt ion wil l  be 

performed for packet s.  

Authentication and Privacy – Aut hent icat ion wit h encrypt ion 

wil l  be performed for packet s.  

Server Port Specify t he UDP port  number for t he recipient ’ s server.   

Use Default  – If  i t  is checked,  t he default  number (162) wil l  be 

used aut omat ical l t y.  

Timeout Specify t he SNMP informs t imeout .  It  is available when Inform 

is select ed as Type.  

Use Default  - If  i t  is checked,  t he default  number (15) wil l  be 

used aut omat ical l t y.  
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Retry Specify t he SNMP informs ret ry count .  It  is available when 

Inform is select ed as Type.  

Use Default - If  i t  is checked,  t he default  number (3) wil l  be 

used aut omat ical l t y.  

Add Click it  t o creat e a new not if icat ion prof i le.  

Edit 
- Cl ick it  t o modify t he set t ings for t he select ed server 

prof i le.  

- Cl ick it  t o remove t he select ed ent ry.  
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VVIIII--66  AAcccceessss  MMaannaaggeerr  

This page al lows t he net work administ rat or t o cont rol  availabil i t y of  management  services 

such as HTTP,  HTTPS,  Telent  and SSH.  

 

Available set t ings are explained as fol lows:  

Item Description 

HTTP Service HTTP is t he acronym of  HyperText  Transfer Prot ocol.  

Enabled –Click it  t o enable HTTP service.   

HTTPS Service HTTPS is t he acronym of  Hypert ext  Transfer Prot ocol over 

Secure Socket  Layer.  

Enabled - Cl ick it  t o enable HTTPS service.  

Enforce HTTPS 

Management 

Enabled - Users wil l  be forced t o access int o t he web user 

int erface of  VigorSwit ch by HTTPS protocol.  

TLS Minimum Protocol 

Version 

TLS1.2 / TLS 1.3 - VigorSwit ch support s TLS1.2 and TLS 1.3 

prot ocols for web broswsing.  Select  one of  t he versions as a 

prot ocol for having higher connect ion securit y.   

Telnet Service Telnet  is t he TCP/ IP st andard prot ocol for remot e t erminal 

service.  TELNET al lows a user at  one sit e t o int eract  wit h a 

remot e t imesharing syst em at  anot her sit e as if  t he user’ s 

keyboard and display connect ed direct ly t o t he remot e 

machine.  

Disabled – Cl ick it  for not  accessing t elnet  service.  

Enabled – Cl ick it  t o access t elnet  service.  

SSH Service Enabled – Enable SSH service.  

Apply Apply t he set t ings t o t he swit ch.  
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VVIIII--77  TTiimmee  aanndd  DDaattee  

VVIIII--77--11  SSyysstteemm  TTiimmee  ZZoonnee  

This page al lows a user t o specify where t he t ime of  VigorSwit ch should be inquired f rom.  

 

Available set t ings are explained as fol lows:  

Item Description 

System Time Zone Setting 

Auto Detect Time Zone Select  Enable t o make Vigor rout er det ect  t he t ime zone t hat  

VigorSwit ch is locat ed automat ical ly.  

Daylight Saving Time Select  t he mode of  dayl ight  saving t ime.  

Disable –Disable dayl ight  saving t ime.  

Recurring - Using recurring mode of  dayl ight  saving t ime.  

Non-Recurring – Using non-recurring mode of  dayl ight  saving 

t ime.  

USA –Using dayl ight  saving t ime in t he Unit ed St at es t hat  st art s 

on t he second Sunday of  March and ends on t he f irst  Sunday of  

November.  

European - Using dayl ight  saving t ime in t he Europe t hat  st art s 

on t he last  Sunday.  

Daylight Saving Time 

Offset 

It  is available when Recurring is select ed as Dayl ight  Saving 

Time.  

Specify t he adj ust  of fset  of  dayl ight  saving t ime.  

Recurring From /  To It  is available when Recurring is select ed as Dayl ight  Saving 

Time.  

From - Specify t he st art ing t ime of  recurring dayl ight  saving 

t ime.   

To - Specify t he ending t ime of  recurring dayl ight  saving t ime.   

Non-recurring From /  To It  is available when Non-Recurring is select ed as Dayl ight  
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Saving Time.  

From - Specify t he st art ing t ime of  non-recurring dayl ight  

saving t ime.  

To - Specify t he ending t ime of  recurring dayl ight  saving t ime.  

Apply Apply t he set t ings t o t he swit ch.  

System Time Zone 

Informations 

Display t he st at us of  syst em t ime zone.  

 

VVIIII--77--22  TTiimmee  

This page al lows a user t o specify t ime and act ivat e SNTP server manual ly.  

 

Available set t ings are explained as fol lows:  

Item Description 

Manual Time Specify st at ic t ime (year,  mont h,  day,  hours,  miniut es and 

seconds) manual ly.  

Enable SNTP Enable – Cl ick it  t o enable SNTP t ime server.  

Disable – Cl ick t o disable t he t ime server.  

SNTP/NTP Server 

Address 

Ent er t he web sit e of  t he t ime server or t he IP address of  t he 

server.  

Server Port Ent er t he port  number use by t he t ime server.  

Apply Apply t he set t ings t o t he swit ch.  
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VVIIII--88  BBaacckkuupp  MMaannaaggeerr  

Backup Manager al lows a user t o backup t he f irmware image or conf igurat ion f i le on t he 

swit ch t o remot e TFTP server or host  f i le syst em t hrough HTTP prot ocol.  

 

Available set t ings are explained as fol lows:  

Item Description 

Backup Method Select  Backup met hod.  

TFTP - Using TFTP t o backup f irmware.  

HTTP - Using WEB browser t o ubackup f irmware.   

Server IP It  is available when TFTP is select ed as Backup Met hod.  

Ent er t he IPv4/ IPv6 address for t he TFTP server.  

Backup Type Configuration – Make a backup copy for t he conf igurat ions for 

VigorSwit ch.  

Apply Apply t he set t ings t o t he swit ch.  
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VVIIII--99  UUppggrraaddee  MMaannaaggeerr  

Backup Manager al lows a user t o upgrade t he f irmware image or conf igurat ion f i le on t he 

swit ch t o remot e TFTP server or host  f i le syst em t hrough HTTP prot ocol.  

 

Available set t ings are explained as fol lows:  

Item Description 

Upgrade Method Select  Upgrade met hod:  

TFTP - Using TFTP t o upgrade f irmware.  

HTTP - Using WEB browser t o upgrade f irmware.  

Server IP It  is available when TFTP is select ed as Upgrade Method.  

Ent er t he IPv4/ IPv6 address for t he TFTP server.  

File Name It  is available when TFTP is select ed as Upgrade Method.  

Ent er t he f irmware image or conf igurat ion f i le name on t he 

TFTP server.   

File/ Path It  is available when HTTP is select ed as Upgrade Method.  

Choose t he f irmware f i le located in your comput er.  

Upgrade Type Image – Cl ick it  t o upgrade t he f irmware image.  

Configuration – Cl ick it o t o upgrade t he conf igurat ions for 

VigorSwit ch.  

Apply Apply t he set t ings t o t he swit ch.  
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VVIIII--1100  AAccccoouunntt  MMaannaaggeerr  

This page al lows a user t o add or delet e local user on swit ch database for aut hent icat ion.  The 

conf igurat ion result  for each port  wil l  be displayed on t he t able l ist ed on t he lower side of  t his 

web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Username Ent er a username for new account .  

If  you want  t o modify an exist ed user account ,  simply ent er 

t he same st ring in t his f ield.  Then,  modify t he password and 

choose privi lege level.  Af t er cl icking Apply,  t he exist ed user 

name wil l  be modif ied wit h dif ferent  values.  

Password Ent er a password for new account .  

Password Strength Display t he st rengt h (weak,  medium,  or st rong) of  t he 

password ent ered above.  

Retype Password Ret ype password t o make sure t he password is exact ly you 

t yped before in “ Password”  f ield.  

Privilege Level Use t he drop down l ist  t o select  privi lege level (Admin/ User) 

for new account .  

Admin - Al low t o change swit ch set t ings.  

User - See swit ch set t ings only.  Not  al low t o change it .  

Apply Apply t he set t ings t o t he swit ch.  

Delete Remove t he select ed account .  

Edit 
- Cl ick it  t o modify t he set t ings for t he select ed user 

prof i le.  

- Cl ick it  t o remove t he select ed ent ry.  
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VVIIII--1111  FFaaccttoorryy  DDeeffaauulltt  

Click Apply t o ret urn t o fact ory default  set t ings for VigorSwit ch.  

 

If  Keep my current IPv4 address settings is checked,  af t er cl icking Apply,  t he original 

conf igurat ion for IP address wil l  be kept .  
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VVIIII--1122  RReebboooott  SSwwiittcchh  

Click Apply t o reboot  VigorSwit ch wit h current  set t ings.  
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PPaarrtt  VVIIIIII  DDiiaaggnnoossttiiccss  
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VVIIIIII--11  DDeevviiccee  CChheecckk  

This page is used t o conf igure set t ings for checking t he connect ed devices.  

The conf igurat ion result  for each port  wil l  be displayed on t he t able l ist ed on t he lower side 

of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Port Use t he drop down l ist  t o select  t he port  (GE1 t o GE8) or port s 

for execut ing t he device check.  

Enable  Disable – Disable t he select ed GE port .   

Enable – Enabled t he select ed GE port .  

Ping IP Address Ent er t he IP address of  t he device for check.  

Interval Time (sec. ) The ping check wil l  be performed every 10,  30,  60 or 120 

seconds for t he select ed port .  

Retry Time The syst em wil l  perform t he ping check t he select ed port  for 

1,  3 or 5 t imes.  

Mail Alert Enable - Cl ick it  t o enable t he mail  alert  funct ion.  

Disable - Cl ick it  t o disable t he mail  alert  funcit on.  

Apply Save t he set t ings or changes t o t he swit ch.  
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VVIIIIII--22  CCaabbllee  DDiiaaggnnoossttiiccss  

Af t er f inished copper t est ,  t he result s wil l  be shown on t he lower side of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Port Use t he drop down l ist  t o select  t he port  (GE1 t o GE8) or port s 

for performing cable diagnost ics.  

Start Perform t he copper t est  act ion.  
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VVIIIIII--33  PPiinngg  TTeesstt  

Af t er f inished t he ping t est ,  t he result s wil l  be shown on t he lower side of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Protocol Choose IPv4/ IPv6 t o specify IP address for sending ping t o 

check if  net work pat h is ok.   

Host Ent er t he IP address of  SNMP server based on t he prot ocol 

select ed above.  

Count It  means how many t imes t o send ping request  packet .  

Ent er a number bet ween 1 and 5 as t he count  and t he default  

conf igurat ion is 4.  

Interval(sec) Def ine t he int erval t o perform ping act ion.  For example,  “ 1”  

means t he ping act ion wil l  be performed per second.  

Start Perform ping act ion.  

Stop Terminat e ping act ion.  
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VVIIIIII--44  SSyyssLLoogg  

VVIIIIII--44--11  SSyyssLLoogg  EExxpplloorreerr  

Af t er cl icking View,  t he result s wil l  be shown on t he lower side of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Source Volatile Memory – Explore t he logs contained in volat i le 

memory (also known as RAM).  

Non-Volatile Memory - Explore t he logs contained in 

non-volat i le memory (also known as Flash).  

Severity Select  severit y (emerg,  alert ,  crit ,  error,  warning,  not ice,  info 

and debug) of  log messages which you wish t o f i l t er out  for 

review.   

Category Select  t he cat egories (relat ed feat ures) of  logs you wish t o 

review.  

Cat egory cont ains AAA,  ACL,  AUTHMGR, CABLE_DIAG,  DAI,  

DHCP_SNOOPING, GVRP,  IGMP_SNOOPING, IPSG, L2,  LLDP,  

Mac-based VLAN,  Mirror,  MLD_SNOOPING, Plat form,  PM,  Port ,  

PORT_SECURITY,  QoS,  Rate,  SNMP, STP,  Securit y suit e,  

Syst em,  Surveil lance VLAN,  Trunk,  UDLD and VLAN.  

View Click it  t o display logs based on t he set t ings conf igured above.  

Refresh Click it  t o ref resh t he log.  

Clear All Clear it  t o remove al l  logs displayed in t his page.  
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VVIIIIII--44--22  SSyyssLLoogg  SSeettttiinnggss  

VVIIIIII--44--22--11  SSyyssLLoogg  SSeerrvviiccee  
This page al lows user t o enable syst em logging int o local syslog and specif ic remot e syslog 

server for st orage.  

 

Available set t ings are explained as fol lows:  

Item Description 

SysLog Service Enable – Click it  t o act ivate funct ion of  syslog.  

Disable – Cl ick it  t o inact ivat e t he funct ion.  

Apply Apply t he set t ings t o t he swit ch.  
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VVIIIIII--44--22--22  LLooccaall  SSyyssLLoogg  
This page al lows user t o enable logging int o volat i le memory or non-volat i le memory.   

 

Available set t ings are explained as fol lows:  

Item Description 

Source Volatile Memory – Select  t he volat i le memory for saving local 

log.  Volat i le memory does not  hold t he log af t er reboot  or 

power of f .  

Non-Volatile Memory - Select  t he non-volat i le memory for 

saving.  

If  you want  t o modify Volatile Memory /  Non-Volatile 

Memory,  select  Volatile Memory /  Non-Volatile Memory in 

t his f ield.  Then,  use t he drop down l ist  of  severit y t o specify 

t ype of  log message.  Af t er cl icking Apply,  t he Volatile 

Memory /  Non-Volatile Memory wil l  be modif ied wit h new 

conf igured severit y level.  

Severity Select  severit y (emerg,  alert ,  crit ,  error,  warning,  not ice,  info 

and debug) of  log messages which wil l  be st ored.  

Apply Apply t he set t ings t o t he swit ch.  

Delete Remove al l  logs displayed in t his page.  
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VVIIIIII--44--22--33  RReemmoottee  SSyyssLLoogg  
This page al lows user t o enable syst em logging int o specif ic remot e syslog server for st orage.  

Af t er cl icking Apply,  t he result s wil l  be shown on t he lower side of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

Server Address Ent er t he IP address of  Syslog server.  

Server Port Specify t he port  t hat  syslog should be sent  t o.  

Severity Select  severit y (emerg,  alert ,  crit ,  error,  warning,  not ice,  info 

and debug) of  log messages which wil l  be st ored.  

Facility One device support s mult iple facil i t ies (represent ed wit h 

facil i t y ID,  local0 t o local7) of  remot e Syslog server.  For each 

facil i t y ID cont ains dif ferent  syslog server conf igurat ion,  

please choose a facil i t y ID for such Syslog server.  

Apply Apply t he set t ings t o t he swit ch.  

Delete Remove specif ic remot e syslog ent ry.  
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VVIIIIII--44--22--44  SSyyssLLoogg  MMaaiill    
This page al lows user t o enable syst em logging int o specif ic remot e syslog server for st orage.  

Af t er cl icking Apply,  t he result s wil l  be shown on t he lower side of  t his web page.  

 

Available set t ings are explained as fol lows:  

Item Description 

State Enable - Enable t he funct ion of  Syslog Mail .  

Disable - Disable t he funct ion of  Syslog Mail .  

Category Vigor syt em wil l  send t he e-mail  relat ed t o t he select ed 

feat ure(s) t o t he recipient .  

 

SMTP Server Ent er IP address or URL of  t he SMTP server.  

SMTP Port Ent er t he port  number for t he SMTP server.  

Authentication Enable - Cl ick it  t o enable aut hent icat ion mechanism.  

 Username - Ent er a user name for authent icat ion.  

 Password - Ent er a password for aut hent icat ion.  

Encryption Af t er enabl ing Aut hent icat ion,  choose one of  t he encrypt ion 

servers for dat a encrypt ion.  

StartTLS - The mail  wil l  be encrypt ed wit h St art TLS.  
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SSL/TLS - The mail  wil l  be encrypt ed wit h SSL/ TLS. 

Disable - The mail  sent  out  wil l  not  be encrypt ed.  

Sender Ent er t he email  address which wil l  send t he syslog mail  out .  

Email Address Ent er t he email  address which wil l  receive t he syslog mail .  

Apply Apply t he set t ings t o t he swit ch.  

Send test mail Af t er cl icking t his but t on,  VigorSwit ch syst em wil l  send a t est  

mail  t o t he recipient .   

 

 

 

 



 

PPaarrtt  IIXX  MMaaiill  AAlleerrtt  
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IIXX--11  AAlleerrtt  SSeettttiinngg  

This page al lows a user t o conf igure set t ings for VigorSwit ch t o send alert  mail  when 

encount ering cert ain sit aut ion.   

 

Available set t ings are explained as fol lows:  

Item Description 

State Enable - Cl ick it  t o enable t he mail  alert  funct ion.  

Disable - Cl ick it  t o disable t he mail  alert  funcit on.  

SMTP Server Ent er IP address or URL of  t he SMTP server.  

SMTP Port Ent er t he port  number for t he SMTP server.  

Authentication Enable - Cl ick it  t o enable aut hent icat ion mechanism.  

 User Name - Ent er a user name for authent icat ion.  

 Password - Ent er a password for aut hent icat ion.  

Encryption Af t er enabl ing Aut hent icat ion,  choose one of  t he encrypt ion 

servers for dat a encrypt ion.  

StartTLS - The mail  wil l  be encrypt ed wit h St art TLS.  

SSL/TLS - The mail  wil l  be encrypt ed wit h SSL/ TLS. 

Disable - The mail  sent  out  wil l  not  be encrypt ed.  

Sender Ent er t he email  address which wil l  send t he alert  mail  out .  

Receiver Ent er t he email  address which wil l  receive t he alert  mail .  

Min.  Transmit Interval  Set  a t ime int erval for VigorSwit ch syst em t o send an alert  out  

f rom t he specif ied sender.  

Alert Type Specify t he condit ion(s) for VigorSwit ch syst em to send an 

alert  out .  

 Port  Link St at us   

 Port  Link Speed   

 Syst em Restart ed   

 IP Conf l ict  
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 Device Check 

 ONVIF Throughput  Threshold 

Apply Apply t he set t ings t o t he swit ch.  

Send test mail Af t er cl icking t his but t on,  VigorSwit ch syst em wil l  send a t est  

mail  t o t he recipient .   
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This page is lef t  blank.  
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PPaarrtt  XX  TTeellnneett  CCoommmmaannddss  
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XX--11  AAcccceessssiinngg  TTeellnneett  ooff  VViiggoorrSSwwiittcchh  

This chapt er also gives you a general descript ion for accessing t elnet  and describes t he 

f irmware versions for t he rout ers explained in t his manual.  

 
 

Info 

 

For Windows 7 user,  please make sure t he Windows Feat ures of  Telnet  

Cl ient  has been t urned on under Control Panel>>Programs.  

Type cmd and press Ent er.  The Telnet  t erminal wil l  be open lat er.  

 

In t he fol lowing window,  t ype Telnet 192.168.1.224 as below and press Ent er.  Not e t hat  t he 

IP address in t he example is t he default  address of  t he rout er.  If  you have changed t he default ,  

ent er t he current  IP address of  t he router.  

 

Next ,  ent er admin/ admin for Account / Password.   
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For users using previous Windows syst em (e.g. ,  XP),  simply cl ick Start >> Run and t ype Telnet 

192.168.1.224 in t he Open box.  

Next ,  ent er admin/ admin for Account / Password.  
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XX--22  AAvvaaiillaabbllee  CCoommmmaannddss  

Ent er ? t o get  a l ist  of  available commands.   

 

The availabe commands cont ain – clear,  clock,  conf igure,  copy,  delet e,  disable,  end,  exit ,  

hardware-monit or,  ping,  reboot ,  rest ore-default s,  save,  show,  ssl,  t erminal,  and t raceroute.  

Each command wil l  be explained as fol lows.  

Note:  You can also ent er ? t o check if  t here are subcommands under current  command.  

XX--22--11  CClleeaarr  CCoonnffiigguurraattiioonn  

This command al lows reset t ing t he funct ions of  ARP, int erface,  IP,  IPv6,  LACP,  Line,  LLDP,  

Logging,  MAC,  and Spanning Tree.  

TTeellnneett   CCoommmmaanndd::   cclleeaarr   aarrpp  

Use t his command t o clear ent ries in t he ARP cache.  

SSyynnttaaxx  IItt eemmss    

clear arp  

DDeessccrr iipptt iioonn  

Syntax Items Description 

clear  arp <A.B.C.D> - Ent er t he IP address of  t he device (e.g. ,  

192.168.1.224).  

Related Syntax: 

 # clear arp 

 # clear arp <A.B.C.D> 
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EExxaammppllee    

G1085# clear arp 192.168.1.224 

G1085# 

 

 

TTeellnneett   CCoommmmaanndd::   cclleeaarr   iinntteerrffaacceess  

Use t his command t o clear st at ist ics count ers for al l  int erfaces or a specif ic int erface (LAN or 

LAG).  

SSyynnttaaxx  IItt eemmss    

clear interfaces GigabitEthernet  

clear interfaces LAG  

DDeessccrr iipptt iioonn  

Syntax Items Description 

clear  int er f aces 

Gigabi t Et hernet  

Specify a LAN int erface for clearing st at ist ics count ers on t hat  port .  

<1-8> - Ent er t he number (1 t o 8) of  LAN port .   

Related Syntax: 

 # clear int erfaces gigabit Et hernet  <1-8> count ers 

clear  int er f aces LAG Specify a LAG int erface for clearing st at ist ics count ers on t hat  port .  

<1-8> - Ent er t he number (1 t o 8) of  LAG int erface (IEEE 802.3 Link 

Aggregat ion Int erface).  

Related Syntax: 

 # clear int erfaces LAG <1-8> count ers 

EExxaammppllee    

G1085# clear interfaces gigabitethernet 3 counters 

G1085# clear interfaces 

G1085# clear interfaces lag 2 counters 

G1085# 

 

TTeellnneett   CCoommmmaanndd::   cclleeaarr   iipp  

Use t his command t o clear IGMP snooping groups (dynamic or st at ic) informat ion for al l  

int erfaces or a specif ic int erface (LAN or LAG) wit h IP address.  

SSyynnttaaxx  IItt eemmss    

clear ip igmp 

DDeessccrr iipptt iioonn  

Syntax Items Description 

clear  ip igmp  snooping groups dynamic - Clear dynamic snooping groups of  IGMP 

server.  

snooping groups st at ic - Clear st at ic snooping groups of  IGMP server.  

snooping st at ist ics - Clear snooping st at ist ics for IGMP server.  

Related Syntax: 
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 # clear ip igmp snooping groups dynamic 

 # clear ip igmp snooping groups st at ic 

 # clear ip igmp snooping st at ist ics 

EExxaammppllee    

G1085# clear ip igmp snooping groups dynamic 

G1085#  

 

TTeellnneett   CCoommmmaanndd::   cclleeaarr   iippvv66  

Use t his command t o clear MLD snooping conf igurat ion for dynamic /  st at ic group(s) wit h IPv6 

address.  

SSyynnttaaxx  IItt eemmss    

clear ipv6 mld  

DDeessccrr iipptt iioonn  

Syntax Items Description 

clear  ipv6 mld  snooping groups dynamic - Clear dynamic snooping groups of  MLD.  

snooping groups st at ic - Clear st at ic snooping groups of  MLD.  

Related Syntax: 

 # clear ipv6 mld snooping groups dynamic 

 # clear ipv6 mld snooping groups st at ic 

 # clear ipv6 mld snooping st at ist ics 

EExxaammppllee    

G1085# clear ipv6 

G1085# clear ipv6 mld snooping groups dynamic 

G1085# clear ipv6 mld snooping groups dynamic? 

  <cr> 

G1085# clear ipv6 mld snooping groups static 

 

TTeellnneett   CCoommmmaanndd::   cclleeaarr   llaaccpp  

Use t his command t o clear LACP conf igurat ion for specif ied LAG int erface or al l  LAG 

int efaces.  

SSyynnttaaxx  IItt eemmss    

clear lacp <1-8> counters 

clear lacp counters 

DDeessccrr iipptt iioonn  

Syntax Items Description 

clear  lacp <1-8>  <1-8> - Ent er t he number (1 t o 8) of  LAG int erface (IEEE 802.3 Link 

Aggregat ion Int erface).   

Related Syntax: 

 # clear lacp <1-8> count ers 
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clear  lacp count ers Clear LACP conf igurat ion for al l  LAG int erfaces.  

Related Syntax: 

 # clear lacp count ers 

EExxaammppllee    

G1085# clear lacp 1 counters 

No interfaces configured in the channel group 

G1085# 

TTeellnneett   CCoommmmaanndd::   cclleeaarr   lliinnee  

Use t his command t o clear l ine set t ings including SSH (Secure Shel l) conf igurat ion and t elnet  

daemon conf igurat ion.  

SSyynnttaaxx  IItt eemmss    

clear line ssh 

clear line telnet  

DDeessccrr iipptt iioonn  

Syntax Items Description 

clear  l ine ssh Clear SSH conf igurat ion for l ine connect ion.  

Related Syntax: 

 # clear l ine ssh 

slear  l ine t elnet  Clear SSH Telnet  conf igurat ion for l ine connect ion.  

Related Syntax: 

 # clear l ine t elnet  

EExxaammppllee    

G1085# clear line ssh 

G1085# clear line telnet 

TTeellnneett   CCoommmmaanndd::   cclleeaarr   llllddpp  

Use t his command t o clear LLDP stat ist ics or reset  LLDP informat ion.   

SSyynnttaaxx  IItt eemmss    

clear lldp global  

clear lldp interfaces 

DDeessccrr iipptt iioonn  

Syntax Items Description 

clear  l ldp global  Clear al l  of  t he st at ist ics relat ed t o LLDP.   

Related Syntax: 

 # clear l ldp global st at ist ics 

clear  l ldp int er f aces Specify a LAN /  LAG int erface for clearing LLDP informat ion.  

VigorSwit ch G1085 User ’ s Guide 159 



 

<1-8> - Ent er t he number (1 t o 8) of  LAN port .    

<1-8> - Ent er t he number (1 t o 8) of  LAG int erface (IEEE 802.3 Link 

Aggregat ion Int erface).  

Related Syntax: 

 # clear l ldp int erfaces Gigabit Et hernet  <1-8> st at ist ics 

 # clear l ldp int erfaces LAG <1-8> st at ist ics 

EExxaammppllee    

G1085# clear lldp global statistics 

G1085# 

G1085# clear lldp interfaces LAG 1 statistics 

G1085# clear lldp interfaces gigabitethernet 1 statistics 

G1085# 

TTeellnneett   CCoommmmaanndd::   cclleeaarr   llooggggiinngg  

Use t his command t o clear log messages f rom t he int ernal logging buf fer and f lash.  

SSyynnttaaxx  IItt eemmss    

clear logging buffered 

clear logging file 

DDeessccrr iipptt iioonn  

Syntax Items Description 

clear  logging buf f ered Clear t he log st ored in RAM. 

Related Syntax: 

 # clear logging buf fered 

clear  logging f i le Clear t he log st ored in f lash.  

Related Syntax: 

 # clear logging f i le 

EExxaammppllee    

G1085# clear logging buffered 

G1085# clear logging file 

G1085# 

TTeellnneett   CCoommmmaanndd::   cclleeaarr   mmaacc  

Use t his command t o clear MAC conf igurat ion relat ed t o VLAN,  LAG,  and LAN port .   

SSyynnttaaxx  IItt eemmss    

clear mac address-table 

DDeessccrr iipptt iioonn  

Syntax Items Description 

clear  mac address-t able <1-8> - Ent er t he number (1 t o 50) of  LAN port .   

<1-8>- Ent er t he number (1 t o 8) of  LAG int erface (IEEE 802.3 Link 

Aggregat ion Int erface).  
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<1-4094> - Specify a VLAN ID by ent ering it s number.  

Related Syntax: 

 # clear mac adderss-t able dynamic int erfaces Gigabit Et hernet  

<1-8> 

 # clear mac adderss-t able dynamic int erfaces LAG <1-8> 

 # clear mac adderss-t able dynamic vlan <1-4094> 

EExxaammppllee    

G1085# clear mac address-table dynamic vlan 2038 

G1085# clear mac address-table dynamic interfaces gigabitethernet 3 

G1085# 

TTeellnneett   CCoommmmaanndd::   cclleeaarr   ssppaannnniinngg--tt rreeee  

Use t his command t o clear running system informat ion.  

SSyynnttaaxx  IItt eemmss    

clear spanning-tree 

DDeessccrr iipptt iioonn  

Syntax Items Description 

clear  spanning-t ree 

int er f aces 

Specify a LAN int erface for clearing it s running informat ion.   

<1-8>- Ent er t he number (1 t o 8) of  LAN port .    

<1-8>- Ent er t he number (1 t o 8) of  LAG int erface (IEEE 802.3 Link 

Aggregat ion Int erface).  

Related Syntax: 

 # clear spanning-t ree int erfaces Gigabit Et hernet  <1-8> 

st at ist ics 

 # clear spanning-t ree int erfaces LAG <1-8> st at ist ics 

EExxaammppllee    

G1085# clear spanning-tree interfaces GigabitEthernet 

  <1-8>  GigabitEthernet device number 

G1085# clear spanning-tree interfaces gigabitethernet 3 statistics 

G1085# clear spanning-tree interfaces LAG 1 statistics 

G1085# 
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XX--22--22  CClloocckk  CCoonnffiigguurraattiioonn  

This command al lows managing t he syst em clock.  

TTeellnneett   CCoommmmaanndd::   cclloocckk  sseett   

Use t his command t o conf igure t he syst em clock manual ly.  

SSyynnttaaxx  IItt eemmss    

clock set   

DDeessccrr iipptt iioonn  

Syntax Items Description 

clock set  Set  current  by ent ering hours,  minut es,  seconds,  mont h,  dat e and 

year wit h t he format  l ist ed below:  

<HH:MM:SS> - Hour,  minut e,  second (e.g. ,  08:10:30).  

<Jan> - January.  

<feb> - February 

<mar> - March 

<apr> - Apri l  

<may> - May 

<j un> - June 

<j ul> - July 

<aug> - August  

<sep> - Sept ember 

<oct > - Oct ober 

<nov> - November 

<dec> - December 

<1-31> - Dat e 1 t o 31.  

<2000-2035> - Year of  2000 t o 2035.  

Related Syntax: 

 # clock set  HH:MM:SS 

j an/ feb/ mar/ apr/ may/ j un/ j ul / aug/ sep/ oct / nov/ dec <1-31>  

<2000-2035> 

EExxaammppllee    

G1085# clock set 12:10:30 jan 1 2019 

2019-01-01 12:10:30 UTC+8  
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XX--22--33  CCoonnffiigguurree  CCoonnffiigguurraattiioonn  

This command al lows conf iguring t he set t ings relat ed t o VigorSwit ch.  

Available sub-commands under Conf igure include:  

clock,  cust om, dos,  do,  dray_survei l lence,  enable,  end,  er rdisable,  exi t ,  host name,  int er f ace,  

ip,  ipv6,  j umbo-f rame,  lacp,  lag,  l ine,  l l dp,  logging,  logmai l ,  loop-prot ect ion,  mac,  mai laler t ,  

management -vlan,  mir ror ,  no,  openvpn,  poe,  qos,  schedule,  snmp,  snt p,  spanning-t ree,  

st ar t -up,  st orm-cont rol ,  survei l lance-vlan,  syst em, t r069,  username,  vlan,  voice-vlan,  

webhook 

Before conf igurat ion,  you have t o ent er “ configure”  t o access int o next  phase.  

To ret urn t o previous phase,  ent er “ exit ”  

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# exit 

G1085# 

TTeellnneett   CCoommmmaanndd::   cclloocckk  

Use t his command t o conf igure t ime zone,  summer-t ime and ext ernal t ime source for t he 

syst em clock.  

SSyynnttaaxx  IItt eemmss    

clock auto timezone 

clock source local 

clock source sntp 

clock summer-time  

clock timezone 

DDeessccrr iipptt iioonn  

Syntax Items Description 

clock aut o t imezone VigorSwit ch set s t he t ime zone aut omat ical ly.  

clock source local  Conf igure an ext ernal t ime source for t he syst em clock.  

“ local”  means t o use st at ic t ime.  It  is t he default  set t ing.  

Related Syntax: 

 <conf ig># clock source local 

clock source snt p Conf igure an ext ernal t ime source for t he syst em clock.  “ snt p”  means 

t o use SNTP t ime.  

Related Syntax: 

 <conf ig># clock source snt p 

clock summer-t ime  Conf igure t he syst em t o aut omat ical ly swit ch t o summer t ime (dayl ight  

saving t ime).  

ACRONYM – Specify t he acronym name of  t ime zone.  The acronym of  

t he t ime zone wil l  be displayed when summer t ime is in ef fect .  If  

unspecif ied,  t he t ime zone acronym wil l  be used in default .  (1-4 chars) 

<j an/ feb/ mar/ apr/ may/ j un/ j ul / aug/ sep/ oct / nov/ dec> - Indicat e 

January,  February,  March,  Apri l ,  May,  June,  July,  August ,  Sept ember,  

Oct ober,  November,  December.   

<1-31> means dat e 1 t o 31.  
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<2000-2037> - means year of  2000 t o 2035.  

<HH:MM> - means hours and minut es.  

recurring - Summer t ime should st art  and end on t he corresponding 

specif ied days every year.  

<1-1440>- Set  t he number of  minut es t o add during t he summer t ime.  

The default  number is 60.  

eu - The summer t ime is based on t he European Union rules.  (St art  

point  – last  Sunday in March,  End point  – last  Sunday in Oct ober) 

usa - The summer t ime is based on t he Unit ed St at es rules.  (St art  

point  – second Sunday in March,  End point  – f irst  Sunday in November) 

f irst  - The f irst  week of  t he mont h.  

last  - The last  week of  t he mont h.  

<sun/ mon/ t ue/ wed/ t hu/ f r i / sat > - Indicat e Sunday,  Monday,  Tuesday,  

Wednesday,  Thursday,  Friday,  Sat urday.  

<j an/ feb/ mar/ apr/ may/ j un/ j ul / aug/ sep/ oct / nov/ dec> - Indicat e 

January,  February,  March,  Apri l ,  May,  June,  July,  August ,  Sept ember,  

Oct ober,  November,  December.  

<f irst / last >- Specify t he f irst  week or t he last  week of  t he mont h.  

<1-5> - Specify t he number of  t he week in t he mont h.  

Not e t hat  t he f irst  group of  mont h,  dat e,  hour and minut e is used for 

conf iguring st art ing t ime,  and t he second group is used for conf iguring 

ending t ime.   

Related Syntax:  

 <conf ig># clock summer-t ime ACRONYM dat e 

<j an/ feb/ mar/ apr/ may/ j un/ j ul / aug/ sep/ oct / nov/ dec> <1-31> 

<2000-2037> <HH:MM> 

<j an/ feb/ mar/ apr/ may/ j un/ j ul / aug/ sep/ oct / nov/ dec><1-31><

2000-2037> <HH:MM> 

 <conf ig># clock summer-t ime ACRONYM recurring eu <1-1440> 

 <conf ig># clock summer-t ime ACRONYM recurring usa <1-1440> 

 <conf ig># clock summer-t ime ACRONYM recurring f irst  

<sun/ mon/ t ue/ wed/ t hu/ f ri / sat >< j an /  feb /  mar /  apr /  may /  

j un/ j ul / aug/ sep/ oct / nov/ dec> <HH:MM> <f irst / last > 

<sun/ mon/ t ue/ wed/ t hu/ f ri / sat >< j an / feb / mar / apr/ may/  

j un/ j ul / aug/ sep/ oct / nov/ dec> <HH:MM> <1-14400> 

 <conf ig># clock summer-t ime ACRONYM recurring last  

<sun/ mon/ t ue/ wed/ t hu/ f ri / sat >< j an / feb / mar / apr / may 

/ j un/ j ul / aug/ sep/ oct / nov/ dec> <HH:MM> 

<f irst / last ><sun/ mon/ t ue/ wed/ t hu/ f ri / sat >< j an / feb / mar 

/ apr/ may/  j un/ j ul / aug/ sep/ oct / nov/ dec> <HH:MM> <1-14400> 

 <conf ig># clock summer-t ime ACRONYM recurring <1-5> 

<sun/ mon/ t ue/ wed/ t hu/ f ri / sat >< j an / feb / mar / apr / may 

/ j un/ j ul / aug/ sep/ oct / nov/ dec> <HH:MM> <1-5> 

<sun/ mon/ t ue/ wed/ t hu/ f ri / sat >< j an / feb / mar / apr 

/ may/ j un/ j ul / aug/ sep/ oct / nov/ dec> <HH:MM> <1-14400> 

clock t imezone ACRONYM 

<-12-13> minut es <0-59> 

Set  t he t ime zone for display purposes.  

ACRONYM – Specify t he acronym name of  t ime zone.  The acronym of  

t he t ime zone wil l  be displayed when summer t ime is in ef fect .  If  

unspecif ied,  t he t ime zone acronym wil l  be used in default .  (1-4 chars) 

<-12-13> – Specify t he hour of fset  (f rom -12 t o +13) of  t ime zone.  

minut es <0-59> – Specify t he minut e dif ference f rom UTC.  

Related Syntax:  

 <conf ig># clock t imezone ACRONYM <-12-13> minut es <0-59> 

EExxaammppllee    

G1085# configure 

G1085(config)# clock source sntp 

G1085(config)# exit 
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G1085# show clock detail 

2019-01-05 06:51:23 UTC+8 

Time source is sntp 

Time zone: 

Acronym is 

Offset is UTC+8 

G1085# configure 

G1085(config)# clock summer-time tw date jan 30 2019 23:30 feb 1 2019 20:50

G1085(config)# exit 

G1085# show clock detail 

2019-01-05 07:13:49 UTC+8 

Time source is sntp 

 

Time zone: 

Acronym is ACRONYM 

Offset is UTC-10:08 

 

Summertime: 

Acronym is tw 

Starting and ending on a specific date. 

Begins at 1 30 19 23:30 

Ends at 2 1 19 20:50 

Offset is 60 minutes. 

G1085# configure 

G1085(config)# clock summer-time ACRONYM recurring eu 1200 

G1085(config)# clock summer-time ACRONYM recurring first mon jan 10:10 first 
sun feb 10:10 1000 

G1085(config)# exit 

G1085# show clock detail 

2019-01-05 11:37:18 UTC+8 

Time source is sntp 

Time zone: 

Acronym is 

Offset is UTC+8 

Summertime: 

Acronym is ACRONYM 

Recurring every year. 

Begins at 1 1 1 10:10 

Ends at 1 0 2 10:10 

Offset is 1000 minutes. 

TTeellnneett   CCoommmmaanndd::   ccuussttoomm  

Use t his command t o enable t he module set t ings.  

SSyynnttaaxx  IItt eemmss    

custom enable 

DDeessccrr iipptt iioonn  

Syntax Items Description 

cust om enable Enable t he module set t ings.  

Related Syntax:  

 <conf ig># cust om enable 
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EExxaammppllee    

G1085# configure 

G1085(config)# custom enable 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   ddooss  

Use t his command t o enable specif ic Denial  of  Service (DoS) protect ion.  

SSyynnttaaxx  IItt eemmss    

dos daeqsa-deny 

dos icmp-frag-pkts-deny 

dos icmp-ping-max-length 

dos icmpv4-ping-max-check 

dos icmpv6-ping-max-check 

dos ipv6-min-frag-size-check 

dos ipv6-min-frag-size-length 

dos land-deny 

dos nullscan-deny 

dos pod-deny 

dos smurf-deny 

dos smurf-netmask 

dos syn-sportl1024-deny 

dos synfin-deny 

dos synrst-deny 

dos tcp-frag-off-min-check 

dos tcpblat-deny 

dos tcphdr-min-check 

dos tcphdr-min-length 

dos udpblat-deny  

dos xma-deny 

DDeessccrr iipptt iioonn  

Syntax Items Description 

dos daeqsa-deny Drop t he packet s if  t he dest inat ion MAC address equals t o t he 

source MAC address.  

Related Syntax:  

 <conf ig># dos daeqsa-deny 

dos icmp-f rag-pkt s-deny Drop t he f ragment ed ICMP packet s.  

Related Syntax:  

 <conf ig># dos icmp-f rag-pkt s-deny 

dos icmp-ping-max-lengt h  Set  t he maximum packet  size for ICMPv4/ ICMPv6 ping operat ion.  

<0-65535> - Specify a packet  number.  

Related Syntax:  

 <conf ig># dos icmp-ping-max-lengt h <0-65535> 

dos icmpv4-ping-max-check Check ICMPv4 ping maximum packet s size and drop t he packet s 

larger t han t he maximum packet  size def ined by t he command,  dos 

icmp-ping-max-lengt h.  

Related Syntax:  

 <conf ig># dos icmpv4-ping-max-check 

dos icmpv6-ping-max-check Check ICMPv6 ping maximum packet s size and drop t he packet s 

larger t han t he maximum packet  size def ined by t he command,  

icmp-ping-max-lengt h.   

Related Syntax:  
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 <conf ig># dos icmpv6-ping-max-check 

dos ipv6-min-f rag-size-check Check minimum size of  IPv6 f ragment s.  

Related Syntax:  

 <conf ig># dos ipv6-min-f rag-size-check 

dos 

ipv6-min-f rag-size-lengt h 

<0-65535> 

Set  t he minimum packet  size of  IPv6 f ragment ed packet s.  

<0-65535> - Specify a packet  number.  

Related Syntax:  

 <conf ig># dos ipv6-min-f rag-size-lengt h <0-65535> 

dos land-deny Drop t he packet s if  t he source IP address equals t o dest inat ion IP 

address.  

Related Syntax:  

 <conf ig># dos land-deny 

dos nul lscan-deny Drop t he packet s if  at t acked by NULL Scan.  

Related Syntax:  

 <conf ig># dos nul lscan-deny 

dos pod-deny Drop t he packet s if  at t acked by Ping of  Deat h.  

Related Syntax:  

 <conf ig># dos pod-deny 

dos smurf -deny Drop t he packet s if  encount ered Smurf  at t ack.  

Related Syntax:  

 <conf ig># dos smurf -deny 

dos smurf -net mask  Set  t he smurf  at t ack size.  

<0-32> - Ent er a number as smurf  at t acks size.  

Related Syntax:  

 <conf ig># dos smurf -net mask <0-32> 

dos syn-sport l1024-deny Drop SYN packet s wit h sport  less t han 1024.  

Related Syntax:  

 <conf ig># dos syn-sport l1024-deny 

dos synf in-deny Drop t he packet s wit h SYN and FIN bit s set .  

Related Syntax:  

 <conf ig># dos synf in-deny 

dos synrst -deny Drop t he packet s wit h SYNC and RST bit s set .  

Related Syntax:  

 <conf ig># dos synrst -deny 

dos t cp-f rag-of f -min-check Drop t he TCP f ragment ed packet  wit h of fset  equals t o t he minimum 

packet  size.   

Related Syntax:  

 <conf ig># dos t cp-f rag-of f -min-check 

dos t cpblat -deny Drop t he packet s if  t he source TCP port  equals t o dest inat ion TCP 

port .  

Related Syntax:  

 <conf ig># dos t cpblat -deny 

dos t cphdr-min-check Check t he minimum TCP header and drop t he TCP packet s wit h t he 

header smal ler t han t he minimum size def ined.  

Related Syntax:  

 <conf ig># dos t cphdr-min-check 

dos t cphdr-min-lengt h  Set  t he minimum size of  TCP header.  

<0-65535> - Specify a packet  number.  

Related Syntax:  

 <conf ig># dos t cphdr-min-lengt h <0-65535> 
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dos udpblat -deny Drop t he packet s if  t he source UDP port  equals t o dest inat ion UDP 

port .  

Related Syntax:  

 <conf ig># dos udpblat -deny 

dos xma-deny Drop t he packet s if  t he sequence number is zero and t he FIN,  URG 

and PSH bit s are set  already.  

Related Syntax:  

 <conf ig># dos xma-deny 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# dos icmp-ping-max-length 25252 

G1085(config)# dos icmpv4-ping-max-check 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   ddrraayy__ssuurrvveeiilllleennccee  

Use t his command t o enable /  disable t he ONVIF.   

SSyynnttaaxx  IItt eemmss    

dray_surveillence add 

dray_surveillence direct-add 

dray_surveillence set 

DDeessccrr iipptt iioonn  

Syntax Items Description 

dray_survei l lence add Add an IP device for surveil lance.  

WORD <36-36> - Ent er t he UUID st ring of  t he IP camera or IP-based 

device.   

Related Syntax:  

 <conf ig># dray_surveil lence add device uuid WORD <36-36>  

 <conf ig># dray_surveil lence add group uuid WORD <36-36> 

dray_survei l lence di rect -add WORD <36-36> - Ent er t he UUID st ring of  t he IP camera or IP-based 

device.  

Related Syntax:  

 <conf ig># dray_surveil lence direct -add device uuid WORD 

<36-36> 

dray_survei l lence set  WORD <36-36> - Ent er t he UUID st ring of  t he IP camera or IP-based 

device.  

Related Syntax:  

 <conf ig># dray_surveil lence set  device uuid WORD <36-36> 

 <conf ig># dray_surveil lence set  group uuid WORD <36-36> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# dray_surveillence 

G1085(config)# 

G1085(config)# dray_surveillence add device uuid 
53d7762a-c52b-4bb9-8000-305501e0f35f 
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G1085(config)# 

TTeellnneett   CCoommmmaanndd::   ddoo  

Use t his command t o execut e a command immediately.   

SSyynnttaaxx  IItt eemmss    

do SEQUENCE 

DDeessccrr iipptt iioonn  

Syntax Items Description 

SEQUENCE Ent er t he command t hat  you want  t o execut e immediat ely.  

Related Syntax: (for example) 

 <conf ig># do show info 

EExxaammppllee    

G1085(config)# do show info 

System Name       : G1085 

System Location   : Default 

System Contact    : Default 

MAC Address       : 14:49:BC:00:04:C9 

IP Address        : 192.168.1.224 

Subnet Mask       : 255.255.255.0 

Loader Version    : 2.0.0 

Loader Date       : Sep 05 2019 - 16:55:13 

Firmware Version  : 2.5.1_RC5 

Firmware Date     : Nov 28 2019 - 17:15:54 

Firmware Revision : 1688 

System Object ID  : 1.3.6.1.4.1.7367 

System Up Time    : 1 days, 21 hours, 51 mins, 1 secs 

PoE SW Version    : 260 

G1085(config)# 
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TTeellnneett   CCoommmmaanndd::   eennaabbllee  

Use t his command t o conf igure local password wit h encrypt ed st ring or not .  

SSyynnttaaxx  IItt eemmss    

enable password  

enable secret  

DDeessccrr iipptt iioonn  

Syntax Items Description 

enable password Edit  t he password for each privi lege level for act ivat ing 

aut hent icat ion.  

<1-15> - Ent er a number for specifying a privi lege level.  Default  

value is 15.  

Related Syntax:  

 <conf ig># enable password <1-15>  

enable secret  <PASSWORD> - Ent er a new st ring as t he encrypt ed password.   

Related Syntax:  

 <conf ig># enable secret  PASSWORD 

 <conf ig># enable secret  encrypt ed PASSWORD 

EExxaammppllee    

G1085# configure 

G1085(config)# enable secret encrypted testtest 

G1085(config)# exit 

G1085# show running-config 

DRAYTEK SYSTEM CONFIG FILE ::= BEGIN 

! System Description: Draytek G1085 VigorSwitch 

! System Version: v2.5.1_RC5 

! System Name: G1085 

! 

! 

! 

sntp host pool.ntp.org port 123 

clock timezone "acronym" -12 minutes 45 

username "admin" secret encrypted $1$Uic1I3aH$AIhmK3YtmYkYv9xAUya.R1 

enable secret "testtest" 

vlan 20 

 name "test20" 

voice-vlan oui-table 00:E0:BB "3COM" 

voice-vlan oui-table 00:03:6B "Cisco" 

voice-vlan oui-table 00:E0:75 "Veritel" 

voice-vlan oui-table 00:D0:1E "Pingtel" 

voice-vlan oui-table 00:01:E3 "Siemens" 

voice-vlan oui-table 00:60:B9 "NEC/Philips" 

voice-vlan oui-table 00:0F:E2 "H3C" 

voice-vlan oui-table 00:09:6E "Avaya" 

vlan mac-vlan group 1 14:49:BC:00:04:C9 mask 9 

! 

....... 
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TTeellnneett   CCoommmmaanndd::   eenndd  

Use t his command t o end current  mode.   

SSyynnttaaxx  IItt eemmss    

end 

EExxaammppllee    

G1085# configure 

G1085(config)#end 

G1085# 

TTeellnneett   CCoommmmaanndd::   eerrrrddiissaabbllee  

Use t his command t o enable t he aut o recovery t imer for port  error.   

SSyynnttaaxx  IItt eemmss    

errdisable recovery cause  

errdisable recovery interval  

DDeessccrr iipptt iioonn  

Syntax Items Description 

errdisable recovery cause  Enable t he aut o recovery t imer for port  error disabled f rom ACL,al l ,  

ARP rat e l imit ,  STP BPDU guard,  broadcast  f looding,  DHCP rat e 

l imit ,  port  securit y,  STP self -loop,  unicast  f looding,  or unknown 

mult icast  f looding causes.  

Related Syntax:  

 <conf ig># erridisable recovery cause < acl / al l  

/ arp-inspect ion / bpduguard / broadcast -f lood 

/ dhcp-rat e-l imit  / psecure-violat ion / sel f loop / unicast -f lood 

/ unknown-mult icast -f lood > 

errdisable recovery  

int erval   

Set  t he recovery t ime of  t he error disabled port .  

<30-86400> - The default  value is 300 seconds.   

Related Syntax:  

 <conf ig># errdisable recovery int erval <30-86400> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# errdisable recovery interval 600 

G1085(config)#  

TTeellnneett   CCoommmmaanndd::   eexxiitt   

Use t his command t o exit  current  mode and ret urn t o previous mode/ phase.  

SSyynnttaaxx  IItt eemmss    

exit 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# exit 
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G1085# 

TTeellnneett   CCoommmmaanndd::   hhoossttnnaammee  

Use t his command t o modify t he net work name of  VigorSwit ch.   

SSyynnttaaxx  IItt eemmss    

hostname 

DDeessccrr iipptt iioonn  

Syntax Items Description 

host name <word> - Ent er a st ring as t he net work name for VigorSwit ch.  

Related Syntax:  

 <conf ig># host name <word> 

EExxaammppllee    

G1085# configure 

G1085(config)# hostname Switch_3F 

Switch_3F(config)# 

TTeellnneett   CCoommmmaanndd::   iinntteerr ffaaccee  

Use t his command t o conf igure int erface set t ings.  

Before conf iguring,  you have t o access int o next  phase.  See t he fol lowing example:  

G1085# configure 

G1085(config)# 

G1085(config)# interface GigabitEthernet 3 

G1085(config-if)#  

Or  

G1085# configure 

G1085(config)# 

G1085(config)# interface range LAG 3 

G1085(config-if-range)#  

SSyynnttaaxx  IItt eemmss    

interface GigabitEthernet  

interface LAG 

interface range 

DDeessccrr iipptt iioonn  

Syntax Items Description 

int er f ace Gigabi t Et hernet   <1-8> - Specify t he number of  Et hernet  LAN port .  

Related Syntax:  

 <conf ig># int erface Gigabit Et hernet  <1-8> 

int er f ace LAG  <1-8> - Specify t he number of  LAG int erface.  

Related Syntax:  

 <conf ig># int erface LAG <1-8> 

Int er f ace range Specify an int erface range for conf iguring det ailed set t ings.  
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Related Syntax:  

 <conf ig># int erface range Gigabit Et hernet  <1-8> 

 <conf ig># int erface range LAG <1-8> 

EExxaammppllee    

G1085# configure 

G1085(config)# interface LAG 1  

G1085(config-if)# 

 

Under (config-if)#, available sub-commands for LAN or LAG wil l  be dif ferent .  Below 

shows t he it ems under Et hernet  LAN:  

<conf ig-if># back-pressure 

<conf ig-if># cust om 

<conf ig-if># descript ion 

<conf ig-if># device-check 

<conf ig-if># dos 

<conf ig-if># do 

<conf ig-if># dray_surveil lence 

<conf ig-if># duplex 

<conf ig-if># eee 

<conf ig-if># end 

<conf ig-if># exit  

<conf ig-if># f lowcont rol  

<conf ig-if># ip 

<conf ig-if># ipv6  

<conf ig-if># lacp  

<conf ig-if># lag  

<conf ig-if># l ldp  

<conf ig-if># mac 

<conf ig-if># no 

<conf ig-if># poe 

<conf ig-if># power 

<conf ig-if># prot ect ed 

<conf ig-if># qos 

<conf ig-if># rat e-l imit  

<conf ig-if># shut down 

<conf ig-if># spanning-t ree 

<conf ig-if># speed  

<conf ig-if># st orm-cont rol 

<conf ig-if># surveil lance-vlan  

<conf ig-if># swit chport  

<conf ig-if># vlan  

<conf ig-if># voice-vlan 

DDeessccrr iipptt iioonn  

Syntax Items Description 

back-pressure Enable back-pressure for t he specif ied int erface (Et hernet  port / LAG 

port ).   

Related Syntax:  

 <conf ig-if># back-pressure 

cust om <enable> - Enable t he cust om module conf igurat ion for t he specif ied 

int erface (Et hernet  port / LAG port ).  

Related Syntax:  

 <conf ig-if># cust om enable 
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descr ipt ion Writ e a descript ion for t he specif ied int erface (Et hernet  port / LAG 

port ).  

<WORD> - Ent er a descript ion (up t o 32 charact ers).  

Related Syntax:  

 <conf ig-if># descript on <WORD> 

device-check  Perform a device check t he specif ied int erface (Et hernet  port / LAG 

port ).  

ip-address<A.B.C.D> - Ent er t he IP address of  t he device.  

int erval <120/ 15/ 30/ 60>– Check t he device int erval by ent ering t he 

t ime value.  Unit  is second.  

ret ry <1/ 3/ 5> - Ent er t he ret ry t ime during a checking period.  

Failure-act ion <not hing/ powercycle/ powerof f> – Set  t he power 

cycle.   

Related Syntax:  

 <conf ig-if># device-check ip-address <A.D.C.D> int erval 

<120/ 15/ 30/ 60> ret ry <1/ 3/ 5> fai lure-act ion  

<not hing/ powercycle/ powerof f> 

dos Apply DoS t o t he specif ied int erface (Et hernet  port / LAG port ).  

do Run execut ion commands in current  mode.   

dray_survei l lence Use t his command t o set  t he ONVIF t hroughput  alert  t hreshold.  

<16-1000000> - Specify a number as t he alert  t hreshold for egress 

/ ingress t hroughput .  

Related Syntax:  

 <conf ig-if>#dray_surveil lence set  t hreshold alert  egress 

<16-1000000> 

 <conf ig-if>#dray_surveil lence set  t hreshold alert  ingress 

<16-1000000> 

duplex Apply t he duplex conf igurat ion t o t he specif ied int erface (Et hernet  

port / LAG port ).  

<Aut o> – Aut o duplex conf igurat ion.  

<Ful l>– Force ful l  duplex operat ion.  

<Half> – Force half -duplex operat ion.  

Related Syntax:  

 <conf ig-if># duplex <aut o/ ful l / hal f>  

eee Apply t he EEE conf igurat ion t o t he specif ied int erface (Et hernet  

port ).  

end End current  mode,  change t o enable mode and ret urn t o previous 

phase.   

exi t  Exit  f rom current  mode.  

f lowcont rol   Conf igure f low-cont rol mode t o t he specif ied int erface (Et hernet  

port / LAG port ).  

<Aut o> – Enable AUTO f low-cont rol conf igurat ion.  

<Of f> – Disable t he force f low-cont rol .  

<On> – Enable t he force f low-cont rol .  

Related Syntax:  

 <conf ig-if># f lowcont rol  <aut o/ of f / on> 

ip  Apply IP conf igurat ion t o t he specif ied int erface (Et hernet  port / LAG 

port ).  

acl  <NAME> - Specify an ACL for packet s.  Ent er t he name of  t he ACL.  

conf l ict  prevent ion bind-ip <A.B.C.D> -  

conf l ict  prevent ion port -t ype DHCP-Client  –  

conf l ict  prevent ion port -t ype DHCP-Client  has-server –  
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conf l ict  prevent ion port -t ype DHCP-Server –  

conf l ict  prevent ion port -t ype DHCP-Server has-server –  

conf l ict  prevent ion port -t ype Mult iple-Host s –  

conf l ict  prevent ion port -t ype Mult iple-Host s has-server –  

conf l ict  prevent ion port -t ype St at ic-Binding –  

conf l ict  prevent ion port -t ype St at ic-Binding has-server -  

igmp f i l t er <1-128> - Use it  t o bind a prof i le for a port .  Specify a 

prof i le ID.  

igmp max-groups <0-256> - Use it  t o l imit  port  learning max group 

number (0-256).  

igmp max-groups act ion <deny/ replace> - Use it  t o set  t he act ion 

(deny or replace) when t he number of  groups reach t he l imit at ion.   

source binding max-ent ry <1-50> -  

source binding max-ent ry no-l imit  -  

source veri fy mac-and-ip – Use it  t o enable IP source guard funct ion.  

Related Syntax:  

 <conf ig-if># ip acl  <NAME> 

 <conf ig-if># ip conf l ict  prevent ion bind-ip <A.B.C.D> 

 <conf ig-if># ip conf l ict  prevent ion port -t ype DHCP-Client   

 <conf ig-if># ip conf l ict  prevent ion port -t ype DHCP-Client  

has-server 

 <conf ig-if># ip conf l ict  prevent ion port -t ype DHCP-Server 

 <conf ig-if># ip conf l ict  prevent ion port -t ype DHCP-Server 

has-server 

 <conf ig-if># ip conf l ict  prevent ion port -t ype Mult iple-Host s 

 <conf ig-if># ip conf l ict  prevent ion port -t ype Mult iple-Host s 

has-server 

 <conf ig-if># ip conf l ict  prevent ion port -t ype St at ic-Binding 

 <conf ig-if># ip conf l ict  prevent ion port -t ype St at ic-Binding 

has-server 

 <conf ig-if># ip igmp f i l t er <1-128> 

 <conf ig-if># ip igmp max-groups <0-256> 

 <conf ig-if># ip igmp max-groups act ion <deny/ replace> 

 <conf ig-if># ip source binding max-ent ry <1-50>  

 <conf ig-if># ip source binding max-ent ry no-l imit  

 <conf ig-if># ip source veri fy mac-and-ip  

ipv6 Apply IPV6 conf igurat ion t o t he specif ied int erface (Et hernet  

port / LAG port ).  

acl  <NAME> - Specify t he ACL name for packet s 

mld <f i l t er> – Set  IPv6 f i l t er for MLD conf igurat ion.  

mld max-groups – Specify t he number for maximum group.  

<0-256> - MLD snooping group number.  

act ion <deny / replace> – Def ine t he act ion t o be performed when 

excessing t he maximum group.  

Related Syntax:  

 <conf ig-if># ipv6 acl <NAME> 

 <conf ig-if># ipv6 mld f i l t er 

 <conf ig-if># ipv6 mld max-groups <0-256> 

 <conf ig-if># ipv6 mld max-groups act ion <deny /  replace> 

l acp  Apply LACP Conf igurat ion t o t he specif ied int erface (Et hernet  

port / LAG port ).  

<1-65535> - Set  a number for IEEE 802.3 l ink aggregat ion port  

priorit y.  
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<long/ short > – Set  long or short  t imeout  value.  

Related Syntax:  

 <conf ig-if># lacp port -priori t y <1-65535> 

 <conf ig-if># lacp t imeout  <long/ short > 

l ag Apply Link Aggregat ion Group Conf igurat ion t he specif ied int erface 

(Et hernet  port / LAG port ).  

<1-8> - Specify LAG number.  

Related Syntax:  

 <conf ig-if># lag <1-8> 

l l dp  t lv-select  - Select  LLDP TLVs t o send.  

<TLV> - LLDP opt ional TLV,  pick f rom:  port -desc,  sys-name, sys-desc,  

sys-cap,  mac-phy,  lag,  max-f rame-size,  management -addr.  

pvid <disable/ enable> - Enable or disable t he TX opt ional-TLV 802.1 

PVID.  

vlan-name <add/ remove> <2-4094> - Add/ remove a select ed VLAN.  

Ent er t he VLAN ID number.  

<rx> - Enable LLDP recept ion on int erface.  

<t x> - Enable LLDP t ransmission on int erface.  

Related Syntax:  

 <conf ig-if># l ldp t lv-select  <TLV/ pvid/ vlan-name> 

 <conf ig-if># l ldp t lv-select  TLV < port -desc,  sys-name,  sys-desc,  

sys-cap,  mac-phy,  lag,  max-f rame-size,  management -addr> 

 <conf ig-if># l ldp t lv-select  pvid <disable/ enable> 

 <conf ig-if># l ldp t lv-select  vlan-name <add/ remove> <2-4094> 

 <conf ig-if># l ldp <rx/ t x> 

mac Specify an access cont rol  l ist  for packet s.   

Before conf iguring,  you have t o creat e an ACL based on MAC address.  

For example,   

<conf ig># mac acl CA_ACL 

<conf ig-mac-acl># 

<NAME> - Ent er a name for ACL.   

Related Syntax:  

 <conf ig-if># mac acl <NAME> 

no  Negat e command.  Such command can disable current  set t ing of  

command execut ed and ret urn t o t he fact ory set t ing of  t hat  

command.  

Example:  

<conf ig-if> # no mvr 

The operat ion wil l  make mvr set t ing is default .  Cont inue? 

[yes/ no] :yes 

<conf ig-if> # 

Related Syntax:  

 <conf ig-if># no <command> 

poe Enable or disable t he PoE port .  

power Conf igure t he inl ine power for t he PoE device.  

inl ine aut o - Turn on t he PoE device discovery prot ocol and apply t he 

power t o t he devcie.  

inl ine never - Turn of f  t he PoE device power.  

power-l imit  <15.4w/ 30w/ MW> - Set  t he power l imit  for t he PoE 

device.  

priorit y <1-3/ crit ical / high/ low> - Set  t he priorit y of  power 

appl icat ion for t he PoE device.  

schedule-index - Specify t he index number of  t he schedule prof i le.   
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Related Syntax:  

 <conf ig-if># power inl ine aut o 

 <conf ig-if># power inl ine never 

 <conf ig-if># power power-l imit  <15.4w/ 30w/ MW> 

 <conf ig-if># power priorit y <1-3/ crit ical / high/ low> 

 <conf ig-if># power schedule-index  

prot ect ed Conf igure an int erface t o be a prot ect ed port .   

Related Syntax:  

 <conf ig-if>#prot ect ed 

qos cos - Conf igure t he default  CoS value for an Et hernet  port .   

<0-7> - Specify a CoS value for t he select ed int erface.  Default  value 

is 0.   

remark - Conf igure remarking st at e of  each port .  

t rust  - Conf igure each port  t o t rust  st at e while t he syst em is in 

“ basic”  mode.  There are four t rust  t ypes for a device t o j udge t he 

appropriat e queue of  t he packet s.  

<cos> - Enable cos remarking.  

<dscp> - Enable DSCP remarking.  

<cos-dscp> - Enable cos and DSCP remarking.  

<precedence> - Enable IP precedence remarking.  

Related Syntax:  

 <conf ig-if>#qos cos <0-7> 

 <conf ig-if>#qos remark <cos/ dscp/ precedence> 

 <conf ig-if>#qos t rust  <cos/ cos-dscp/  dscp/ precedence> 

rat e-l imi t  It  is ef fect ive for Et hernet  port  only.  

egress - Conf igure t he egress port  shaper.  

ingress - Conf igure t he ingress port  shaper.  

egress queue – Conf igure queue for egress port  shaper.  

<0-1000000> - Ent er a number as t he average t raf f ic rat e in Kbps.  It  

must  be a mult iple of  16.  

<16-1000000> - Ent er a number as t he average t raf f ic rat e in Kbps.  It  

must  be a mult iple of  16.  

<1-8> - Specify a nubmer as queue ID.  

Related Syntax:  

 <conf ig-if># rat e-l imit  egress <0-1000000> 

 <conf ig-if># rat e-l imit  egress queue <1-8> <16-1000000> 

 <conf ig-if># rat e-l imit  ingress <16-1000000> 

shut down Disable t he select ed int erface.  

Example:  

(conf ig)# int er f ace gigabi t et hernet  3 

(conf ig-i f )# shut down 

(conf ig-i f )# exi t  

(conf ig)# exi t  

# show int er f ace Gigabi t et hernet  3 

Gigabi t Et hernet 3 is down 

Related Syntax:  

 <conf ig-if># shut down 

spanning-t ree  Conf igure spanning-t ree set t ings.  

bpdu-f i l t er - Set  t he BPDU-Fil t er for specif ied port .  

bpdu-guard - Set  t he BPDU-Guard for specif ied port .  

edge - Set  t he edge-port  for specif ied port .  

cost  - Change an int erface’s spanning t ree pat h cost .  
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l ink-t ype - Specify a l ink t ype for spanning t ree prot ocol use.  

mcheck - Set  t he mcheck for specif ied port  t o migrat e.  

mst  - Set  spanning-t ree paramet ers of  inst ance.  

port -priori t y- Set  t he priori t y for specif ied inst ance.  

<0-200000000> - Specify a value of  int ernal pat h cost  (0 means Aut o).  

<point -t o-point > - The select ed port  wil l  be t reat ed as 

point -t o-point .  

<shared> - The select ed port  wil l  be t reat ed as shared.  

<0-15> - Specify an inst ance ID.  

<0-240> - Specify a priorit y number for t he select ed port .  

Related Syntax:  

 <conf ig-if># spanning-t ree <bpdu-f i l t er / bpdu-guard/  edge> 

 <conf ig-if># spanning-t ree cost  <0-200000000> 

 <conf ig-if># spanning-t ree l ink-t ype <point -t o-point / shared> 

 <conf ig-if>#spanning-t ree mcheck 

 <conf ig-if># spanning-t ree port -priori t y <0-240> 

speed  Conf igure speed operat ion.  

<10/ 100/ 1000> - Force 10/ 100/ 1000 Mbps operat ion.  

<aut o> - Enable Aut o speed conf igurat ion.  

Related Syntax:  

 <conf ig-if># speed<10/ 100/ 1000> 

 <conf ig-if># speed aut o 

st orm-cont rol   act ion - Select  an act ion for st orm cont rol  af t er exceeding t he 

t hreshold.  

broadcast  level - Enable t he st orm cont rol  t ype of  broadcast  for t he 

select ed port .  

unknown-mult icast  level - Enable t he st orm cont rol  t ype of  

unknown-mult icast  for t he select ed port .  

unknown-unicast  level- Enable t he st orm cont rol  t ype of  

unknown-unicast  for t he select ed port .  

<drop> - Drop packet s af t er exceeding st orm cont rol  t hreshold.  

<shut down> - Disable t he port  af t er exceeding st orm cont rol  

t hreshold.  

<1-1000000> - Specify t he rat e value.  

Related Syntax:  

 <conf ig-if># st orm-cont rol  act ion <drop/ shut down> 

 <conf ig-if># st orm-cont rol  broadcast  level <1-1000000> 

 <conf ig-if># st orm-cont rol  unknown-mult icast  level 

<1-1000000> 

 <conf ig-if># st orm-cont rol  unknown-unicast  level <1-1000000> 

survei l lance-vlan cos - Set  survei l lance VLAN conf igurat ion.  

mode - Set  surveil lance member port  j oin mode.   

<al l> - QoS at t r ibut es are applied t o al l  packet s t hat  are classif ied t o 

t he Surveil lance VLAN.  

<src> - QoS at t r ibut es are appl ied only on packet s f rom IP phones.   

<aut o> - Make surveil lance member port  j oin voice VLAN 

aut omat ical ly.  

<manual> - The administ rat or manual ly makes surveil lance member 

port  j oin voice VLAN.  

Related Syntax:  

 <conf ig-if># surveil lance-vlan cos <al l / src> 

 <conf ig-if># surveil lance-vlan mode <aut o/ manual> 

swit chpor t   Set  swit ching mode charact erist ics.   
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access vlan –Use it  t o set  a nat ive VLAN on t he int erface.  

default -vlan t agged – Use it  t o make t he select ed port  int erface t o 

become t he default  VLAN t agged member.  

forbidden default -vlan – Use it  t o forbid t he defult -vlan on t he 

int erface.   

forbidden vlan - Use it  t o forbid a vlan on t he int erface.  

hybrid accet able-f rame-t ype – Use it  t o choose which t ype of  f rame 

wil l  be accept ed.  

hybrid al lowed – Use it  t o al low a VALN set  on t he int erface.  

hybrid ingress-f i l t ering – Use it  t o enable VLAN ingress f i l t er.  

hybrid pvid – Use it  t o set  PVID of  t he int erface.  

mode access - Use it  t o conf igure t he select ed port  as t he role of  

access.  Only unt agged f rames wil l  be accept ed.  

mode hybrid - Use it  t o conf igure t he select ed port  as t he role of  

hybrid.  Support  al l  funct ions def ined in IEEE 802.1Q specif icat ion.  

mode t runk upl ink – Use it  t o conf igure t he select ed port  as t he role 

of  t runk.  It  can recognize double t agging on t he int erface.  

t runk al lowed – Use it  t o al low a VALN on t he int erface.  

t runk nat ive – Use it  t o set  a nat ive VLAN on t he int erface.   

<1-4094> - Specify a VLAN ID.  

<add/ remove> - Add or remove t he al lowed VLAN l ist .  

<al l / t agged-only/ unt agged-only> - Specify an opt ion for accept ing al l  

f rames,  only t agged f rames or only unt agged f rames.  

<1-4094/ al l> - Specify a VLAN ID or al l  VLAN IDs.  

< 0x8100 /  0x88A8 /  0x9100 /  0x9200> - Specify one t ag-prot ocol-id.   

Related Syntax:  

 <conf ig-if># swit chport  access vlan <1-4094> 

 <conf ig-if># swit chport  defaul t -vlan t agged 

 <conf ig-if># swit chport  forbidden default -vlan 

 <conf ig-if># swit chport  forbidden vlan <add/ remove> <1-4094> 

 <conf ig-if># swit chport  hybrid accet able-f rame-t ype 

<al l / t agged-only/ unt agged-only> 

 <conf ig-if># swit chport  hybrid al lowed vlan add <1-4094> 

 <conf ig-if># swit chport  hybrid al lowed vlan add <1-4094> 

<t agged/  unt agged> 

 <conf ig-if># swit chport  hybrid al lowed vlan remove <1-4094> 

 <conf ig-if># swit chport  hybrid ingress-f i l t ering 

 <conf ig-if># swit chport  hybrid pvid <1-4094> 

 <conf ig-if># swit chport  mode <access/ hybrid> 

 <conf ig-if># swit chport  mode t runk upl ink  

 <conf ig-if># swit chport  t runk al lowed vlan <add / remove> 

<1-4094/ al l> 

 <conf ig-if># swit chport  t runk nat ive <1-4094> 

vlan  mac-vlan group - Set  a MAC-based VLAN conf igurat ion.  

prot ocol-vlan group - Set  a prot ocol-based VLAN conf igurat ion.  

<1-2147483647> - Specify a group ID t o map.  

<1-4094> - Specify a VLAN ID.  

Related Syntax:  

 <conf ig-if># vlan mac-vlan group <1-2147483647> vlan 

<1-4094> 

 <conf ig-if># vlan prot ocol-vlan group<1-2147483647> vlan 

<1-4094> 

voice-vlan cos - Set  voice VLAN conf igurat ion as COS mode.  

mode - Set  voice member port  j oin mode.  
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<al l> - QoS at t r ibut es are applied on al l  packet s t hat  are classif ied t o 

t he Voice VLAN.  

<src> - QoS at t r ibut es are appl ied only on packet s f rom IP phones.  

<aut o> - Make voice member port  j oin voice VLAN aut omat ical ly.  

<manual> - The administ rat or manual ly makes voice member port  

j oin voice VLAN.  

Related Syntax:  

 <conf ig-if># voice-vlan cos <al l / src> 

 <conf ig-if># voice-vlan mode <aut o/ manual> 

EExxaammppllee    

G1085# configure 

G1085(config)# interface LAG 1  

G1085(config-if)# speed 100 

G1085(config-if)# backpressure 

G1085(config-if)# vlan mac-vlan group 35 vlan 1000 

G1085(config-if)# 

 

TTeellnneett   CCoommmmaanndd::   iipp  

Use t his command t o creat e an IPv4 access l ist  (ACL) which performs classif icat ion on layer 3 

f ields and ent ers ip-access conf igurat ion mode.  

SSyynnttaaxx  IItt eemmss    

ip acl  

ip address 

ip conflict 

ip default-gateway 

ip dhcp 

ip dns 

ip forcedhttps 

ip http 

ip https 

ip igmp 

ip source 

ip ssh 

ip telent 

DDeessccrr iipptt iioonn  

Syntax Items Description 

ip acl   acl <NAME> - Set  t he name of  t he access l ist  (ACL) based on IPv4.  

To conf igure det ailed set t ings,  ent er t he name of  ACL t o access int o 

next  level.   

<conf ig>#ip acl  <NAME> 

Then,  available sub-command includes:  

<conf ig-ip-acl>#deny 

<conf ig-ip-acl>#do 

<conf ig-ip-acl>#end 

<conf ig-ip-acl>#exit  

<conf ig-ip-acl>#permit  

<conf ig-ip-acl>#sequence 

<conf ig-ip-acl>#show 
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Use t he “ deny”  command t o creat e deny rules for t he IPv4 access l ist .  

<0-255/ egp/ hmp/ icmp/ igp/ ipinip/ ipv6 / ipv6: f rag / ipv6: icmp 

/ ipv6: rout  /  ip /  l2t p / ospf  / pim /  rdp /  rsvp / t cp / udp > - Specify t he 

IP prot ocol number or ent er t he name of  t he prot ocol.  

<A.B.C.D>/ <A.B.C.D> <A.B.C.D>/ <A.B.C.D> - Specify t he source and 

dest inat ion IPv4 addresses and subnet  masks.  

dscp <0-63> - Set  t he DSCP f i l t ering by specifying a value for DSCP.  

precedence <0-7> - Set  t he cos value and t he cos mask for a packet .  

shut down – Disable t he Et hernet  int erface.  

any – Any IP address (as source or dest inat ion).  

Related Syntax: 

 <conf ig-ip-acl  >#deny <0-255> <A.B.C.D>/ <A.B.C.D> 

<A.B.C.D>/ <A.B.C.D> dscp <0-63> 

 <conf ig-ip-acl  >#deny <0-255> <A.B.C.D>/ <A.B.C.D> 

<A.B.C.D>/ <A.B.C.D> dscp <0-63> shut down 

 <conf ig-ip-acl  >#deny <0-255> <A.B.C.D>/ <A.B.C.D> 

<A.B.C.D>/ <A.B.C.D> precedence <0-7> 

 <conf ig-ip-acl  >#deny <0-255> <A.B.C.D>/ <A.B.C.D> 

<A.B.C.D>/ <A.B.C.D> precedence <0-7> shut down 

 <conf ig-ip-acl  >#deny <0-255> any <A.B.C.D>/ <A.B.C.D> dscp 

<0-63> 

 <conf ig-ip-acl  >#deny <0-255> any <A.B.C.D>/ <A.B.C.D> dscp 

<0-63> shut down 

 <conf ig-ip-acl  >#deny <0-255> any <A.B.C.D>/ <A.B.C.D> 

precedence <0-7> 

 <conf ig-ip-acl  >#deny <0-255> any <A.B.C.D>/ <A.B.C.D> 

precedence <0-7> shut down 

 <conf ig-ip-acl  >#deny <0-255> any any dscp <0-7> 

 <conf ig-ip-acl  >#deny <0-255> any any dscp <0-7> shut down 

 <conf ig-ip-acl  >#deny <0-255> any any precedence <0-7> 

 <conf ig-ip-acl  >#deny <0-255> any any precedence <0-7> 

shut down 

Use t he “ do”  command t o run execut ion command in current  mode.  

<SEQUENCE> -  

Related Syntax: 

 <conf ig-ip-acl>#do <SEQUENCE> 

Use t he “ end”  command t o f inish current  mode.  Any changes in 

current  mode wil l  be saved.  

Related Syntax: 

 <conf ig-ip-acl>#end 

Use t he “ exit ”  command t o close t he current  CLI session or ret urn t o 

t he previous mode wit hout  saving t he set t ings.  

Related Syntax: 

 <conf ig-ip-acl>#exit  

Use t he “ no sequence”  command t o delet e any ent ry in management  

ACL.   

<1-2147483647>- Specify an index number of  t he ACL.  

Related Syntax: 

 <conf ig-ip-acl>#no sequence <1-2147483647> 

Use t he “ permit ”  command t o creat e permit  rules which bypass t he 

packet s meet  t he rule.  

<0-255/ egp/ hmp/ icmp/ igp/ ipinip/ ipv6 / ipv6: f rag / ipv6: icmp 

/ ipv6: rout  /  ip /  l2t p / ospf  / pim /  rdp /  rsvp / t cp / udp > - Specify t he 

IP prot ocol number or ent er t he name of  t he prot ocol.  

<A.B.C.D>/ <A.B.C.D> <A.B.C.D>/ <A.B.C.D> - Specify t he source and 
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dest inat ion IPv4 addresses and subnet  masks.  

dscp <0-63> - Set  t he DSCP f i l t ering by specifying a value for DSCP.  

precedence <0-7> - Set  t he cos value and t he cos mask for a packet .  

Shut down – Disable t he Et hernet  int erface.  

any – Any IP address (as source or dest inat ion).  

Related Syntax: 

 <conf ig-ip-acl  >#permit  <0-255> <A.B.C.D>/ <A.B.C.D> 

<A.B.C.D>/ <A.B.C.D> dscp <0-63> 

 <conf ig-ip-acl  >#permit  <0-255> <A.B.C.D>/ <A.B.C.D> 

<A.B.C.D>/ <A.B.C.D> dscp <0-63> shut down 

 <conf ig-ip-acl  >#permit  <0-255> <A.B.C.D>/ <A.B.C.D> 

<A.B.C.D>/ <A.B.C.D> precedence <0-7> 

 <conf ig-ip-acl  >#permit  <0-255> <A.B.C.D>/ <A.B.C.D> 

<A.B.C.D>/ <A.B.C.D> precedence <0-7> shut down 

 <conf ig-ip-acl  >#permit  <0-255> any <A.B.C.D>/ <A.B.C.D> dscp 

<0-63> 

 <conf ig-ip-acl  >#permit  <0-255> any <A.B.C.D>/ <A.B.C.D> dscp 

<0-63> shut down 

 <conf ig-ip-acl  >#permit  <0-255> any <A.B.C.D>/ <A.B.C.D> 

precedence <0-7> 

 <conf ig-ip-acl  >#permit  <0-255> any <A.B.C.D>/ <A.B.C.D> 

precedence <0-7> shut down 

 <conf ig-ip-acl  >#permit  <0-255> any any dscp <0-7> 

 <conf ig-ip-acl  >#permit  <0-255> any any dscp <0-7> shut down 

 <conf ig-ip-acl  >#permit  <0-255> any any precedence <0-7> 

 <conf ig-ip-acl  >#permit  <0-255> any any precedence <0-7> 

shut down 

Use t he “ sequence”  command t o deny or permit  t he ACL.  

<1-2147483647> - Ent er t he sequence of  ACL ent ry.  The sequence 

represent s t he priorit y of  t he ACE in t he ACL.  

Related Syntax: 

 <conf ig-ip-acl  >#sequence <1-2147483647> deny  

 <conf ig-ip-acl  >#sequence <1-2147483647> permit  

Use t he “ show acl”  command t o l ist  current  st at us of  t he select ed ACL.  

ip address  Use t his command t o modify t he administ rat ion IPv4 address.   

adddress <A.B.C.D> - Specify t he IPv4 addresses.  This IP is required 

when t he administ er want s t o access int o VigorSwit ch t hrough Telnet ,  

SSH,  HTTP,  HTTPS,  SNMP and so on.  

mask <A.B.C.D> - Specify t he net mask of  t he IP address.   

Related Syntax: 

 <conf ig>#ip address <A.B.C.D> 

 <conf ig>#ip address <A.B.C.D> mask <A.B.C.D> 

ip conf l ict  Use t his command t o do IP conf l ict  prevent ion.  

lag - Enable/ disable t he funct ion.  

<A.B.C.D> - Specify t he IPv4 addresses.  

<1-8> - Specify a physical port .  

<1-8> - Specify a LAG port .  

Related Syntax: 

 <conf ig>#ip conf l ict  lag 

 <conf ig>#ip conf l ict  prevent ion 

 <conf ig>#ip conf l ict  prevent ion clear 

 <conf ig>#ip conf l ict  prevent ion server-ip <A.B.C.D> int erface 

Gigabit Et hernet  <1-8> 

 <conf ig>#ip conf l ict  prevent ion server-ip <A.B.C.D> int erface 
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LAG <1-8> 

ip def aul t -gat eway Use t his command t o modify default  gat eway address.  

adddress <A.B.C.D> - Specify t he IPv4 addresses.   

Related Syntax: 

 <conf ig>#ip default -gat eway <A.B.C.D> 

ip dhcp Use t his command t o enable DHCP cl ient  t o get  IP address f rom remot e 

DHCP server.   

Related Syntax: 

 <conf ig>#ip dhcp 

ip dns Use t his command t o modify DNS server conf igurat ion.  

<A.B.C.D> - Specify t he IP address as primary DNS server.  

<A.B.C.D> <A.B.C.D> - Sepcify t wo IP addresses as primary and 

secondary DNS server.  

<X:X:XX:X:X> - Specify t he MAC address as primary DNS server.  

<X:X:XX:X:X><X:X: :X:X> - Specify t wo MAC addresses as primary and 

secondary DNS server.  

lookup – Enable t he IP domain naming syst em lookup.  

Related Syntax: 

 <conf ig>#ip dns <A.B.C.D> 

 <conf ig>#ip dns <A.B.C.D> <A.B.C.D> 

 <conf ig>#ip dns <X:X:XX:X:X> 

 <conf ig>#ip dns <X:X:XX:X:X><X:X: :X:X> 

 <conf ig>#ip dns lookup 

ip f orcedht t ps Use t his command t o enable t he funct ion of  forced HTTPS 

conf igurat ion.  

Related Syntax: 

 <conf ig>#ip forcedht t ps 

ip ht t p Use t his command t o enable t he funct ion of  HTTP conf igurat ion.  

Login – Set  login aut hent icat ion.  

<LISTNAME> - Ent er t he aut hent icat ion met hod l ist  name.  

Session-t imeout  – Set  t he session t imeout .  

<0-86400> - Set  t he t imeout  value.  0 means no t imeout .  

Related Syntax: 

 <conf ig>#ip ht t p login aut hent icat ion <LISTNAME> 

 <conf ig>#ip ht t p session-t imeout  <0-86400>  

ip ht t ps Use t his command t o enable t he funct ion of  HTTPS conf igurat ion.  

Login – Set  login aut hent icat ion.  

<LISTNAME> - Ent er t he aut hent icat ion met hod l ist  name.  

Session-t imeout  – Set  t he session t imeout .  

<0-86400> - Set  t he t imeout  value.  0 means no t imeout .  

Related Syntax: 

 <conf ig>#ip ht t ps login aut hent icat ion <LISTNAME> 

 <conf ig>#ip ht t ps session-t imeout  <0-86400> 

ip igmp Use t his command t o set  IGMP prof i le and enable IGMP snooping 

funct ion.  

Prof i le – Set  IGMP prof i le.  

<1-128> - Ent er t he index number of  IGMP prof i le t o access int o next  

phase for conf iguring det ailed set t ings.   

<A.B.C.D><A.B.C.D> - Specify t he source and dest inat ion IPv4 

addresses 

act ion <deny/ permit > - Speicfy t he rule (deny/ permit ) for t he IGMP 

prof i le.  
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Related Syntax: 

 <conf ig>#ip igmp prof i le <1-128> 

<conf ig-igmp-prof i le># do 

<conf ig-igmp-prof i le># end 

<conf ig-igmp-prof i le># exit  

<conf ig-igmp-prof i le># prof i le range ip <A.B.C.D><A.B.C.D> 

<conf ig-igmp-prof i le># prof i le range ip <A.B.C.D><A.B.C.D> 

act ion <deny/ permit >  

<conf ig-igmp-prof i le># prof i le range ip <A.B.C.D> act ion 

<deny/ permit >  

<conf ig-igmp-prof i le># show 

 <conf ig>#ip igmp snooping 

ip source Use t his command t o creat e a st at ic IP source binding ent ry.  

<A:B:C:D:E:F> - Ent er t he MAC address for t he binding ent ry.  

vlan <1-4094> - Specify t he VLAN ID number.  

<A.B.C.D><A.B.C.D> - Specify t he source and dest inat ion IPv4 

addresses.  

<1-8> - Specify a physical port .  

<1-8> - Specify a LAG port .  

Related Syntax: 

 <conf ig>#ip source binding <A:B:C:D:E:F> vlan <1-4094> 

<A.B.C.D> <A.B.C.D> int erface Gigabit Et hernet  <1-8> 

 <conf ig>#ip source binding <A:B:C:D:E:F> vlan <1-4094> 

<A.B.C.D> <A.B.C.D> int erface LAG <1-8> 

 <conf ig>#ip source binding vlan <1-4094> <A.B.C.D> <A.B.C.D> 

int erface Gigabit Et hernet  <1-8> 

 <conf ig>#ip source binding vlan <1-4094> <A.B.C.D> <A.B.C.D> 

int erface LAG <1-8> 

ip ssh Use t his command t o generat e t he key f i les for SSH connect ion.  

<al l / v1/ v2> - Select  t he key f i les for SSH connect ion.  

Related Syntax: 

 <conf ig>#ip ssh <al l / v1/ v2> 

ip t elnet  Use t his command t o enable t elent  service.  

Related Syntax: 

 <conf ig>#ip t elnet  

EExxaammppllee    

G1085# configure 

G1085(config)# ip acl market_1 

G1085(config-ip-acl)# 

G1085(config-ip-acl)# deny 20 192.168.2.55/255.255.255.0 192.168.2.85/255 

G1085(config)#  

 

 

TTeellnneett   CCoommmmaanndd::   iippvv66    

Use t his command t o creat e an IPv6 access l ist  (ACL).  

SSyynnttaaxx  IItt eemmss    

ipv6 acl  

ipv6 address 

ipv6 autoconfig 
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ipv6 default-gateway 

ipv6 dhcp 

ipv6 mld 

DDeessccrr iipptt iioonn  

Syntax Items Description 

<NAME> - Set  t he name of  t he access l ist  (ACL) based on IPv6.  

To conf igure det ailed set t ings,  ent er t he name of  ACL t o access int o 

next  level.   

<conf ig>#ipv6 acl  <NAME> 

Then,  available sub-command includes:  

<conf ig-ipv6-acl>#deny 

<conf ig-ipv6-acl>#do 

<conf ig-ipv6-acl>#end 

<conf ig-ipv6-acl>#exit  

<conf ig-ipv6-acl>#no 

<conf ig-ipv6-acl>#permit  

<conf ig-ipv6-acl>#sequence 

<conf ig-ipv6-acl>#show 

ipv6 acl   

Use t he “ deny”  command t o creat e deny rules for t he IPv4 access 

l ist .  

<0-255/ icmp/ ipv6/ t cp / udp > - Specify t he IP prot ocol number or 

ent er t he name of  t he prot ocol.  

<0-255/ any> - Specify ICMPv6 number.  

<X:X: :X:X>/ <0-128> <X:X: :X:X>/ <0-128> - Specify t he 

source/ dest inat ion IPv6 addresses and subnet  masks.  

dscp <0-63> - Set  t he DSCP f i l t ering by specifying a value for DSCP.  

precedence <0-7> - Set  t he cos value and t he cos mask for a packet .  

shut down – Disable t he Et hernet  int erface.  

any – Any IP address (as source or dest inat ion).  

<0-65535 /  PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip 

/  echo /  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  klogin 

/  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime 

/  whois /  www> - Set  TCP port .  

mat ch-al l  <TCP_FLAG> - Set  TCP f lags.  List  of  TCP f lags t hat  should 

occur.  If  a f lag should be set ,  i t  is p ref ixed by "+". If  a f lag should be 

unset ,  i t  is pref ixed by "-".  Avai lable opt ions are +urg,  +ack,  +psh,  

+rst ,  +syn,  +f in,  -urg,  -ack,  -psh,  -rst ,  -syn and -f in.To def ine more 

t han 1 f lag - ent er addit ional f lags one af t er anot her wit hout  a 

space (example +syn-ack).  

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain 

/  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain 

/  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> - Set  UDP port .  

Related Syntax: 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> dscp <0-63> 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> dscp <0-63> shut down 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> 
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<X:X: :X:X>/ <0-128> precedence <0-7> 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> precedence <0-7> shut down 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> shut down 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> any  dscp 

<0-63> 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> any  dscp 

<0-63> shut down 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> any 

precedence <0-7> 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> any 

precedence <0-7>shut down 

 <conf ig-ipv6-acl >#deny <0-255> <X:X: :X:X>/ <0-128> any 

shut down  

 <conf ig-ipv6-acl  >deny icmp <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> <0-255 /  any /  dest inat ion-unreachable /  

echo-reply /  echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255/ any> dscp <0-63> 

 <conf ig-ipv6-acl  >#deny icmp <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128><0-255 /  any /  dest inat ion-unreachable /  

echo-reply /  echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255/ any> dscp <0-63> 

shut down  

 <conf ig-ipv6-acl  >#deny icmp <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128><0-255 /  any /  dest inat ion-unreachable /  

echo-reply /  echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255/ any> precedence 

<0-7> 

 <conf ig-ipv6-acl  >#deny icmp <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128><0-255 /  any /  dest inat ion-unreachable /  

echo-reply /  echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255/ any> precedence 

<0-7> shut down 

 <conf ig-ipv6-acl  >#deny icmp <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128><0-255 /  any /  dest inat ion-unreachable /  

echo-reply /  echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255/ any> shut down 

 <conf ig-ipv6-acl  >#deny icmp <X:X: :X:X>/ <0-128> any  <0-255 

/  any /  dest inat ion-unreachable /  echo-reply /  echo-request  /  

nd-na /  nd-ns /  packet -t oo-big/  paramet er-problem/  

rout er-advert isement  /  rout er-sol icit at ion /  t ime-exceeded> 

<0-255 / any> dscp <0-63> 

 <conf ig-ipv6-acl  >#deny icmp <X:X: :X:X>/ <0-128> any  <0-255 

/  any /  dest inat ion-unreachable /  echo-reply /  echo-request  /  

nd-na /  nd-ns /  packet -t oo-big/  paramet er-problem/  

rout er-advert isement  /  rout er-sol icit at ion /  t ime-exceeded> 

<0-255 / any> dscp <0-63> shut down 

 <conf ig-ipv6-acl  >#deny icmp <X:X: :X:X>/ <0-128> any  <0-255 

/  any /  dest inat ion-unreachable /  echo-reply /  echo-request  /  

nd-na /  nd-ns /  packet -t oo-big/  paramet er-problem/  

rout er-advert isement  /  rout er-sol icit at ion /  t ime-exceeded> 

<0-255 / any> precedence <0-7> 

 <conf ig-ipv6-acl  >#deny icmp <X:X: :X:X>/ <0-128> any  <0-255 

/  any /  dest inat ion-unreachable /  echo-reply /  echo-request  /  

nd-na /  nd-ns /  packet -t oo-big/  paramet er-problem/  

rout er-advert isement  /  rout er-sol icit at ion /  t ime-exceeded> 

<0-255 / any> precedence <0-7> shut down 

 <conf ig-ipv6-acl  >#deny icmp <X:X: :X:X>/ <0-128> any  <0-255 

/  any /  dest inat ion-unreachable /  echo-reply /  echo-request  /  
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nd-na /  nd-ns /  packet -t oo-big/  paramet er-problem/  

rout er-advert isement  /  rout er-sol icit at ion /  t ime-exceeded> 

<0-255 / any> shut down 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> dscp <0-63> 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> dscp <0-63> shut down 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> precedence <0-7> 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> precedence <0-7> shut down 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> shut down 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> any  dscp 

<0-63> 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> any  dscp 

<0-63> shut down 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> any 

precedence <0-7> 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> any 

precedence <0-7>shut down 

 <conf ig-ipv6-acl  >#deny ipv6 <X:X: :X:X>/ <0-128> any shut down 

 <conf ig-ipv6-acl  >#deny ipv6 any <X:X: :X:X>/ <0-128> 

 <conf ig-ipv6-acl  >#deny ipv6 any <X:X: :X:X>/ <0-128> dscp 

<0-63> 

 <conf ig-ipv6-acl  >#deny ipv6 any <X:X: :X:X>/ <0-128> dscp 

<0-63> shut down 

 <conf ig-ipv6-acl  >#deny ipv6 any <X:X: :X:X>/ <0-128> 

precedence <0-7> 

 <conf ig-ipv6-acl  >#deny ipv6 any <X:X: :X:X>/ <0-128> 

precedence <0-7> shut down 

 <conf ig-ipv6-acl  >#deny ipv6 any <X:X: :X:X>/ <0-128> shut down 

 <conf ig-ipv6-acl >#deny ipv6 any any 

 <conf ig-ipv6-acl >#deny ipv6 any any dscp <0-63> 

 <conf ig-ipv6-acl >#deny ipv6 any any dscp <0-63>  shut down 

 <conf ig-ipv6-acl >#deny ipv6 any any precedence <0-7> 

 <conf ig-ipv6-acl >#deny ipv6 any any precedence <0-7> 

shut down 

 <conf ig-ipv6-acl >#deny ipv6 any any shut down 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> dscp <0-63> 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  
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klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> dscp <0-63> shut down 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> mat ch-al l  <TCP_FLAG> dscp 

<0-63> 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> mat ch-al l  <TCP_FLAG> dscp 

<0-63> shut down 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> mat ch-al l  <TCP_FLAG> 

precedence <0-7> 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> mat ch-al l  <TCP_FLAG> 

precedence <0-7> shut down 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> mat ch-al l  <TCP_FLAG> shut down 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> precedence <0-7> 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> precedence <0-7> shut down  

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 
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<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> shut down 

 <conf ig-ipv6-acl  >#deny udp <X:X: :X:X>/ <0-128> <0-65535/  

PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain /  echo 

/  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  

domain /  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  

snmpt rap /  sunrpc /  syslog /  t alk /  t f t p /  t ime /  who>  

 <conf ig-ipv6-acl  >#deny udp <X:X: :X:X>/ <0-128> <0-65535/  

PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain /  echo 

/  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  

domain /  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  

snmpt rap /  sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> dscp 

<0-63> 

 <conf ig-ipv6-acl  >#deny udp <X:X: :X:X>/ <0-128> <0-65535/  

PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain /  echo 

/  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  

domain /  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  

snmpt rap /  sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> dscp 

<0-63> shut down 

 <conf ig-ipv6-acl  >#deny udp <X:X: :X:X>/ <0-128> <0-65535/  

PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain /  echo 

/  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  

domain /  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  

snmpt rap /  sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> dscp 

<0-63> precedence <0-7> 

 <conf ig-ipv6-acl  >#deny udp <X:X: :X:X>/ <0-128> <0-65535/  

PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain /  echo 

/  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  

domain /  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  

snmpt rap /  sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> dscp 

<0-63> precedence <0-7> shut down 

 <conf ig-ipv6-acl  >#deny udp <X:X: :X:X>/ <0-128> <0-65535> any 

Use t he “ do”  command t o run execut ion command in current  mode.  

<SEQUENCE> -  

Related Syntax: 

 <conf ig-ipv6-acl>#do <SEQUENCE> 

Use t he “ end”  command t o f inish current  mode.  Any changes in 

current  mode wil l  be saved.  

Related Syntax: 

 <conf ig-ipv6-acl>#end 

Use t he “ exit ”  command t o close t he current  CLI session or ret urn 

t o t he previous mode wit hout  saving t he set t ings.  

Related Syntax: 

 <conf ig-ipv6-acl>#exit  

Use t he “ no sequence”  command t o delet e any ent ry in 

management  ACL.   

<1-2147483647>- Specify an index number of  t he ACL.  

Related Syntax: 

 <conf ig-ip-acl>#no sequence <1-2147483647>    
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Use t he “ permit ”  command t o creat e permit  rules which bypass t he 

packet s meet  t he rule.  

<0-255/ icmp/ ipv6/ t cp / udp > - Specify t he IP prot ocol number or 

ent er t he name of  t he prot ocol.  

<0-255/ any> - Specify ICMPv6 number.  

<X:X: :X:X>/ <0-128> <X:X: :X:X>/ <0-128> - Specify t he 

source/ dest inat ion IPv6 addresses and subnet  masks.  

dscp <0-63> - Set  t he DSCP f i l t ering by specifying a value for DSCP.  

precedence <0-7> - Set  t he cos value and t he cos mask for a packet .  

shut down – Disable t he Et hernet  int erface.  

any – Any IP address (as source or dest inat ion).  

<0-65535 /  PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip 

/  echo /  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  klogin 

/  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime 

/  whois /  www> - Set  TCP port .  

mat ch-al l  <TCP_FLAG> - Set  TCP f lags.  List  of  TCP f lags t hat  should 

occur.  If  a f lag should be set ,  i t  is p ref ixed by "+". If  a f lag should be 

unset ,  i t  is pref ixed by "-".  Avai lable opt ions are +urg,  +ack,  +psh,  

+rst ,  +syn,  +f in,  -urg,  -ack,  -psh,  -rst ,  -syn and -f in.To def ine more 

t han 1 f lag - ent er addit ional f lags one af t er anot her wit hout  a 

space (example +syn-ack).  

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain 

/  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain 

/  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> - Set  UDP port .  

Related Syntax: 

 <conf ig-ipv6-acl >#permit  <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> 

 <conf ig-ipv6-acl ># permit  <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> dscp <0-63> 

 <conf ig-ipv6-acl ># permit  <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> dscp <0-63> shut down 

 <conf ig-ipv6-acl ># permit  <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> precedence <0-7> 

 <conf ig-ipv6-acl ># permit  <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> precedence <0-7> shut down 

 <conf ig-ipv6-acl ># permit  <0-255> <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> shut down 

 <conf ig-ipv6-acl ># permit  <0-255> <X:X: :X:X>/ <0-128> any 

dscp <0-63> 

 <conf ig-ipv6-acl ># permit  <0-255> <X:X: :X:X>/ <0-128> any 

dscp <0-63> shut down 

 <conf ig-ipv6-acl ># permit  <0-255> <X:X: :X:X>/ <0-128> any 

precedence <0-7> 

 <conf ig-ipv6-acl ># permit  <0-255> <X:X: :X:X>/ <0-128> any 

precedence <0-7>shut down 

 <conf ig-ipv6-acl ># permit  <0-255> <X:X: :X:X>/ <0-128> any 

shut down  

 <conf ig-ipv6-acl > permit  icmp <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> <0-255 /  any /  dest inat ion-unreachable /  

echo-reply /  echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255/ any> dscp <0-63> 

 <conf ig-ipv6-acl ># permit  icmp <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128><0-255 /  any /  dest inat ion-unreachable /  

echo-reply /  echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  
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rout er-sol icit at ion /  t ime-exceeded> <0-255/ any> dscp <0-63> 

shut down  

 <conf ig-ipv6-acl ># permit  icmp <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128><0-255 /  any /  dest inat ion-unreachable /  

echo-reply /  echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255/ any> precedence 

<0-7> 

 <conf ig-ipv6-acl ># permit  icmp <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128><0-255 /  any /  dest inat ion-unreachable /  

echo-reply /  echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255/ any> precedence 

<0-7> shut down 

 <conf ig-ipv6-acl ># permit  icmp <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128><0-255 /  any /  dest inat ion-unreachable /  

echo-reply /  echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255/ any> shut down 

 <conf ig-ipv6-acl ># permit  icmp <X:X: :X:X>/ <0-128> any  

<0-255 /  any /  dest inat ion-unreachable /  echo-reply /  

echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255 / any> dscp <0-63> 

 <conf ig-ipv6-acl ># permit  icmp <X:X: :X:X>/ <0-128> any  

<0-255 /  any /  dest inat ion-unreachable /  echo-reply /  

echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255 / any> dscp <0-63> 

shut down 

 <conf ig-ipv6-acl ># permit  icmp <X:X: :X:X>/ <0-128> any  

<0-255 /  any /  dest inat ion-unreachable /  echo-reply /  

echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255 / any> precedence 

<0-7> 

 <conf ig-ipv6-acl ># permit  icmp <X:X: :X:X>/ <0-128> any  

<0-255 /  any /  dest inat ion-unreachable /  echo-reply /  

echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255 / any> precedence 

<0-7> shut down 

 <conf ig-ipv6-acl ># permit  icmp <X:X: :X:X>/ <0-128> any  

<0-255 /  any /  dest inat ion-unreachable /  echo-reply /  

echo-request  /  nd-na /  nd-ns /  packet -t oo-big/  

paramet er-problem/  rout er-advert isement  /  

rout er-sol icit at ion /  t ime-exceeded> <0-255 / any> shut down 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> dscp <0-63> 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> dscp <0-63> shut down 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> precedence <0-7> 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> precedence <0-7> shut down 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> 

<X:X: :X:X>/ <0-128> shut down 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> any  dscp 

<0-63> 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> any  dscp 

<0-63> shut down 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> any 
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precedence <0-7> 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> any 

precedence <0-7>shut down 

 <conf ig-ipv6-acl ># permit  ipv6 <X:X: :X:X>/ <0-128> any 

shut down 

 <conf ig-ipv6-acl  ># permit  ipv6 any <X:X: :X:X>/ <0-128> 

 <conf ig-ipv6-acl ># permit  ipv6 any <X:X: :X:X>/ <0-128> dscp 

<0-63> 

 <conf ig-ipv6-acl ># permit  ipv6 any <X:X: :X:X>/ <0-128> dscp 

<0-63> shut down 

 <conf ig-ipv6-acl  ># permit  ipv6 any <X:X: :X:X>/ <0-128> 

precedence <0-7> 

 <conf ig-ipv6-acl  ># permit  ipv6 any <X:X: :X:X>/ <0-128> 

precedence <0-7> shut down 

 <conf ig-ipv6-acl  ># permit  ipv6 any <X:X: :X:X>/ <0-128> 

shut down 

 <conf ig-ipv6-acl ># permit  ipv6 any any 

 <conf ig-ipv6-acl ># permit  ipv6 any any dscp <0-63> 

 <conf ig-ipv6-acl  ># permit  ipv6 any any dscp <0-63>  shut down 

 <conf ig-ipv6-acl ># permit  ipv6 any any precedence <0-7> 

 <conf ig-ipv6-acl ># permit  ipv6 any any precedence <0-7> 

shut down 

 <conf ig-ipv6-acl ># permit  ipv6 any any shut down 

 <conf ig-ipv6-acl  ># permit  t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> 

 <conf ig-ipv6-acl  ># permit  t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> dscp <0-63> 

 <conf ig-ipv6-acl  ># permit  t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> dscp <0-63> shut down 

 <conf ig-ipv6-acl  >#deny t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> mat ch-al l  <TCP_FLAG> dscp 

<0-63> 

 <conf ig-ipv6-acl  ># permit  t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> mat ch-al l  <TCP_FLAG> dscp 
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<0-63> shut down 

 <conf ig-ipv6-acl  ># permit  t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> mat ch-al l  <TCP_FLAG> 

precedence <0-7> 

 <conf ig-ipv6-acl  ># permit  t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> mat ch-al l  <TCP_FLAG> 

precedence <0-7> shut down 

 <conf ig-ipv6-acl  ># permit  t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> mat ch-al l  <TCP_FLAG> shut down 

 <conf ig-ipv6-acl  ># permit  t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> precedence <0-7> 

 <conf ig-ipv6-acl  ># permit  t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> precedence <0-7> shut down  

 <conf ig-ipv6-acl  ># permit  t cp <X:X: :X:X>/ <0-128> <0-65535 /  

PORT_RANGE /  any /  dayt ime /  discard /  domain /  drip /  echo 

/  f t p /  f t p-dat a /  host name /  klogin /  kshel l  /  pop2 /  pop3 /  

smt p /  sunrpc /  syslog /  t alk /  t elnet  /  t ime /  whois /  www> 

<X:X: :X:X>/ <0-128> <0-65535 /  PORT_RANGE /  any /  dayt ime /  

discard /  domain /  drip /  echo /  f t p /  f t p-dat a /  host name /  

klogin /  kshel l  /  pop2 /  pop3 /  smt p /  sunrpc /  syslog /  t alk /  

t elnet  /  t ime /  whois /  www> shut down 

 <conf ig-ipv6-acl  ># permit  udp <X:X: :X:X>/ <0-128> <0-65535/  

PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain /  echo 

/  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  

domain /  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  

snmpt rap /  sunrpc /  syslog /  t alk /  t f t p /  t ime /  who>  

 <conf ig-ipv6-acl  ># permit  udp <X:X: :X:X>/ <0-128> <0-65535/  

PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain /  echo 

/  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  

domain /  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  

snmpt rap /  sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> dscp 

<0-63> 
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 <conf ig-ipv6-acl  ># permit  udp <X:X: :X:X>/ <0-128> <0-65535/  

PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain /  echo 

/  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  

domain /  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  

snmpt rap /  sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> dscp 

<0-63> shut down 

 <conf ig-ipv6-acl  ># permit  udp <X:X: :X:X>/ <0-128> <0-65535/  

PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain /  echo 

/  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  

domain /  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  

snmpt rap /  sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> dscp 

<0-63> precedence <0-7> 

 <conf ig-ipv6-acl  ># permit  udp <X:X: :X:X>/ <0-128> <0-65535/  

PORT_RANGE /  any /  boot pc /  boot ps /  discard /  domain /  echo 

/  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  snmpt rap /  

sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> <X:X: :X:X>/ <0-128> 

<0-65535/  PORT_RANGE /  any /  boot pc /  boot ps /  discard /  

domain /  echo /  nameserver /  net bios-ns /  nt p /  r ip /  snmp /  

snmpt rap /  sunrpc /  syslog /  t alk /  t f t p /  t ime /  who> dscp 

<0-63> precedence <0-7> shut down 

 <conf ig-ipv6-acl  ># permit  udp <X:X: :X:X>/ <0-128> <0-65535> 

any 

Use t he “ sequence”  command t o deny or permit  t he ACL.  

<1-2147483647> - Ent er t he sequence of  ACL ent ry.  The sequence 

represent s t he priorit y of  t he ACE in t he ACL.  

Related Syntax: 

 <conf ig-ipv6-acl  >#sequence <1-2147483647> deny  

 <conf ig-ipv6-acl  >#sequence <1-2147483647> permit  

Use t he “ show acl”  command t o l ist  current  st at us of  t he select ed 

ACL.  

Ipv6 address  Use t his command t o modify t he administ rat ion IPv6 address.   

adddress <X:X: :X:X> - Specify t he IPv6 addresses.  This IP is required 

when t he administ er want s t o access int o VigorSwit ch t hrough 

Telnet ,  SSH,  HTTP,  HTTPS,  SNMP and so on.  

pref ix <0-128> - Specify t he pref ix lengt h of  t he IPv6 address.   

Related Syntax: 

 <conf ig>#ipv6 address <X:X: :X:X> pref ix <0-128> 

ipv6 aut oconf ig Use t his command t o enable IPv6 aut o conf igurat ion feat ure.  

Ipv6 def aul t -gat eway Use t his command t o modify default  gat eway address.  

default -adddress <X:X: :X:X> - Specify t he IPv6 addresses of  t he 

gat eway.  

Related Syntax: 

 <conf ig>#ipv6 default -gat eway <X:X: :X:X> 

ipv6 dhcp Use t his command t o enable DHCPv6 cl ient  t o get  IP address f rom 

remot e DHCPv6 server.  

ipv6 mld Use t his command t o set  MLD conf igurat ion.  

prof i le <1-128> - Use it  t o ent er prof i le conf igurat ion.  

snooping – Use it  t o enable MLD snooping funct ion.  

forward-met hod <dip/ mac> -  

report -suppression – Use it  t o enable MLD snooping 

report -suppression funct ion.  

unknown-mult icast  act ion <drop/ f lood/ rout er-port > - Use it  t o set  

unknown mult icast  act ion.   

version <1/ 2> – Use it  t o change MLD support  version.   
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vlan <1-4094> - Use it  t o enable MLD on VLAN.  Specify a VLAN ID for 

conf igurat ion.  

forbidden-port  Gigabit Et hernet  <1-8> - Specify a physical port .  

forbidden-port  LAG <1-8> - Specify a LAG port .  

forbidden-rout er-port  Gigabit Et hernet  <1-50> - Use it  t o add st at ic 

forbidden rout er port .  Specify a physical port .  

forbidden-rout er-port  LAG <1-8> - Use it  t o add st at ic forbidden 

rout er port .  Specify a LAG port .  

immediat e-leave – Use it  t o enable fast leave funct ion.  

last -member-query-count  <1-7> - Use it  t o change how many query 

packet s wil l  send.  Specify t he last  member query count .  Default  is 

2.  

last -member-query-int erval <1-25> - Use it  t o set  int erval bet ween 

each query packet .  Specify t he last  member query int erval.  Default  

is 1.   

query-int erval <30-18000> - Use it  t o set  int erval bet ween each 

query.  Specify t he query int erval.  Default  is 125.  

response-t ime <5-20> - Use it  t o set  response t ime.  Specify a t ime 

value.  Default  is 10.  

robust ness-variable <1-7> - Specify a robust ness-variable value.  

Default  is 2.  

rout er learn pim-dvmrp – Use it  t o enable learning rout er port  by 

rouing prot ocol packet s (DVMRP).   

st at ic-group <X:X: :X:X> int erfaces gigabit et hernet  <1-8> - Use it  t o 

add a st at ic group.  Specify a physical port .  

st at ic-group <X:X: :X:X> int erfaces LAG <1-8> - Use it  t o add a st at ic 

group.  Specify a LAG port .  

st at ic-port  gigabit et hernet  <1-8>- Use it  t o add st at ic forwarding 

port .  Specify a physical  port .  

st at ic-port  LAG <1-8>- Use it  t o add st at ic forwarding port .  Specify 

a LAG port .  

st at ic-rout er-port  Gigabit Et hernet  <1-8> - Use it  t o add st at ic rout er 

port .  Al l  query packet s wil  forward t o t he specif ied port .  Specify a 

physical port .  

st at ic-rout er-port  LAG <1-8> - Use it  t o add st at ic rout er port .  Al l  

query packet s wil  forward t o t he specif ied port .  Specify a LAG port .  

Related Syntax: 

 <conf ig>#ipv6 mld prof i le <1-128> 

<conf ig-mld-prof i le># do 

<conf ig-mld-prof i le># end 

<conf ig-mld-prof i le># exit  

<conf ig-mld-prof i le># prof i le range ipv6 <X:X: :X:X> 

act ion <deny/ permit > 

<conf ig-mld-prof i le># prof i le range ipv6 <X:X: :X:X> 

<X:X: :X:X> 

<conf ig-mld-prof i le># prof i le range ipv6 <X:X: :X:X> 

<X:X: :X:X> act ion <deny/ permit > 

<conf ig-mld-prof i le># show 

 <conf ig>#ipv6 mld snooping 

 <conf ig>#ipv6 mld snooping forward-met hod <dip/ mac> 

 <conf ig>#ipv6 mld snooping report -suppression 

 <conf ig>#ipv6 mld snooping unknown-mult icast  act ion 

<drop/ f lood/ rout er-port > 

 <conf ig>#ipv6 mld snooping version <1/ 2> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> forbidden-port  

Gigabit Et hernet  <1-8> 
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 <conf ig>#ipv6 mld snooping vlan <1-4094> forbidden-port  LAG 

<1-8> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> 

forbidden-rout er-port  Gigabit Et hernet  <1-8> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> 

forbidden-rout er-port  LAG <1-8> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> immediat e-leave 

 <conf ig>#ipv6 mld snooping vlan <1-4094> 

last -member-query-count  <1-7> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> 

last -member-query-int erval <1-25> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> query-int erval 

<30-18000> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> response-t ime 

<5-20> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> robust ness-variable 

<1-7>  

 <conf ig>#ipv6 mld snooping vlan <1-4094> rout er learn 

pim-dvmrp 

 <conf ig>#ipv6 mld snooping vlan <1-4094> stat ic-group 

<X:X: :X:X> int erfaces gigabit et hernet  <1-8> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> stat ic-group 

<X:X: :X:X> int erfaces LAG <1-8> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> stat ic-port  

gigabit et hernet  <1-8> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> stat ic-port  LAG 

<1-8> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> stat ic-rout er-port  

Gigabit Et hernet  <1-8> 

 <conf ig>#ipv6 mld snooping vlan <1-4094> stat ic-rout er-port  

LAG <1-8> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# ipv6 mld snooping vlan 33 

G1085(config)# ipv6 acl CA_v6 

G1085(config-ipv6-acl)# deny 3 00:50::32:ff/24 00:50::78:aa/32 

 

TTeellnneett   CCoommmmaanndd::   jj uummbboo--ffrraammee  

Use t his command t o modify t he maximum f rame size of  j umbo f rame.  

SSyynnttaaxx  IItt eemmss    

jumbo-frame 

DDeessccrr iipptt iioonn  

Syntax Items Description 

j umbo-f rame Enable t he funct ion of  j umbo f rame.  

Set  t he maximum f rame size.  

<1518-10000> - The default  value is 1522.  

Related Syntax: 

 <conf ig># j umbo-f rame 
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 <conf ig># j umbo-f rame <1518-10000> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# jumbo-frame 8000 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   llaaccpp  

Use t his command t o set  t he syst em priorit y of  t he swit ch.  

SSyynnttaaxx  IItt eemmss    

lacp 

lacp system-priority 

DDeessccrr iipptt iioonn  

Syntax Items Description 

l acp Enable t he funct ion.  

l acp syst em-pr ior i t y It  is used for selelct ing a mast er swit ch bet ween t wo devices.  Lower 

syst em priorit y has higher priorit y.  The device wit h higher priorit y 

value can det ermine which port  is able t o j oin LAG.  

<1-65535> - Specify t he syst em priorit y value.  

Related Syntax: 

 <conf ig># lacp 

 <conf ig># lacp syst em-priorit y <1-65535> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# lacp system-priority 1000 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   llaagg  

LAG port  can t ransmit  packet s t o al l  port s for balancing t he t raf f ic loading.  Use t his command 

t o change t he load balance algorit hm t o src-dst -mac or src-dst -mac-ip as t he Load Balance 

pol icy.  

SSyynnttaaxx  IItt eemmss    

lag load-balance  

DDeessccrr iipptt iioonn  

Syntax Items Description 

l ag load-balance  LAG load balancing is based on source and dest inat ion MAC address 

and/ or IP address.   

Related Syntax: 

 <conf ig># lag load-balance src-dst -mac 

 <conf ig># lag load-balance src-dst -mac-ip 

EExxaammppllee    
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G1085# configure 

G1085(config)# lag load-balance src-dst-mac 

 

TTeellnneett   CCoommmmaanndd::   lliinnee  

Use t his command t o select  l ine conf igurat ion mode.   

SSyynnttaaxx  IItt eemmss    

line console 

line ssh 

line telent 

DDeessccrr iipptt iioonn  

Syntax Items Description 

Select  console conf igurat ion mode.  

To conf igure det ai led set t ings,  access int o next  level.   

<conf ig>#l ine <console/ ssh/ t elnet > 

console - Select  t he console l ine t o conf igure.  Then,  available 

sub-commands are:  

<conf ig-l ine>#do  

<conf ig-l ine>#exec-t imeout  

<conf ig-l ine>#exit  

<conf ig-l ine>#lhist ory 

<conf ig-l ine>#no 

<conf ig-l ine>#password-t hresh 

<conf ig-l ine>#silent -t ime 

Select  SSH l ine t o conf igure.  Then,  available sub-commands are:  

<conf ig-l ine>#do  

<conf ig-l ine>#end 

<conf ig-l ine>#exec-t imeout  

<conf ig-l ine>#exit  

<conf ig-l ine>#password-t hresh 

<conf ig-l ine>#silent -t ime 

console/ ssh/ t elnet  

t elnet  - Select  t elnet  l ine t o conf igure.  Then,  available 

sub-commands are:  

<conf ig-l ine>#do  

<conf ig-l ine>#end 

<conf ig-l ine>#exec-t imeout  

<conf ig-l ine>#exit  

<conf ig-l ine>#password-t hresh 

<conf ig-l ine>#silent -t ime 

#do Use t he “ do”  command t o run execut ion command in current  mode.  

<SEQUENCE> -  

Related Syntax: 

 <conf ig-l ine>#do <SEQUENCE> 

#exec-t imeout  Use t he “ exec-t imeout ”  t o set  t he session t imeout  conf igurat ion.  

<0-65535> - Ent er t he number.  

Related Syntax: 
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 <conf ig-l ine>#exec-t imeout  <0-65535> 

#exi t  Use t he “ exit ”  command t o close t he current  CLI session or ret urn 

t o t he previous mode wit hout  saving t he set t ings.  

Related Syntax: 

 <conf ig-l ine>#exit  

#hist ory Use t he “ hist ory”  command t o specify t he index number of  hist ory.  

<1-256> - Ent er a number.  

Related Syntax: 

 <conf ig-l ine>#hist ory <1-256> 

#no Use t he “ no”  command t o negat e l ine command.  

Related Syntax: 

 <conf ig-l ine>#no enable 

 <conf ig-l ine>#no hist ory 

 <conf ig-l ine>#no login 

#password-t hresh Use t he “ password-t hresh”  command t o set  t he login password 

int rusion t hreshold.  

<0-120> - Set  a number of  al lowed password at t empt s.  0 means no 

t hreshold.  

Related Syntax: 

 <conf ig-l ine>#password-t hresh <0-120> 

#si lent -t ime Use t he “ si lent -t ime”  command t o set  fai l  si lent  t ime.  

<0-65535> - Set  t he t ime t o disable t he console response.  

Related Syntax: 

 <conf ig-l ine>#silent -t ime <0-65535> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# line telnet 

P2280x(config-line)# 

 

TTeellnneett   CCoommmmaanndd::   llllddpp  

Use t his command t o set  LLDP funct ion.  

SSyynnttaaxx  IItt eemmss    

lldp 

lldp holdtime-multiplier  

lldp lldpdu  

lldp reinit-delay 

lldp tx-delay 

lldp tx-interval 

DDeessccrr iipptt iioonn  

Syntax Items Description 
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l l dp Enable t he funct ion of  LLDP.  

l l dp holdt ime-mul t ipl ier   Set  t he mult ipl ier used for calculat ing t he LLDP discovery packet  

hold t ime.  

<2-10> - Set  t he LLDP hold t ime mult ipl ier.  

Related Syntax: 

 <conf ig># l ldp holdt ime-mult ipl ier <2-10> 

l l dp l ldpdu  bridging - The LLDP packet s wil l  be bridging when LLDP is disabled.  

f i l t ering - The LLDP packet s wil l  be f i l t ered and delet ed when LLDP 

is disabled.  

f looding - The LLDP packet s wil l  be f looded and forwarded t o al l  

int erfaces when LLDP is disabled.  

Related Syntax: 

 <conf ig># l ldp l ldpdu bridging 

 <conf ig># l ldp l ldpdu f i l t ering 

 <conf ig># l ldp l ldpdu f looding 

l l dp r ini t -delay Set  t he LLDP re-init ial  delay t o avoid LLDP generat ing t oo many 

PDU.  

<1-10> - Specify a number for LLDP server t o init ial ize.  

Related Syntax: 

 <conf ig># l ldp rinit -delay <1-10> 

l l dp t x-delay Set  t he delay t ime bet ween t he successful LLDP f rame 

t ransmissions.  

<1-8191> - Ent er t he number of  delay t ime.  

Not e t hat  bot h t x-int erval and t x-delay wil l  af fect  t he LLDP PDU TX 

t ime.  

Related Syntax: 

 <conf ig># l ldp t x-delay <1-8191> 

l l dp t x-int erval  Set  t he LLDP TX int erval .  

<5-32767> - Ent er t he int erval in unit  of  second.  

Related Syntax: 

 <conf ig># l ldp t x-int erval <5-32767> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# lldp tx-interval 500 

G1085(config)# 
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TTeellnneett   CCoommmmaanndd::   llooggggiinngg  

Use t his command t o set  logging service on VigorSwit ch.  

SSyynnttaaxx  IItt eemmss    

logging 

logging buffered 

logging console  

logging file 

logging host  

DDeessccrr iipptt iioonn  

Syntax Items Description 

logging Enable t he logging service.  

l ogging buf f ered St ore t he log message in t he RAM. 

l ogging console Specify t he logging level.  

<0-7> - Specify t he logging level by ent ering a number (f rom 

EMEGR-DEBUG).  

Related Syntax: 

 <conf ig># logging console 

 <conf ig># logging console severit y <0-7> 

l ogging f i le St ore t he log message in t he f lash.  

<0-7> - Specify t he logging level by ent ering a number (f rom 

EMEGR-DEBUG).  

Related Syntax: 

 <conf ig># logging f i le severit y <0-7> 

l ogging host   Def ine t he logging server.  

host  <A.B.C.D> - Ent er an IP address of  t he remot e (or local) server.  

facil i t y <local0-local7> - Specify t he facil i t y paramet er for t he 

syslog message.  

port  <1-65535> - Ent er a number for t he remot e server.  Default  is 

514.  

severit y <0-7> - Specify t he logging level  by ent ering a number 

(f rom EMEGR-DEBUG).  

<HOSTNAME> - Def ine a name as t he host .  

Related Syntax: 

 <conf ig>#logging host  <A.B.C.D> facil i t y <local0-local7> 

 <conf ig>#logging host  <A.B.C.D> port  <1-65535> 

 <conf ig>#logging host  <A.B.C.D> port  <1-65535> facil i t y 

<local0-local7> 

 <conf ig>#logging host  <A.B.C.D> port  <1-65535> severit y 

<0-7> facil i t y <local0-local7> 

 <conf ig>#logging host  <A.B.C.D> severit y <0-7> facil i t y 

<local0-local7> 

 <conf ig>#logging host  <HOSTNAME> facil i t y <local0-local7> 

 <conf ig>#logging host  <HOSTNAME> port  <1-65535> 

 <conf ig>#logging host  <HOSTNAME> port  <1-65535> facil i t y 

<local0-local7> 

 <conf ig>#logging host  <HOSTNAME> port  <1-65535> severit y 

<0-7> facil i t y <local0-local7> 

 <conf ig>#logging host  <HOSTNAME> severit y <0-7> facil i t y 
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<local0-local7> 

 <conf ig>#logging host  <X:X: :X:X> facil i t y <local0-local7> 

 <conf ig>#logging host  <X:X: :X:X> port  <1-65535> 

 <conf ig>#logging host  <X:X: :X:X> port  <1-65535> facil i t y 

<local0-local7> 

 <conf ig>#logging host  <X:X: :X:X> port  <1-65535> severit y 

<0-7> facil i t y <local0-local7>  

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# logging host aa:00::1a:FF facility local1 

 

TTeellnneett   CCoommmmaanndd::   llooggmmaaiill  

Use t his command t o conf igure log mail.  

SSyynnttaaxx  IItt eemmss    

logmail active  

logmail auth  

logmail category 

logmail encry  

logmail password  

logmail port  

logmail receiver  

logmail sender  

logmail server  

logmail username  

DDeessccrr iipptt iioonn  

Syntax Items Description 

l ogmai l  act ive  <disable/ enable> - Enable or disable t he funct ion of  log mail .  

Related Syntax: 

 <conf ig># logmail  act ive <disable/ enable> 

l ogmai l  aut h <disable/ enable> - Enable or disable t he funct ion of  SMTP server 

aut hent icat ion.  

Related Syntax: 

 <conf ig># logmail  aut h <disable/ enable> 

l ogmai l  cat egory <AAA,  ACL,  AUTHMGR,CABLE_DIAG,  DAI,  DHCP_SNOOPING, GVRP,  

IGMP_SNOOPING,  IPSG,  L2,  LLDP,  Mac-based,  Mirror,  

MLD_SNOOPING,  Plat form,  PM,  POE,  Port ,  PORT_SECURITY,  QoS,  

Rat e,  SNMP,  STP,  Securit y,  Syst em,  Surveil lance,  Trunk,  VLAN,  

CLEAR> - Specify one t ype for t he logmail .  

Related Syntax: 

 <conf ig># logmail  cat egory <AAA,  ACL,  

AUTHMGR,CABLE_DIAG,  DAI,  DHCP_SNOOPING,  GVRP,  

IGMP_SNOOPING,  IPSG,  L2,  LLDP,  Mac-based,  Mirror,  

MLD_SNOOPING,  Plat form,  PM,  POE,  Port ,  PORT_SECURITY,  

QoS,  Rat e,  SNMP,  STP,  Securit y,  Syst em,  Surveil lance,  Trunk,  

VLAN,  CLEAR> 

l ogmai l  encry  <disable/ sslt ls/ st art t ls> - Specify t he encrypt ion t ype for mail  alert .  

Related Syntax: 

 <conf ig># logmail  encry <disable/  ssl t ls/ st art t ls> 
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l ogmai l  password  <PASSWORD> - Ent er t he password for SMTP server aut hent icat ion.  

Related Syntax: 

 <conf ig># logmail  password <PASSWORD> 

l ogmai l  por t  <0-65535>- Ent er a port  number.  

Related Syntax: 

 <conf ig># logmail  port  <0-65535> 

l ogmai l  receiver  Specify an address for receiving t he alart  mail .  

<ADDRESS> - Ent er t he email  address of  t he receiver.  

Related Syntax: 

 <conf ig># logmail  receiver <ADDRESS> 

l ogmai l  sender  Specify an address which sends out  t he alert  mail .  

<ADDRESS> - Ent er t he email  address of  t he sender.  

Related Syntax: 

 <conf ig># logmail  

l ogmai l  server   Set  t he IP address of  t he server.  

<ADDRESS> - Ent er t he IP address of  t he SMTP server.  

Related Syntax: 

 <conf ig># logmail  server <ADDRESS> 

l ogmai l  username  <NAEM> - Ent er t he username aut hent icat ed by STMP server.  

Related Syntax: 

 <conf ig># logmail  username <NAME> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# logmail receiver carrie_ni@draytek.com 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   lloooopp--pprrootteecctt iioonn  

Use t his command t o set  loop-prot ect ion.  

SSyynnttaaxx  IItt eemmss    

loop-protection action  

loop-protection periodicTime  

loop-protection state  

DDeessccrr iipptt iioonn  

Syntax Items Description 

l oop-prot ect ion act ion  Specify an act ion t o be t aken when t he loop is happened.  

<al l / log/ shut down> - Specify one act ion t o be execut ed.  

Related Syntax: 

 <conf ig># loop-prot ect ion act ion <al l / log/ shut down> 

l oop-prot ect ion 

per iodicTime  

Send t he loop prot ect ion packet s t o t he net work host s.  

<1-3> - Ent er t he number of  t he packet .  

Related Syntax: 

<conf ig># Related Syntax: 

 <conf ig># loop-prot ect ion periodicTime <1-3> 

l oop-prot ect ion st at e  <enable/ disable> - Enable or disable t he funct ion of  loop 

prot ect ion.  
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Related Syntax: 

 <conf ig># loop-prot ect ion st at e <enable/ disable> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# loop-protection state enable 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   mmaacc  

Use t his command t o creat e a MAC access l ist .  

SSyynnttaaxx  IItt eemmss    

mac acl 

mac address-table  

DDeessccrr iipptt iioonn  

Syntax Items Description 

<NAME> - Set  t he name of  t he access l ist  (ACL).  

To conf igure det ailed set t ings,  ent er t he name of  ACL t o access int o 

next  level.   

<conf ig>#mac acl <NAME> 

Then,  available sub-commands are:  

<conf ig-mac-acl>#deny  

<conf ig-mac-acl>#do 

<conf ig-mac-acl>#end 

<conf ig-mac-acl>#exit  

<conf ig-mac-acl>#permit  

<conf ig-mac-acl>#sequence 

mac acl  

Use t he “ deny”  command t o add deny rules for t he MAC access l ist :  

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> - 

Specify t he source and dest inat ion MAC addresses and subnet  

masks.  

cos <0-7><0-7> - Set  t he cos value and t he cos mask for a packet .  

<0x0600-0xFFFF> - Set  t he Et herType of  t he packet .  

Shut down – Disable t he Et hernet  int erface.  

vlan <1-4094> - Specify t he VLAN ID of  t he packet .  

any – Any MAC address.  

Related Syntax: 

 <conf ig-mac-acl >#deny <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> cos <0-7><0-7> 

 <conf ig-mac-acl >#deny <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> cos <0-7><0-7> et ht ype 

<0x0600-0xFFFF> 

 <conf ig-mac-acl >#deny <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> cos <0-7><0-7> et ht ype 

<0x0600-0xFFFF> shut down 

 <conf ig-mac-acl >#deny <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> cos <0-7><0-7> shut down 

 <conf ig-mac-acl >#deny <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl ># deny <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> et ht ype <0x0600-0xFFFF> 
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shut down 

 <conf ig-mac-acl ># deny <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> shut down 

 <conf ig-mac-acl >#deny any <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> cos <0-7><0-7> 

 <conf ig-mac-acl >#deny any <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> cos <0-7><0-7> et ht ype 

<0x0600-0xFFFF> 

 <conf ig-mac-acl >#deny any <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> cos <0-7><0-7> et ht ype 

<0x0600-0xFFFF> shut down 

 <conf ig-mac-acl >#deny any <A:B:C:D:E:F>/ <A:B:C:D:E:F 

><A:B:C:D:E:F>/ <A:B:C:D:E:F> cos <0-7><0-7> shut down 

 <conf ig-mac-acl >#deny any any cos <0-7><0-7> 

 <conf ig-mac-acl >#deny any any cos <0-7><0-7> et ht ype 

<0x0600-0xFFFF> 

 <conf ig-mac-acl >#deny any any cos <0-7><0-7> et ht ype 

<0x0600-0xFFFF> shut down 

 <conf ig-mac-acl >#deny any any cos <0-7><0-7> shut down 

 <conf ig-mac-acl >#deny any any et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#deny any any et ht ype <0x0600-0xFFFF> 

shut down 

 <conf ig-mac-acl >#deny any any shut down 

 <conf ig-mac-acl >#deny any any vlan <1-4094>  

 <conf ig-mac-acl >#deny any any vlan <1-4094> cos <0-7><0-7> 

 <conf ig-mac-acl >#deny any any vlan <1-4094> cos <0-7><0-7> 

et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#deny any any vlan <1-4094> cos <0-7><0-7> 

et ht ype <0x0600-0xFFFF> shut down  

 <conf ig-mac-acl >#deny any any vlan <1-4094> et ht ype 

<0x0600-0xFFFF> 

 <conf ig-mac-acl >#deny any any vlan <1-4094> et ht ype 

<0x0600-0xFFFF> shut down 

 <conf ig-mac-acl >#deny any any vlan <1-4094> shut down 

Use t he “ do”  command t o run execut ion command in current  mode.  

<SEQUENCE> -  

Related Syntax: 

 <conf ig-mac-acl>#do <SEQUENCE> 

Use t he “ end”  command t o f inish current  mode.  Any changes in 

current  mode wil l  be saved.  

Related Syntax: 

 <conf ig-mac-acl>#end 

Use t he “ exit ”  command t o close t he current  CLI session or ret urn 

t o t he previous mode wit hout  saving t he set t ings.  

Related Syntax: 

 <conf ig-mac-acl>#exit  

Use t he “ no sequence”  command t o delet e any ent ry in 

management  ACL.  

<1-65535>- Specify an index number of  t he ACL.  

Related Syntax: 

 <conf ig-mac-acl>#no sequence <1-65535> 

Use t he “ permit ”  command t o add permit  rules which bypass t he 

packet s meet  t he rule.  

<A:B:C:D:E:F>/ <A:B:C:D:E:F >- Specify t he source and dest inat ion 

MAC addresses and subnet  masks.  

cos <0-7><0-7> - Set  t he cos value and t he cos mask for a packet .  

<0x0600-0xFFFF> - Set  t he Et herType of  t he packet .  
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Shut down – Disable t he Et hernet  int erface.  

vlan <1-4094> - Specify t he VLAN ID of  t he packet .  

any – Any MAC address.  

Related Syntax: 

 <conf ig-mac-acl >#permit  <A:B:C:D:E:F>/ <A:B:C:D:E:F> cos 

<0-7><0-7> 

 <conf ig-mac-acl >#permit  <A:B:C:D:E:F>/ <A:B:C:D:E:F> cos 

<0-7><0-7> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#permit  <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#permit  <A:B:C:D:E:F>/ <A:B:C:D:E:F> vlan 

<1-4094> 

 <conf ig-mac-acl >#permit  <A:B:C:D:E:F>/ <A:B:C:D:E:F> vlan 

<1-4094>cos <0-7><0-7> 

 <conf ig-mac-acl >#permit  <A:B:C:D:E:F>/ <A:B:C:D:E:F> vlan 

<1-4094>cos <0-7><0-7> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#permit  <A:B:C:D:E:F>/ <A:B:C:D:E:F> vlan 

<1-4094>et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#permit  any <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> 

 <conf ig-mac-acl >#permit  any <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7>et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#permit  any <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#permit  any <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

vlan <1-4094> 

 <conf ig-mac-acl >#permit  any <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

vlan <1-4094> cos <0-7><0-7> 

 <conf ig-mac-acl >#permit  any <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

vlan <1-4094> cos <0-7><0-7>et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#permit  any <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

vlan <1-4094> et ht ype <0x0600-0xFFFF> 

Use t he “ sequence”  command t o deny or permit  t he ACL.  

<1-2147483647> - Ent er t he sequence index ACE.  The sequence 

represent s t he priorit y of  t he ACE in t he ACL.  

<A:B:C:D:E:F>/ <A:B:C:D:E:F >- Specify t he source and dest inat ion 

MAC addresses and subnet  masks.  

cos <0-7><0-7> - Set  t he cos value and t he cos mask for a packet .  

<0x0600-0xFFFF> - Set  t he Et herType of  t he packet .  

shut down – Disable t he Et hernet  int erface.  

vlan <1-4094> - Specify t he VLAN ID of  t he packet .  

any – Any MAC address.  

Related Syntax: 

 <conf ig-mac-acl >#sequence <1-2147483647>deny 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> et ht ype <0x0600-0xFFFF> shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 

et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 
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et ht ype <0x0600-0xFFFF> shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 

shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> et ht ype <0x0600-0xFFFF> shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any 

<A:B:C:D:E:F>/ <A:B:C:D:E:F ><A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any cos 

<0-7><0-7> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any cos 

<0-7><0-7> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any cos 

<0-7><0-7> et ht ype <0x0600-0xFFFF> shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any cos 

<0-7><0-7> shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any 

et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any 

et ht ype <0x0600-0xFFFF> shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any 

shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any 

vlan <1-4094>  

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any 

vlan <1-4094> cos <0-7><0-7> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any 

vlan <1-4094> cos <0-7><0-7> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any 

vlan <1-4094> cos <0-7><0-7> et ht ype <0x0600-0xFFFF> 

shut down  

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any 

vlan <1-4094> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any 

vlan <1-4094> et ht ype <0x0600-0xFFFF> shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>deny any any 

vlan <1-4094> shut down 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  

<A:B:C:D:E:F>/ <A:B:C:D:E:F> <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  

<A:B:C:D:E:F>/ <A:B:C:D:E:F> <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

cos <0-7><0-7> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  

<A:B:C:D:E:F>/ <A:B:C:D:E:F> <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  

<A:B:C:D:E:F>/ <A:B:C:D:E:F> <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

vlan <1-4094> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  

<A:B:C:D:E:F>/ <A:B:C:D:E:F> <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

vlan <1-4094> cos <0-7><0-7> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  

<A:B:C:D:E:F>/ <A:B:C:D:E:F> <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

vlan <1-4094> cos <0-7><0-7> et ht ype <0x0600-0xFFFF> 
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 <conf ig-mac-acl >#sequence <1-2147483647>permit  

<A:B:C:D:E:F>/ <A:B:C:D:E:F> <A:B:C:D:E:F>/ <A:B:C:D:E:F> 

vlan <1-4094> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any 

<A:B:C:D:E:F>/ <A:B:C:D:E:F> cos <0-7><0-7> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any 

<A:B:C:D:E:F>/ <A:B:C:D:E:F> cos <0-7><0-7> et ht ype 

<0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any 

<A:B:C:D:E:F>/ <A:B:C:D:E:F> vlan <1-4094> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any 

<A:B:C:D:E:F>/ <A:B:C:D:E:F> vlan <1-4094> cos <0-7><0-7> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any 

<A:B:C:D:E:F>/ <A:B:C:D:E:F> vlan <1-4094> cos <0-7><0-7> 

et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any 

<A:B:C:D:E:F>/ <A:B:C:D:E:F> vlan <1-4094> et ht ype 

<0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any any 

cos <0-7><0-7> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any any 

cos <0-7><0-7> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any any 

et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any any 

vlan <1-4094>  

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any any 

vlan <1-4094> cos <0-7><0-7> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any any 

vlan <1-4094> cos <0-7><0-7> et ht ype <0x0600-0xFFFF> 

 <conf ig-mac-acl >#sequence <1-2147483647>permit  any any 

vlan <1-4094> et ht ype <0x0600-0xFFFF> 

mac address-t able 

aging-t ime <10-630> 

Set  t he aging t ime for an ent ry remains in t he MAC address t able.  

address-t able st at ic - Add a st at ic address t o t he MAC address t able 

t o drop t he packet s wit h t he specif ied source or dest inat ion MAC 

address.  

<10-630> - Unit  is second.  Default  is 300.  

st at ic <A:B:C:D:E:F> - Ent er t he MAC address.  

vlan <1-4094> - Specify t he VLAN ID of  t he packet .  

gigabit Et hernet  <1-8> - Specify a physical port .  

LAG <1-8> - Specify a LAG port .  

Related Syntax: 

 <conf ig># mac address-t able aging-t ime <10-630> 

 <conf ig># mac address-t able st at ic <A:B:C:D:E:F> vlan 

<1-4094> drop 

 <conf ig># mac address-t able st at ic <A:B:C:D:E:F> vlan 

<1-4094> int erfaces Gigabit Et hernet  <1-8> 

 <conf ig># mac address-t able st at ic <A:B:C:D:E:F> vlan 

<1-4094> int erfaces LAG <1-8> 

EExxaammppllee    

G1085# configure 

G1085(config)# mac acl test_CA 

G1085(config-mac-acl)# deny 00:50:00:7f:12:11/00:00:00:00:10:20 
00:50:00:aa:bb:cc/00:00:00:00:12:00 cos 3 2 ethtype 0x0600 

G1085(config-mac-acl)# deny any 00:50:00:7f:12:11/00:00:00:00:10:20 cos 5 6 
ethtype 0x0600 

G1085(config-mac-acl)# deny any  

G1085(config)# mac address-table static 00:50:07:12:ff:aa vlan 300 drop 
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TTeellnneett   CCoommmmaanndd::   mmaaiill  aalleerr tt   

Use t his command t o conf igure mail  alert  for various condit ions.  

SSyynnttaaxx  IItt eemmss    

mailalert active  

mailalert auth  

mailalert devicecheck 

mailalert encry  

mailalert hwmon 

mailalert interval  

mailalert ipconflict  

mailalert password 

mailalert poestatus 

mailalert port  

mailalert portlink  

mailalert portspeed  

mailalert receiver 

mailalert sender  

mailalert server  

mailalert sysrestart  

mailalert throughputcheck 

mailalert username  

DDeessccrr iipptt iioonn  

Syntax Items Description 

mai laler t  act ive <disable/ enable> - Enable or disable t he funct ion of  mail  alert .   

Related Syntax: 

 <conf ig># mailalert  act ive <disable/ enable> 

mai laler t  aut h  <disable/ enable> - Enable or disable t he funct ion of  SMTP server 

aut hent icat ion.  

Related Syntax: 

 <conf ig># mailalert  aut h <disable/ enable> 

mai laler t  devicecheck <disable/ enable> - Enable or disable t he funct ion of  sending a mail  

alert  when encount ering a device check error.  

Related Syntax: 

 <conf ig># mailalert  devicecheck <disable/ enable> 

mai laler t  encry  Specify t he encrypt ion t ype for mail  alert .  

<disable/ ssl t ls/ st art t ls> -  

Related Syntax: 

 <conf ig># mailalert  encry <disable/  ssl t ls/ st art t ls> 

mai laler t  hwmon  Send a mail  alert  when hardware monit or error.  

<disable/ enable> - Enable or disable t he funct ion.  

Related Syntax: 

 <conf ig># mailalert  hwmon <disable/ enable> 

mai laler t  int erval   Set  t he t ransmission int erval for t he mail  alert .  

<1-60> - Unit  is second.  

Related Syntax: 

 <conf ig># mailalert  int erval <1-60> 

mai laler t  ipconf l ict   <disable/ enable> - Enable or disable t he funct ion of  sending a mail  

alert  i f  encount ering t he IP conf l ict .  

Related Syntax: 

 <conf ig># mailalert  ipconf l ict  <disable/ enable> 
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mai laler t  password  <PASSWORD> - Ent er t he password for SMTP server aut hent icat ion.  

Related Syntax: 

 <conf ig># mailalert  password <PASSWORD> 

mai laler t  poest at us <disable/ enable> - Enable or disable t he funct ion of  sending a mail  

alert  when PoE st at us is changed.  

Related Syntax: 

 <conf ig># mailalert  poest at us <disable/ enable> 

mai laler t  por t  <0-65535>- Ent er a port  number.  

Related Syntax: 

<conf ig># mailalert  port  <0-65535> 

mai laler t  por t l ink  <disable/ enable> - Enable or disable t he funct ion of  sending an 

alert  when t he port  lnik st at us changes.  

Related Syntax: 

 <conf ig># mailalert  port l ink <disable/ enable> 

mai laler t  por t speed  <disable/ enable> - Enable or disable t he funct ion of  sending an 

alert  when t he port  l ink speed changes.  

Related Syntax: 

 <conf ig># mailalert  port speed <disable/ enable> 

mai laler t  receiver   Specify an address for receiving t he alart  mail .  

<ADDRESS> - Ent er t he email  address of  t he receiver.  

Related Syntax: 

 <conf ig># mailalert  receiver <ADDRESS> 

mai laler t  sender  Specify an address which sends out  t he alert  mail .  

<ADDRESS> - Ent er t he email  address of  t he sender.  

Related Syntax: 

 <conf ig># mailalert  sender <ADDRESS> 

mai laler t  server   Set  t he IP address of  t he server.  

<ADDRESS> - Ent er t he IP address of  t he SMTP server.  

Related Syntax: 

 <conf ig># mailalert  server <ADDRESS> 

mai laler t  sysrest ar t   <disable/ enable> -Enable or disable t he funct ion of  sending a mail  

alert  when t he syst em rest art s.  

Related Syntax: 

 <conf ig># mailalert  sysrest art  <disable/ enable> 

mai laler t  t hroughput check <disable/ enable> - Enable or disable t he funct ion of  sending a mail  

alert  when reaching t he t hroughput  t hreshold.  

Related Syntax: 

 <conf ig># mailalert  t hroughput check <disable/ enable> 

mai laler t  username  <NAEM> - Ent er t he username aut hent icat ed by STMP server.  

Related Syntax: 

 <conf ig># mailalert  username <NAME> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# mailalert receiver carrie_ni@draytek.com 

TTeellnneett   CCoommmmaanndd::   mmaannaaggeemmeenntt --vvllaann  

Use t his command t o set  VLAN ID for management  VLAN.  
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SSyynnttaaxx  IItt eemmss    

management-vlan vlan 

DDeessccrr iipptt iioonn  

Syntax Items Description 

management -vlan vlan  Set  t he management  VLAN ID.  

<1-4094>- Specify t he VLAN ID number of  management  VLAN.  

Related Syntax: 

 <conf ig># management -vlan vlan <1-4094> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# management-vlan vlan 200 

VLAN 200: VLAN does not exist 

G1085(config)# 

 

TTeellnneett   CCoommmmaanndd::   mmiirrrroorr   

Use t his command t o set  t he source /  dest inat ion int erface of  a port  mirror session.  

SSyynnttaaxx  IItt eemmss    

mirror session  

DDeessccrr iipptt iioonn  

Syntax Items Description 

mirror  session Set  t he dest inat ion int erface of  a port  mirror session.  

<1-4> - Specify t he mirror session ID number.  

Gigabit Et hernet  <1-8> - Specify a physical port  as t he SPAN 

dest inat ion.  

al low-ingress – Enable t he ingress t raf f ic forwarding.  

<bot h/ rx/ t x> - Specify t he mirror direct ion,  TX only,  RX only or TX 

and RX.  

Related Syntax: 

 <conf ig># mirror session <1-4> dest inat ion int erface 

Gigabit Et hernet  <1-8> al low-ingress 

 <conf ig># mirror session <1-4> source int erface 

Gigabit Et hernet  <1-8> <bot h/ rx/ t x> 

 <conf ig># mirror session <1-4> source int erface LAG <1-8> 

<bot h/ rx/ t x> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# mirror session 3 destination interface GigabitEthernet 3 allow

G1085(config)# 

G1085(config)# mirror session 3 source interfaces LAG 3 both 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   nnoo    
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Use t his command t o disable specif ic command.  

SSyynnttaaxx  IItt eemmss    

no <command> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# no clock timezone 

G1085(config)# 

 

TTeellnneett   CCoommmmaanndd::   ooppeennvvppnn    

Use t his command t o enable/ disable t he OpenVPN t unnel.  

SSyynnttaaxx  IItt eemmss    

openvpn enable 

openvpn disable 

openvpn filename 

DDeessccrr iipptt iioonn  

Syntax Items Description 

enable Enable t he OpenVPN t unnel.  

disable Disable t he OpenVPN t unnel.  

f i l ename <NAME> - Def ine a name for OpenVPN conf igurat ion.  

Related Syntax: 

 <conf ig># openvpn f i lename <NAME> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# openvpn filename ttest 

  

TTeellnneett   CCoommmmaanndd::   ppooee  

Use t his command conf igure set t ings for PoE device.  

SSyynnttaaxx  IItt eemmss    

poe mode 

poe schedule 

DDeessccrr iipptt iioonn  

Syntax Items Description 

poe mode aut o - VigorSwit ch det ermines t he power wat t s for PoE device based 

on act ual demand.  

manual - VigorSwit ch wil l  supply act ual power demand for t he PoE 
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device and reserved PD class power for t he PoE device.  

none - VigorSwit ch does not  supply any power for t he PoE device.  

Related Syntax: 

 <conf ig># poe mode aut o 

 <conf ig># poe mode manual 

 <conf ig># poe mode none 

poe schedule Specify a schedule for PoE device.  

global-enable -  

index <1-24> - Specify t he index number of  t he schedule prof i les.  

Related Syntax: 

 <conf ig># poe schedule global-enable 

 <conf ig># poe schedule index <1-24> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# poe mode auto 

[cmd_poe_mode_set]: This model does not support POE 

FAILED 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   qqooss  

Use t his command t o conf igure QoS set t ings.  

SSyynnttaaxx  IItt eemmss    

qos 

qos map  

qos queue  

qos trust  

DDeessccrr iipptt iioonn  

Syntax Items Description 

qos Enable t he qual it y of  service based on basic t rust  t ype t o assign t he 

queue for packet s.  

Related Syntax: 

 <conf ig># qos 

qos map  map cos-queue - Set  t he CoS t o queue map.  

map dscp-queue - Set  t he DSCP t o queue map.  

map precedence-queue - Set  t he IP Precedence t o queue map.  

map queue-cos - Modify t he queue t o CoS map.  

map queue-dscp - Modify t he queue t o DSCP map.  

map queue-precedence - Modify t he queue t o IP precedence map.  

<1-8> - Specify t he queue number for t he fol lowing CoS values 

mapped.  

<1-8> - Specify t he queue number t o which t he DSCP value shal l  

correspond.  

<1-8> - Specify t he queue number t o which t he IP precedence value 

shal l  correspond.  

<0-7> - Ent er t he cos value t o which t he queue ID shal l  correspond.  
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<0-7> - Ent er t he DSCP value t o which t he queue ID shal l  

correspond.  

<0-7> - Ent er t he IP precedence value t o which t he queue ID shal l  

correspond.  

Related Syntax: 

 <conf ig># qos map cos-queue SEQUENCE t o <1-8> 

 <conf ig># qos map dscp-queue SEQUENCE t o <1-8> 

 <conf ig># qos map precedence-queue SEQUENCE t o <1-8> 

 <conf ig># qos map queue-cos SEQUENCE t o <0-7> 

 <conf ig># qos map queue-dscp SEQUENCE t o <0-7> 

 <conf ig># qos map queue-precedence SEQUENCE t o <0-7> 

qos queue  queue st rict -priorit y-num - Set  t he number of  st rict  priorit y queue.  

queue weight  SEQUENCE - Set  t he number of  non-st rict  priorit y 

queue.  

<0-8> - Specify t he queue number.  

<weight 1-weight 8> <1-127> - Specify a number (1~127) 

represent ing queue weight  value.  

Related Syntax: 

 <conf ig># qos queue st rict -priorit y-num <0-8> 

 <conf ig># qos queue weight  SEQUENCE <weight 1 – weight 8> 

<1-127>  

qos t rust   Set  t he t rust  t ype,  cos,  for t he device t o j udge t he appropriat e 

queue of  t he packet s.  

Related Syntax: 

 <conf ig># qos t rust  <cos/ cos-dscp/  dscp/ ip-precedence> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# qos map cos-queue SEQUENCE to 3 

G1085(config)#  

TTeellnneett   CCoommmmaanndd::   sscchheedduullee  

Use t his command t o set  schedule.  

SSyynnttaaxx  IItt eemmss    

schedule index  

DDeessccrr iipptt iioonn  

Syntax Items Description 

schedule index Specify an index number for conf iguring det ailed set t ings of  a 

schedule prof i le.  

<1-15> - Ent er a number t o select  a schedule prof i le.  

<DESCRIPTION> - Give a brief  descript ion for such prof i le.  

cycle-days - The act ion appl ied wit h t he schedule wil l  t ake place 

every few days.  

mont hly-dat e - The act ion appl ied wit h t he schedule wil l  t ake place 

in specif ied day wit hin a mont h.  

once - The act ion appl ied wit h t he schedule wil l  t ake place for one 

t ime.  

weekdays - The act ion appl ied wit h t he schedule wil l  t ake place on 

a cert ain day wit hin a week.  
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<1-31> - Ent er a number t o make act ion repeat .   

<apr /  aug /  dec /  feb / j an /  j ul  /  j un / j ul  /  mar /  may /  nov /  oct  

/  sep > - Represent  mont h of  Apri l ,  August ,  December,  February,  

January,  July,  June,  March,  May,  November,  Oct ober,  and 

Sept ember.   

<sun / mon / t ue / wed /  t hu /  f r i  /  sat > - Represent  Sunday,  Monday,  

Tuesday,  Wednesday,  Thursday,  Friday and Sat urday.  

<1-31> - Ent er a number as t he st art  dat e wit hin a mont h.  

<2000-2035> - Ent er t he number as t he year of  st art  dat e.   

<HH:MM> - Ent er t he hours and t he miniut es.  

<on/ of f> - Enable (on) or disable (of f ) t he act ion appl ied wit h such 

prof i le.  

Related Syntax: 

 <conf ig># schedule index <1-15> descript ion <DESCRIPTION>  

 <conf ig># schedule index <1-15> how-of t en cycle-days <1-31> 

st art -dat e <apr /  aug /  dec /  feb / j an /  j ul  /  j un /  mar /  may 

/  nov /  oct  /  sep > <1-31> <2000-2035> st art -t ime <HH:MM> 

durat ion <HH:MM> act ion <on/ of f> 

 <conf ig># schedule index <1-15> how-of t en mont hly-dat e 

<1-31> st art -dat e <apr /  aug /  dec /  feb / j an /  j ul  /  j un /  mar 

/  may /  nov /  oct  /  sep > <1-31> <2000-2035> st art -t ime 

<HH:MM> durat ion <HH:MM> act ion <on/ of f> 

 <conf ig># schedule index <1-15> how-of t en once 

st art -dat e<apr /  aug /  dec /  feb / j an /  j ul  /  j un /  mar /  may /  

nov /  oct  /  sep > <1-31> <2000-2035> st art -t ime <HH:MM> 

durat ion <HH:MM> act ion <on/ of f> 

 <conf ig># schedule index <1-15> how-of t en weekdays <sun 

/ mon / t ue / wed /  t hu /  f r i  /  sat > st art -dat e <apr /  aug /  dec 

/  feb / j an /  j ul  /  j un /  mar /  may /  nov /  oct  /  sep > <1-31> 

<2000-2035> start -t ime <HH:MM> durat ion <HH:MM> act ion 

<on/ of f> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# schedule index 1 how-often cycle-days 3 start-date jan 1 2019 
start-time 08:01 duraton 17:30 action on 

G1085(config)# schedule index 2 how-often weekdays sun start-date may 11 2019 
start-time 02:10 duration 12:10 action on 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   ssnnmmpp  

Use t his command t o def ine SNMP communit y.  

SSyynnttaaxx  IItt eemmss    

snmp community  

snmp engineid  

snmp group 

snmp host  

snmp trap  

snmp user  

snmp view  

DDeessccrr iipptt iioonn  

Syntax Items Description 

snmp communi t y snmp communit y - Set  communit y name for SNMP v1 and v2,  and 
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access group name.  

Available paramet ers for SNMP communit y:  

<NAME> af t er communit y - Ent er a st ring (maximum lengt h:  20 

charact ers) as communit y name.  

<NAME> af t er group - Ent er a st ring (maximum lengt h:  30 

charact ers) as access group.   

ro - Set  t he communit y as read only.  

rw - Set  t he communit y as read and writ e.  

Related Syntax: 

 <conf ig># snmp communit y <NAME> group <NAME> 

 <conf ig># snmp communit y <NAME> ro 

 <conf ig># snmp communit y <NAME> rw 

 <conf ig># snmp communit y <NAME> view <NAME> ro 

 <conf ig># snmp communit y <NAME> view <NAME> rw 

snmp engineid snmp engineid - Set  t he remot e host  for SNMP engine.  

default  - Reset  t o defaul t  set t ing of  engine ID for SNMP server.  

<ENGINEID> - Such number must  be 10 ~ 64 hexadecimal.  

<A.B.C.D> - Ent er t he IP address of  t he remot e SNMP server.  

<HOSTNAME> - Ent er t he host  name of  t he remot e SNMP server.  

<X:X: :X:X> - Ent er t he IPv6 address for remot e SNMP server.  

Related Syntax: 

 <conf ig># snmp engineid <ENGINEID> 

 <conf ig># snmp engineid default  

 <conf ig># snmp engineid remot e <A.B.C.D> <ENGINEID> 

 <conf ig># snmp engineid remot e <HOSTNAME> <ENGINEID> 

 <conf ig># snmp engineid remot e <X:X: :X:X><ENGINEID> 

snmp group snmp group - Set  t he SNMP group.  

<NAME> - Specify t he name of  SNMP group.  

version <1/ 2c/ 3> - Specify t he version of  SNMP service.  

<aut h/ noaut h/ priv> - Specify t he packet  aut hent icat ion mode.  

“ aut h”  means t o perform packet  aut hent icat ion wit hout  

encrypt ion.  It  is appl icable for SNMPv3 only.  “ noaut h”  means no 

packet  aut hent icat ion performed.  “ priv”  means t o perform packet  

aut hent icat ion wit h encrypt ion and also it  is appl icable for SNMPv3 

only.  

read-view <NAME> - Set  t he view name t o enable agent  

conf igurat ion.  

not ify-view <NAME> - Set  t he view name t o send only t rap included 

in SNMP view for not if icat ion.  

writ e-view <NAME> - Set  t he view name t o enable viewing.  

Related Syntax: 

 <conf ig># snmp group <NAME> version <1/ 2c/ 3> 

<aut h/ noaut h/ priv> read-view <NAME> 

 <conf ig># snmp group <NAME> version <1/ 2c/ 3> 

<aut h/ noaut h/ priv> read-view <NAME> not i fy-view <NAME> 

 <conf ig># snmp group <NAME> version <1/ 2c/ 3> 

<aut h/ noaut h/ priv> read-view <NAME> not i fy-view <NAME> 

writ e-view <NAME> 

snmp host  snmp host  - Set  a host  t o receive SNMP not i f icat ions.  

<A.B.C.D> - Ent er t he IPv4/ IPv6 address or host  name of  t he 

receipt .  

version <1/ 2c/ 3> - Specify t he version of  SNMP service.  

<NAME> - Set  t he communit y name sent  wit h t he not i f icat ion.  

udp-port  <1-65535> - Set  t he UDP port  number.  
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t imeout  <1-300> - Set  t he t imeout  of  V2c informs.  

ret ries <1-255> - Ent er t he ret ry count er of  V2c informs.  

Related Syntax: 

Set  a host  t o receive SNMP not if icat ions.  

 <conf ig># snmp host  <A.B.C.D> <NAME> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> <NAME> t imeout  <1-300> 

ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> <NAME> udp-port  <1-65535> 

ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> <NAME> udp-port  <1-65535> 

t imeout  <1-300> 

Set  a host  t o receive SNMP not if icat ions.  Not if icat ion t ype is 

informs.  

 <conf ig># snmp host  <A.B.C.D> informs <NAME> ret ries 

<1-255> 

 <conf ig># snmp host  <A.B.C.D> informs <NAME> t imeout  

<1-300> 

 <conf ig># snmp host  <A.B.C.D> informs <NAME> t imeout  

<1-300> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> informs <NAME> udp-port  

<1-65535> 

 <conf ig># snmp host  <A.B.C.D> informs <NAME> udp-port  

<1-65535> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> informs <NAME> udp-port  

<1-65535> t imeout  <1-300> 

 <conf ig># snmp host  <A.B.C.D> informs <NAME> udp-port  

<1-65535> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> informs version <1/ 2c/ 3> 

 <conf ig># snmp host  <A.B.C.D> informs version 

<1/ 2c/ 3><NAME> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> informs version 

<1/ 2c/ 3><NAME> t imeout  <1-300> 

 <conf ig># snmp host  <A.B.C.D> informs version 

<1/ 2c/ 3><NAME> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> informs version 

<1/ 2c/ 3><NAME> udp-port  <1-65535> 

 <conf ig># snmp host  <A.B.C.D> informs version 

<1/ 2c/ 3><NAME> udp-port  <1-65535> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> informs version 

<1/ 2c/ 3><NAME> udp-port  <1-65535> t imeout  <1-300> 

 <conf ig># snmp host  <A.B.C.D> informs version 

<1/ 2c/ 3><NAME> udp-port  <1-65535> t imeout  <1-300> ret ries 

<1-255> 

Set  a host  t o receive SNMP not if icat ions.  Not if icat ion t ype is t raps.  

 <conf ig># snmp host  <A.B.C.D> t raps <NAME> 

 <conf ig># snmp host  <A.B.C.D> t raps <NAME> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> t raps <NAME> t imeout  

<1-300> 

 <conf ig># snmp host  <A.B.C.D> t raps <NAME> t imeout  

<1-300> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> t raps version 

<1/ 2c/ 3><NAME> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> t raps version 

<1/ 2c/ 3><NAME> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> t raps version 

<1/ 2c/ 3><NAME> udp-port  <1-65535> 

 <conf ig># snmp host  <A.B.C.D> t raps version 

<1/ 2c/ 3><NAME> udp-port  <1-65535> ret ries <1-255> 
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 <conf ig># snmp host  <A.B.C.D> t raps version 

<1/ 2c/ 3><NAME> udp-port  <1-65535> t imeout  <1-300> 

 <conf ig># snmp host  <A.B.C.D> t raps version 

<1/ 2c/ 3><NAME> udp-port  <1-65535> t imeout  <1-300> ret ries 

<1-255> 

 <conf ig># snmp host  <A.B.C.D> version <1/ 2c/ 3><NAME> 

ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> version <1/ 2c/ 3><NAME> 

t imeout  <1-300> 

 <conf ig># snmp host  <A.B.C.D> version <1/ 2c/ 3><NAME> 

t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> version <1/ 2c/ 3><NAME> 

udp-port  <1-65535> 

 <conf ig># snmp host  <A.B.C.D> version <1/ 2c/ 3><NAME> 

udp-port  <1-65535> ret ries <1-255> 

 <conf ig># snmp host  <A.B.C.D> version <1/ 2c/ 3><NAME> 

udp-port  <1-65535> t imeout  <1-300> 

 <conf ig>#snmp host  <A.B.C.D> version <1/ 2c/ 3><NAME> 

udp-port  <1-65535> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME <NAME> 

 <conf ig># snmp host  HOSTNAME <NAME> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME <NAME> t imeout  <1-300> 

 <conf ig># snmp host  HOSTNAME <NAME> t imeout  <1-300> 

ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME <NAME> udp-port  <1-65535> 

 <conf ig># snmp host  HOSTNAME <NAME> udp-port  <1-65535> 

ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME <NAME> udp-port  <1-65535> 

t imeout  <1-300> 

 <conf ig># snmp host  HOSTNAME <NAME> udp-port  <1-65535> 

t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME informs <NAME> 

 <conf ig># snmp host  HOSTNAME informs <NAME> ret ries 

<1-255> 

 <conf ig># snmp host  HOSTNAME informs <NAME> t imeout  

<1-300> 

 <conf ig># snmp host  HOSTNAME informs <NAME> ret ries 

<1-255> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME informs <NAME> udp-port  

<1-65535> 

 <conf ig># snmp host  HOSTNAME informs <NAME> udp-port  

<1-65535> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME informs <NAME> udp-port  

<1-65535> t imeout  <1-300> 

 <conf ig># snmp host  HOSTNAME informs <NAME> udp-port  

<1-65535> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME t raps <NAME> 

 <conf ig># snmp host  HOSTNAME t raps <NAME> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME t raps <NAME> t imeout  

<1-300> 

 <conf ig># snmp host  HOSTNAME t raps <NAME> t imeout  

<1-300> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME t raps <NAME> udp-port  

<1-65535> 

 <conf ig># snmp host  HOSTNAME t raps <NAME> udp-port  

<1-65535> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME t raps <NAME> udp-port  

<1-65535> t imeout  <1-300> 

 <conf ig># snmp host  HOSTNAME t raps <NAME> udp-port  

<1-65535> t imeout  <1-300> ret ries <1-255> 
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 <conf ig># snmp host  HOSTNAME t raps version <1/ 2c/ 3> 

<NAME> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME t raps version <1/ 2c/ 3> 

<NAME> t imeout  <1-300> 

 <conf ig># snmp host  HOSTNAME t raps version <1/ 2c/ 3> 

<NAME> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME t raps version <1/ 2c/ 3> 

<NAME> udp-port  <1-65535> 

 <conf ig># snmp host  HOSTNAME t raps version <1/ 2c/ 3> 

<NAME> udp-port  <1-65535> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME t raps version <1/ 2c/ 3> 

<NAME> udp-port  <1-65535> t imeout  <1-300> 

 <conf ig># snmp host  HOSTNAME t raps version <1/ 2c/ 3> 

<NAME> udp-port  <1-65535> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME version <1/ 2c/ 3> <NAME> 

 <conf ig># snmp host  HOSTNAME version <1/ 2c/ 3> <NAME> 

ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME version <1/ 2c/ 3> <NAME> 

t imeout  <1-300> 

 <conf ig># snmp host  HOSTNAME version <1/ 2c/ 3> <NAME> 

t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME version <1/ 2c/ 3> <NAME> 

udp-port  <1-65535> 

 <conf ig># snmp host  HOSTNAME version <1/ 2c/ 3> <NAME> 

udp-port  <1-65535> ret ries <1-255> 

 <conf ig># snmp host  HOSTNAME version <1/ 2c/ 3> <NAME> 

udp-port  <1-65535> t imeout  <1-300> 

 <conf ig># snmp host  HOSTNAME version <1/ 2c/ 3> <NAME> 

udp-port  <1-65535> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> <NAME> 

 <conf ig># snmp host  <X:X: :X:X> <NAME> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> <NAME> ret ries <1-255> 

t imeout  <1-300> 

 <conf ig># snmp host  <X:X: :X:X> <NAME> ret ries <1-255> 

t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> <NAME> udp-port  <1-65535> 

 <conf ig># snmp host  <X:X: :X:X> <NAME> udp-port  <1-65535> 

ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> <NAME> udp-port  <1-65535> 

t imeout  <1-300> 

 <conf ig># snmp host  <X:X: :X:X> <NAME> udp-port  <1-65535> 

t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> informs <NAME> 

 <conf ig># snmp host  <X:X: :X:X> informs <NAME> ret ries 

<1-255> 

 <conf ig># snmp host  <X:X: :X:X> informs <NAME> t imeout  

<1-300> 

 <conf ig># snmp host  <X:X: :X:X>informs <NAME> ret ries 

<1-255> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> informs <NAME> udp-port  

<1-65535> 

 <conf ig># snmp host  <X:X: :X:X> informs <NAME> udp-port  

<1-65535> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> informs <NAME> udp-port  

<1-65535> t imeout  <1-300> 

 <conf ig># snmp host  <X:X: :X:X> informs <NAME> udp-port  

<1-65535> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> t raps <NAME>  

 <conf ig># snmp host  <X:X: :X:X> t raps <NAME> ret ries <1-255>  

 <conf ig># snmp host  <X:X: :X:X> t raps <NAME> t imeout  

<1-300>  
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 <conf ig># snmp host  <X:X: :X:X> t raps <NAME> t imeout  

<1-300> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> t raps <NAME> udp-port  

<1-65535> 

 <conf ig># snmp host  <X:X: :X:X> t raps <NAME> udp-port  

<1-65535> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> t raps <NAME> udp-port  

<1-65535> t imeout  <1-300> 

 <conf ig># snmp host  <X:X: :X:X> t raps <NAME> udp-port  

<1-65535> t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> version <1/ 2c/ 3> <NAME> 

 <conf ig># snmp host  <X:X: :X:X> version <1/ 2c/ 3> <NAME> 

ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> version <1/ 2c/ 3> <NAME> 

t imeout  <1-300> 

 <conf ig># snmp host  <X:X: :X:X> version <1/ 2c/ 3> <NAME> 

t imeout  <1-300> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> version <1/ 2c/ 3> <NAME> 

udp-port  <1-65535> 

 <conf ig># snmp host  <X:X: :X:X> version <1/ 2c/ 3> <NAME> 

udp-port  <1-65535> ret ries <1-255> 

 <conf ig># snmp host  <X:X: :X:X> version <1/ 2c/ 3> <NAME> 

udp-port  <1-65535> t imeout  <1-300> 

 <conf ig># snmp host  <X:X: :X:X> version <1/ 2c/ 3> <NAME> 

udp-port  <1-65535> t imeout  <1-300> ret ries <1-255> 

snmp t rap snmp t rap - Send t he SNMP t raps.  

aut h – Enable t he SNMP aut hent icat ion failure t rap.  

cold-st art  – Enable t he SNMP cold st art up fai lure t rap.  

l inkUpDown – Enable t he SNMP l ink up and down failure t rap.  

wort -securit y – Enable t he SNMP port  securit y t rap.  

Warm-st art  – Enable t he SNMP warm st art up fai lure t rap.  

Related Syntax: 

 <conf ig># snmp t rap <aut h /  cold-st art  /  l inkUpDown /  

port -securit y /  warm-st art > 

snmp user   snmp user - Set  SNMP user account .  

<username> - Specify a name of  SNMP user.  

<groupNAME> - Sepcify a name of  SNMP group.  

aut h <md5/ sha> - Specify t he aut hent icat ion mode,  md5 or sha.  

<AUTHPASSWD> - Ent er t he password for t he md5/ sha mode.  

Pri <PRIVPASSWD> - Ent er a password as a privacy key.  

Related Syntax: 

 <conf ig># snmp user <username> <groupNAME> 

 <conf ig># snmp user <username> <groupNAME> aut h 

<md5/ sha> <AUTHPASSWD> 

 <conf ig># snmp user <username> <groupNAME> aut h 

<md5/ sha> <AUTHPASSWD> priv <PRIVPASSWD>  

snmp view  snmp view - Set  t he SNMP view.  

<NAME> - Ent er t he SNMP view name.  

Subt ree <OID> - Specify t he ASN.1 subt ree obj ect  ident if ier (OID).  

oid-mask <mask/ al l> - Speicfy t he OID mask,  or use al l  for al l  masks.  

viewt ype <exluded/ included> - Let  t he select ed MIBs include or 

exclude in t he SNMP view.  

Related Syntax: 

 <conf ig># snmp view <NAME> subt ree <OID> oid-mask <mask> 

viewt ype <excluded/ included>  
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EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# snmp engineid remote 192.168.2.38 00036D001188 

G1085(config)# snmp engineid remote 00:50::16:88 00036D002288 

G1085(config)# snmp host 192.168.2.89 CAR_community udp-port 1500 timeout 200

G1085(config)# snmp host 192.168.2.88 informs version 2c CAR_community 
udp-port 3000 timeout 180 retries 35 

G1085(config)# snmp host 192.168.2.88 traps version 2c CAR_traps udp-port 6500 
timeout 60 retries 2 

G1085(config)# snmp host 192.168.2.88 version 2c CAR_version udp-port 3000 
timeout 60 retries 2 

G1085(config)# snmp host HOSTNAME CAR_host udp-port 3000 timeout 60 retries

G1085(config)# snmp host HOSTNAME informs HA_informs udp-port 3000 timeout 60 
retries 2 

G1085(config)# snmp host HOSTNAME version 2c HT_verstion udp-port 3000 timeout 
60 retries 2 

G1085(config)# snmp user CA_user_1 CA_group_1 auth md5 CA12345678 priv 
PR12345678 

G1085(config)# snmp view CAR_community subtree 10 oid-mask 9 viewtype included

G1085(config)# 

 

TTeellnneett   CCoommmmaanndd::   ssnnttpp  

Use t his command t o conf igure set t ings for remot e SNTP server.  

SSyynnttaaxx  IItt eemmss    

sntp host  

DDeessccrr iipptt iioonn  

Syntax Items Description 

snt p host  Set  t he remot e SNTP server by specifying IP address or host name.  

<HOSTNAME> - Ent er t he IP address or host name of  SNTP server.  

<1-65535> - Specify t he port  number for t he SNTP server.  

Related Syntax: 

 <conf ig># snt p host  <HOSTNAME> 

 <conf ig># snt p host  <HOSTNAME>> port  <1-65535> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# sntp host KEY1245 port 3000 

G1085(config)# 

 

TTeellnneett   CCoommmmaanndd::   ssppaannnniinngg--tt rreeee  

Use t his command t o conf igure set t ings for spanning-t ree.  

SSyynnttaaxx  IItt eemmss    

spanning-tree  

spanning-tree bpdu  
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spanning-tree forward-delay 

spanning-tree hello-time 

spanning-tree maximum-age 

spanning-tree mode  

spanning-tree pathcost 

spanning-tree priority 

spanning-tree tx-hold-count 

DDeessccrr iipptt iioonn  

Syntax Items Description 

spanning-t ree Enable t he funct ion of  spanning-t ree.  

Related Syntax: 

 <conf ig># spanning-t ree 

spanning-t ree bpdu Fil t er/ f lood t he BPDU packet s.   

<f i l t ering> - Packet s wil l  be f i l t ered when STP is disabled on 

specif ied int erface.  

<f looding> - Packet s wil l  be f looded t o al l  int erfaces wit h STP 

disabled and f looding mode.   

Related Syntax: 

 <conf ig># spanning-t ree bpdu<f i l t ering/ f looding> 

spanning-t ree f orward-delay Set  t he STP forward delay t ime.  

<4-30> - Default  value is 15 (seconds).  

Related Syntax: 

 <conf ig># spanning-t ree forward-delay <4-30> 

spanning-t ree hel lo-t ime Set  t he hel lo t ime int erval t o broadcast  t he message t o ot her 

bridges.  

<1-10> - Default  value is 2 (seconds).   

Related Syntax: 

 <conf ig># spanning-t ree hel lo-t ime <1-10> 

spanning-t ree maximum-age Set  t he t ime int erval for VigorSwit ch t o wait  wit hout  receiving t he 

conf igurat ion message.  

<6-40> - Default  value is 20 (seconds).  

Related Syntax: 

 <conf ig># spanning-t ree maximum-age <6-40> 

spanning-t ree pat hcost   Set  t he pat h-cost  met hod for spanning t ree.  

<long/ short > - Long means t he pat h cost  ranging f rom 1 t o 

200000000;  short  means t he pat h cost  ranging f rom 1 t o 65535.  

Related Syntax: 

 <conf ig># spanning-t ree pat hcost  met hod <long/ short > 

spanning-t ree pr ior i t y  Set  t he priori t y for t he specif ied inst ance ID.  

<0-61440> - The number must  be mult iple of  4096.  

Related Syntax: 

 <conf ig># spanning-t ree priorit y <0-61440> 

spanning-t ree t x-hold-count  Set  t he maximum number of  packet s t ransmission per second.  

<1-10> - Val id range is f rom 1 t o 10.  

Related Syntax: 

 <conf ig># spanning-t ree t x-hold-count  <1-10> 
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EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# spanning-tree forward-delay 20 

G1085(config)# 

G1085(config)# spanning-tree maximum-age 38 

G1085(config)# 

G1085(config)# spanning-tree tx-hold-count 3 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   ssttaarr tt --uupp  

Use t his command t o restart  ICP st at us af t er reboot ing VigorSwit ch.   

SSyynnttaaxx  IItt eemmss    

start-up icp 

DDeessccrr iipptt iioonn  

Syntax Items Description 

st ar t -up icp Related Syntax: 

 <conf ig># st art -up icp enable 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# start-up icp enable 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   ssttoorrmm--ccoonntt rrooll  

Use t his command t o conf igure set t ings for St orm Cont rol .  

SSyynnttaaxx  IItt eemmss    

storm-control ifg exclude 

storm-control ifg include 

storm-control unit bps 

storm-control unit pps 

DDeessccrr iipptt iioonn  

Syntax Items Description 

st orm-cont rol  i f g exclude Exclude t he preamble and IFG (int er f rame gap) int o t he 

calculat ing.  

Related Syntax: 

 <conf ig># st orm-cont rol  i fg exclude 

st orm-cont rol  i f g include Include t he preamble and IFG (int er f rame gap) int o t he calculat ing.  

Related Syntax: 

 <conf ig># st orm-cont rol  i fg include 

st orm-cont rol  uni t  bps Change t he unit  of  calculat ing met hod for st orm-cont rol .  

bps – Calculat e t he st orm cont rol  rat e by oct et -based.  
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Related Syntax: 

 <conf ig># st orm-cont rol  unit  bps 

st orm-cont rol  uni t  pps Change t he unit  of  calculat ing met hod for st orm-cont rol .  

pps – Calculat e t he st orm cont rol  rat e by packet -based.  

Related Syntax: 

 <conf ig># st orm-cont rol  unit  pps 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# storm-control ifg exclude 

G1085(config)# 

G1085(config)# storm-control unit bps 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   ssuurrvveeiillllaannccee--vvllaann  

Use t his command t o conf igure set t ings for surveil lance-VLAN.  

SSyynnttaaxx  IItt eemmss    

surveillance-vlan 

surveillance-vlan aging-time 

surveillance-vlan cos 

surveillance-vlan oui-table  

surveillance-vlan vlan  

DDeessccrr iipptt iioonn  

Syntax Items Description 

survei l lance-vlan Enable t he funct ion of  surveil lance VLAN on VigorSwit ch.  

Related Syntax: 

 <conf ig># surveil lance-vlan 

survei l lance-vlan aging-t ime Set  t he aging t ime for surveil lance VLAN.  

<30-65536> - Ent er a value as aging t ime.  

Related Syntax: 

 <conf ig># surveil lance-vlan aging-t ime <30-65536> 

survei l lance-vlan cos  Set  t he class of  service (0~7) for surveil lance VLAN.  

<0-7>- Ent er a number.  

Related Syntax: 

 <conf ig># surveil lance-vlan cos <0-7> remark 

survei l lance-vlan oui-t able  Enable OUI surveil lance VLAN conf igurat ion for specif ied int erface.  

<A:B:C> - Ent er t he OUI address (e.g. ,  00:50:12).  

<DESCRIPTION> - Ent er a st ring t o brief ly explain t he surveil lance 

VLAN.  

Related Syntax: 

 <conf ig># surveil lance-vlan oui-t able <A:B:C> <DESCRIPTION> 

survei l lance-vlan vlan  Specify a VLAN prof i le as surveil lance VLAN.  

<2-4094> - Specify t he surveil lance VLAN ID.  

Related Syntax: 
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 <conf ig># surveil lance-vlan vlan <2-4094> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# 

G1085(config)# surveillance-vlan aging-time 60 

G1085(config)# 

G1085(config)# surveillance-vlan oui-table 00:50:12 fortestonly 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   ssyysstteemm  

Use t his command t o modify t he cont act  informat ion of  VigorSwit ch.  

SSyynnttaaxx  IItt eemmss    

system contact  

system location 

system name 

DDeessccrr iipptt iioonn  

Syntax Items Description 

syst em cont act   <CONTACT> - Ent er a st ring (maximum lengt h:  256 charact ers).  

Related Syntax: 

 <conf ig># syst em cont act  <CONTACT> 

syst em locat ion  <LOCATION> - Specify t he locat ion of  t he host .  

Related Syntax: 

 <conf ig># syst em locat ion <LOCATION> 

syst em name <NAME> - Change t he name of  t he syst em.  The default  name is 

“ G1085” .  

Related Syntax: 

 <conf ig># syst em name <NAME> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# system contact callMIS 

G1085(config)# 

G1085(config)# system location DrayTek 

G1085(config)# system name UPDATEFRIM 

UPDATEFRIM(config)# 

TTeellnneett   CCoommmmaanndd::   tt rr006699  

Use t his command t o conf igure paramet er set t ings of  TR-069.  

SSyynnttaaxx  IItt eemmss    

tr069 acsPwd 

tr069 acsUsername 

tr069 acsurl 
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tr069 cpeEnable 

tr069 cpePwd 

tr069 cpeUsername 

tr069 cpeport 

tr069 healthlinkstatus 

tr069 healthpoewarning 

tr069 healthspeedstatus 

tr069 periodicInfo 

tr069 periodicTime Time 

tr069 ssl  

tr069 stun 

tr069 stunMAXkeepalive 

tr069 stunMINkeepalive  

tr069 stunaddr  

tr069 stunport  

tr069 tls 

DDeessccrr iipptt iioonn  

Syntax Items Description 

t r069 acsPwd <PASSWORD> - Ent er t he password used for regist ering t o VigorACS 

server.  

Related Syntax: 

 <conf ig># t r069 acsPwd<PASSWORD> 

t r069 acsUsername <NAME> - Ent er t he username used for regist ering t o VigorACS 

server.  

Related Syntax: 

 <conf ig># t r069 acsUsername<NAME> 

t r069 acsur l  <ADDRESS> - Ent er t he URL for VigorACS server.  

Related Syntax: 

 <conf ig># t r069 acsurl  <ADDRESS> 

t r069 cpeEnable <disable/ enable> - Ent er Enable for VigorACS cont rol l ing such CPE 

t hrough t he Int ernet .  

Related Syntax: 

 <conf ig># t r069 cpeEnable <disable/ enable> 

t r069 cpePwd  <PASSWORD> - Ent er t he password t hat  VigorACS server can use it  t o 

aut hent icat e and cont rol  t he CPE device.  

Related Syntax: 

 <conf ig># t r069 cpePwd <PASSWORD> 

t r069 cpeUsername  <NAME> - Ent er t he username t hat  VigorACS server can use it  t o 

aut hent icat e and cont rol  t he CPE device.  

Related Syntax: 

 <conf ig># t r069 cpeUsername <NAME> 

t r069 cpeport  <0-65535> - Ent er t he port  number for CPE.  

Related Syntax: 

 <conf ig># t r069 cpeport  <0-65535> 

t r069 heal t hl inkst at us  Perform t he healt h check for t he l ink st at us of  specif ied 

int erface(s).  

<PORTLIST> - Specify t he int erface,  such as GE1,  GE3-GE5 and so 

on.  

Related Syntax: 
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 <conf ig># t r069 healt hl inkst at us <PORTLIST> 

t r069 heal t hpoewarning  Perform t he healt h check for PoE port  warning st at us.  

<PORTLIST> - Specify t he int erface,  such as GE1,  GE3-GE5 and so 

on.  

Related Syntax: 

 <conf ig># t r069 healt hpoewarning <PORTLIST> 

t r069 heal t hspeedst at us  Perform t he healt h check for l ink speed st at us of  specif ied 

int erface(s).  

<PORTLIST> - Specify t he int erface,  such as GE1,  GE3-GE5 and so 

on.  

Related Syntax: 

 <conf ig># t r069 healt hspeedst at us <PORTLIST> 

t r069 per iodicInf o  <disable/ enable> - Ent er Enable t o act ivat e periodic informat ion 

set t ing.  

Related Syntax: 

 <conf ig># t r069 periodicInfo <disable/ enable> 

t r069 per iodicTime TIME Updat e t he CPE informat ion t o VigorACS server.  

Related Syntax: 

 <conf ig># t r069 periodicTime TIME 

t r069 ssl  <disable/ enable> - Ent er Enable t o enable CPE management  

prot ocol wit h SSL.  

Related Syntax: 

 <conf ig># t r069 ssl  <disable/ enable> 

t r069 st un  <disable/ enable> - Ent er Enable t o enable CPE management  

prot ocol wit h STUN server.  

Related Syntax: 

 <conf ig># t r069 st un <disable/ enable> 

t r069 st unMAXkeepal ive  Set  t he maximum t ime period for CPE t o send t he binding request  t o 

VigorACS server.  

<0-65535> - Ent er a number.  

Related Syntax: 

 <conf ig># t r069 st unMAXkeepal ive <0-65535> 

t r069 st unMINkeepal ive  Set  t he minimum t ime period for CPE t o send t he binding request  t o 

VigorACS server.  

<0-65535> - Ent er a number.  

Related Syntax: 

 <conf ig># t r069 st unMINkeepal ive <0-65535> 

t r069 st unaddr  <ADDRESS> - Ent er t he URL/ IP address of  STUN server.  

Related Syntax: 

 <conf ig># t r069 st unaddr <ADDRESS> 

t r069 st unport  <0-65535> - Set  t he port  number for STUN server.  

Related Syntax: 

 <conf ig># t r069 st unport  <0-65535> 

t r069 t l s <t lsl .2/ t ls1.3> - Set  t he TLS version (2 or 3) for VigorSwit ch.  

Related Syntax: 

 <conf ig># t r069 t ls version <t lsl .2/ t ls1.3> 
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EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# tr069 stunaddr 192.168.3.99 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   uusseerrnnaammee  

Use t his command t o add a new user account  or edit  an exist ing user account .  

SSyynnttaaxx  IItt eemmss    

username 

DDeessccrr iipptt iioonn  

Syntax Items Description 

username privi lege - Set  a user account  wit h t he privi lege of  admin,  user or 

cust omized level.  

secret  - Set  a user account  wit h unencrypt ed password.  

secret  encrypt ed - Set  a user account  wit h encrypt ed password.  

<WORD> - Ent er t he name (0~32 charact ers) of  t he local user 

prof i le.  

<admin/  user> - Specify t he privi lege level t o be admin (privi lege 

15) /  user (privi lege 1).  

<PASSWORD> - Ent er a st ring as t he password for t he local user.  

Related Syntax: 

 <conf ig># username <WORD> privi lege <admin/ user> secret  

<PASSWORD> 

 <conf ig># username <WORD> secret  <PASSWORD> 

 <conf ig># username <WORD> secret  encrypt ed <PASSWORD> 

EExxaammppllee    

G1085# configure 

G1085(config)# 

G1085(config)# username carrie_1 privilege admin secret md123456 

G1085(config)# 

G1085(config)# username carrie_1 secret encrypted ca123456 

Old password: ******** 

G1085(config)# 

TTeellnneett   CCoommmmaanndd::   vvllaann  

Use t his command t o conf igure det ailed set t ings for VLAN prof i le.  

Before conf iguring,  you have t o access int o next  phase.  See t he fol lowing example:  

G1085# configure 

G1085(config)# 

G1085(config)# vlan 3 

P2280x(config-vlan)#  

SSyynnttaaxx  IItt eemmss    

vlan vlan-list 

vlan mac-vlan group 
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DDeessccrr iipptt iioonn  

Syntax Items Description 

Specify t he index number of  VLAN prof i le.  To conf igure det ailed 

set t ings,  access int o next  level.  

<vlan-l ist > - The available range is 1 t o 4094.   

<conf ig># vlan 33 

<conf ig-vlan>#  

Then,  available sub-commands are:  

<conf ig-vlan>#do 

<conf ig-vlan>#end 

<conf ig-vlan>#exit  

<conf ig-vlan>#name 

Use t he “ do”  command t o run execut ion command in current  mode.  

<SEQUENCE> -  

Related Syntax: 

 <conf ig-vlan>#do <SEQUENCE> 

Use t he “ end”  command t o f inish current  mode.  Any changes in 

current  mode wil l  be saved.  

Related Syntax: 

 <conf ig-vlan>#end 

Use t he “ exit ”  command t o close t he current  CLI session or ret urn 

t o t he previous mode wit hout  saving t he set t ings.  

Related Syntax: 

 <conf ig-macl>#exit  

vlan 

Use t he “ name”  command t o add a VLAN prof i le.  

<st ring> - Ent er t he name of  t he VLAN prof i le.  

Related Syntax: 

 <conf ig-vlan>#name <st ring> 

vlan mac-vlan group  Creat e a MAC-vlan group.  

<1-2147483647> - Specify a group ID.  

<A:B:C:D:E:F> - Ent er t he MAC address t o be mapped.  

<9-48> - Ent er a number represent ing t he subnet  mask.  

Related Syntax: 

 <conf ig># vlan mac-vlan group <1-2147483647> <A:B:C:D:E:F> 

mask <9-48> 

EExxaammppllee    

G1085# configure 

G1085(config)# vlan 3 

G1085(config-vlan)# 

G1085(config-vlan)# name vlan_friends 

G1085(config-vlan)# 

…  

G1085(config)# vlan mac-vlan group 33 00:50:17:22:12:ff mask 10 

G1085(config)#  

TTeellnneett   CCoommmmaanndd::   vvooiiccee--vvllaann  

Use t his command t o enable voice VLAN and conf igure set t ings for voice VLAN.  
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SSyynnttaaxx  IItt eemmss    

voice-vlan aging-time  

voice-vlan cos 

voice-vlan oui-table 

voice-vlan vlan 

DDeessccrr iipptt iioonn  

Syntax Items Description 

voice-vlan aging-t ime  Set  t he voice VLAN aging t imeout  int erval.  

<30-65536> - The unit  is minut e.  Default  is 1440 (minut es).  

<st ring> - Ent er t he name of  t he VLAN prof i le.  

Related Syntax: 

 <conf ig># voice-vlan aging-t ime <30-65536> 

voice-vlan cos  Set  t he voice VLAN cos value and remark funct ion.  

Specify t he class of  service for voice VLAN.  

<0-7> - CoS value.  Default  is 6.  Remark is disabled.  

remark – L2 user priorit y is remarked wit h t he CoS value.  

Related Syntax: 

 <conf ig># voice-vlan cos <0-7> remark  

voice-vlan oui-t able  Add or remove t he select ed OUI t o/ f rom t he OUI t able.  In default ,  

t here are 8 OUI addresses.  

<A:B:C> - Ent er t he OUI address.  

<DESCRIPTION> - Ent er a brief  descript ion for t he specif ied MAC 

address t o t he voice VLAN OUI t able.  

Related Syntax: 

 <conf ig># voice-vlan cos <0-7> remark 

voice-vlan vlan Set  t he VLAN ident if ier of  t he voice VLAN.  

<2-4094> - Ent er t he number of  VLAN ID.  

Related Syntax: 

 <conf ig># voice-vlan vlan <2-4094> 

EExxaammppllee    

G1085# configure 
G1085(config)# voice-vlan aging-time 1000 
G1085(config)# 
G1085(config)# voice-vlan oui-table 22:30:ff test_01 
G1085(config)# 
G1085(config)# voice-vlan oui-table 00:01:E2 STAMP 
G1085(config)# exit 
G1085# show voice-vlan interfaces gigabitEthernet 1 
Voice VLAN Aging    : 1000 minutes 
Voice VLAN CoS      : 6 
Voice VLAN 1p Remark: disabled 
 
OUI table 
   OUI MAC    |   Description 
--------------+----------------- 
   00:E0:BB   | 3COM 
   00:03:6B   | Cisco 
   00:E0:75   | Veritel 
   00:D0:1E   | Pingtel 
   00:01:E3   | Siemens 
   00:60:B9   | NEC/Philips 
   00:0F:E2   | H3C 
   00:09:6E   | Avaya 
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   22:30:FF   | test_01 
   00:01:E2   | STAMP 
 
  Port | State    | Port Mode   | Cos Mode 
-------+----------+-------------+----------- 
gi1    | Disabled |    Auto     | Src 
G1085# 

 

TTeellnneett   CCoommmmaanndd::   wweebbhhooookk  

Use t his command t o enable or disable t he webhook service.  

SSyynnttaaxx  IItt eemmss    

webhook active 

webhook host 

webhook interval 

webhook keep  

DDeessccrr iipptt iioonn  

Syntax Items Description 

webhook act ive <enable/ disable> - Enable or disable t he webhook appl icat ion.  

Related Syntax: 

 <conf ig># webhook act ive <enable/ disable>  

webhook host  Specify t he dest inat ion (URL,  domain name, IP address) t o receive 

t he dat a t ransferred by VigorSwit ch.  

ip <ADDRESS> - Ent er t he IP address of  t he dest inat ion.   

pat h <PATH> - Ent er t he pat h st ring (part  of  t he composit ion of  t he 

URL) of  t he dest inat ion.  

port  <number> - Ent er a port  number.  

service <ht t p/ ht t ps> - Specify t he prot ocol (ht t p or ht t ps) of  t he 

dest inat ion.   

url  <domain name> - Ent er t he domain name (e.g. ,  drayt ek.com) of  

t he dest inat ion.  Not e t hat  it  is not  necessary t o ent er t his 

informat ion if  IP address has been set  f irst .  

Related Syntax: 

 <conf ig># webhook host  ip <ADDRESS> 

 <conf ig># webhook host  pat h <PATH>  

 <conf ig># webhook host  port  <number> 

 <conf ig># webhook host  service <ht t p/ ht t ps> 

 <conf ig># webhook host  url  <domain name> 

webhook int erval  <1-60> - Set  t he t ransmission int erval (unit  is minut e).  

Related Syntax: 

 <conf ig># webhook int erval <1-60>  

webhook keep set ings <enable/ disable> - Enable or disable t he funct ion of  keep 

webhook set t ings.  

Related Syntax: 

 <conf ig># webhook keep set ings <enable/ disable>  
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EExxaammppllee    

G1085# configure 

G1085(config)# webhook host service https 

G1085(config)# webhook host url www.demo.com 

G1085(config)# webhook host path Draytek/demo 

G1085(config)# webhook host port 443 

G1085(config)# webhook interval 2 

XX--22--44  CCooppyy  CCoonnffiigguurraattiioonn  

Use t his command t o upgrade f irmware image,  conf igurat ion f i le,  syslog f i le,  language f i le 

and securit y cert if icat e.  

SSyynnttaaxx  IItt eemmss    

copy flash:/ /  

copy tftp:/ /   

copy running-config  

copy startup-config  

DDeessccrr iipptt iioonn  

Syntax Items Description 

copy f lash: / /  Related Syntax: 

 # copy f lash: / /  f lash: / /  

 # copy f lash: / /  t f t p: / /  

copy running-conf ig  st art up-conf ig - Copy t he running conf igurat ion f i le t o st art up 

conf igurat ion.   

t f t p: / / - Copy t he running conf igurat ion f i le t o remot e TFTP server 

wit h a f i lename.  

Related Syntax: 

 # copy running-conf ig st art up-conf ig 

 # copy running-conf ig t f t p: / /  

copy st ar t up-conf ig  running-conf ig - Copy t he st art up conf igurat ion f i le t o t he running 

conf igurat ion.  

t f t p: / / - Copy t he st art up conf igurat ion f i le t o remot e TFTP server 

wit h a f i lename.  

Related Syntax: 

 # copy st art up-conf ig running-conf ig 

 # copy st art up-conf ig t f t p: / /   

copy t f t p: / /  running-conf ig - Get  t he running conf igurat ion f rom specif ied TFTP 

server.  

st art up-conf ig - Get  t he st art up conf igurat ion f rom specif ied TFTP 

server.  

Related Syntax: 

 # copy t f t p: / /  f lash: / /  

 # copy t f t p: / /  running-conf ig 

 # copy t f t p: / /  st art up-conf ig 

 # copy t f t p: / /  t f t p: / /   
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EExxaammppllee    

G1085# copy running-config tftp://172.16.3.8/test_carrie.cfg 

Uploading file. Please wait... 

Save configuration done. 

G1085# copy startup-config tftp://172.16.3.8/test_da.cfg 

Uploading file. Please wait... 

Save configuration done. 

G1085# 

 

XX--22--55  DDeelleettee  CCoonnffiigguurraattiioonn  

Use t his command t o delet e a conf igurat ion f i le f rom t he FLASH f i le system.  

SSyynnttaaxx  IItt eemmss    

delete flash:/ /  startup-config 

delete startup-config 

DDeessccrr iipptt iioonn  

Syntax Items Description 

delet e 

f lash: / / st ar t up-conf ig 

Delet e t he st art up conf igurat ion f i le in FLASH f i le syst em.  

Related Syntax: 

 # delet e f lash: / / st art up-conf ig 

delet e st ar t up-conf ig Rest ore t he fact ory default  set t ings of  VigorSwit ch.  

Related Syntax: 

 # delet e st art up-conf ig 

EExxaammppllee    

G1085# delet flash://startup-config 

Delete flash://startup-config [y/n] y 

Do you want to reload the system to take effect? [y/n] y 

… 

 

XX--22--66  DDiissaabbllee  CCoonnffiigguurraattiioonn  

All  commands used wil l  be divided int o EXEC mode and Privi leged EXEC mode.  This command 

is t o t urn of f  privi leged mode command.  

Default  privi lege level is 15 if  no privi lege level is specif ied on enable command.  

Default  privi lege level is 1 if  no privi lege level is specif ied on disable command.  

SSyynnttaaxx  IItt eemmss    

disable  
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DDeessccrr iipptt iioonn  

Syntax Items Description 

disable <1-14> - Ent er a number t o specify t he privi lege level.  

Related Syntax: 

 # disable <1-14> 

EExxaammppllee    

G1085# disable ? 

  <1-14>  Privilege level 

  <cr> 

G1085# disable 3 

G1085#  

 

XX--22--77  EEnndd  CCoonnffiigguurraattiioonn  

Use t his command t o end current  mode.  

SSyynnttaaxx  IItt eemmss    

end  

EExxaammppllee    

G1085(config)# interface GigabitEthernet 3 

G1085(config-if)# end 

G1085# 

 

XX--22--88  EExxiitt  CCoonnffiigguurraattiioonn  

Use t his command t o close current  CLI session or ret urn t o previous mode.  

SSyynnttaaxx  IItt eemmss    

exit 

EExxaammppllee    

G1085(config)# interface GigabitEthernet 3 

G1085(config-if)# exit 

G1085(config)# 
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XX--22--99  HHaarrddwwaarree--MMoonniittoorr  CCoonnffiigguurraattiioonn  

Use t his command t o execut e t he hardware fan t est .  

SSyynnttaaxx  IItt eemmss    

hardware-monitor fan-test 

EExxaammppllee    

G1085# hardware-monitor fan-test 

G1085# 

 

XX--22--1100  PPiinngg  CCoonnffiigguurraattiioonn  

Use t his command t o send ICMP ECHO_REQUEST t o net work host s.  

SSyynnttaaxx  IItt eemmss    

ping  

DDeessccrr iipptt iioonn  

Syntax Items Description 

ping <HOSTNAME> - Ent er an IPv4/ IPv6 address or a domain name t o 

ping.  

count  <1-999999999> - Specify t he number of  repet it ions of  ping 

operat ion.  

Related Syntax: 

 # ping <HOSTNAME> count  <1-999999999> 

EExxaammppllee    

G1085# ping 192.168.1.11 count 3 

PING 192.168.1.11 (192.168.1.11): 56 data bytes 

64 bytes from 192.168.1.11: icmp_seq=0 ttl=64 time=0.0 ms 

64 bytes from 192.168.1.11: icmp_seq=1 ttl=64 time=0.0 ms 

64 bytes from 192.168.1.11: icmp_seq=2 ttl=64 time=0.0 ms 

 

--- 192.168.1.11 ping statistics --- 

3 packets transmitted, 3 packets received, 0% packet loss 

round-trip min/avg/max = 0.0/0.0/0.0 ms 

G1085# 
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XX--22--1111  RReebboooott  CCoonnffiigguurraattiioonn  

Use t his command t o perform a cold rest art  of  VigorSwit ch.  

SSyynnttaaxx  IItt eemmss    

reboot   

EExxaammppllee    

G1085# reboot 

G1085# 

XX--22--1122  RReessttoorree--ddeeffaauullttss  CCoonnffiigguurraattiioonn  

Use t his command t o restore t he fact ory default  set t ings for t he syst em or for t he select ed 

port .   

SSyynnttaaxx  IItt eemmss    

restore-defaults  

DDeessccrr iipptt iioonn    

Syntax Items Description 

rest ore-def aul t s <1-8> - Ent er t he number (1 t o 8) of  LAN port .  

<1-8> - Ent er t he number of  LAG port .  

Related Syntax: 

 # rest ore-default s 

 # rest ore-default s int erfaces Gigabit Et hernet  <1-8> 

 # rest ore-default s int erfaces LAG <1-8> 

EExxaammppllee    

G1085# restore-defaults interfaces gigabitethernet 3 

Interface gi3: restore factory defaults. 

G1085# 

G1085# restore-default 

System: restore factory defaults. Do you want to reboot now? (y/n)y 
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XX--22--1133  SSaavvee  CCoonnffiigguurraattiioonn  

Use t his command t o save conf igurat ion and act ivate t he set t ings.   

Not e t hat  t his command has t he same ef fect  as "copy running-conf ig st art up-conf ig".  

SSyynnttaaxx  IItt eemmss    

save 

EExxaammppllee    

G1085# save 

Success 

G1085# 

 

XX--22--1144  SShhooww  CCoonnffiigguurraattiioonn  

Af t er f inished t he command set t ing,  use t his command t o display t he conf igurat ion for al l  

commands.  

SSyynnttaaxx  IItt eemmss    

show <command> 

EExxaammppllee    

G1085# show acl utilization 

Type: sys                            usage: 256 

Type: mac ACL                         usage: 128 

Type: IPv4 ACL                        usage: 128 

Type: IPSG                            usage: 128 

Type: (null)                          usage: 128 

G1085# 

G1085# 

G1085# show arp 

Address           HWtype  HWaddress           Flags Mask         Iface 

192.168.1.55     ether   00:1D:AA:F0:26:08   C                   eth0 

192.168.1.10     ether   00:05:5D:E4:D8:EE   C                   eth0 

G1085# show voice-vlan interfaces gigabitethernet 3 

Voice VLAN Aging     : 1440 minutes 

Voice VLAN CoS       : 6 

Voice VLAN 1p Remark : disabled 

 

OUI table 

   OUI MAC    |   Description 

--------------+----------------- 

   00:E0:BB   | 3COM 

   00:03:6B   | Cisco 

   00:E0:75   | Veritel 

   00:D0:1E   | Pingtel 

   00:01:E3   | Siemens 

   00:60:B9   | NEC/Philips 

   00:0F:E2   | H3C 
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   00:09:6E   | Avaya 

 

  Port | State    | Port Mode   | Cos Mode 

-------+----------+-------------+----------- 

gi3    | Disabled |    Auto     | Src 

G1085# 

 

XX--22--1155  SSSSLL  CCoonnffiigguurraattiioonn  

Use t his command t o generat e securit y cert if icat e f i les such as RSA,  DSA.  

Af t er ent ering t he command of  SSL,  fol low t he onscreen quest ions t o give t he required 

informat ion.  

SSyynnttaaxx  IItt eemmss    

ssl  

EExxaammppllee    

G1085# ssl 

Generating a 1024 bit RSA private key 

.............................................++++++ 

..............................++++++ 

writing new private key to '/mnt/ssh/ssl_key.pem_tmp' 

----- 

You are about to be asked to enter information that will be incorporated 

into your certificate request. 

What you are about to enter is what is called a Distinguished Name or a D 

There are quite a few fields but you can leave some blank 

For some fields there will be a default value, 

If you enter '.', the field will be left blank. 

----- 

Country Name (2 letter code) [AU]:tw 

State or Province Name (full name) [Some-State]:hs 

Locality Name (eg, city) []:hschu 

Organization Name (eg, company) [Internet Widgits Pty Ltd]:draytek 

Organizational Unit Name (eg, section) []:marketing 

Common Name (e.g. server FQDN or YOUR name) []:draytek 

Email Address []:carrie_ni@draytek.com 

G1085# 
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XX--22--1166  TTeerrmmiinnaall  CCoonnffiigguurraattiioonn  

Use t his command t o set  t he maximum l ine number t hat  t he t erminal is able t o print .  

SSyynnttaaxx  IItt eemmss    

terminal 

SSyynnttaaxx  DDeessccrr iipptt iioonn  

Syntax Items Description 

t erminal  <0-24> - Ent er t he lengt h value.  0 means no l imit .  

Related Syntax: 

 # t erminal lengt h <0-24> 

EExxaammppllee    

G1085# terminal length 15 

G1085# show running-config 

…… 

XX--22--1177  TTrraacceerroouuttee  CCoonnffiigguurraattiioonn  

Use t his command t o execut e net work t race rout e diagnost ic.  

SSyynnttaaxx  IItt eemmss    

traceroute 

SSyynnttaaxx  DDeessccrr iipptt iioonn  

Syntax Items Description 

t racerout e <HOSTNAME>- Ent er t he IP address or t he host name of  t he device 

for VigorSwit ch t o perform t racerout e diagnost ic.   

Related Syntax: 

 # t racerout e <HOSTNAME> 

EExxaammppllee    

G1085# traceroute 192.168.1.224 

traceroute to 192.168.1.224 (192.168.1.224), 30 hops max, 40 byte packets 

 1  192.168.1.224 (192.168.1.224)  0 ms  0 ms  0 ms 

G1085# 
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AAppppeennddiixx::  RReeffeerreennccee  
This chapt er wil l  t el l  you t he basic concept  of  feat ures t o manage t his swit ch and how t hey 

work.  

AA--11  WWhhaatt’’ss  tthhee  EEtthheerrnneett  

Et hernet  originat ed and was implemented at  Xerox in Palo Alt o,  CA in 1973 and was 

successful ly commercial ized by Digit al  Equipment  Corporat ion (DEC),  Int el  and Xerox (DIX) in 

1980.  In 1992,  Grand Junct ion Net works unveiled a new high speed Et hernet  wit h t he same 

charact erist ic of  t he original Et hernet  but  operat ed at  100Mbps,  cal led Fast  Ethernet  now.  

This means Fast  Et hernet  inherit s t he same f rame format ,  CSMA/ CD,  sof t ware int erface.  In 

1998,  Gigabit  Et hernet  was rol led out  and provided 1000Mbps.  Now 10G/ s Et hernet  is under 

approving.  Alt hough t hese Et hernet  have di f ferent  speed,  t hey st i l l  use t he same basic 

funct ions.  So t hey are compat ible in sof t ware and can connect  each ot her almost  wit hout  

l imit at ion.  The t ransmission media may be t he only problem.  

 

In t he above f igure,  we can see t hat  Et hernet  locat es at  t he Dat a Link layer and Physical layer 

and comprises t hree port ions,  including logical l ink cont rol  (LLC),  media access cont rol (MAC),  

and physical layer.  The f irst  t wo comprises Dat a l ink layer,  which performs spli t t ing data int o 

f rame for t ransmit t ing,  receiving acknowledge f rame,  error checking and re-t ransmit t ing 

when not  received correct ly as wel l  as provides an error-f ree channel upward t o net work 

layer.  
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This above diagram shows t he Et hernet  archit ect ure,  LLC sub-layer and MAC sub-layer,  which 

are responded t o t he Dat a Link layer,  and t ransceivers,  which are responded t o t he Physical 

layer in OSI model.  In t his sect ion,  we are mainly describing t he MAC sub-layer.  

LLooggiiccaall  LLiinnkk  CCoonnttrrooll  ((LLLLCC))  

Dat a l ink layer is composed of  bot h t he sub-layers of  MAC and MAC-cl ient .  Here MAC cl ient  

may be logical l ink cont rol  or bridge relay ent it y.  

Logical l ink cont rol  support s t he int erface bet ween t he Et hernet  MAC and upper layers in t he 

prot ocol st ack,  usual ly Net work layer,  which is not hing t o do wit h t he nat ure of  t he LAN.  So it  

can operat e over ot her dif ferent  LAN t echnology such as Token Ring,  FDDI and so on.  Likewise,  

for t he int erface t o t he MAC layer,  LLC def ines t he services wit h t he int erface independent  of  

t he medium access t echnology and wit h some of  t he nat ure of  t he medium it self .  

 

The t able above is t he format  of  LLC PDU.  It  comprises four f ields,  DSAP,  SSAP,  Cont rol and 

Informat ion.  The DSAP address f ield ident if ies t he one or more service access point s,  in which 

t he I/ G bit  indicat es it  is individual or group address.  If  al l  bit  of  DSAP is 1s,  i t ’ s a global 

address.  The SSAP address f ield ident if ies t he specif ic services indicat ed by C/ R bit  (command 

or response).  The DSAP and SSAP pair wit h some reserved values indicates some wel l-known 

services l ist ed in t he t able below.   
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LLC t ype 1 connect ionless service,  LLC t ype 2 connect ion-orient ed service and LLC t ype 3 

acknowledge connect ionless service are t hree t ypes of  LLC f rame for al l  classes of  service.  In 

Fig 3-2,  i t  shows t he format  of  Service Access Point  (SAP).  Please refer t o IEEE802.2 for more 

det ails.  
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AA--22  MMeeddiiaa  AAcccceessss  CCoonnttrrooll  ((MMAACC))  

MMAACC  AAddddrreessssiinngg  

Because LAN is composed of  many nodes,  for t he data exchanged among t hese nodes,  each 

node must  have it s own unique address t o ident ify who should send t he dat a or should receive 

t he dat a.  In OSI model,  each layer provides it s own mean t o ident ify t he unique address in 

some form,  for example,  IP address in net work layer.  

The MAC is belonged t o Dat a Link Layer (Layer 2),  t he address is def ined t o be a 48-bit  long 

and local ly unique address.  Since t his t ype of  address is appl ied only t o t he Et hernet  LAN 

media access cont rol  (MAC),  t hey are referred t o as MAC addresses.  

The f irst  t hree byt es are Organizat ional Unique Ident if ier (OUI) code assigned by IEEE.  The 

last  t hree bytes are t he serial  number assigned by t he vendor of  t he net work device.  Al l  t hese 

six byt es are st ored in a non-volat i le memory in t he device.  Their format  is as t he fol lowing 

t able and normally writ t en in t he form as aa-bb-cc-dd-ee-f f ,  a 12 hexadecimal digit s 

separat ed by hyphens,  in which t he aa-bb-cc is t he OUI code and t he dd-ee-f f  is t he serial  

number assigned by manufact urer.   

Bit 47 Bit 0

1st byte 2nd byte 3rd byte 4th byte 5th byte 6th byte 

OUI code Serial number 

 

The f irst  bit  of  t he f irst  byt e in t he Dest inat ion address (DA) determines t he address t o be a 

Unicast  (0) or Mult icast  f rame (1),  known as I/ G bit  indicat ing individual (0) or group (1).  So 

t he 48-bit  address space is divided int o t wo port ions,  Unicast  and Mult icast .  The second bit  is 

for global-unique (0) or local ly-unique address.  The former is assigned by t he device 

manufact urer,  and t he lat er is usual ly assigned by t he administ rat or.  In pract ice,  

global-unique addresses are always applied.  

A unicast  address is ident if ied wit h a single net work int erface.  Wit h t his nat ure of  MAC 

address,  a f rame t ransmit t ed can exact ly be received by t he t arget  an int erface t he 

dest inat ion MAC point s t o.  

A mult icast  address is ident if ied wit h a group of  network devices or net work int erfaces.  In 

Et hernet ,  a many-t o-many connect ivit y in t he LANs is provided.  It  provides a mean t o send a 

f rame t o many net work devices at  a t ime.  When al l  bit  of  DA is 1s,  i t  is a broadcast ,  which 

means al l  net work device except  t he sender it sel f  can receive t he f rame and response.  

EEtthheerrnneett  FFrraammee  FFoorrmmaatt  

There are t wo maj or forms of  Et hernet  f rame,  t ype encapsulat ion and lengt h encapsulat ion,  

bot h of  which are cat egorized as four f rame formats 802.3/ 802.2 SNAP,  802.3/ 802.2,  

Et hernet  II and Net ware 802.3 RAW. We wil l  int roduce t he basic Et hernet  f rame format  

def ined by t he IEEE 802.3 st andard required for al l  MAC implement at ions.  It  cont ains seven 

f ields explained below.  

PRE SFD DA SA Type/Length Data Pad bit if any FCS

7 7 6 6 2 46-1500 4 

Preamble (PRE) - The PRE is 7-byt e long wit h al t ernat ing pat t ern of  ones and zeros used t o 

t el l  t he receiving node t hat  a f rame is coming,  and t o synchronize t he physical receiver wit h 

t he incoming bit  st ream.  The preamble pat t ern is:  

10101010 10101010 10101010 10101010 10101010 10101010 10101010 
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Start-of-frame delimiter (SFD) - The SFD is one-byt e long wit h al t ernat ing pat t ern of  ones 

and zeros,  ending wit h t wo consecut ive 1-bit s.  It  immediat ely fol lows t he preamble and uses 

t he last  t wo consecut ive 1s bit  t o indicate t hat  t he next  bit  is t he st art  of  t he dat a packet  and 

t he lef t -most  bit  in t he lef t -most  byt e of  t he dest inat ion address.  The SFD pat t ern is 

10101011.  

Destination address (DA) - The DA f ield is used t o ident i fy which net work device(s) should 

receive t he packet .  It  is a unique address.  Please see t he sect ion of  MAC addressing.  

Source addresses (SA) - The SA f ield indicat es t he source node.  The SA is always an individual 

address and t he lef t -most  bit  in t he SA f ield is always 0.  

Length/ Type - This f ield indicates eit her t he number of  t he dat a byt es cont ained in t he dat a 

f ield of  t he f rame,  or t he Et hernet  t ype of  data.  If  t he value of  f irst  t wo byt es is less t han or 

equal t o 1500 in decimal,  t he number of  byt es in t he dat a f ield is equal t o t he Lengt h/ Type 

value,  i.e.  t his f ield act s as Lengt h indicat or at  t his moment .  When t his f ield act s as Length,  

t he f rame has opt ional f ields for 802.3/ 802.2 SNAP encapsulat ion,  802.3/ 802.2 encapsulat ion 

and Net ware 802.3 RAW encapsulat ion.  Each of  t hem has dif ferent  f ields fol lowing t he Lengt h 

f ield.  

If  t he Lengt h/ Type value is great er t han 1500,  it  means t he Length/ Type act s as Type.  

Dif ferent  t ype value means t he f rames wit h di f ferent  prot ocols running over Et hernet  being 

sent  or received.  

For example,  

 

0x0800  IP dat agram 

0x0806  ARP 

0x0835  RARP 

0x8137  IPX dat agram 

0x86DD  IPv6 

Data - Less t han or equal t o 1500 byt es and great er or equal t o 46 byt es.  If  data is less t han 46 

byt es,  t he MAC wil l  automat ical ly extend t he padding bit s and have t he payload be equal t o 

46 byt es.  The lengt h of  data f ield must  equal t he value of  t he Lengt h f ield when t he 

Lengt h/ Type act s as Length.  

Frame check sequence (FCS) - This f ield cont ains a 32-bit  cycl ic redundancy check (CRC) 

value,  and is a check sum comput ed wit h DA,  SA,  t hrough t he end of  t he dat a f ield wit h t he 

fol lowing polynomial.  

 

It  is creat ed by t he sending MAC and recalculat ed by t he receiving MAC t o check if  t he packet  

is damaged or not .  

HHooww  ddooeess  aa  MMAACC  wwoorrkk??  

The MAC sub-layer has t wo primary j obs t o do:  

1.  Receiving and t ransmit t ing dat a.  When receiving dat a,  it  parses f rame t o det ect  error;  

when t ransmit t ing dat a,  i t  performs f rame assembly.  

2.  Performing Media access cont rol .  It  prepares t he init iat ion j obs for a f rame t ransmission 

and makes recovery f rom t ransmission fai lure.  

FFrraammee  ttrraannssmmiissssiioonn  

As Et hernet  adopt ed Carrier Sense Mult iple Access wit h Col l ision Det ect  (CSMA/ CD),  it  det ect s 

if  t here is any carrier signal f rom anot her net work device running over t he physical medium 

when a f rame is ready for t ransmission.  This is referred t o as sensing carrier,  also “ List en” .  If  
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t here is signal on t he medium,  t he MAC defers t he t raf f ic t o avoid a t ransmission col l ision and 

wait s for a random period of  t ime,  cal led backof f  t ime,  t hen sends t he t raf f ic again.  

Af t er t he f rame is assembled,  when t ransmit t ing t he f rame,  t he preamble (PRE) byt es are 

insert ed and sent  f irst ,  t hen t he next ,  St art  of  f rame Del imit er (SFD),  DA,  SA and t hrough t he 

dat a f ield and FCS f ield in t urn.  The fol lowings summarize what  a MAC does before 

t ransmit t ing a f rame.  

1.  MAC wil l  assemble t he f rame.  First ,  t he preamble and St art -of -Frame delimit er wil l  be 

put  in t he f ields of  PRE and SFD,  fol lowed DA,  SA,  t ag ID if  t agged VLAN is appl ied,  

Et hert ype or t he value of  t he dat a length,  and payload dat a f ield,  and f inal ly put  t he FCS 

dat a in order int o t he responded f ields.  

2.  List en if  t here is any t raf f ic running over t he medium.  If  yes,  wait .  

3.  If  t he medium is quiet ,  and no longer senses any carrier,  t he MAC wait s for a period of  

t ime,  i.e.  int er-f rame gap t ime t o have t he MAC ready wit h enough t ime and t hen st art  

t ransmit t ing t he f rame.  

4.  During t he t ransmission,  MAC keeps monit oring t he st at us of  t he medium.  If  no col l ision 

happens unt i l  t he end of  t he f rame,  it  t ransmit s successful ly.  If  t here is a col l ision 

happened,  t he MAC wil l  send t he pat t erned j amming bit  t o guarant ee t he col l ision event  

propagat ed t o al l  involved net work devices,  t hen wait  for a random period of  t ime,  i.e.  

backof f  t ime.  When backof f  t ime expires,  t he MAC goes back t o t he beginning st at e and 

at t empts t o t ransmit  again.  Af t er a col l ision happens,  MAC increases t he t ransmission 

at t empts.  If  t he count  of  t he t ransmission at t empt  reaches 16 t imes,  t he f rame in MAC’ s 

queue wil l  be discarded.  

Et hernet  MAC t ransmit s f rames in half -duplex and ful l -duplex ways.  In halfduplex operat ion 

mode,  t he MAC can eit her t ransmit  or receive f rame at  a moment ,  but  cannot  do bot h j obs at  

t he same t ime.  

As t he t ransmission of  a MAC f rame wit h t he half -duplex operat ion exist s only in t he same 

col l ision domain,  t he carrier signal needs t o spend t ime t o t ravel t o reach t he t arget ed device.  

For t wo most -dist ant  devices in t he same col l ision domain,  when one sends t he f rame f irst ,  

and t he second sends t he f rame,  in worst case,  j ust  before t he f rame f rom t he f irst  device 

arrives.  The col l ision happens and wil l  be det ect ed by t he second device immediat ely.  

Because of  t he medium delay,  t his corrupt ed signal needs t o spend some t ime t o propagat e 

back t o t he f irst  device.  The maximum t ime t o detect  a col l ision is approximately t wice t he 

signal propagat ion t ime bet ween t he t wo most -dist ant  devices.  This maximum t ime is 

t raded-of f  by t he col l ision recovery t ime and t he diamet er of  t he LAN.  

In t he original 802.3 specif icat ion,  Et hernet  operat es in half  duplex only.  Under t his condit ion,  

when in 10Mbps LAN,  it ’ s 2500 met ers,  in 100Mbps LAN,  it ’ s approximat ely 200 met ers and in 

1000Mbps,  200 met ers.  According t o t he t heory,  i t  should be 20 met ers.  But  it ’ s not  pract ical,  

so t he LAN diamet er is kept  by using t o increase t he minimum f rame size wit h a 

variable-lengt h non-dat a ext ension bit  f ield which is removed at  t he receiving MAC.  The 

fol lowing t ables are t he f rame format  suit able for 10M,  100M and 1000M Et hernet ,  and some 

paramet er values t hat  shall  be appl ied t o al l  of  t hese t hree t ypes of  Et hernet .  

Act ual ly,  t he pract ice Gigabit  Et hernet  chips do not  feat ure t his so far.  They al l  have t heir 

chips support ed ful l -duplex mode only,  as wel l  as al l  net work vendors’  devices.  So t his 

crit erion should not  exist  at  t he present  t ime and in t he fut ure.  The swit ch’ s Gigabit  module 

support s only ful l -duplex mode.  
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Parameter 
value/LAN 

10Base 100Base 1000Base 

Max. collision 
domain DTE to 
DTE 

100 meters 100 meters for 
UTP 

412 meters for 
fiber 

100 meters for 
UTP 

316 meters for 
fiber 

Max. collision 
domain with 
repeater 

2500 meters 205 meters 200 meters 

Slot time 512 bit times 512 bit times 512 bit times 

Interframe Gap 9.6us 0.96us 0.096us 

AttemptLimit 16 16 16 

BackoffLimit 10 10 10 

JamSize 32 bits 32 bits 32 bits 

MaxFrameSize 1518 1518 1518 

MinFrameSize 64 64 64 

BurstLimit Not applicable Not applicable 65536 bits 

 

 

In ful l -duplex operat ion mode,  bot h t ransmit t ing and receiving f rames are processed 

simult aneously.  This doubles t he t ot al  bandwidt h.  Ful l  duplex is much easier t han half  duplex 

because it  does not  involve media cont ent ion,  col l ision,  ret ransmission schedule,  padding bit s 

for short  f rame.  The rest  funct ions fol low t he specif icat ion of  IEEE802.3.  For example,  it  must  

meet  t he requirement  of  minimum int er-f rame gap bet ween successive f rames and f rame 

format  t he same as t hat  in t he half -duplex operat ion.  

Because no col l ision wil l  happen in ful l -duplex operat ion,  for sure,  t here is no mechanism t o 

t el l  al l  t he involved devices.  What  wil l  i t  be if  receiving device is busy and a f rame is coming 

at  t he same t ime? Can it  use “ backpressure”  t o t el l  t he source device? A funct ion f low cont rol  

is int roduced in t he ful l -duplex operat ion.  
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AA--33  FFllooww  CCoonnttrrooll  

Flow cont rol  is a mechanism t o t el l  t he source device st opping sending f rame for a specif ied 

period of  t ime designat ed by t arget  device unt i l  t he PAUSE t ime expires.  This is accomplished 

by sending a PAUSE f rame f rom t arget  device t o source device.  When t he t arget  is not  busy 

and t he PAUSE t ime is expired,  it  wil l  send anot her PAUSE f rame wit h zero t ime-t o-wait  t o 

source device.  Af t er t he source device receives t he PAUSE f rame,  it  wil l  again t ransmit  

f rames immediat ely.  PAUSE f rame is ident ical  in t he form of  t he MAC f rame wit h a pause-t ime 

value and wit h a special  dest inat ion MAC address 01-80-C2-00-00-01.  As per t he specif icat ion,  

PAUSE operat ion can not  be used t o inhibit  t he t ransmission of  MAC cont rol  f rame.  

Normal ly,  in 10Mbps and 100Mbps Et hernet ,  only symmet ric f low cont rol  is support ed.  

However,  some swit ches (e.g.  24-Port  GbE Web Smart  Swit ch) support  not  only symmet ric but  

asymmet ric f low cont rols for t he special  appl icat ion.  In Gigabit  Et hernet ,  bot h symmet ric 

f low cont rol  and asymmet ric f low cont rol  are support ed.  Asymmet ric f low cont rol  only al lows 

t ransmit t ing PAUSE f rame in one way f rom one side,  t he ot her side is not  but  

receipt -and-discard t he f low cont rol  informat ion.  Symmet ric f low cont rol  al lows bot h t wo 

port s t o t ransmit  PASUE f rames each other simult aneously.  

IInntteerr--ffrraammee  GGaapp  ttiimmee  

Af t er t he end of  a t ransmission,  i f  a network node is ready t o t ransmit  data out  and if  t here is 

no carrier signal on t he medium at  t hat  t ime,  t he device wil l  wait  for a period of  t ime known 

as an int er-f rame gap t ime t o have t he medium clear and st abil ized as wel l  as t o have t he j obs 

ready,  such as adj ust ing buf fer count er,  updat ing count er and so on,  in t he receiver sit e.  

Once t he int er-f rame gap t ime expires af t er t he de-assert ion of  carrier sense,  t he MAC 

t ransmit s data.  In IEEE802.3 specif icat ion,  t his is 96-bit  t ime or more.  

CCoolllliissiioonn  

Coll ision happens only in half -duplex operat ion.  When t wo or more net work nodes t ransmit  

f rames at  approximat ely t he same t ime,  a col l ision always occurs and int erferes wit h each 

ot her.  This result s t he carrier signal dist ort ed and undiscriminat ed.  MAC can af ford det ect ing,  

t hrough t he physical layer,  t he dist ort ion of  t he carrier signal.  When a col l ision is det ect ed 

during a f rame t ransmission,  t he t ransmission wil l  not  st op immediat ely but ,  inst ead,  

cont inues t ransmit t ing unt i l  t he rest  bit s specif ied by j amSize are complet ely t ransmit t ed.  

This guarant ees t he durat ion of  col l ision is enough t o have al l  involved devices able t o det ect  

t he col l ision.  This is referred t o as Jamming.  Af t er j amming pat t ern is sent ,  MAC stops 

t ransmit t ing t he rest  data queued in t he buf fer and wait s for a random period of  t ime,  known 

as backof f  t ime wit h t he fol lowing formula.  When backof f  t ime expires,  t he device goes back 

t o t he st at e of  at t empt ing t o t ransmit  f rame.  The backof f  t ime is det ermined by t he formula 

below.  When t he t imes of  col l ision is increased,  t he backof f  t ime is get t ing long unt i l  t he 

col l ision t imes excess 16.  If  t his happens,  t he f rame wil l  be discarded and backof f  t ime wil l  

also be reset .  

 

FFrraammee  RReecceeppttiioonn  

In essence,  t he f rame recept ion is t he same in bot h operat ions of  half  duplex and ful l  duplex,  

except  t hat  ful l -duplex operat ion uses t wo buf fers t o t ransmit  and receive t he f rame 

independent ly.  The receiving node always “ l ist ens”  if  t here is t raf f ic running over t he 

medium when it  is not  receiving a f rame.  When a f rame dest ined for t he t arget  device comes,  
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t he receiver of  t he t arget  device begins receiving t he bit  st ream, and looks for t he PRE 

(Preamble) pat t ern and St art -of -Frame Del imit er (SFD) t hat  indicat es t he next  bit  is t he 

st art ing point  of  t he MAC f rame unt i l  al l  bit  of  t he f rame is received.  

For a received f rame,  t he MAC wil l  check:   

1.  If  i t  is less t han one slot Time in lengt h,  i .e.  short  packet ,  and if  yes,  i t  wil l  be discarded 

by MAC because,  by def init ion,  t he val id f rame must  be longer t han t he slot Time.  If  t he 

lengt h of  t he f rame is less t han one slotTime,  it  means t here may be a col l ision happened 

somewhere or an int erface malfunct ioned in t he LAN.  When det ect ing t he case,  t he MAC 

drops t he packet  and goes back t o t he ready st at e.  

2.  If  t he DA of  t he received f rame exact ly mat ches t he physical address t hat  t he receiving 

MAC owns or t he mult icast  address designat ed t o recognize.  If  not ,  discards it  and t he 

MAC passes t he f rame t o it s cl ient  and goes back t o t he ready st at e.  

3.  If  t he f rame is t oo long.  If  yes,  t hrows it  away and report s f rame Too Long.  

4.  If  t he FCS of  t he received f rame is valid.  If  not ,  for 10M and 100M Et hernet ,  discards t he 

f rame.  For Gigabit  Et hernet  or higher speed Et hernet ,  MAC has t o check one more f ield,  

i .e.  ext ra bit  f ield,  i f  FCS is inval id.  If  t here is any ext ra bit s exist ed,  which must  meet  t he 

specif icat ion of  IEEE802.3.  When bot h FCS and ext ra bit s are valid,  t he received f rame 

wil l  be accept ed,  ot herwise discards t he received f rame and report s f rameCheckError if  

no ext ra bit s appended or al ignment Error if  ext ra bit s appended.  

5.  If  t he lengt h/ t ype is valid.  If  not ,  discards t he packet  and report s lengt hError.  

6.  If  al l  f ive procedures above are ok,  t hen t he MAC t reat s t he f rame as good and 

de-assembles t he f rame.  

WWhhaatt  iiff  aa  VVLLAANN  ttaaggggiinngg  iiss  aapppplliieedd??  

VLAN t agging is a 4-byt e long dat a immediat ely fol lowing t he MAC source address.  When 

t agged VLAN is appl ied,  t he Et hernet  f rame st ruct ure wil l  have a l i t t le change shown as 

fol lows.  

 

Only t wo f ields,  VLAN ID and Tag cont rol  informat ion are dif ferent  in comparison wit h t he 

basic Et hernet  f rame.  The rest  f ields are t he same. 

The f irst  t wo byt es is VLAN t ype ID wit h t he value of  0x8100 indicat ing t he received f rame is 

t agged VLAN and t he next  t wo byt es are Tag Cont rol  Informat ion (TCI) used t o provide user 

priorit y and VLAN ID,  which are explained respect ively in t he fol lowing t able.  

Bits 15-13 User Priority 7-0, 0 is lowest priority 

Bit 12 CFI (Canonical Format Indicator) 

1: RIF field is present in the tag header 

0: No RIF field is present 

Bits 11-0 VID (VLAN Identifier) 

0x000: Null VID. No VID is present and only user 
priority is present. 

0x001: Default VID 

0xFFF: Reserved 
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Note:  RIF is used in Token Ring net work t o provide source rout ing and comprises t wo f ields,  

Rout ing Cont rol  and Rout e Descript or.  

When MAC parses t he received f rame and f inds a reserved special  value 0x8100 at  t he locat ion 

of  t he Lengt h/ Type f ield of  t he normal non-VLAN f rame,  it  wil l  int erpret  t he received f rame 

as a t agged VLAN f rame.  If  t his happens in a swit ch,  t he MAC wil l  forward it ,  according t o it s 

priorit y and egress rule,  t o al l  t he port s t hat  is associat ed wit h t hat  VID.  If  i t  happens in a 

net work int erface card,  MAC wil l  deprive of  t he t ag header and process it  in t he same way as 

a basic normal f rame.  For a VLAN-enabled LAN,  al l  involved devices must  be equipped wit h 

VLAN opt ional funct ion.  

At  operat ing speeds above 100 Mbps,  t he slot Time employed at  slower speeds is inadequat e 

t o accommodat e net work t opologies of  t he desired physical ext ent .  Carrier Ext ension 

provides a means by which t he slot Time can be increased t o a suf f icient  value for t he desired 

t opologies,  wit hout  increasing t he minFrameSize paramet er,  as t his would have delet erious 

ef fect s.  Nondat a bit s,  referred t o as extension bi t s,  are appended t o f rames t hat  are less t han 

slot Time bit s in lengt h so t hat  t he result ing t ransmission is at  least  one slotTime in durat ion.  

Carrier Ext ension can be performed only if  t he underlying physical layer is capable of  sending 

and receiving symbols t hat  are readily dist inguished f rom data symbols,  as is t he case in most  

physical layers t hat  use a block encoding/ decoding scheme.  

The maximum lengt h of  t he ext ension is equal t o t he quant it y (slot Time - minFrameSize).  The 

MAC cont inues t o monit or t he medium for col l isions while it  is t ransmit t ing extension bit s,  

and it  wil l  t reat  any col l ision t hat  occurs af t er t he t hreshold (slotTime) as a lat e col l ision.  
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