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Security Warning

® Please change the password of your camera regularly, using a combination of numbers, letters and
special characters.

® We recommend that you regularly update your camera to the latest available software and firmware
versions to help ensure the best experience for your camera.

1 Overview

FOSCAM camera is an integrated wireless IP camera with a High Definition Color CMOS Sensor enabling
viewing resolution 1920 * 1080. It combines a high quality digital video camera, with a powerful web server, to
bring clear video to your desktop from anywhere on your local network or over the Internet.

F19928P supports P2P function. Thanks to the P2P easy access technology, you don't need to do complicated
Port Forwarding and DDNS settings, you just need to scan the QR code on the bottom of the camera to
connect it on smart phone, or input the UID on VMS software to realize remote access.

F19928P supports the industry-standard H.264 compression technology, drastically reducing file sizes and
conserving valuable network bandwidth.

The IP camera is based on the TCP/IP standard. There is a WEB server inside which could support Internet
Explorer. Therefore the management and maintenance of your device is simplified by using the network to
achieve the remote configuration and start-up.

The camera is designed for surveillance applications such as courtyards, supermarket, and school. Controlling
the IP camera and managing images are simplified by using the provided web interface across the network
utilizing wireless connectivity.

FOSCAM provides Phone apps for Android and iPhone users, please search "Foscam" and install it through
app Store, then you can view your camera directly as a computer.

1.1 Key Features

4 Standard H.264 video compression algorithm to satisfy the transmission of high definition video in narrow
bandwidth network

2.0 Mega-Pixel

P2P feature for easy access

Supports Microsoft IE / Mozilla Firefox / Google Chrome / Apple Safari browser or any other standard
browsers

€ Supports WEP, WPA and WPA2 Encryption

L 2R 2R 2



Wi-Fi compliant with wireless standards IEEE 802.11b/g/n

IR range (Range up to 60m / 196ft)

Supports image snapshot

Supports dual-stream

Supports IR-Cut and the filter change automatically

Embedded FOSCAM DDNS (dynamic domain name service) Service
Supports remote viewing & record from anywhere anytime

Multi-level users management with password protection

Motion detection alert via email or upload image to FTP

Supporting Third Party Domain name

Providing Phone apps for Android and iPhone users

Supports multiple network protocols: HTTP / HTTPS / RTSP/TCP/IP / UDP / FTP / DHCP / DDNS / UPNP
/ SMTP / ONVIF

Providing Central Management Software to manage or monitor multi-cameras

L 2R 2R 2K 2% 2% 2K 2R 2% 2R 2R 2R 2
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1.2 Read before Use

Please first verify that all contents received are complete according to the Package Contents listed below.
Before the IP camera is installed, please carefully read and follow the instructions in the Quick Setup Guide to
avoid damage due to faulty assembly and installation. This also ensures the product is used properly as
intended.

1.3 Package Contents

IP Camera * 1 DC Power Adapter * 1
Wi-Fi Antenna * 1 CD * 1
Quick Setup Guide * 1 Warranty Card * 1




1.4 Physical Description

Front Panel

Antenna

A

— LEMS

Imfrared LELC

Infrared LED: IR LEDs, IR range up to 60 meters / 196ft.
LENS: High Definition Color CMOS Sensor sensor with zoom lens.
WIFI Antenna: Wireless Antenna

SD Card Reset Button and the Indicator

Reset Button
Press and hold on the reset button for 5 seconds. Releasing the reset button, the password will back to the
factory default administrator password. The default administrator user is admin with no password.



Interface View

1) 1/O alarm terminal block

This network camera provides a I/O alarm terminal block which is used to connect to external input / output
device. The pin (there are four number in the terminal block from NO.1 to NO.4) definitions are described
below:

»
»
2

1- input
2- GND
3- output
4- output

This camera supports I/O alarm, you can go to 4.5.3 I/O Alarm Settings > Alarm > I/O page to configure it.

2) Audio Input / Output

® Audio input interface
The jack is used to plug external input device such as sound pick up device directly. Here microphone cannot
directly insert to the interface, it must connect to the adapter first.

® Audio output interface
The jack is used to plug external output device such as loud speaker directly. Here microphone cannot directly

insert to the interface, it must connect to adapter first.

3) LAN



10/100M adaptive Ethernet interface. Through this interface, IP camera can be connected with various network
devices, such as hub, router, etc.

4) Power Interface
Connect the external power adapter, request for 12V/2A power.

Bottom View

There is a QR Code label located on the body of the camera; this is an important feature of original Foscam
cameras. If your camera does not have the label, it may be a clone one. Cloned Foscam cameras can not use
original firmware and are not eligible for warranty or technical services.

1.5 SD Card Management

S0 Card Reset Button and the Indicator

The record files of the IP camera can be stored in the SD Card.

This camera supports SD Card and the max size of SD card must be under 64G.

You need open the cover, then plug the SD card into SD card slot inside the IP camera.

When you plug in the SD card during the camera work process, please reboot the camera again, or else the
SD Card may be cannot work well.

NOTE: When you re-install the cover, please ensure the tightness with the camera.



2 Access the IP Camera

This chapter explains how to access the camera through browser and RTSP player.

2.1 Access the Camera in LAN

This camera supports HTTP and HTTPS protocols, you can access the camera by two ways.

(1) http:// LAN IP + HTTP Port NO.

Double click the Equipment Search Tool icon and it should find the camera's IP address automatically after you

plug in the network cable.

| Camera Bamn IP Addrass Device T Tyve
i.l.nmuuu Http: /192, 168, 1. 105: 66 006 2HESSABLE IFC

1

Double click the IP address of the camera; your default browser will open to the camera login page.

(2) https:// LAN IP + HTTPS Port NO.

The default Https port NO. is 443. You can use the url to access the camera: https:// LAN IP + HTTPS port.
Go to 4.3.5 Port Settings > Network > Port panel, you can see and change the https and https port NO.

Save Refresh
HTTFP Port oa
HTTPS Port | 443
OMVIF Port 65533

2.2 Access the Camera in WAN

2.2.1 Static IP Addresses

Users who have static IP addresses do not need to set DDNS service settings for remote access. When you
have finished connecting the camera using the LAN IP address and port forwarding, you can access the

camera directly from the Internet using the WAN IP address and port number.

How to Obtain the WAN IP address from a public website ?

To obtain your WAN IP address, enter the following URL in your browser: http://www.whatismyip.com.The



http://www.whatismyip.com

webpage at this address will show you the current WAN [P.

Your IP Address Is:
183.37.28.254

Wkats Ay I

——
Yililjfess LIt L
. e P vl b
o |F lidrris 15w :_ -__!'_.--\.- |: L _'r

= b g

SERVERS T T T

Access your IP Camera from the Internet

You can access the IP camera from the Internet (remote access). Enter the WAN IP address and port number
in your standard browser. For example, you would enter http:// 183.37.28.254:85

NOTE:

Make sure port forwarding is successful. You can do port forwarding two ways.

1. Login to your router to enable the "UPNP" function. You can then login to the camera as administrator,
choose Network, and then choose UPnP to enable UPnP. Make sure that the status of UPnP reads "UPnP
Successful" on the Device Status page.

2. Do port (HTTP port) forwarding manually.

If your router has a Virtual Server, it can do port forwarding. Add the camera's LAN IP and port which you had
set earlier to your router's port forwarding settings.

NOTE:
If you plug the camera into a router, it will have a dynamic IP address and you need to set DDNS service
settings to view it remotely.

2.2.2 Remote Access

If you want to access your camera by web browser outside of your LAN, you need to configure following
configurations.

1. Choose "Settings" on the top of the camera web page, then go to the "Network > IP Configuration" section
on the left side of the screen, then uncheck the Obtain IP DHCP.



IP Configuration

IP Address: Set this in the same subnet |
| as your computer , or keep it as default.
255255 355( i
— Subnet Mask: Keep it as default.
LFRTER
s Gateway and DNS Server: Set it to the
IP address of your router.

192 186 1. 1

Fag B -R B
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2. Enable UPnP and DDNS in the camera's settings page. We recommend you to use the DDNS by factory
default.

0

Select Yes and click Save.

| [ e | | [FrmpooNsmeing ]

Click Enable DDNS and click Save.
| The content in the Manufacture's DDNS
| column is the domain name of your camera.

3. You can see the port of your camera here. If you want to set Remote Access for several cameras on the
same network, you will need to change the HTTPS port for each camera.

4. If the UPnP of the router has been enable, you do not need to perform following steps. Otherwise, you



need to select one of the following methods to configure port forwarding on your router. For these steps, we will
be using the TP-LINK brand wireless router as an example.

® If there is a UPnP function in your router:
Choose "Forwarding > UPnP", make sure that the Current UPnP Status is Enabled.

Carrem MPRP Statue Eosldod | D
| Braarteg
VIS Sarvers Cumeni UFnF Settings List
Y T 0 A Dedenptss {slaarmind Peay = AT wraraal P & G Sramis
(178
Hadiimali

® If there is no UPnP function in your router:

You need to manually add port(HTTPS port) forwarding, refer to the following steps. You need go to the
"Forwarding > Virtual Servers" panel for setup.
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Here you have finished the

Pani Trggerag Add b ek A1 Cosiibsie A Dk Ak Port Forwarding setup.
T

LT

5. Now you can access your IP camera by https://domain name: HTTPS port via the Internet.

2.3 Using the VLC Player

This camera supports RTSP streaming, here you can view the camera using VLC player.

RTSP URL rtsp:// [user name][:password]@I|P:HTTP port number/videosream

The part in the square brackets may be omitted.

user name & password: The user name and password to access the camera. This part can be omitted.
IP: WAN or LAN IP address.

Video stream: Here support three mode: videoMain, videoSub and audio. When the network speed is bad,
here you had better select videoSub. If you select audio, you can only hear the sound but cannot see the
video.

For example:

IP: 192.168.1.11

HTTP Port number: 88

User name: admin

Password: 123

Here | can enter one of the following URLs in the VLC.

1) rtsp://admin:123@192.168.1.11:88/videoMain

2) rtsp:// @192.168.1.11:88/videoMain
3) rtsp://:123@192.168.1.11:88/videoMain
4) rtsp://admin@192.168.1.11:88/videoMain

Open the VLC, and go to Media > Open Network Stream option, then enter the URL into VLC.

10
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Open Locaton Fomdipboand. Chl+
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Save Pyl to Bie o4y

areert | Save Cil48

& Open Hedia

[EF File (E;lﬂisc i !.!Hetwnrk Captu.re Device

Hetworle Frotocoel
Flaaze enter a networl UEL:
|!rt5p2ffradmin: 123@192.165. 1. 11 :58/v1 deoMain I v;

|:| Show more options

( Flay |»|)| Cancel

Sometimes you may need to enter the user name and password again. Click OK and you can see the

real-time preview.



= RTSP authentication

Fleaze enter a walid login name and a password.

User name |admin |

Fazzword |..... |

roaeTEA. 188 14, WAL h 180 | 08l

If you cannot play the video in the VLC player, please check the port mapping. You can read Quick Setup
Guide about How to configure port forwarding.

NOTE:

If you modify the camera's username or password, you had better reboot the camera, or else the

new username and password cannot take effect when you enter the authentication in the VLC.

2.4 IP Camera Connection to the Server

Device supports ONVIF2.2.1 protocol,You can easily access the NVR with ONVIF or server with ONVIF.

12



3 Surveillance Software GUI

Please refer to the Quick Setup Guide if you install the camera at first time. After finishing quick installation,
you can take time to learn the operation of the software.

3.1 Login Window

Usemame | SR
1
F&Essweard
Stream Mam sirmam w | 2
Language | |Enghsh w 3
Login.. | 4

Section 1 Enter the User name and password
The default administrator username is admin with a blank password, please reset the password at first using
and prevent unauthorized users login the camera.

Section 2 Stream

The camera supports two stream modes: Main stream and sub stream. If you want to access the camera form
LAN, here you can select Main stream. If you want to access the camera from Internet, here we recommend
sub stream.

NOTE: When the network bandwidth is badly you'd better select Sub Stream and the video will be more
fluency.

Section 3 Select the language
You can select the language you need via click on the language dropdown list to switch.

Section 4 Login the camera

Click Login button and you will see the surveillance windows. (If login the camera for the first time, the page
that modify the username and password will appears.)

13



3.2 Setup Wizard

After logging in for the first time, you will go to "Setup Wizard" automatically. Here you can set the basic
parameters of camera, such as the country, camera name, camera time, wireless settings, IP configuration.

Setup Wizard
Selup Wizard - Start

I oflosy this g B Bl DU CEsaia, CRok "hed 10 st

Plisasa chick e i o e el ol more ssings

Mimal

Country: Select the country.

Setup Wizard
Siap 1 of & - couniry

fmarica L
counlry
Prigto solact this courmiry ehisns you Bed 10 @i & beRar Wi arpafsanid far i

Device Name: You could name your camera.

Setup Wizard
Step 2 of 5 - Camera Name

F ISP
Carraa Mams Tea mairram Devica Mame engs i 10, supeon Engiish numben nfery and spmals

(Erwoyn)  Mon



System Time: Select the time zone you need to set the date, time, format and so on.

Setup Wizard
Time Fone AT | Grammwick mase tma, Londan, Lisgan, (=]
Eync wity NTE seros
NTP Serves [ Austn =
Gl Format v aLOD (=] 1
e DST
From Apt [a] #rm [si/%undey [=] 2 [=i-00
Ta Ociober (=] e mtone[=] Sundsy =] 2 [=1.00
Anead Cf Tiems 0 [=] Minie
Praviaus | [ Meat

Wireless networks: Click Scan, find the SSID of your wireless router, select and enter the password.

Setup Wizard
Sinp 4 o1 § - Wieives Setlings
Wireless Network List 1 | scam 550 | proaucra doric T
S5ID Maiwerh M) Enarvetian Chsaity Encryption | | WPAMWPAZ [=}

Ak by WEAAEAD it 3| Pessward ERER

Ssshiars TR-LINK,_803E WRAWPAZ _,, The masimum pacswoed lngth ls 61,
|t WRAWRAT - Inchuding mumkars iefers snd 1ymbos

APPID WRAMWPAT o '
e

TRLS_3742 WRAWRAZ o

dnitend WRAMPAZ i

TR.LBM_ASDE Linencryp ulf

HEWFL 10T WRAMWERAY it

12456 TR A TEEl 21 WHANPAY J

| Pravless | W |



IP: Set IP address of the camera. You could choose to obtain an IP automatically or set the IP address
according to your needs.

Setup Wizard
Step § of § - |P Configuration

Ciidain B0 Fram DHCT »

Pravioys || Finish

3.3 Surveillance Window

"?u-m-n O commg || | Pt Qutdoor Waterpioof 1P Cambia)
=T - - T = — J

Anonymous )=

Section1 FOSCAM Logo / LiveVideo / Settings / Playback Buttons

@ Liveviden . . . . . .
~=. . Path to surveillance window. Click this button and back to the surveillance window
O setngs

do advanced settings.

: Path to Administrator Control Panel, Click it, and it will lead to Administrator Control Panel and

16



:1'\. Ny |
Nk : Click this button and back to the Playback panel to view the record files stored in the SD Card.

Section 2 Multi-Device Window

gl ol oBH

The firmware inside the camera supports up to maximum of 9 cameras being monitoring at the same time. You
can add other cameras in multi-device setting.

FESCAM ' [FTEPRICY , Fa— (r— Dutdoor Waterproof IP. Camera
|
o
T
WA
™
(L _r g L
[ ] s ad
Wi ¥

1) 50HZ -------- Indoor surveillance (Region: Europe, China)
2) 60HZ -------- Indoor surveillance (Region: USA, Canada)
3) Outdoor Mode ------ Outdoor surveillance

Stream

The default stream supports multiple modes, For example: HD Mode / 1080P / 15fps / 1M meanings: Stream
type / Resolution / Maximum frame rate / Bit rate. (Different models support different specific mode. )

1) Stream type: It is used to identify the stream type.

2) 1080P / VGA

There are two resolutions, the bigger one is 1080P, and the smaller one (VGA) is 640x480 pixels. The bigger
the resolution, the better of the image quality is. If you are accessing the camera via internet and want to get
more fluent video streaming, please select resolution VGA.

3) Maximum frame rate

When the video format is 50Hz, the maximum frame rate is 25 fps. When the video format is 60Hz, the
maximum frame rate is 30 fps. You should lower frame rate when the bandwidth is limited. Normally, when the

17



frame rate above 15, you can achieve fluently video.
4) Bit rate

Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate configuration should

combine well with the network bandwidth. When the bandwidth is very narrow, and bit rate is large, that will

lead to video cannot play well.

You can reset the stream type on Settings > Video > Video Settings panel.
After changing, please re-login the camera and you can see the modification.

Zoom In or Zoom Out

Device Support zoom feature, click or ' ,The focal length of the camera lens will be larger or shrink,

you can adjust the focus distance to the target object size, access to high-definition screen.

Focus

You can manually adjust the focus by clicking on the button

Section 4 Pan/ Tilt Control

= focus

Up control button

Down control button

Left control button

Right control button

Up-Left control button

Up-Right control button

N[O w |~

Down-Left control button

(O |H~|N

Down-Right control button

@ Click this button and go to center.

Section 5 Cruise / Preset settings

18




Cruise Settings

Cruise

Preset

The default cruise tracks have two types: Vertical and Horizontal.

Vertical: The camera will rotate from up to down.
Horizontal: The camera will rotate from left to right.

iu Start cruise. I:I: Stop cruise.

If you want to define or change the cruise trace, please go to Settings > PTZ > Cruise Settings panel.

How to do cruise?

Firstly: Select one track in the track dropdown list

Cruise )
‘v’ertial _
Vertical

Horizontal

Select one of these ]

Secondly: Click Start cruise button, the camera will cruise following the predefined path.
Thirdly: Click Stop button and finish cruising.

Preset settings

IP camera supports 16 preset positions, which is considered enough for DIY home & small business
surveillance market
The default preset position is Topmost, Bottom most, Left most, right most, you can add other preset positions.

5
D] Add Click this icon to save the position you need the camera to remember.
= Delete Select one preset position and click this button to delete it.

"..
GO Select one preset position in the preset dropdown list and click Go to make the camera move the

preset position

19



How to do preset position?

Firstly, move the camera and stop at a desired place where you want make preset position.

i
Secondly, click o button and enter a descriptive name for the preset position. The preset position cannot
contain special characters. Then click OK to save it. If you want to reset the preset position, click Cancel.
After that, you can move the camera and stop at another place, and set another preset position. You can do all
the 16 preset positions with this method.
If you want to see one preset position you have set, only select the preset position name from the preset

-

dropdown list, and click go | button, the camera will go to the preset position.

Section 6 Guard Position

After setting the guard position, your camcorder will automatically return to the guard position within a
predetermined time (manually setting) when it stops moving (manually or cruise). You could refer to the
following method in 4.7.4 Guard Position Settings.

Section 7 IR LED Lights

IR LED Lights J

Mode  Auto [

Click Infra led and there are three modes to adjust the infrared led: Auto, Manual and Schedule.

Auto: Select it and the camera will adjust the infra led (on or off) automatically.

Manual: Select it and you can turn on or turn off the infra led manually.

Schedule: Scheduled control. When it is selected, the function of switching on / off the infrared lamp as
scheduled is enabled (Settings > Video > IR LED Schedule).

Section 8 Image Quality Settings

In this page, you can tune Hue, Brightness, Contrast, Saturation, and Sharpness to get higher quality.

Colar Adjust )

&0
20
54
&0
20

Section9 OSD

20



If you have added time and camera name in the video, you can see it in the live window.

Go to Settings > Basic Settings > Camera Name panel, and you can change another device name. The
default device name is anonymous.

Go to Settings > Basic Settings > Camera Time panel and adjust the device time.

Go to Settings > Video > On Screen Display panel, you can add OSD or not.

Section 10 Play / Stop / Talk / Audio / Snap / Record / Full Screen Button

®®®®O® ® ®@®

1 2 3 4 5 6 7 8

1----- Play Click it to play the video of the camera
2----- Stop Click it to stop the video of the camera

earphone or speakers that connected with PC.

5----- Volume Click it to open the volume control.

6----- Snapshot Click it to make snapshot and it pop-up a window which picture you snapshot, right click in
the window and save the picture to anywhere you want.

window. Click again and stop recording. The default storage path is C:\IPCamRecord. You can change the

storage path: Go to Settings > Record > Storage Location.

8----- Full Screen Click it to make full-screen, or you can double click the surveillance screen to make
full-screen. Double click again and exit full-screen.

Onscreen Mouse Control
Right click the mouse and you can adjust the screen ration, full screen and Zoom up.
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Full Screen

Loom up

Full Screen: Select it and click it to make full-screen, press ESC and exit full-screen.

Zoom Up

First Method: Here is a convenient and fast solution to Zoom up / down screen by clicking Video Screen and
adjusting Mouse pulley, or by press the CTRL key and click the mouse left button.

Second Method: Click it and the live view will be digital zoomed up, then click Zoom Down and the live view
back to original size.

(02T e 1 R

When you select the Full Screen, then click right mouse, there is a Screen PTZ button.
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- Full Screen

Screen PTZ

Zoom up

Click the Screen PTZ button and put the mouse on the screen to indicate the camera move direction you
prefer, press the left mouse, the camera will move to the corresponding direction. Loosen the mouse and stop
moving. Press Esc button or double click right mouse and cancel the function.

NOTE:
For Mac OS, the plugin cannot support Onscreen Mouse Control, so you cannot allow to use it.

23



4 Advanced Camera Settings

Click the button Settings, go to Administrator Control Panel to make advanced camera settings.

4.1 Status

Status contains four columns: Device Information, Device Status, Session Status and Log, it will show you
various information about your camera.

4.1.1 Device Information

Device Information

Refresh
Camera Model FI9923F
Camera Name Anonymous
Camera |ID ADE21555C336
Camera Time 2016/10/09 08:25:21
System Firmware \Version 1.11.1.8
Application Firmware Version 274132
Plug-In Version 33026

Camera Model: The model of the device.

Camera Name: The Device Name is a unique name that you can give to your device to help you identify it.
Click Basic Settings and go to Camera name panel where you can change your camera name. The default
device name is the camera model.

Camera ID: Display the wired MAC address of your camera.

Camera Time: The system time of the device. Click Basic Settings > Camera time panel and adjust the time.
System Firmware Version: Display the system firmware version of your camera.

Application Firmware Version: Display the application firmware version of your camera.

Plug-In Version: Display the plug-in version of your camera

4.1.2 Device Status

On this page you can see device status such as Motion Alarm status, Sound Alarm Status, Record Status, SD
Card Status, DDNS Status and so on.
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Device Status

tdoison alanm siatus Mo alarm
Sound alam siaus Dizabled
Recording Statis Mot Recording
S0 Cand Status Mo S0 card
S0 Card Free Space 0%E
50 Card Total Space =B
MNTE Status Failed
DONS S1alus Ditsabled
LEnP Slatus Disabled
WiFL Siaius Mot connected
IR LED Siaius O
4.1.3 Session Status
Session status will display who and which IP is visiting the camera now.
Session Status
| Radresh
Usemame P Addrass
1 192 18813
414 Log

The log record shows who and which IP address accessed or logout the camera and when reboot the camera
and clear the log records.
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Pages:1

HO | Time

1 2016-10-09 083612
2 2016-10-08 08:32 16
3 2016-10-09 083207
4 2016-10-09 08: 3155
5 2016-10-09 08:30-31

] 2016-10-09 08:30:12

4.2 Basic Settings

This section allows you to configure your camera's Name, Time, User Account and Multi-Camera.

4.2.1 Camera Name

LF=ar

oo

Adirin

Hdmin

1.5

raal

Log

P
127.0.01
192.168.1.3
192 168.1 3
T92.168.1.3
127801

127.0.01

Log

Dietecied maticn alam
Login

Log oul

Login

Detecied motien alarm

Siyslem slariup

Default alias is anonymous. You can define a name for your camera here such as Anonymous. Click Save to
save your changes. The alias name cannot contain special characters.

Camera Name

4.2.2 Camera Time

Aoy maus

Tha mandmum Device Kamae langth is 20 support English, numbsers. lothers and symbeds

Camera Name

This section allows you to configure the settings of the internal system clocks for your camera.
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Camera Time

T £or GHT) Grasnwich mesh ima London. Lebos, | =

Eync with NTF server ©

NTP Server e =

Drafe Foamal Y- KM-DO k]

Tiire Forinal >4 _erir -

uss ST«

From April = | first ¥ Sunday w2 (=00
Ta Deiohar  |=| B last ong =] Sunday -;-_ 2 (=100
Ahesd Of Time 0 |=| Mmids

Time Zone: Select the time zone for your region from the dropdown menu.

Sync with NTP server: Network Time Protocol will synchronize your camera with an Internet time server.
Choose the one that is closest to your camera.

Sync with PC: Select this option to synchronize the date and time of the Network Camera with your computer.
Manually: The administrator can enter the date and time manually. Please select the date and time format.
Use DST: Select the Use DST, then select the daylight saving time from the dropdown menu.

Click Save button to submit your settings.

NOTE: If the power supply of camera is disconnect, you need set the camera's time again.
4.2.3 User Accounts

Here you can create users and set Privilege, Visitor, Operator or Administrator. The default user account is

Administrator, with a blank password. You can enter the users accounts of visitor, operator and adminstrator
Manually.
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User Accounts

| Pelresh
[ . Unsraime | Pliteiags . Lisernama
1 i Egirmininbialng Priviage ' Vialkai =]
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How to change the password of administrator?

Firstly, select the account of administrator, then select Change password, enter the old password and the new
password, lastly click Modify to take effect.

User Accounts

Filrash

wo | Lissrmams Pitriags Usamame 1
I - -

3 Fisa Pl Ewina FEEEEEEE

3 Gedamly Lavel |

i order e paiawoes

i SN

& Changs usemame

T (¥ Change password

Tha maximam usamame lengih is 20, induding numEers, l@ers. and symibols - 3§ "
Password shoud ba 6-17 sembang, Bhes symbols. combinaion,. suppot -8 () _+[§ - Te=¥ =7y

How to add account ?

Select one blank column, then enter the new user name, password and select the privilege, last click Add to
take effect. You can see the new added account on the Account list.
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User Accounts
| Roirash.

Lo L mrame Privilags Usmname  Ciporator
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3 Cortm fhe ppissrd ssssss

4 Frdlage  Adminttraior -

5 [ a |

The maximum usecname length is 20, including numbers, le@ers and symbols . 3@ 5 *
Passwor shasdd bo 6-12 numbars, lears. symbels combination, suppordt - | B &% | j_+ 1] 9<=9"-.", )

User Accounts
[ - Roimsh |

L {u] Usnrmame Privilege Usamans  Oparaiol

T PraviTasm uS@Mame iz 20, Including numbears, lettera and symbaoks. e
F"u.nurd:mmldhlﬂn-ﬂml'-ln mMan_an‘u”_”} Heahtaaty

Delete: Select the account which you want to delete, then click Delete button to take effect.

NOTE: The default admin account cannot be deleted, but you can add other administrator users.

How to change the username ?

Firstly, select the account which you want to change the username, then select Change Username, enter the

new password, lastly click Modify to take effect.
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User Accounts
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4.2.4 Multi-Camera

If you want to view multi-surveillance screens on one window, you need to login one camera, and set it as the
main device, and do Multi-Device Settings, add other cameras to the first one camera. Before you do
multi-cams settings, you need to assign different port such as 81, 82, 83, 84, 85, 86, 87, 88 to the cameras if
there is 8 cams installed.

The firmware within the camera can support a maximum of 9 devices monitoring all at the same time. This
page you can both add FOSCAM MJPEG and H.264 series cameras to the first camera and view
multi-surveillance screen on one window.

Add Cameras on LAN

In Multi-Device Settings page, you can see all devices searched on LAN. The 1st Device is the default one.
You can add more cameras in the list in LAN for monitoring. The camera's software supports up to 9 IP
cameras online simultaneously. Click The 2nd Device and click the item in the Device List in LAN, the name,
host and Http port will be filled in the boxes below automatically. Enter the correct username and password
then click Add. Add more cameras in the same way.
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{ Rfean )

anonymaus(192 168.11.193)

] W B0 b r e

68,11, 2030

| anonymous( 1921

Cameras On LAN
1. Click it, camera model, alias,
| host and HTTP Port will be filled in f—torest
T8 Camaiy | R o the following boxes automatically.
The 2nd Camera Mane
Camera Madal L w
Camera Nama | anonymaous
Host | 192.168.11.203
HTTP Post | B0
Mediz Port | B0
o iabial el adrmin '| [.2. Enter the User name and
Pasowond password of the 2nd camera.
(C 4dd) Delete |
The.2d Camers Mne | 3 Click Add to take effect.
The dih Cameara Maona

Camera Model: Our Company produces two series cameras: MJ and H.264. Here will show you which series
the camera belongs to.

anorymoual 152 168.11.153)

FEE W o al.u.liEH ilgl 16811 Ed-li
Camerss Cm LAN
! HEH-I

The 151 Camera This Camara
. Thie 2 Caamia . mnonymous(192 16811, 309)
The Jrd Camera FISE W for ebayer (192 165.11.241)
The dth Camierg anonyrous 152 168 11.203)
The Sth Camers hong
Tha Gth ©amaora Morn
| The Tth Camera | None
The Gth Camers . Morse
The dth Camerg Mone

Mote: IFgou ward to sCoess your camers remataly, make sure you are abds to access # seperataly through a broseser
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Back to Surveillance Windows, and click Four Windows option, you will see four cameras you added.

Add cameras in WAN

If you want to view all cameras via the internet (remote computer), you will need to add them using DDNS
domain name. Firstly, make sure all of the cameras you added can be accessed through the internet. (Read
How to configure DDNS settings in chapter 4.3.3 DDNS)

Login to the first camera using a DDNS domain name and port.

__.lJ"'!."":'h"'H-'H'I‘- 1'"._13-;.-:-- - = ¥ -
[E S —— - —
Eﬁ[ Use DDNS domain name and port to login. ] — Outdaor Waterprool IP-Camera
Dievice Siatus
T
o e gy g Tomssd e
L P T Ty e
ETE] YT B By
Bl Cmn S B W i
50 Card Frex Spacs i |
1 el Tkl e g
=i maE ¥ wim
RO [ ———
o
) Make sure each camera you need add
ELE ] -

could login with DDNS name and port.

Click Multi-Device Settings. Choose The 2nd Device. Fill in the 2nd camera's name, DDNS domain name,
port number. Enter user name and password and then choose Add.
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Refrash
FISE21W for ebuyer (192.168.11.241)

ananymous{192 188 11..203)

Cameras On LAN
Refrash
The 15t Carmera Thiz Camera
The 2nd Camers ananymous{192 163.11.203)
Carnora Madel i) o 1
Camera Mame apple 2

Hiosl canmera. no-ip.info
HTTP Port; | 801 3

kedia Port B0t

Lsemame | admin

Passward 4

5 | Add || Detate
Thi 3rd € amers Mo
The dth Camera Kona

1---- The camera model: MJ or H264.

2---- The 2nd camera's name.

3---- Fill in the 2nd camera's DDNS host not LAN IP.
4---- Enter the 2nd camera's user name and password.
5---- Click Add button and to take effect.

NOTE: Here the Host must be entered as the second camera's DDNS domain name, not its LAN IP.



applef1 22 168 13 102
miycamera{192 168,13 109)

Dlewice List in LAN ipcam (192,168 13.107)

Tha 151 Dewice Thes Chgmica

The 2od Disvice apple{camens no-ip infio)

The Jrd Deavice pcamiestiil foscan:ong
Thei 41h D fry o el i utee. P11 Hinfa)
The Sth Davice None

The Gth Device Mone

Theg Tth Diawace Mans

The Bth Device Mone

Tha 9th Dénicae Mana

Attention: If you ward 10 access the dewce from inteenst, be sure the host and por thet you sef can b2 accescad from

1 Bl

Return to video window. You will see all of the cameras accessible through the internet.
When you are away from home, you can use the first camera's DDNS domain name and port to view all the
cameras via internet.

34



4.3 Network

This section will allow you to configure your camera's IP, PPPoE, DDNS, Wireless Settings, UPnP and Port.

4.3.1 IP Configuration

If you want to set a static IP for the camera, please go to IP Configuration page. Keep the camera in the same

subnet of your router or computer.

Qbtain IP From DHCP |
P Address
Gubniél Mask
Galeway
Primasy DNS Senver
Secondary DMNS Senver

IP Configuration

192 163.1.2
250205 2551
192 188.11
192 16888
211.162.70.2

Changing settings here is the same as using the Equipment Search Tool.
It is recommended that you use the subnet mask, gateway and DNS server from your locally attached PC. If

you don't know the subnet mask, gateway and DNS server, you can check your computer's local area

connection as follows:

Control Panel > Network Connections > Local Area Connections > Choose Support > Details.
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If you don't know the DNS server, you can use the same settings as the Default Gateway.

4.3.2 Wireless Settings

Step 1 Choose Settings > Network > Wireless Settings.

Click the Scan button and the camera will detect all wireless networks around the area. It should also display

your router in the list.

Wireless Settings
o N
Wireless Network List = e
SSID(Natweek Name) S qup— L | Encotion More v

| Nescors_EDH4CH WEAWPAZ Click the Scan button to
p—— AT 1 search for wireless networks.

app_naf 'i'lpl-;;ﬂpﬂ il %

TP-LINK_Project_Likaizhii  WRAWPA2 "

Allink heng WRAWPRAZ il
| hishasTP-LINK_£03E WPATWPAZ il
smanghaoran WRAWPAD o
| TR-LINK_yts WPAWPAZ o
| TR-LINK_2478 WRAWPAZ -
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Step 2: Click the SSID (name of your router) in the list, the corresponding information related to your network,
such as the name and the encryption, will be filled into the relevant fields automatically.

You will only need to fill in the password of your network. Make sure that the SSID, Encryption and the
password you filled in are exactly the same for your router.

Wireless Settings

Save Falrush
Wireless Network List B
SRS Mebvriak Maimiah Env:raptinm OusBy Encrypiion. | | WPAMWPAR "
i
1. Click the SSID of your router and [ 2. Enter the password of your router. ]

the relevant information will be filled
in the fields automatically.

husha+ TRLINK_ S03E | whawPay | il

thanghaaran AWHAAPAS il
TR-LINK_yln WPAWPAZ | i
TP-LINK_2475 WRAWPAZ | -

Step 3: Please click on the Save button after all settings have been entered and disconnect the network cable.
Never shut down the power of the camera until the IP camera is able to connect to the wireless network.

The LAN IP address will disappear on the window of Equipment Search Tool when the camera is configuring a
wireless connection. Wait about 1 minute, the camera should obtain a wireless connection, and the LAN IP of
the camera will show again on the window of the Equipment Search Tool. The IP address may have changed
after the camera receives a wireless connection; we recommend setting a static local IP address if this IP
address changes by right clicking the camera in Equipment Search Tools, setting a static IP, and pushing OK.
Congratulations! You have set up the wireless connection of the camera successfully.

NOTE:
If you fail to make a wireless connection, please refer to your seller or contact us directly for
assistance.

4.3.3 DDNS

FOSCAM camera has embedded a unique DDNS domain name when producing, and you can directly use the
domain name, you can also use the third party domain name.

FOSCAM Domain Name

Here take test09.myfoscam.org for example. Go to option of DDNS on the Settings > Network panel, you

can see the domain name.
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DDNS

Save Refrash
Enable DDNS 7
Manufacturer's DDNS
Manufacturer's DDNS . myfoscam.ong Restore DDNS lo factory

Third Party DDNS
OOMNS Server Mone -

Domain

Now you can use http:// Domain name + HTTP Port to access the camera via internet.

Take hostname test09.myfoscam.org and HTTP Port NO. 800 for example, the accessing link of the camera

via internet would be http:// test09.myfoscam.org:800
Restore DDNS to factory: If you have configured Third Party DDNS successfully, but you want to use
Manufacturer's DDNS again, here click this button and start Manufacturer's DDNS Service.

Third Party Domain Name Settings

User can also use third part DDNS, such as www.no-ip.com, www. 3322.com

Here take www.no-ip.com for example:

1. Step 1, Go to the website www.no-ip.com to create a free hostname

Firstly, Login on www.no-ip.com and click No-IP Free to register.
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Please register an account step by step according to instructions on www.no-ip.com

After registration, please login your email which used to register. You will receive an email from website, please

click the link to activate your ACCOUNT as indicated in email.

Secondly, Login the link with the registered username and password to create your domain name.
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Please create the domain name step by step according to instructions on www.no-ip.com

Step 2, DO DDNS Service Settings within the Camera

Please set DDNS Settings within the camera by hostname, a user name and password you've got from
WWW.no-ip.com

Take hostname ycxgwp.no-ip.info, user name foscam, password foscam2012 for example.

Firstly, goes to option of DDNS Settings on the administrator panel.

Secondly, select No-Ip as a server..

Thirdly, fill foscam as DDNS user, fill password foscam2012 as DDNS password, fill ycexgwp.no-ip.info as
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DDNS domain and server URL, Then click save to make effect. The camera will restart and to take the DDNS
settings effective.

Fourthly, after the restart, login the camera, and go to option of Device Status on the administrator panel, and
check if the DDNS status is successful.

If failed, please double check if you have input the correct hostname, user name, and password, and
try to redo the settings.

NOTE:

If you have set Third Party DDNS successfully, the Foscam Domain Name will be invalid. The Third Party
DDNS and the Foscam Domain Name cannot work at the same time, the last time you configured will take
effect.

2. Do port forwarding within the router

Example: The camera's LAN IP address is http://192.168.8.100:2000, Media port no. is 9200.

Firstly, login the router, goes to the menu of Port Forwarding or Port Trigger (or named Virtue

Server on some brands of router). Take Linksys brand router as an example, Login the router, and goes
to Applications & Gaming > Single Port Forwarding.

Secondly, Create a new column by LAN IP address & HTTP Port No. of the camera within the router showed
as below.

Wireless-N Home Router WRT120W

Applications &

Gaming Setup Wireless Security Access Restrictions . Administration Status

Single Port Forwarding - | Port Range Forwarding | Port Ronge Triggering DMz |

Application Hame [ External Port [ Internal Port [ Protocol | ToIP Address E_npblf_:di
:|.f.'}! v: - —_ o 182.165.8 D
None | ] 152.168.8 O |
More B Fill the HTTP Port no. of the | '19‘ S M l
camera on the column of il
None o External Port and Internal Ports | 152.168.8 |
Hone % - # - | - 1821858 |
- ainl | =1
tittp || | Lsgoo 2000 ]| | [satn v | 152 18580100 ls| Fill the LAN IP of the camera
Media IEE | a0 | Both (v | 19216580000 2l | | here, justinput the last sections
i Y aon el | 452 168.2 O

Fill the Media Port no. of the
camera on the column of
External Port and Internal Port.

Assign a name
as you like here.

3. Use domain name to access the camera via internet

After the port forwarding is finished, you can use the domain name+ http no. to access the camera via
internet. Take hostname ycxgwp.no-ip.info and http no. 2000 for example, the accessing link of the camera

via internet would be http:// yexgwp.no-ip.info:2000
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4.3.4 UPnP

UuPn#F

Sove Halresh

Ensabie LIFPR M ® |

The default UPnP status is closed. You can enable UPnP, then the camera's software will be configured for
port forwarding. Back to the Status > Device Status panel, you can see the UPnP status:

Device Status

Rafrash
Katicn alanm siatus Mo alamn
Sound alanm statss Disabled
Recording Status Mat Recording
S0 Card Status Mo S0 eand
Sh Card Frese Space =B
B0 Card Tolat Space HE
NTP Status Failed
DONS Saius F aited
LFnP Satus SUCCEs
WiEFT Status Mot connacied
IR LED Status 2

The camera's software will be configured for port forwarding. There may be issues with your routers security
settings, and sometimes may error. We recommend you configure port forwarding manually on your router.

4.3.5 Port

This camera supports HTTP Port. HTTP Port is used to access the camera remotely. If you want to access the
camera and view the video, the HTTP Port must both be configured correctly.

HTTP Port: By default, the HTTP port is set to 88. Also, they can be assigned with another port number
between 1 and 65535. But make sure they can not be conflict with other existing ports like 25, 21.
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Port

HTTF Forl i
HTTES Por 443
QNVIF Port RS

Another way to change the HTTP port NO.

, SRS - S oy

Step 1, Open the Equipment Search Tool, select the camera you would like to change the port of, right click on
the IP address, and click on Network Configuration, this brings up the network configuration box as shown in
following figures.

* Equipement Seanch Ta

Camern Hame IF Address

Basic Froperties

Metwork Corfiguration

Lpgrade Firmvears

Recaover Defaul
Redresh Dwice List
Flush Arp Buffer

»

Gererate Check Code

About Equigment Search Tool

Devwice ID Typa

Select which camera
you'd like to change the
port for, and right click.

IF Addrazs
Sahnel Muih
Galeway

NG Sarves

Eiip Fart
Frar

Faznwurd

[T Obtaim TF fros THCF sarver

192 _1E8

19T 1E8

[2a8 =5 255 0

[1% 188 & @

)

Modify the Http Port. ]

wdmin

T

Caneel

Hola, Lfter changi

the configiretion
dewioe #1ll smtematioslly resterd

Enter the Username and
password, click OK.

Step 2: Enter the username and password of the Administrator (default username is admin with a blank

password), and click OK to apply changes.

Step 3: Wait around 10 seconds, you'll see that the camera's LAN IP address has changed. In our example it
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was changed to 2000, so we see http://192.168.1.110:2000 in Equipment Search Tool. Also, the LAN IP
address is now fixed at a static IP address of http://192.168.1.110:2000. This IP address will not change even if
the camera is powered off and back on, the camera will remain on this LAN IP address. This is very important
that a static LAN IP address is set, or you may have problems later with remote access and seeing the camera
remotely if the camera loses power and reconnects on a different LAN IP address. Make sure you set a static
LAN IP address!

| Camnprs Nann IFP Rdddrazs Dawace ID Tyhe
i.ﬂ.nnnrnnus Http: /F102. 168, 1. 110: 2000 A06 2AESED 230 1. 354

NOTE: If the camera cannot be accessed, please make sure the port forwarding is succeed.
HTTPS port: The default port is 443. You can use the url to access the camera: https:// IP + HTTPS port

ONVIF Port: By default, the ONVIF port is set to 888. Also, they can be assigned with another port number
between 1 and 65535 (except 0 and 65534). But make sure they can not be conflict with other existing ports.

4.3.6 Mail Settings

If you want the camera to send emails when motion has been detected, here Mail will need to be configured.
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5 Save Refresh

Enable 7]
smtp.gmail.com

SMTP Server Example:smip.sample.comfcn/com.cn

SMTP server address supports English, numbers and @ -
SMTFE Port ] 25

|STARTTLS [~]
Transport Layer Security G-Mail only supports TLS at Port 465 and STARTTLS at Port 587 or 25 Hotmail only

supports STARTTLS at Port 587 or 25.

MNeed Authentication Yes E|

cuiyao93@gmail. com
Example someonef@sample.com

SMTP Usemame
The maximum length of the user name is 63, support numbers, letters and symbols @

3"

SMTP Password The maximum password length is 16, including numbers, letters and symbols ~ 1 @ #

LY Tl d

SHOACrE i _3 cuiyao93@gmail.com Test 6
nder E-mai : |

yaoyao@lbe3.com

Example:someone@sample.com

First Receiver
The maximum length of the receiver is 63, support numbers, letters and symbols @

4] 5+-
Second Receiver
Third Receiver

Fourth Receiver

1---- SMTP Server / Port /| Transport Layer Security Enter SMTP server for sender. SMTP port is usually
set as 25. Some SMTP servers have their own port, such as 587 or 465, and Transport Layer Security usually
is None. If you use Gmail, Transport Layer Security must be set to TLS or STARTTLS and SMTP Port must be
set to 465 or 25 or 587, which port you choose should be decided by which Transport Layer Security you
select.

2---- SMTP Username / password |D account and password of the sender email address

3---- Sender E-mail Mailbox for sender must support SMTP

4---- Receiver Mailbox for receiver need not support SMTP, you can set 4 receivers

45



5---- Save Click Save to take effect
6---- Test Click Test to see if Mail has been successfully configured.

Click Test to see if Mail has been successfully configured.

- Save Refresh
Enabda|F|
samiip. gemadl com
SMTF Sareer Exampli smip sampla comicn/com cn
SMTP sancer addesss supports English, numbers and & -
SMTP Ponl 25
STARTTLS Bl
Transporl Layer Security G-Mail only suppons TLS ot Poet 465 and STARTTLS &l Port 587 ar 26, Hotmad only
suppons STARTTLS at Pot 587 or 25
Need Authentication Yes B
curyaoddf@igmall. com
Example somsoneg@sample com
SMTF Usemans
The mazimum kngih of the wer name s 63, support numbars, letlers and symbals 3
e
(LR RN R
SMTP Password The maximum password lengh ls 16, including numbers, leblers and symbols ~ | @ ¥
g 1 L 2 ol B bt B
cury aod 3@ gmall com . Test
Sendsr E-mail ]
[ Test result. }
i ey 041 163 £omi
Example someane@sample.com
First Baceiinar
The maximum benglh ol the receiver B 63, support rumbers, lefters and symbals &
a2 b
Second Receier
Third Receiver
Fouri Recenver

If the test success, you can see the Success behind the Test, at the same time the receivers will receive a test
mail.

If the test fails with one of the following errors after clicking Test, verify that the information you entered is
correct and again select Test .
1) Cannot connect to the server.
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2) Network Error. Please try later.
3) Server Error.
4) Incorrect user or password.

5) The sender is denied by the server. Maybe the server need to authenticate the user, please check it and try

again.
6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server.
7) The message is denied by the server. Maybe because of the anti-spam privacy of the server.
8) The server does not support the authentication mode used by the device.

4.3.7 FTP Settings
If you want to upload record files and images to your FTP server, you can set FTP Settings.

F TP Settings

fp 152 165 B 150
FTP Sereer Exarmple fip0192 168 1.103/de
The maximurm length of tho addmas ks 127 doss nol support the charachor & =

Part H
FTP Koode PORT -
Liar)
Llsemame The masimum lengih of the wsar name b B, suppor nembsars. etters and symbols @
-, #
dEEREEREE
Fassword The mandmum passwiond bengdh is 63, including numbers, lefters and symbals = 1 & 8.5
i T 0 ISR [ Sl -5 o A R RN
Tagt Surreys

Figure a
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F TP Settings
Save Fehessh
fip (fip mgenseal com

FTP Sened Example fip 192 168 1103 di

The maaimum lengih of the address B 120y D0ES Nl Support e characher & =

Por 21
FTP Made PORT [=]
Usar 1
Lisemame The maxirmum langih of the usar name is §3, support rumbars. lefiers and symbols _ @
£4_ @&l
T
P st The maximum password lengih 5 63, induding numberns. lsliss and spmbals ~ 1@ # 3

Ll & TR E § Ell v I TIT |

Tast | SLITTESS

Figure b

FTP server: If your FTP server is located on the LAN, you can set as Figure a.
If you have an FTP server which you can access on the internet, you can set as Figure b.
Port: Default is port 21. If changed, external FTP client program must change the server connection port
accordingly.
FTP Mode: Here supports two modes: PORT and PASV.
Username / password: The FTP account and password.
Click Save to take effect.
Click Test to see if FTP has been successfully configured.

4.3.8 P2P

Access the IP camera by Smart Phone (Android or iOS operating system)
First of all, you need to open the P2P function of the IP camera at Settings > Network > P2P.

P2P
Save Refresh
uib FASHILMGKEYHBORIOGEIBZZZ
Enabla P2P [
P2F Pon 31087

Search and install Foscam app on Google Play and app Store for for Android and iOS devices.
If you want to know more details of the iOS app or Android app, please refer to the HELP on the iOS app or
Android APP.
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NOTE:
If the QR code scanning is not successful, please input the UID on the bottom of the camera manually.

4.4 Video
This section allows you to configure video settings, on screen display, snapshot settings and so on.
4.4.1 Video Settings

Video Settings
Save Refiesh

Main siresm vides seftings

Sfream Type HO Mods -
Resniudion 10&0P |
it Rata M |
Frame Rate T -
ey Frame intenval 1 =]
ftate Control Mode VER B
Sub straam vidoo saings

Stream Type HD Mede w

Resolfion T20P v |
8 Rare E17K -
Frame Rate 11 -|
Ky Frame imiena 15 = |
Rate Contral hade VBR =

Stream Type: There are four types to identify different streams you have set. If select the HD Mode, the
clearer video will become, and it will take up more bandwidth; If select the Smooth Mode, the bandwidth is very
narrow, and bit rate is large, that will lead to video can not play well. The Equilibrium Model is a value between
HD Mode and Smooth Mode.

Resolution: The camera supports five types: 1080P, 720P, 960P, VGA (640*480), and QVGA (320*240). The
higher the resolution is, the clearer video will become. But the code flux will become larger too, and it will take
up more bandwidth.

Bit Rate: Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate
configuration should combine well with the network bandwidth. When the bandwidth is very narrow, and bit rate
is large, that will lead to video can not play well.

Frame Rate: Note that a larger frame size takes up more bandwidth. When the video format is 50Hz, the
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maximum frame rate is 25 fps. When the video format is 60Hz, the maximum frame rate is 30 fps. You should
lower frame rate when the bandwidth is limited. Normally, when the frame rate above 15, you can achieve
fluently video.

Key Frame Interval: The time between last key frame and next key frame. The shorter the duration, the more
likely you will get a better video quality, but at the cost of higher network bandwidth consumption.

Rate Control Mode: Select the Bit rate type to constant or variable. If select VBR, the camera will change the
video bit rate according to the situation, but will not more than the maximum parameter "Bit Rate"; If select
CBR, the Bit Rate is unchanged; If select LBR, the image quality will be low, you can select LBR when the the
Network is not good enough.

4.4.2 On Screen Display

This page is used to add timestamp and device name on the video.

Osh
Sava Haoiresh

Litsplay Timestamp Tes B

Diiplay Chmers MNams Yos

Display Timestamp: There are two options, Yes or NO. Select Yes and you can see the system date on the
video.

Display Camera Name: There are two options, Yes or NO. Select Yes and you can see the device name on
the video.

4.4.3 Privacy Zone

This page is used to set some mask as privacy zone on the video.

Privacy Zone
Save Hetresh

Allgrdy Privacy Tomne Va5 -

Sed Prvvacy Zone

Allow Privacy Zone: Allow On Screen Display Mask, there are two options, Yes or NO. Select Yes and draw
a mask area on the video, the mask area will be black on the video.
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The mask area.

Click OK button and return to the Privacy Zone page, click Save to take effect.
Back to the surveillance window, you can see the mask area as the following picture:

2013-11-0514. 02 23
Eanonymous

4.4.4 Snapshot Settings

On this page you can set the snapshot pictures' image quality and the storage path.
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Snapshot Settings

Snap Cluadity Bedwm
Pictures Save To Bone -
Enaitie timing 1o caple
Caphxe mierval 3 I 1-RE5T5E)
Schedule

Al O 07 O3 0a D0 e DF |0 T 1T A T 0 e T TR T1E | 2T A

WL
TUE
WED
TH
FRrI
SAT
i

snapshot Settings

Waraual snap Cuality Pl e =
Pictures 2ave To Mone =y
Enabie iming b capturs [J

Captote inbaryal 2 145553541

Lohadils

A O o1 [E2 |0y 04 05 05 07 OF &8 109wy iT e 2 n

MG
TUE
WEL
THL
FRi
SAT
SN

Manual Snap Quality: Low, Middle and High. The higher the quality, the picture will be clearer.

Pictures Save To: FTP or SD Card. If you have done FTP and Alarm settings, when alarming, the camera will
snap pictures to the FTP automatically. If select SD Card as the save path, make sure the camera has inserted
in the SD card.

Enable Timing to Capture

To enable capture interval, follow the steps below:

1. Select Enable timing to capture

2. Capture interval: The interval time between two captures.

3. Select the capture time
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® Capture anytime
Click the black button up the MON, you will see all time range turn red. When something moving in the
detection area at anytime, the camera will capture.

® Specify an capture schedule
Click the week day words, the corresponding column will be selected. For example, click TUE, the all
column of TUE turns to red, that means during Tuesday whole day, the camera will capture.

® Press the left mouse and drag it on the time boxes, you can select the serial area,

4. Click Save button to take effect.

4.4.5 IR LED Schedule

You can set the period of time during which the infrared lamp is turned off. You can also turn off the infrared
lamp on the video preview page at any time.

IR LED Schedule

Save Refresh

IR LED Schedule

From 08[=|/00[=]| To |18[x]|/00[~]

Add

Turn the IR LED off

Click Add to add more periods.

4.5 Detector

4.5.1 Motion Detection

IP camera supports Motion Detection, when the motion has been detected, it will send emails or upload
images to FTP.
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Motion Detection

G |C-—Sme )| (- Rewen) *
| Enable 7 ]

Triggerad Inlarval 2 155 E |

Camera Sound || "PC Sound |

Send E-mail ¥

Take Snapshot 7] Time Interval |23 |=] |
Action 3 Plaase soi the caplure storage location in advancs (Video -» Snapshot Sattings)

Recarding ¥

Plaasa se tha video storage location in advance (Racord <> Slorage Location)

Push message to the phona |4

4 Sat Detection Area | Three zones at most
5 |iE Schedule |

Al [B00Y B2 03 04 05 06 07 08 09 10 11 (12 13|14 15 (96,17 18 18 W N 22 1

To enable motion detection, follow the steps below:

Step 01: Enable Motion detection

Step 02: Trigger interval--- The interval time between two motion detections. Select one interval time.
Step 03: Select the alarm indicator

When the motion has been detected, the Motion Alarm Status will turn to Detect Alarm.
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W Ty, gl * B
-'_T':: ViCE aldatus

Rafrash
Kobn sianm status . [iatect alamm
Sound atarm status Desahled
Riecording Slaius Kot Recording
S0 Card Stahs Mo 50 card
S0 Card Free Space KB
50 Cand Total Space KB
WTPF Sighis Failed
DDKNS Stafus Fallad
UPnP Status Desablad
WiFi Status kol conmecied
IR LED Status LB

There are some alarm indicators:

A Camera Sound and PC Sound

If you select Camera Sound and the audio output device is connected to the IP camera, you will hear the alarm
when the motion has been detected.

if you select PC Sound and the audio output device is connected to the PC, you will hear the alarm when the
motion has been detected.

B Send E-mail
If you want to receive alarm emails when motion is detected, you must select Send E-mail and set Mail
Settings first.

C Take Snapshot

If you select this checkbox, when the motion has been detected, the camera will snap the live view window as
a still picture and load it to the FTP or SD card.

Make sure you have set the storage path in Video > Snapshot Settings panel.

Time interval: The interval time between two pictures.

D Recording

If you select this checkbox, when the motion has been detected, the camera will record automatically and store
the record files.

Make sure you have set the Alarm record files storage path, please go to Record > Storage location page to
verify this settings.The default alarm record time is 30s and pre-alarm record time is 5s, please go to Record >
Alarm Record page and change the alarm time settings.
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Step 04: Set detect area
Click Set Detect Area and it pop up a window, then you can draw the detection area. Click OK button after
settings. When something moving in the detection area, the camera will alarm.

Step 05: Alarm Schedule

1. Alarm anytime when motion is detected

Click the black button up the MON, you will see all time range turn red. When something moving in the
detection area at anytime, the camera will alarm.

Set Detection Area

4 Click this button and select all time range.
00 OT[OZT03 704 705706 (07 [05 [03 (70 (77 112 13 [14 |15 (16 |17 (15 |19 |20 |21 |22 |23

MON
TUE
WED
THU
FRI
SAT
SUN

2. Specify an alarm schedule

Click the week day words, the corresponding column will be selected. For example, click TUE, the all column
of TUE turns to red, that means during Tuesday whole day, when something moving in the detection area, the
camera will alarm.
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Press the left mouse and drag it on the time boxes, you can select the serial area,

et Diesnction Ares

Srhadule

OO i | 03 0|05 | 08 07 |08 08 1017 |12 1 )t s | 18 (1T (A8 (19 a0 | 222

Step 06: Click Save button to take effect.
When the motion has been detected during the detection time in the detection area, the camera will alarm and

adopt the corresponding alarm indicators.

NOTE:

You must set the detection area and detection schedule, or else there is no alarm anywhere and anytime.

57



4.5.2 Sound Detection

sound Detection

Save Refrash |~
Enabida 7
Sansitivity Lower =]
Triggered interval 1585 =]
iCarnars Sound PC Saund
Send E-mail ¥ I
Take Snapshot V] Tirna Interval | 237
Action Please sal the caplne storage location In advance (Vides -> Snapahocl Seitings)
Recording
Plaase sel the video slorage lacation in sdvance (Hecard -> Starage Location]
Push messags to the phane J
Scheduls
Al QOE 0 |0 |03 04 |05 (06 OF |08 |09 10011 | 12131 W16 e AT A8 19 120 R | E3

LT TR

On the Sound Detection page, Enable the Sound Detection, select the Send E-mail and Take Snapshot
before you have configured the mail and FTP.

To enable

For how to enable Sound Detection, please refer to 4.5.1 Motion Detection.

It will always alarm when Sound Detection is triggered if the alarm output device is connected to the IP camera
(audible alarm is issued a warning sound).

4.5.3 1/0 Alarm

This IP camera provides a I/O alarm terminal block which is used to connect to external input / output device.
The alarm device (door sensor, infrared sensor, smoke detectors, etc) send input command to the network
camera, then the network camera send output command to the alarm output device (local audible alarm, lights
alarm,etc.).
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Enabls i
Triggar level

Triggered Interval

Artion

Fush messages 10 e phane

o

Loy - I
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Camara Sound PC Sound i

Sand E-mail .«

Take Snapshat i Time Intarval 28 :j

Pleaza s&l tha capturs sorage lecatfion in advance (Video -> Snapshed Seitings)
Recordimg &

Pleasa sel tha vidao storage locetion in advance (Record -» S3nage Locabion)

10 Chutpat Clhaar 0} Adamm Outpuol l

Schedule

There is a Alarm In/Out lines in the FOSCAM camera tails, as shown in the following picture. Enable sound
detection need this cable to connect to the alarm device (door sensor, infrared sensor, smoke detector, etc.).
Alarm In/Out lines has four ports:

® Port 1 indicates 10 alarm input

® Port 2 indicates GND

® Port 3 and port 4 indicate 10 alarm output

10 Output
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If IO alarm is triggered and 10 alarm output device will always alarm (audible alarm is issued a warning sound,
lights alarm lights in flash etc.). Click Clear 10 alarm output, the alarm output device will stop alarming. If IO
alarm is triggered again after alarm interval, 10 alarm output device will be restart.

NOTE: Motion detection / Sound Detection alarm can also be triggered 10 alarm output.

4.6 Record

4.6.1 Storage Location

On this page you can change the manually recording storage path.

Storage Location
Save Refresh

Recording Location Mone E|

Local Recording Location E:\Record Browse Enter the local folder

Recording Lecation is used for alarm recordings and schedule recordings.
The local recording must be stored in local storage. The default Windows storage location is "c\MPCamRecord”. The default
Mac OS storage location is "/IPCamRecord™ If you modify the path on other cameras, this default storage location will be

modified accordingly.

Recording Location: SD card or FTP. When the camera alarmed, it will store the alarm files to the SD card or
FTP. If you select the SD card from the Recording Location, Make sure the camera has been inserted the SD
card. On this page, you can see the available space of the SD card.

Local Recording Location: For Windows OS, the location recording path is c:\IPCamRecord, you can change
another one. For MAC OS, the manual recording path is: /IPCamRecord.

4.6.2 Alarm Recording

This page you can change the Pre-record time and Alarm record time.

Alarm Recording

Sy Haliash
Enahiln Pre-Rocord
Fre-necomed Time Ba e
#lanm Recording Time ke -

The default Pre-recorded time is 5s and the alarm record time is 30s, you can change another time, click Save
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button to take effect.

4.6.3 Local Alarm Recording

On this page you can enable local alarm record, and select the local alarm record time.

Local Alarm Recording

Enabie Local Alamm Recoiding

Local Alarm Recording Time 30s =

4.6.4 Scheduled Recording
On the page you can configure the schedule record.

When the parameter Recording Location is set None on the Storage Location page, the page Schedule
Recording do not be setting.

When the parameter Recording Location is set SD Card on the Storage Location page, you can configure
parameters as shown in follow figure.

Scheduled Recording Te SD Card
Savr Fatesn
Erable Schaduled Recording

Eearodl Sl sirabegry Cover =
ALED Fenom Huo | =4
Ehream MWan stroam T

: Edd Schoduld Reconding

S 00308 05 D6 OF G 08 N0t R 1R 415 46 17 Ot A 21 A3 3

Schedeled recnnfing onky supparts S0 tand of FT saeymi

When the parameter Recording Location is set FTP on the Storage Location page, you can configure
parameters as shown in follow figure.
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Scheduled Recording To FTP
: Save Rakesh

Enabks Schscdulanl Hoconding

Sheaim Mlain syaam -:|

Bl Schaduled Becoiding

06 (1[0 7 6Y T0d 06 0eE 0T TR0 18 11 TR TV TR TR R AT T 19 e 2 I 3

Schaduled recording anly supperts 30 caid or FTP asreei

Schaduded recording will stop while alarm reconding begins . and g an auomaticaly sfie | encs

Click Save button to take effect.

4.6.5 SD Card Management
This camera supports SD Card and the max size of SD card must be under 64G.

When you plug in the SD card during the camera work process, please reboot the camera again, or else the
SD Card may be cannot work well.

This page you can check the SD card information.

SD Card Management

S0 Card Status S0 cand S0 Card Managemen | Eommal
SO Card Free Space 26 6GB
S0 Card Total Space 78.9G8

Mote: S0 card management is enly sffective when access the IPC in LAN

Go to the Settings > Status > Device Status page, you can see the SD card status.

The default storage path of alarm record files is SD card, when the available size of SD card is less than 256M,
the old record files will be deleted automatically.
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4.7 PTZ

This page will allow you to change the pan / tilt speed and do cruise tracks settings.
4.7.1 Pan / Tilt Speed

There are five PT speed types: very fast, fast, normal, slow and very slowly. Select the desired PTZ speed type
and click save button.

Pan & Tilt Speed

Gaws Ratrazh
Fan & Till Speed Marimal T'
Aitey iy LA =]
Do & Fotus Speed Sl =]

Auto Focus: OFF is as default.

The change of PTZ or scenes will not (but focusing will) enable the Auto Focus when the Auto Focus button is
OFF.

The change of PTZ and focusing will enable the Auto Focus when the Auto Focus button is ON.

4.7.2 Cruise Settings

This section explains how to add / delete / alter one cruise track.
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Crulse Settings

Cruise hiode Crulss Loops [=]
Cruse Loogs 2 laogs
| Sava |
Crusse Tracks Vertical 2]  Asd| Deew| Saw |
B
Prasat poin Crulss irack

Fresal por Dreall tima
Faphos O Tewww .S
Besomblast BottomMost 2 Se:
Lefthbiosd
Righifdas!

Cruise Mode: Include cruise loops and cruise time of one cruise track.

Cruise Loops: The cruise loops of one cruise track. For example, as the above figure, there are two loops on
Vertical cruise tracks.

Cruise Time: The cruise time on one cruise track.

There are two default cruise tracks: Vertical and Horizontal.

Vertical: The camera will rotate from up to down

Horizontal: The camera will rotate form left to right.

Add: Add one cruise track.

Delete: Select one cruise track and delete it.

How to do add one cruise track?

Before adding one cruise track, please set all the presets of one cruise track on Live Video page. For example,
as the figure below, five new presets is set.

TapMast E'
S Tophost

[ BotiomMaosl I

S LafiMas

~ Precat_ 4
= Propal 5

For how to set presets, please refer to 3.3 Surveillance Window > Preset settings.
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Then let us to set one cruise track as the following:
Firstly, click Add button and enter a descriptive name to identify the cruise track.

Secondly, on the lower left of the page, you can see all preset points you have added (preset_1 to preset_5).
Then select the five preset points and add them to the cruise track on the right.
Note: Two or more preset points should be added to the cruise track, so the new cruise track will be added OK.

Crulse Settings

Cnise Mode 4 | Cruise time =]

Cruese time LT - |

| | CruiseTrack_1 | 3 oK | Cancal

Tha maximum length of nama & 20, supports English, numbars, letters and symbols _ -

Fresal podinl Cruise irack
Presul painf Dl flmen

TepMos Prasat_1 0 Sac
Beattambbost > Press| 2 0 Sac
L aflast z Prasat 1 ol Sac
Rlighitdoat Add | Presst 4 0 5ec
Presof_1 Presed 5 i Sac
Presat_2 Diskabe |
Presel_ 3
Precal_d Up |

Down |

Fourthly, click OK and the CruiseTrack_1 will take effect.

At last, set the loops and the cruise time of the cruise track, For example, as the above figure, the cruise loop
is 2, and the cruise time is 15 minutes.

You can add other cruise track as the same method.

There are other buttons between the Preset points and Cruise track, you can use these buttons to adjust the
order of preset points or add / delete one preset points in one cruise track,
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Add: Select one preset points and add it to the selected cruise track.
Delete: Select one preset points you have added to one cruise track, click Delete.
Move up / down: Select one cruise track, adjust the order of preset points in one cruise track.

Attention: Considering the life time and thermal issue of the motor, it's not recommend to do long-time cruise.

4.7.3 Start-Up Options

Here section will allow you to set the stop position after the camera reboots.

It supports three modes: Disable Start-Up, Go to Home Position and Go to Guard Position.

Disable Start-Up: When rebooting, the camera will not pan / tilt.

Go To Home Position: When rebooting, the camera will providing Video Management System to manage or
monitor multi-cameras Pan / Tilt and stops at center.

Go To Guard Position: Select one preset position and save it. When rebooting, the camera will pan / tilt and
stops at the preset position you have set.

Start-Up Options

Save Refresh

Start-Up Option Go To Guard position =]

Mote:The cruise and preset function will be not available in case starts without self-test

4.7.4 Guard Position Settings

After setting the guard position, your camcorder will automatically return to the guard position within a
predetermined time (manually setting) when it stops moving (manually or cruise). You could refer to the
following method:
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Cruise

FPreset

Guard position

Guard position J Guard position J "
IR LED Lights ) IR LED Lights ) IR LED Lights
Color Adjustment ) Color Adjustment J Color Adjustment J

Then go to the Settings > PTZ > Guard Position Settings page to set time (min):

Guard Position Settings

Stan-Up Time 30min (=]

4.8 Firewall

This section explains how to control the access permission by checking the client PC's IP addresses. It is
composed of the following columns: Block access from these IP addresses and Only allow access from
these IP addresses.

IP Fiitering

(.- Bom.) [~ Ruiesh )

Enahle Firswall 3

F Filtenng Block access from thess 1P addressas =

P Addruss 81
i Addrens 22
P &ddrass 83
1P Addrans 74
P Addrass 85
IF Adidress 56
P Addrass &7

1P Addregs 85

Enable firewall, If you select Only allow access from these IP addresses and fill in 8 IP addresses at most, only
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those clients whose IP addresses listed in the Only allow access from these IP addresses can access the
Network Camera. If you select Block access from these IP addresses, only those clients whose IP
addresses are in the IP list cannot access the Network Camera.

Click Save to take effect.

4.9 System

In this panel, you can backup / restore your camera settings, upgrade the firmware to the latest version, restore
the camera to default settings and reboot the device.

4.9.1 Back-up & Restore

Click Backup to save all the parameters you have set. These parameters will be stored in a bin file for future
use.

Click Browse and select the parameters file you have stored, then click Submit to restore the restore the
parameters.

Back-up & Restore
fackup is wsed 10 save your curant sefings 1 s recommended Yo backup your configuration bedore modsfying or

upgradng Armwaese
| Backup |

Sellings can b resiored by uplonding the backup fle

Patn firgwse Sybmit |

Nk

1. Al cirram satlings will be overarinen when imporing & configuiation fle B a bad configuratcn e s uphrdad the
CRmora may ml work

2. Do mot toen off the poess dusing the conlig lepon. avold 1o damags e Camera. Tha loading process takes abosl 50

ssionds, the camais will reboct sulomalically

4.9.2 System Upgrade

Click "Download the latest firmware", you will see the following screen. And click "save" to save the firmware
on your computer locally.
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System Upgrade

Download the latest firmware | Current Firmware Version:

| | EruwseJ system Upgrade

Result | |

Your camera will reboot during the firmware upgrade.

Your current firmware version will be displayed on your screen. You may go to the Status > Device
Information page to check for the latest firmware versions available.

Click Browse, choose the correct bin file and then click System upgrade.

Don't shut down the power during upgrade. After upgrading, you can see the upgrade result.

System Upgrade

Download the latest firmware | Current Firmware Version:

| | EruwseJ | System Upgrade

| D N p

Result |

Your camera will reboot during the firmware upgrade.

Upgrade Firmware by Equipment Search Tool

ul

Double click the Equipment Search Tool shot icon

, select the Camera IP that you want to upgrade the

firmware. Then select Upgrade Firmware and enter the username and password, choose the firmware file, and

upgrade.

IP Addreser

Bace Properties
Metmark Configuration

Upgrade Fermrears " I

Generate Check Code M2
Recover Default

Relrash Device Lint

ik Asp Hifisre

Aot Eguipment Search Tool

69



C H
P E— o Yo e
i)

Ugar [adein Enled the Usar name

Pl | gnd Password

Tpgrads Zvsles Firewars ]

Uegrads Hab UL |

w |

Bale! After firwesre upgrads the

deavice will selomskbically rexiesi

CAUTION: If your camera works well with the current firmware, we recommend not upgrading. Please don't
upgrade the firmware unnecessarily. Your camera may be damaged if misconfigured during an upgrade.

NOTE:

1)
2)

3)

4)

5)
6)

Before upgrade the firmware, please reboot the camera, don't upgrade the firmware in WAN through the
web Ul, or else the upgrade process may be failed.

Please ensure you have download the correct firmware package for your camera before upgrading. Read
the upgrade documentation (readme.txt file) in the upgrade package before you upgrade.

Upon downloading the firmware check the sizes of the .bin files. They must match the size in the
readme.txt file. If not, please download the firmware again until the sizes are the same. Your camera will
not function correctly if a corrupt .bin file is used.

Normally, only Device WEB Ul need to be upgrade, please do not try to upgrade the Device System
Firmware.

Never shut down the power of the camera during upgrade until the IP camera restart and get connected.
After upgrade successfully, please uninstall the old plugin and re-install it, then reset the camera to the

default factory settings before using the camera.

4.9.3 Patch Installation

Click Browse to select the correct patch file, and then click Install Patch to install the patch. Do not turn off the
power during it installing. After installing is complete, you will receive a system prompt.

Patch Installation

Browsa |  Install Patch |

Resull _

Your camara will rebaal when you Installianinstall patch
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4.9.4 Factory Reset

Click All reset and all parameters will return to factory settings if selected. This is similar to press the Reset
button on the bottom of the camera.

Factory Reset

Factory Reset Click this button to reset the camera to factory default.

4.9.5 Reboot

Click Reboot System to reboot the camera. This is similar to unplugging the power to the camera.

Reboot

| Reboat Click this bution ta pebaal you camsrs
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5 Playback

On this page you can view the record files stored in the SD card.

FERSCAM @) Lo G serrmge Fraves Quidoor Waterpioof IP Camara
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Section 1 Define the Record files time and Type
Select the time on the time & date manually.

4 2016 . 10 )
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5
10 Zz 2 456
@

=]
(v J—

10 11 12 13 14 15
ey 18 17 18 18 20 21 22
T 8 2
2016-10-10

23 24 25 28 27 28 20
30

BifSciong SO card v The storage path of record files

Type All record E

Continuous Play: Select the checkbox to play continuously all the record files.

: Here supports three types: all records, alarm recording, and Scheduled recording.

: Click this button to search all record files satisfy the conditions you selected.
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Section 2 Search record files

On this panel you can see all record files satisfy the conditions you set.

Section 3 Play / Stop / Audio / Full Screen Buttons

Please select one record file before use these buttons.

@ Click this button to play the record files
@ Click this button to stop the record files
=

QJ Open / stop audio

Click this button to make full screen, and double click left mouse to exit full screen.
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6 Appendix

6.1 Frequently Asked Questions

NOTE: Any questions you would meet, please check Network connections firstly. Check the working status
revealed by the indicators on the network server, hub, and exchange. If abnormal, check the network
connections.

6.1.1 Install the Add-on of Firefox Browser, Google Chrome and IE Chrome.
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{8 Setup - PCWebCompaner

Welcome to the IPCWebComponents Setup
Wizard

This will install IPCWebComponents 3.0.0.2 on your computer.

It is recornmended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Select Destination Location

Where should IPCWebComponents be installed?

l Setup will install IPCWebComponents into the following folder.

To continue, click Mext. If you would lke to select a different folder, click Browse.

C:\Program Files\IPCWebComponents Browse...

At least 3.7 MB of free disk space is reguired.

= Back ]I Mext = l][ Cancel ]
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5! Setup - IPCWebComponents

Select Start Menu Folder
Where should Setup place the program's shortcuts?

I Setup wil create the program’s shortcuts in the following Start Menu folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

IPCWebComponents Browse...

Ready to Install
Setup is now ready to begin instaling IPCWebComponents on your computer.

Click Install to continue with the installation, or dlick Back if you want to review or
change any setfings.

Destination location: -
C:\Program Files\IPCWebComponents

Start Menu folder:
IPCWebComponents

<ms [ ]
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Completing the IPCWeb{omponents Setup
Wizard

Setup has finished instaling IPCWebComponents on your

cormputer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.
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6.1.2 Uninstall the Add-on of Firefox Browser, Google Chrome and IE Chrome.

E hgf
li Getting Started -

Documents
@ Windows Media Center

Pictures
Calculator
Music
Sticky Motes
s Games
'3§5 Snipping Tool
Computer
...r Paint

P

Control Panel h‘

L-_ Remote Desktop Connection
"1::";-I

Devices and Printers

% Magnifier
Default Programs

6 Foxmail - Shortcut Help and Support

Solitaire
2

All Programs




0 F e T

Contrel Panel Home

Uninstall er change a program

View installed updates To uninstall a program, select itfrom the list and then dick Uninstall, Change, or Repair.

"';. Turn Windows features on or

aff

Organaze = Uninskadl F5:L i -'E]ﬁ
Marne = Publishes Installed On  Size
& 360 360 544 2014 101 ME
ﬂ Ldobe Beader X] - Chinese Simplified Adohe i}'ﬁ\em{[n rorporated Se21004 155 ME ]
|2 P CWebComponents 3002 | = 6710/2014 3467 ME
B Tencent ATH Client —fx Uninstal fCent 54212014
SRS Office 777 (9.1.0.4637) " Kingscft Comp. 54212004

6.1.3 | have Forgotten the Administrator Password

To reset the administrator username and password, press and hold down the RESET BUTTON for 5 seconds.
Upon releasing the reset button, wait for 20 seconds, the camera will reboot and the username and password
will return to the factory default administrator username and password. Please power on the camera before
reset

Default administrator username: admin

Default administrator password: No password

6.1.4 Camera can not Record

Camera can not record when | click Record button or | can't change the manually record path.

When you use Windows7 or Vista, you may be not able to do manually record or change the record path
because of the security settings of computer.

There are two ways to resolve this problem:

(1) Please add the camera as a trusted site to resolve this issue. The steps are

IE browser > Tool > Internet Properties > Security > Trusted Sites > Sites > Add

(2) Open IE browser, then right click, select "Run as administrator”.

6.1.5 Subnet doesn't Match

Check whether your IP camera in the same subnet of your computer. The step is Control Panel > Network
Connections > double click Local Area Connections > Choose General > Properties. Check subnet mask,
IP address and gateways. When you set |IP address please make sure they are in the same subnet. Otherwise
you can't access camera.

6.1.6 No Pictures Problems

The video streaming is transmitted by the ActiveX controller. If ActiveX controller isn't installed correctly you
will see no video image. You can resolve this problem by this way:

Download ActiveX controller and set the safety property of IE in the PC when you view it first time: IE browser
> Tool > Internet Proper > Security > Custom Level > ActiveX control and Plug-ins. Three options of front
should be set to be "Enable", The ActiveX programs read by the computer will be stored. As follows:
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Enable: Download unsigned ActiveX controls
Enable: Initialize and script ActiveX controls not marked as safe
controls and plug-ins

Enable: Run ActiveX

Sifeck o 20ne o Wew o change secudny satbings.

[mternet

Generd | Serirby i-Fr-nm.:;' Corbark: | ‘Connections | Prl:-l.l-'dllla-' ::l-lJ':’;ll.l;J-.

o

Locol mtranest Tristed stes Res

|
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Internet
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*r dimn-bibgh
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- Prompts bafore dowrloading poterdd
contant
Unsignad actves conbrols el rat be

' Cushom el |

Securily Seftings - Internet Jone

Settings

%) Disable
([l Enahle
@ Dawrloed sgned dckiveid cantrols fnck secure)
(T Dasable
[¥] Enshle [nof secuee)
|:__'I Prompt (recommended)
@ Dawrload unsigred ActveR controls (not secure)
[} Dizable (recommended)
(&1 Enshle [nok secupee)
) Prampt
L] Imtialzs and soapt Actrees controls niok marked =5 safe for =
(1 Misable (recommended)
]
1 Pritnpt
W Fun acHeid mantrols and plug-ins

1 Adraimi e mtse i, A

£
*Tak=s sffect after vou restert Inbermet Explorer

Rezs=t castanm sstbngs

Rasttor | pedumehigh (defauls) Reset. .

canal |

If you allow the ActiveX running, but still could not see living video. Please change another port number to try.

Don't use port 8000.

HTTP Port
Wadis Fort

HTTPS Part

NOTE:

FRuknch

Make sure that your firewall or anti-virus software does not block the camera or ActiveX. If you could not see
video, please shut down firewall or anti-virus software to try again.

6.1.7 Can't Access IP Camera in Internet

There are some reasons:
1. ActiveX controller is not installed correctly
2. The port which camera used is blocked by Firewall or Anti-virus software. Please change another port

number and try again.

3. Port forwarding is not successful
Check these settings and make sure they are correct.
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6.1.8 UPnP Always Failed

UPnNP only contains port forwarding in our recent software. Sometimes, it may be failed to do port forwarding
automatically because of firewall or anti-virus software. It also has much relation with router's security settings.
So we recommend you do port forwarding manually. You can view your camera in internet successfully after
you do port forwarding manually in your router.

6.1.9 Camera can not Connect Wireless

If your camera could not connect wireless after you set wireless settings and plug out the cable. Please check
whether your settings are correct or not.

Normally, camera can't connect wireless mainly because of wrong settings.

Make sure broadcast your SSID; use the same encryption for router and camera.

6.1.10 Can't See Other Cameras Listed in Multi-device When Using Remote Access
If you want to view all the cameras via the WAN, verify that each camera added in the multi-device settings can

be accessed by using the DDNS name and port number. Use the DDNS domain name not the camera's LAN
IP. (For more details see: How to add cameras in WAN)
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6.2 Default Parameters

Default Network Parameters

IP Address: obtain dynamically

Subnet Mask: obtain dynamically

Gateway: obtain dynamically

DDNS: Embedded FOSCAM domain name

Username and password
Default admin username: admin with a blank password
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6.3 Specifications

ITEMS FI19928P
Sensor High Definition Color CMOS Sensor
Display Resolution 2.0 Megapixel
Image Sensor Min. lllumination 0 Lux (With IR Hluminator)
Lens Type Glass Lens
focal length f: 2.8mm ~ 12mm
Aperture F1.6
: : 0 0
Lens Diagonal angle of view 48° ~125
Horizontal view angle 40° ~ 105°
Image Compression H.264
Image Frame Rate 25fps maxmium, downward adjustable
. 1080P (1920 * 1080), 720P(1280 * 720), VGA(640 * 480),
Resolution
QVGA (320 * 240)
Stream dual stream
) The hue, brightness, contrast, saturation, sharpness are
Image adjustment ,
adjustable
Flip image flip and mirror
Video Infrared mode Automatic or manual
Pan / Tilt Angle Horizontal: 355° & Vertical: 78°
Night visibility 6pcs IR-LEDs, IR range up to 60 metres / 196ft
Input / Output External 3.5mm standard interface for two-way audio
Audio Audio Compression PCM
Ethernet One 10/100Mbps RJ45 port
Wireless Standard IEEE802.11b/g/n
IEEE802.11b: 11Mbps (Max.);
Data Rate IEEE802.11g: 54Mbps (Max.);
IEEE802.11n: 150Mbps (Max.).
Wireless Security WEP, WPA, WPA2
Network IP, TCP, UDP, HTTP, HTTPS, SMTP, FTP, DHCP, DDNS,
Network Protocol
UPnP, RTSP, ONVIF
Remote Access P2P, DDNS
Operating System Microsoft Windows XP, Vista, 7, 8; Mac OS; iOS, Android
Microsoft IE;
Mozilla Firefox;
System Browser
. Google Chrome;
Requirements
Apple Safari.
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Motion Detection

Alarm via E-Mail, upload alarm snapshot to FTP

Privacy Zone

Set privacy zone manually

User Accounts Three levels user role
Other
Features Firewall Supports IP Filtering
Reset Reset button is available
Power Supply DC 12V /2.0A
Power Power Consumption 10Watts (Max.)
Dimension (L x W x H) 234mm * 209mm * 138mm / 9.2in * 8.2in * 5.4in
Physical Net Weight 1850g / 4.1lb

Environment

Operating Temperature

-20°C ~60°C (-4°C ~ 140°C)

Operating Humidity

20% ~ 85% non-condensing

Storage Temperature

-20°C ~ 60°C (-4°C ~ 140°C)

Storage Humidity

0% ~ 90% non-condensing

Certification

CE, FCC, RoHS

Attention: Power adapter should be used between -20°C ~ 40°C, and 20% ~ 90% relative humidity.
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6.4 CE & FCC

Electromagnetic Compatibility (EMC)
FCC Statement

S

This device compiles with FCC Rules Part 15. Operation is subject to the following two conditions.

B This device may not cause harmful interference

B This device must accept any interference received, including interference that may cause undesired
operation.

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to correct the interference at his own
expense.

FCC Caution

Any changes or modification not expressly approved by the party responsible for compliance could void the
user's authority to operate this equipment.

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.

This equipment should be installed and operated with minimum distance 20cm / 7.9in between the radiator&
your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

CE Mark Warning

C€

This is a Class A product. In a domestic environment, this product may cause radio interference, in which case
the user may be required to take adequate measures.
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6.5 Warranty

FOSCAM values your business and always attempts to provide you the very best of service.

No limited hardware warranty is provided by FOSCAM unless your FOSCAM product ("product") was
purchased from an authorized distributor or authorized reseller. Distributors may sell products to resellers who
then sell products to end users. No warranty service is provided unless the product is returned to an authorized
return center in the region where the product was first shipped by FOSCAM or to the point-of-purchase, which
may have regional specific warranty implications.

If you purchase your FOSCAM product from online store, please contact the point-of-purchase and ask
for return / replacement / repair service.

Limited Hardware Warranty

FOSCAM products are warranted to be free from manufacturing defects in materials and workmanship starting
from the shipping date of FOSCAM.

This limited hardware warranty does not cover:

® Software, including the software added to the products through our factory-integration system, software
that included in the CD,etc.

Usage that is not in accordance with product instructions.

Failure to follow the product instructions.

Abuse firmware upgrade without the authorized technician's guidance.

Normal wear and tear.

Return Procedures

® Please read FOSCAM warranty policy & policy of your reseller first before sending items back to
point-of-purchase.

® Customer must first contact point-of-purchase to obtain a Return Merchandise Authorization (RMA)
number before returning the product. If the product you received is suspected to be defective and the
product warranty has not expired, The RMA number will allow your reseller to track your return much
easier and help them expedite processing your request.

® After receiving your RMA case number, pack the item(s) very well with the original box and all the original
accessories included such as power adapters, brackets, cables, manuals, and driver CD disks.

® Write your RMA number and the return reason (the problem of the product) on the warranty card along
with the complete package to send them back.

Replacement Services

® If customers ask for replacement service, please contact point-of-purchase and follow their policy.

® Our technicians will inspect all items returned for replacement requests. If the retuned product is found in
working order, we will return the same item received. However customers shall be responsible for all

shipping & handling charges incurred for getting the units back to customers.

® |[freturned products are found defective, we will replace the product and assume the shipping cost for
sending back the replacement unit to customers.

® |[f for any reason, we are unable to provide a replacement of the original returned item(s). You will have a
choice for a "Substitute" item at the same equal value.

® \We do not provide exchange and replacement due to normal hardware upgrade according the market
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after 14 days after the product is delivered.

Our technicians will test the product before send out the replacement, any other demand for more than
two times replacement for the same product during replacement limit will be rejected.

Replaced products are warranted from the balance of the former warranty period.

Warranty Forfeiture

® \Warranty is void if purchase from unauthorized distributor or reseller.

® Warranty is void if trade-mark, serial tags, product stickers have been removed, altered or
tampered with.

® \Warranty is void for mishandling, improper use, or defacing the product.

® Abuse firmware upgrade without the authorized technician's guidance.

® \Warranty is void for physical damage, altered, either internally or externally, improper or inadequate
packaging when returned for RMA purposes.

® \Warranty is void if damage has resulted from accident, dismantle, abuse, or service or modification by
someone other than the appointed vendor, souse, fission or the spare part has been over the period of
warranty.

® \Warranty is void if product is damaged due to improper working environment or operation. (For example,
improper temperature, humidity, unusual physical or electrical stress or interference, failure or fluctuation
of electrical power, static electricity, using wrong power adapter, etc.)

® \Warranty is void if damaged by the use of parts not manufactured or sold by FOSCAM.

® Damage caused by improper installation of third-party products.

® \Warranty is void if damaged for irresistible cause, such as earthquake, fire, lightning, flood, etc.

® Product beyond limited warranty.

Shipping Fee

® |[f products are defective or damaged under normal use or operation in the replacement limit, distributors
or resellers are responsible for the shipping cost the product back to customers, customers should
assume the shipping cost send the product to the point-of-purchase.

® During replacement limit, if customers ask for replacement due to the product does not fit for customer's
personal expectation, customers should responsible for both shipping fee.

® Customers shall be responsible for both shipping fee if their product beyond the replacement limit but still

in warranty limit.

Repair Service Out Of Warranty

FOSCAM provide extra repair service for product that out of warranty, it is chargeable. The total fee
contains device cost and service fee. Device cost (including accessories) is the standard uniform price
provide by FOSCAM.

Different region may have different service fee, please contact the point-of-purchase to confirm that before
you ask for this service.

Our technicians will quote the total price after detect the product, If customers refused to repair after the
quotation, customers need pay for the test fee, $3.5 / hour. If agree with the quotation, test will be free.
Repaired product out of warranty will obtains 3-month warranty from the date of the product back to
customers.

Limitation of Liability

FOSCAM is not responsible for other extra warranty or commitment promised by resellers, if your reseller
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promised some extra commitment or warranty; please ask for written documents to protect your rights and
interests.

® FOSCAM does not offer refunds under any circumstances. Please contact the point-of-purchase and
follow their refund / return policy.

® FOSCAM shall not be liable under any circumstances for any consequential, incidental, special or
exemplary damages arising out of or in any connection with this agreement or the products, including but
not limited to lost profits, or any claim based on indemnity or contribution, or the failure of any limited or
exclusive remedy to achieve its essential purpose or otherwise. Purchaser's exclusive remedy, as against
FOSCAM, shall be the repair or replacement of defective parts. If FOSCAM lists a product on its website
specification in error or that is no longer available for any reason, FOSCAM reserves the right to explain it
without incurring any liability.

All rights reserved. FOSCAM and the FOSCAM logo are trademarks of ShenZhen FOSCAM

Intelligent Technology Limited., registered in the U.S. and other countries.
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6.6 Statement

You are advised to be cautious in daily life, keep personal account information carefully, do not share personal
account easily. Change passwords of your account and equipment periodically, and upgrade equipment
firmware to strengthen security consciousness.

Our company makes no warranty, implied or otherwise, that this product is suitable for any particular purpose
or use. You need to abide by the relevant laws and regulations of the use restrictions when using Foscam
cameras. Our company takes no responsibility of illegal activities by using our products.

Our company takes no responsibility of the loss by force majeure, such as failure or faults of telecom system or
the Internet network, computer viruses, malicious attacks of hackers, information damage or loss, and faults of
computer system.

Foscam company does not need to take any responsibility of the special, incidental or corresponding loss by
the products of our company or any software provide by our company, including but not limited to operating
loss, profit or purpose. The company only takes the responsibility applicable to national and local legal
requirements.

Our company takes no responsibility of the loss caused by the following at ant time:

1) loss of purchases;

2) loss of intangible property damage, such as data, programs;

3) loss of compensation claimed by third-party customers.

Delete images, format the memory card or other data storage devices does not completely remove the original
image data. You can restore deleted files from discarded the storage device by commercial software, but which
will potentially lead to personal image data used maliciously by others. The privacy of the data security belongs
to user responsibility, the company takes no responsibility.

Parts mentioned in this statement should not be understood by the configuration description of the product
purchased by the customer, the product configuration must accord to the specific models purchased by the
customer.

Without the prior written permission of Foscam company, all the contents of relevant operating instructions
manual affiliated to the product must not be reproduced, transmitted, transcribed or stored in a retrieval system,

or translated into other languages.

Our company will reserve the right to improve and modify the product and corresponding manuals. The
company reserves the right of final interpretation on our products.
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7 Obtaining Technical Support

While we hope your experience with the IP camera network camera is enjoyable and easy to use, you may
experience some issues or have questions that this User's Guide has not answered.

If you have problem with FOSCAM IP camera, please first contact FOSCAM reseller for solving the problems.
If our reseller cannot provide service, please contact our service department: tech@foscam.com

CEFCE

CE Certicate Website: http.//www.foscam.com/company/ce-certificate.html
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