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Copyright & Disclaimer

The contents of this publication may not be reproduced in any part or as a whole, stored,
transcribed in an information retrieval system, translated into any language, or transmitted
in any form or by any means, mechanical, magnetic, electronic, optical, photocopying,
manual, or otherwise, without the prior written permission.

Trademarks

All products, company, brand names are trademarks or registered trademarks of their
respective companies. They are used for identification purpose only. Specifications are
subject to be changed without prior notice.

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against radio interference in a commercial environment. This
equipment can generate, use and radiate radio frequency energy and, if not installed and
used in accordance with the instructions in this manual, may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely to cause
interference, in which case the user, at his own expense, will be required to take whatever
measures are necessary to correct the interference.
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CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility,
EN 55022/A1 Class B.

The specification is subject to change without notice.

@ €)Bluetooth © 2009 OvisLink Corporation, All Rights Reserved
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1. Introduction

Air Live

1 Introduction

Congratulations on your purchase of this outstanding Wireless Broadband Router. This
product is specifically designed for Small Office and Home Office needs. It provides a
complete SOHO solution for Internet surfing, and is easy to configure and operate even for
non-technical users. Instructions for installing and configuring this product can be found in
this manual. Before you install and use this product, please read this manual carefully for
fully exploiting the functions of this product.

AirLive GW-300R User’s Manual 1
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1.1 Packing List

items | Description Contents Quantity
1 WiFi Gigabit Router I | 1
2 Power adapter 12V 1A gj 1
3 CD 1
Q'
== *
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1.2 Spec Summary Table

Device Interface

Ethernet WAN RJ-45 port, 10/100/1000Mbps, auto-MDI/MDIX 1
Ethernet LAN RJ-45 port, 10/100/1000Mbps, auto-MDI/MDIX 4
Antenna 3 dBi detachable antenna 2
WPS Button For WPS connection 1
Wireless To enable or disable Wireless Radio ’
Enable/disable

LED Indication

Power/Status / WAN / LAN1 ~ LAN4/ WiFi

Power Jack

DC Power Jack, powered via external DC 12V/1A
switching power adapter

Wireless LAN (WiFi)

Functionality
Ethernet WAN

PPPoE, DHCP client, Static IP, PPTP, L2TP

Standard IEEE 802.11b/g/n compliance °
SSID SSID broadcast or in stealth mode °
Channel Auto-selection, manually °
Security WEP, WPA, WPA-PSK, WPA2, WPA2-PSK °
WPS WPS (Wi-Fi Protected Setup) °
WMM WMM (Wi-Fi Multimedia) °

WAN Connection

Auto-reconnect, dial-on-demand, manually

One-to-Many NAT

Virtual server, special application, DMZ, Super
DMZ (IP Passthrough)

NAT Session

Support NAT session

SPI Firewall

IP/Service filter, URL blocking, MAC control

DoS Protection

DoS (Deny of Service) detection and protection

Routing Protocol

Static route, dynamic route (RIP v1/v2)

Management

SNMP, UPnP IGD, syslog, DDNS

Administration

Web-based Ul, remote login, backup/restore setting

Performance

NAT up to 700Mbps and Wireless up to150Mbps

AirLive GW-300R User’s Manual 3
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Environment & Certification

Package dimension (mm)

Package weight (g)

, Temp.: 0~400C, Humidity 10%~90%
Operation Temp. non-condensing °

Temp.: -10~700C, Humidity: 0~95%

Package Information

Storage Temp. . °
non-condensing

EMI Certification CE/FCC compliance °

RoHS RoHS compliance °

1.3 Hardware Configuration

Figure 2-1 Front Panel

Auto MDIIMDIX RJ-45 Ports
Automatically sense the types of WAN
and whan connecting to Ethernet Power Jack Power Switch

4 AirLive GW-300R User’s Manual
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Wi-Fi LED Power LED Status LED Wireless On /Off

WPS Button WAN LED LAN1-LAN4 LEDs
1.4 LED indicators
LED status Description
Status Green in flash Device status is working.
WAN LED | Green RJ45 cable is plugged
Green in flash Data access
Green RJ45 cable is plugged
LAN LED
Green in flash Data access
Green WLAN is on
WiFi LED Green in flash Data access
Green in fast o
Device is in WPS PBC mode
flash
Green in dark Wi-Fi Radio is disabled

AirLive GW-300R User’s Manual
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1.5 Procedure for Hardware Installation

-
Switch [ Hub - PG ADSL o

Step 1. Attach the antenna.

1.1. Remove the antenna from its
plastic wrapper.

1.2. Screw the antenna in a clockwise
direction to the back panel of the unit.
1.3. Once secured, position the
antenna upward at its connecting joint. EEEE]

This will ensure optimal reception.

1.Turn off the Power
A Switch first.
Step 2 Insert the Ethernet cable into
LAN Port:

Insert the Ethernet patch cable into
LAN port on the back panel of Router,
and an available Ethernet port on the
network adapter in the computer you

will use to configure the unit.

6 AirLive GW-300R User’s Manual
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Step 3 Insert the Ethernet patch cable
into Wired WAN port:

Insert the Ethernet patch cable form
DSL Modem into Wired WAN port on
the back panel of Router.

Step 4. Power on Router:

4.1. Connect the power adapter to the
receptor on the back panel of your
Router and Push Power switch

Step 5. Complete the setup.
5.1. When complete, the Status LED
will flash.

AirLive GW-300R User’s Manual 7
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2 Getting Start

Insert the CD into CD reader on your PC. The program, AutoRun, will be executed
automatically. And then you can click the Easy setup Icon for this utility.
Configure the settings by the following steps.

2.1.Select Language then click “Next”
for continues.

mr:hm For WiFi Drosd band O atvway

Walcoma to ezStart for WiFi Broadband Gateway

That wizssd will grids e b mmply and quackly condigpore the Wikl Brosdband
Oabraray

8 AirLive GW-300R User’s Manual
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2.2 Setup mode

You can select Wizard mode to run
the setup step-by-step or run
advanced mode to diagnose the
network settings of the router.

2.3 Advanced mode Setup.

Check the PC, Router or Internet
icons for the Status of PC, Router or
Internet.

AirLive GW-300R User’s Manual
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E'-.-::Shrt For WiFi Drosd band O atvway

“Setup Mode
The viep vl bt vom o chioies what o mhep

Chende you b sun fhe scbup depe byrstep Tz andl bl gun b
ponget i misrad ey and qﬁitr

Prowide you the dasguoss of your nébvorkemg snd wBing of
e sy

E'-.-::Shrt For WiFi Dol band G atvway

Metwork Monitoring and Setting

Lot yen mordios and moap you petvorh

Wiip cam select the tham 45 mdaalos S0 16 S Woor tebwiak.
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2.4 Quick Wizard Install mode
Setup

1. Make sure the router is powered
on.

2. Make sure your network adapter is
connected to the LAN port of the
router

3. Make sure your network adapter
has an IP address.

Click “Next” for continues

2.5. Wireless Setting.

Key in the SSID, Channel and
Security options, and then click
“Next” for continues.

2. Getting Start

E'-.-::Shrt For WiFi Drosd band O atvway

‘Prepare Setup

That e wall males meow the coroeebon bevwen wour M2 ead mass
Flease taks mom the following deow

1. Meke mame S sovoter wag powered on

2. Make fue il meteidk sdapts s ocdnec®d B the LAN pot of the rouler
1. Muke s ooy metensk slapier rams IF sldms

et Ltk QL net QM Concel

E'-.-::Shrt For WiFi Drosd band O atvway

Wireless Setting
Thay e well s wour bame wireles pebvoak iformason.

Fleate atrgn fhe peoameten 1 oy wielen ntwarimg. 18 vos tied nore semmg
e kigus b the monlee’s wmb page 4 mhep

SED: defenlt
Chanre] 11 LY
Setunffi  Disble

[2) Kot to et a this rrm

et Ltk QL net QM Concel
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2.6 Auto Detect WAN Service.

Click “Next” for continue.

Click the button, “Let me select WAN
service by myself’, to disable this
function.

Note: The Item supports to detect the

Dynamic and PPPoE WAN Services
only

Example, the Dynamic WAN type is
detected.

AirLive GW-300R User’s Manual

E'-.-::Shrt For WiFi Drosd band O atvway

E'-.-::Shrt For WiFi Drosd band O atvway

2. Getting Start

Auto Detect WAN Service

The e el auimpesiieally dedect ome osiable WAN servize o posies
Flease raks moe the WAN cable conrse i ot wall betests o rooter and
o] it praced s

Tou fan peces the AN cabls tonnecton, Tol the WAN service will ol b checkad
[

Voii can spealy ol by woursell o vom know voumr WAR movice Bipe

[2) Lot e cmlect WAN smemin by movill

Auto Detect WAN Service

The e el auimpesiieally dedect ome osiable WAN servize o posies

The dvasmee [P servats fonnd st WAN. 1bwill be e bade for the Tolltrwimg debip.
EF ' mod ooy expented WAN mosace, pleas wleet 2 marmally

[2) Lot e cmlect WAN smemin by movill
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2.7. Manual select WAN Service
In the manual mode, Click the any
icons for continues.

2.8 Summary of the settings and
Next to “Reboot”
Click “Next” for continue.

2.9 Apply the Settings or Modify.
Click “Next” for continue.

2. Getting Start

E'-.-::Shrt For WiFi Drosd band O atvway

F gﬂlﬂi’.‘f WAN Service

They viep bed o et WAN mavics by vourel

Flease séloct the WAN sirvice for setop

2 9

E'-.-::Shrt For WiFi Drosd band O atvway
“Save Setting
The seming will ke daved 15 B soodes

Waelenn Selting
S50 del aul
Chamned 11
Semmity Ninahls

WAN Settng |Dunsisss 1P Servica)
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2.10 Test the Internet connection.
Test WAN Networking service. Click
“Next” for continue.

You can ignore the by select the
“Ignore Test”.

2.11 Setup Completed.

The EzSetup is finish, you can open
the default web browser to configure
advanced settings of the Router.
Click “Finish” to complete the
installation.

AirLive GW-300R User’s Manual
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E'-.-::Shrt For WiFi Drosd band O atvway

WAN Service Test

The ] well sl e sbevat Conied o i ik fure wos Cas sort e silert

[2) lpames Test

et Ltk QL net QM Concel

m-.-:l:Shrt For WiFi Drosd band O atvway

"Setup Completed

The souier st eadigued, ard e WAN sereuis Dine bomality i wookad well

Flite upan e delesll wel bivwies o coahgee e fouled sebe delulsd
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3 Making Configuration

This product provides Web based configuration scheme, that is, configuring by your Web
browser, such as Mozilla Firefox or or Internet Explorer. This approach can be adopted in
any MS Windows, Macintosh or UNIX based platforms.

. o

=
\\y ¥
— = — Notebook
” : (Card Bus/PCMCIA)
Desktop PC
(PCl Adapter) Wirel Roiit vy e
__1-' ireless Router \\‘/ b v 2
% ( Internet )
\\_/\a ,-)

Notebook o
(Card Bus/PCMCIA)

= =
— \ﬁﬁ'
Windows | Mac Unix-like

14 AirLive GW-300R User’s Manual
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3.1 Login to Configure from Wizard

Type in the IP Address

/> WiFi Broadband Router Web-Console - Windows Internet Explorer

http://192.168.1.254 —
(hitp ) G@v |g'|I-.ttp:ﬁigz.ias.x-.254,|"

Type password, the =)
GW-JOUR Wireless JTIR J00Mhps Giga Rowher

default is “airlive” and click
‘login’ button.

Press "Wizard” for basic Air Live GW-JOOR Wirsiess 2137 300Mp% Gigs Routr
settings with simple way. e R -
2 Syt Bita e |
nsm | WAN S fanote |
P eamwe | 153 T84 6184 [ =TT
uanaf Elagd FF-LF-LY
(= LT (AL kLT
Ditemain Phami Seeots 1BBET 1 [
MAZ adoresy [ SRt SRtk i

Press “Next” to start == )
Air Live GW-300R Wiriess 2138 300Mbos Giga Router
wizard.

| = Senm hanr [EXT]

St VLrard vl (e yos D0 00Gh B DaSic CoRSQurESon MOCES Slep by siep

= Fep 1. Goiup Logn Fagsedid
& Siep 2. VAN Sebup

& Saep 3. Wirslann Sakp

« Sanp 4, Jurmean

* fapp L Feugh

AirLive GW-300R User’s Manual 15
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Step 1: - o

GW-J00R Wirvlexs ITIR J00Mbpa Giga Router
v o ¥ L .'

Set up your system i LidTE T
password.
Gt WamI - Sl Loge Pesrmel { )
+ Gui o [
o Viow Pranwars
il e T
Step 2: = ()
r hos Gige Rolder

Select Wan Type.

Auto Detecting or
Setup Manually. N

(B agin Desictng Wali Tea

O Bt WAy T swan

{ e g, com |
GW-JOOR Wirniesa JITIR J00Mbpa Giga Foulir
'l - ! »

fliai. ! LT

I5F Iy =y 0 eiesC P adore. (5iats F adeenn |
Qptar e P sEEE o 0P sulsmakcaly (Do @ L3

Chearte: I samwie wits Bead Manner Seasicn Wknigeemid 03 Teiata BgPens

Lo
L]
=)
O Bome 0Py recuine Be e o PPl s cennact bs Byl nandcnn IPPP doid Diharmat)
1 Sume [SFy e Be pve 8 PRTE B oonnect o S seeaces (FPTF)

L)

Eoma IEFE mguss B sie o LITP 1 connect i B serdors. (LT}

i -
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Step 3:
Setup the LAN IP and
WAN Type.

Step 4:

Please fill in PPPoE
service information which
is provided by your ISP.

Step 5:
Set up your Wireless.

-
u‘i.il' Liwe

LRINES 5

3. Making Configuration

GW-J00R wireless 2127 J0Mbos Giga Router
3 T 4 o

| 0 SN VWL IT - WAAL B - Dynamas I Radress JERT]
¥ L 1P aderui [1ape e
* biaut fiame . | inpkieri;
T pm— LS T
| == Art b Panaimars s QAL B WiesEe 8 §
|
Example:

o+ Sehg Vpard - VIAK SetBrmgy . SPT v KTt

(L

B LA Lasaan

¥ hizmand

b Paiimerd

¥ Prinars QI8

& tecorctan Drid

» FPPoll Bavitcn M

& Apgigned P Asreid

[

[TTT]
T
ibgienal)

._\'I_ﬂb-:l =gl

ST T

GW-J00R Wirsiens 2728 300Mbps Giga Router
i i | — s .

e \ Loged Engish )
St VLANT - VACSRS Bt [ |
* e Ranchan Epratse O onasis
» Patwen IOVESID) |oataut
» Chasnel 1=k
|
| =i ] | Semrt > Fpwnrd » AN > BEMENL > Yomewary * Fre

AirLive GW-300R User’s Manual 17
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Set up your Authentication
and Encryption.

3. Making Configuration

A alrien coem!

ﬁl""..?l;'?ﬂ Wirstess TR J00MBos Giga Router

i ST VRRAR - Viinssas Sacry eI |
|
v Saoy [wee -
« yep @ Ousta
Ky 1 &/
* Wyt o
* Ky 3 ol
* K o |
Pemies cotaithue 9 ko T7lbren or 10 or - bubs Semaciecsencal 14, 1, 30 B AL BT}
At
}

Step 6:
Then click Apply Setting.
And then the device will

| e then e |
GW-JOOR wiraless 27728 J00Mhps Giga Router
; i

reboot.
Plase confirm the information balow,
| U Snstng |
WOAN Trps Dpriaesur: i sbvmid
Thoat Nl -
VT RAAC Aresd D, T2 104
| Werslaa Sai |
Wassi Enamie
S8 detuan
Cranne 11
Secunny Hione

[] (D o ma i DeoCeaa e nEswe imaing T

Step 7:
Click Finish to complete it.

e mirerew gge

GW-JOOR wirtieas 2T2R J00Mbay Giga Router
; i oot | English 5

[ |

Configuration is Completed.

Plabid a0 Foath' B a5 b Safid padge
O i E8A EICE T OABUAE Somn A5 LG TN WiZard 355N

[
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3.2 System Status

Li“.th-rl.m#
G W Jﬂﬂﬂ' Wireless 2T2R J00Mbps Giga H'uurer

Englisn

Py - 4 Buaic Sathng

* Primary Ssbup
= Wirstean | - Configund L& [F. and sajac WAR frpa
= n-w.r-.-j | 5 DHCP Sarsor

“ The sefings incude e IF Sabnel Mast. Golesay DHE and 08

erfgurations

¥ Wioipes

- Wirsless Sefbags aflow vou ja conbigure e wirslass configurstion feams
* Chamgs Password

= Alaey o o change syshm passmnid

This option provides the function for observing this product’s working status:

WAN Port Status.

If the WAN port is assigned a dynamic IP, there may appear a “Renew” or “Release” button
on the Sidenote column. You can click this button to renew or release IP manually.

Statistics of WAN: enables you to monitor inbound and outbound packets

AirLive GW-300R User’s Manual 19
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3.3 Advanced

3.3.1 Basic Setting

Please Select “Advanced Setup” to Setup

e T e
GW-300R Wirelpss IT2R 300Mbps Giga Rouer
i |Engiish =&

¥ T T

iz * Primary Setun

| s - Canfigurs LAH 1P, and salact WAR ps
Y Eaa— * N e
“ The sefings inciude el (F Sabnsl Masi Golesay DHE 308 SE
erfAgurstions

* Wirgigas

- Prsless Seflbngs allow vou 1 conbgure e wisnlas s confguration dems
¥ Change Passwood

- aloy v to charge syshim passmom
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3.3.1.1 Primary Setup — WAN Type, Virtual Computers

Press “Change”

GW-JOOR Wireioss 2T2R 300Mbps Giga Router

Ty S | o Poimasry Sadup | HELIP ]
= BRE Krrees : i | .
s Tt | » LatiF addmss 105,168 1.264
= Chargs PasRwmi b NN Tipe Lﬁrl:m'n-:l.l’-'.ﬁd::l'ﬂ:l Changa |
b Hogd Farne aplianal
I WS BAT Aadvaes 00-50-13-31-04-47 |[_Clana WG|
. ¢ Reoes F Fopgver ] Enabin {2ut-reconmecti
| W G [ Enanis
| Save | {Ung || vimusd Comgansss.. || Renon |
Saved The chals Ao T ek a afest uniil reansr is rebomsd

This option is primary to enable this product to work properly. The setting items and the
web appearance depend on the WAN type. Choose correct WAN type before you start.
LAN IP Address: the local IP address of this device. The computers on your network must
use the LAN IP address of your product as their Default Gateway. You can change it if
necessary.

i Primary Setup [HELP]

|’>§ Item Setting

b LAN IP Address 192.168.1.254 |

WAN Type: WAN connection type of your ISP. You can click Change button to choose a
correct one from the following four options:

Static IP Address: ISP assigns you a static IP address.

Dynamic IP Address: Obtain an IP address from ISP automatically.

PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their services.
PPTP: Some ISPs require the use of PPTP to connect to their services.

F. L2TP: Some ISPs require the use of L2TP to connect to their services

AirLive GW-300R User’s Manual 21
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3. Making Configuration

Static IP Address: ISP assigns you a static IP address:

WAN IP Address, Subnet Mask, Gateway, Primary and Secondary DNS: enter the proper

setting provided by your ISP.
i ACRARIPEFRATOR & MM BALHL

A Slatan

WY Weand

il Addvainced Englsn &

o s o s
< Bienieda b L& P Adtiess (132 188 1282 _
* Cranygn Pakswer b Wah Tepe mwmm@

b WEN F AdnTEe lapog |

b WAH Euisnet hask 288 288 244 g

bR Galse e

-"l Frmary ONE |SR D i
¢ Beopndar OHS 2000
v I [ Enaps
[Baee] [undo || vinual Compiters. || Rebost |
Sansdl The changs dosaii| e «fMec il roiiler s reBoolsig,

Dynamic IP Address: Obtain an IP address from ISP automatically.

Host Name: optional. Required by some ISPs, for example, @Home.

Renew IP Forever: this feature enables this product to renew your IP address automatically
when the lease time is expiring-- even when the system is idle.

| Ty

ii* ANMBISTHATOR s MAR BEEHLI A Tighas [T i Yy — o Ligt [Engiish ) |

Srm— e T [ HELP |
TPy T e Sty
| o Waneleen b LA P Sddees [192 186 1.254
: * Crange Pesvesnt b RN Tiepe Dynamic B Aadress |_Changs. |
- ¥ Hast lmme [ ootinnal|
¥ VRN WA SBEns ':'31'_5.}"?:.'_“.'?."‘5:.. !—M—l
| b Ranew & Foraver _EI_Enmr;mm:m"ncll
b I [[] Enasis
(B [ ) [ om computors. | [ st |
Lawe® Tha change doosn't faks aBect iminl ioyier i robootod

22
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Air Live
PPP over Ethernet: Some ISPs require the use of PPPoE to connect to their
services. PPPoE Account and Password: the account and password your ISP assigned to
you. For security, this field appears blank. If you don't want to change the password, leave
it empty. PPPoE Service Name: optional. Input the service name if your ISP requires it.
Otherwise, leave it blank.
Maximum Idle Time: the amount of time of inactivity before disconnecting your PPPoE
session.
Set it to zero or enable Auto-reconnect to disable this feature.
Maximum Transmission Unit (MTU): Most ISP offers MTU value to users. The most
common MTU value is 1492.
Connection Control: There are 3 modes to select:
Connect-on-demand: The device will link up with ISP when the clients send outgoing
packets.
Auto-Reconnect(Always-on):The device will link with ISP until the connection is
established.
Manually : The device will not make the link until someone clicks the connect-button in the
Staus-page.

" BARK BTTNG A PR el | BECRHEET WE TG -I:' | ABVARGED srTimG | | e TOOLL
1'- _______ | | d jisdt |
T

Tiii I LE
b Premety S

e Tt tivii
NP eifivai
PRI PR 1554
RS e i

T Efh - g
T THTER PR B B Rl Tl PP ower Frharmesd Ny

§ Klgsrnum I Tires 300

_onnec-on-oamand i

[5ae | [onda | [ Rsbaat
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PPTP: Some ISPs require the use of PPTP to connect to their services

First, Please check your ISP assigned and Select Static IP Address or Dynamic IP
Address.

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your
ISP assigned to you.

2. Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your ISP assigned to you. If
you don't

want to change the password, keep it empty.

4. Connection ID: optional. Input the connection ID if your ISP requires it.

5. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to
zero or enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this
product will connect to ISP automatically, after system is restarted or connection is
dropped.

Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing
packets.

Auto-Reconnect(Always-on):The device will link with ISP until the connection is
established.

Manually: The device will not make the link until someone clicks the connect-button in the
Staus-page.

24 AirLive GW-300R User’s Manual



= 3. Making Configuration

ppTe | Chae

]
L1

L2TP: Some ISPs require the use of L2TP to connect to their services

First, Please check your ISP assigned and Select Static IP Address or Dynamic IP
Address.

For example: Use Static

1. My IP Address and My Subnet Mask: the private IP address and subnet mask your
ISP assigned

to you.

2. Server IP Address: the IP address of the PPTP server.

3. PPTP Account and Password: the account and password your ISP assigned to you. If
you don't

want to change the password, keep it empty.

3. Connection ID: optional. Input the connection ID if your ISP requires it.

4. Maximum Idle Time: the time of no activity to disconnect your PPTP session. Set it to
zero or enable Auto-reconnect to disable this feature. If Auto-reconnect is enabled, this
product will connect to ISP automatically, after system is restarted or connection is
dropped.
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Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send outgoing
packets.

Auto-Reconnect(Always-on):The device will link with ISP until the connection is
established.

Manually :The device will not make the link until someone clicks the connect-button in the
Staus-page.
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Virtual Computers(Only for Static and dynamic IP address Wan type)
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Virtual Computer enables you to use the original NAT feature, and allows you to setup the
one-to-one mapping of multiple global IP address and local IP address.

Global IP: Enter the global IP address assigned by your ISP.

Local IP: Enter the local IP address of your LAN PC corresponding to the global IP
address.

Enable: Check this item to enable the Virtual Computer feature.
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3.3.1.2 DHCP Server

3. Making Configuration
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Press “More>>"

DHCP Server: Choose “Disable” or “Enable.”
Lease time: This is the length of time that the client may use the IP address it has been

Assigned by dhcp server.

R AR ECEE BT TR |1 e TEALROIN
T T

S5FHE

IP pool starting Address/ IP pool starting Address: Whenever there is a request, the DHCP
server will automatically allocate an unused IP address from the IP address pool to the
requesting computer. You must specify the starting and ending address of the IP address

pool.

Domain Name: Optional, this information will be passed to the client.

Primary DNS/Secondary DNS: This feature allows you to assign DNS Servers

Primary WINS/Secondary WINS: This feature allows you to assign WINS Servers
Gateway: The Gateway Address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your PC, when DHCP server offers

an IP to your PC.
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DHCP Client List:
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3.3.1.3 Wireless
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Wireless settings allow you to set the wireless configuration items.
Wireless : The user can enable or disalbe wireless function.

Wireless On/Off by time Schedule: The device can turn off Wireless depend as Schedule.
Network ID (SSID): Network ID is used for identifying the Wireless LAN (WLAN). Client

stations can roam freely over this product and other Access Points that have the same
Network ID. (The factory setting is “default”)
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SSID Broadcast: The router will Broadcast beacons that have some information, including
ssid so that the wireless clients can know how many ap devices by scanning function in

the network. Therefore, this function is disabled, the wireless clients can not find the device
from beacons.

Channel: The radio channel number. The permissible channels depend on the Regulatory
Domain.

WPS (WiFi Protection Setup)
WPS is WiFi Protection Setup which is similar to WCN-NET and offers safe and
easy way in Wireless Connection.
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WDS(Wireless Distribution System)
WDS operation as defined by the IEEE802.11 standard has been made available. Using
WDS it is possible to wirelessly connect Access Points, and in doing so extend a wired

infrastructure to locations where cabling is not possible or inefficient to implement.
Hybrid Mode

It means the device can support WDS and AP Mode simultaneously.
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Security: Select the data privacy algorithm you want. Enabling the security can protect your
data while it is transferred from one station to another.

There are several security types to use:

WEP :

When you enable the 128 or 64 bit WEP key security, please select one WEP key to be
used and input 26 or 10 hexadecimal (0, 1, 2...8, 9, A, B...F) digits.

802.1X

Check Box was used to switch the function of the 802.1X. When the 802.1X function is
enabled, the Wireless user must authenticate to this router first to use the Network service.
RADIUS Server

IP address or the 802.1X server’s domain-name.

RADIUS Shared Key

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.
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WPA-PSK

1. Select Encryption and Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of pre-share key is from 8 to 63.
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2. Fill in the key, Ex 12345678
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WPA

Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS
Server |IP address or the 802.1X server’s domain-name.

Select Encryption and RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

WPA2-PSK(AES)

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678
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WPA2(AES)

Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS
Server

IP address or the 802.1X server’s domain-name.

Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

WPA-PSK /WPA2-PSK

The router will detect automatically which Security type the client

uses to encrypt.

1. Select Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits
If ASCII, the length of Pre-share key is from 8 to 63.

2. Fill in the key, Ex 12345678

iF | BARIC ETTIAG 4 ek BT LT BCSETTY ST | T AR N T o TR

LRSI LT ]
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WPA/WPA2

Check Box was used to switch the function of the WPA. When the WPA function is enabled,
the Wireless user must authenticate to this router first to use the Network service. RADIUS
Server

The router will detect automatically which Security type(Wpa-psk version 1 or 2) the client
uses to encrypt.

IP address or the 802.1X server’s domain-name.

Select RADIUS Shared Key

If you select HEX, you have to fill in 64 hexadecimal (0, 1, 2...8, 9, A, B...F) digits

If ASCII, the length of Pre-share key is from 8 to 63.

Key value shared by the RADIUS server and this router. This key value is consistent with
the key value in the RADIUS server.

Wireless Client List
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You can change Password here. We strongly recommend you to change the system
password for security reason.
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3.3.2 Forwarding Rules

3.3.2.1 Virtual Server
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This product’s NAT firewall filters out unrecognized packets to protect your Intranet, so all
hosts behind this product are invisible to the outside world. If you wish, you can make some
of them accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected
to the computer specified by the Server IP.  Virtual Server can work with Scheduling Rules,
and give user more flexibility on Access control. For Detail, please refer to Scheduling
Rule.

3.3.2.2 Special AP
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Some applications require multiple connections, like Internet games, Video conferencing,
Internet telephony, etc. Because of the firewall function, these applications cannot work
with a pure NAT router. The Special Applications feature allows some of these applications
to work with this product. If the mechanism of Special Applications fails to make an
application work, try setting your computer as the DMZ host instead.

Trigger: the outbound port number issued by the application..

Incoming Ports: when the trigger packet is detected, the inbound packets sent to the
specified port numbers are allowed to pass through the firewall.

This product provides some predefined settings Select your application and click Copy to to
add the predefined setting to your list.

Note! At any given time, only one PC can use each Special Application tunnel.
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IP Address of DMZ Host

DMZ ( DeMilitarized Zone) Host is a host without the protection of firewall. It allows a
computer to be exposed to unrestricted 2-way communication for Internet games, Video
conferencing, Internet telephony and other special applications.

NOTE: This feature should be used only when needed.

Super DMZ (IP Passthrough)

Super DMZ (IP Passthrough) is a useful feature if a host computer or server on the Local
Area Network needs to have access into it from the internet with a real public IP address.
With IP Passthrough configured, all IP traffic, not just TCP/UDP, is forwarded back to the
host computer. This can be necessary with certain types of software that do not function
reliably through Network Address Translation.

Non-standard FTP port

You have to configure this item if you want to access an FTP server whose port number is
not 21. This setting will be lost after rebooting.

Xbox Support

The Xbox is a video game console produced by Microsoft Corporation. Please enable this
function when you play games.
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UpnP Setting
The device also supports this function.If the OS supports this function enable it,like
Windows Xp.When the user get ip from Device and will see icon as below:

"

j‘_,i' Internet Gateway Device UPNP IE

& newy device is now available on yvour network, For more

information, click here.
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3.3.3 Security Settings
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3.3.3.1 Packet Filters
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Packet Filter enables you to control what packets are allowed to pass the router. Outbound
filter applies on all outbound packets. However, Inbound filter applies on packets that
destined to Virtual Servers or DMZ host only. You can select one of the two filtering

policies:

Allow all to pass except those match the specified rules
Deny all to pass except those match the specified rules
You can specify 8 rules for each direction: inbound or outbound. For each rule, you can

define the following:

Source IP address

Source port address
Destination IP address
Destination port address
Protocol: TCP or UDP or both.
Use Rule#
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For source or destination IP address, you can define a single IP address (4.3.2.1) or a
range of IP addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports
(1000-1999). Add prefix "T" or "U" to specify TCP or UDP protocol. For example, T80, U53,
U2000-2999. No prefix indicates both TCP and UDP are defined. An empty implies all port
addresses. Packet Filter can work with Scheduling Rules, and give user more flexibility on
Access control. For Detail, please refer to Scheduling Rule.

Each rule can be enabled or disabled individually.

Inbound Filter:

To enable Inbound Packet Filter click the check box next to Enable in the Inbound Packet
Filter field.

Suppose you have SMTP Server (25), POP Server (110), Web Server (80), FTP Server
(21), and News Server (119) defined in Virtual Server or DMZ Host.
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(1.2.3.100-1.2.3.149) Remote hosts are allow to send mail (port 25), and browse the
Internet (port 80)

(1.2.3.10-1.2.3.20) Remote hosts can do everything (block nothing)

Others are all blocked.
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(1.2.3.100-1.2.3.119) Remote hosts can do everything except read net news (port 119) and
transfer files via FTP (port 21) behind Router Server.

Others are all allowed.

After Inbound Packet Filter setting is configured, click the save button.

Outbound Filter:

To enable Outbound Packet Filter click the check box next to Enable in the Outbound

Packet Filter field.
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Router LAN IP is 192.168.12.254
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(192.168.12.100-192.168.12.149) Located hosts are only allowed to send mail (port 25),
receive mail (port 110), and browse Internet (port 80); port 53 (DNS) is necessary to

resolve the domain name.

(192.168.12.10-192.168.12.20) Located hosts can do everything (block nothing)

Others are all blocked.
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Example 2:
Router LAN IP is 192.168.12.254
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(192.168.12.100 and 192.168.12.119) Located Hosts can do everything except read net
news (port 119) and transfer files via FTP (port 21)

Others are allowed

After Outbound Packet Filter setting is configured, click the save button.
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Domain Filter

Let you prevent users under this device from accessing specific URLs.

Domain Filter Enable

Check if you want to enable Domain Filter.

Log DNS Query

Check if you want to log the action when someone accesses the specific URLs.
Privilege IP Addresses Range

Setting a group of hosts and privilege these hosts to access network without restriction.
Domain Suffix

A suffix of URL to be restricted. For example, ".com", "xxx.com".

Action

When someone is accessing the URL met the domain-suffix, what kind of action you want.
Check drop to block the access. Check log to log these access.

Enable

Check to enable each rule.
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In this example:

URL include “www.msn.com” will be blocked, and the action will be record in log-file.
URL include “www.sina.com” will not be blocked, but the action will be record in log-file.
URL include “www.baidu.com” will be blocked, but the action will not be record in log-file.
IP address x.x.x.1~x.x.x.99 can access Internet without restriction.
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3.3.3.3 URL Blocking
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URL Blocking will block LAN computers to connect to pre-defined Websites.

The major difference between “Domain filter” and “URL Blocking” is Domain filter require
user to input suffix (like .com or .org, etc), while URL Blocking require user to input a
keyword only. In other words, Domain filter can block specific website, while URL Blocking
can block hundreds of websites by simply a keyword.

URL Blocking Enable

Checked if you want to enable URL Blocking.

URL

If any part of the Website's URL matches the pre-defined word, the connection will be
blocked.

For example, you can use pre-defined word "sex" to block all websites if their URLs contain
pre-defined word "sex".

Enable

Checked to enable each rule.
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In this example:
1. URL include “msn” will be blocked, and the action will be record in log-file.
2. URL include “sina” will be blocked, but the action will be record in log-file

3.3.3.4 Internet Access Control

The device provides "Administrator MAC Control" for specific MAC to access the device or
Internet without restriction. It also provides 3 features to access Internet: MAC Control by
host, Group MAC Control and Interface Access Control depend as user-defined time
Schedule.

Administrator MAC Control

Regardless the MAC access configuration of administrator, specific MAC can access the
device.
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This device can record 3 sets. When the host(should be admin) logins Web management,
the device will record MAC address of this host. Before this host configures Internet Access

Control , Suggest end-user to enable this feature, first.
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MAC Address Control allows you to assign different access right for different users and to
assign a specific IP address to a certain MAC address.

MAC Address Control Check “Enable” to enable the “MAC Address Control”. All of the
settings in this page will take effect only when “Enable” is checked.

Connection control ~ Check "Connection control" to enable the controlling of which wired
and wireless clients can connect to this device. If a client is denied to connect to this device,
it means the client can't access to the Internet either. Choose "allow" or "deny" to allow or
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deny the clients, whose MAC addresses are not in the "Control table"
(please see below), to connect to this device.

Association control ~ Check "Association control" to enable the
controlling of which wireless client can

associate to the wireless LAN. If a client is

denied to associate to the wireless LAN, it

means the client can't send or receive any data

via this device. Choose "allow" or "deny" to

allow or deny the clients, whose MAC

addresses are not in the "Control table", to

associate to the wireless LAN.

Control table

0 MAC Address IP Address C | A |Schedule Rule#
| 192 1681 0|0 (o
- 132 1921881 oo e
2 1 1a21881] | O|g| o
4 . ] 1921681 f ool o

"Control table" is the table at the bottom of the "MAC Address Control" page. Each row of
this table indicates the MAC address and the expected IP address mapping of a client.
There are four columns in this table:

MAC Address |MAC address indicates a specific
client.

IP Address Expected IP address of the
corresponding client. Keep it empty
if you don't care its IP address.

C When "Connection control" is
checked, check "C" will allow the
corresponding client to connect to
this device.

A When "Association control" is
checked, check "A" will allow the
corresponding client to associate
to the wireless LAN.
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In this page, we provide the following Combobox and button to help you to input the MAC
address.

Lol clecke |- -nm 10n- | wpeie |T[- =]

You can select a specific client in the “DHCP clients” Combobox, and then click on the
“Copy to” button to copy the MAC address of the client you select to the ID selected in the
“ID” Combobox.

Previous page and Next Page To make this setup page simple and clear, we have divided
the “Control table” into several pages. You can use these buttons to navigate to different

pages.
Example:
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In this scenario, there are three clients listed in the Control Table. Clients 1 and 2 are

wireless, and client 3 is wired.

1.The "MAC Address Control" function is enabled.

2."Connection control" is enabled, and all of the wired and wireless clients not listed in the
"Control table" are "allowed" to connect to this device.
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3."Association control" is enabled, and all of the wireless clients not listed in the "Control
table" are "denied" to associate to the wireless LAN.

4 Clients 1 and 3 have fixed IP addresses either from the DHCP server of this device or
manually assigned:

ID 1 -"00-12-34-56-78-90" --> 192.168.1.100
ID 3 - "00-98-76-54-32-10" --> 192.168.1.101

Client 2 will obtain its IP address from the IP Address pool specified in the "DHCP Server"
page or can use a manually assigned static IP address.

If, for example, client 3 tries to use an IP address different from the address listed in the
Control

table (192.168.12.101), it will be denied to connect to this device.

5.Clients 2 and 3 and other wired clients with a MAC address unspecified in the Control
table are all allowed to connect to this device. But client 1 is denied to connect to this
device.

6.Clients 1 and 2 are allowed to associate to the wireless LAN, but a wireless client with a
MAC address not specified in the Control table is denied to associate to the wireless LAN.
Client 3 is a wired client and so is not affected by Association control.

Group MAC Access Control

Administrator can define hosts in which Group to allow Internet. For example, Father and

Mother are in Group1 without limitation and hosts Brother and Sister are in Group2 to
access according as Schedule Rule2.
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For example,
Schedule Rule 1 sets “always” everyday with limitation.
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Interface Access Control

3. Making Configuration

The device defines 5 Interfaces as Lan1,Lan2, Lan3,Lan4 and WiFi. The device
allows different interface to access Internet by time schedule
For example, Schedule Rule 1 sets “always” everyday with limitation.
Schedule Rule 2 sets 08:00~23:00 Monday ~ Friday.
Administrator can set guests in Lan3 and Lan4 to access Internet according as Schedule

Rule

2. Set Friends in Lan1 ,Lan2 and WiFi according as Schedule Rule 1.
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3.3.3.5 Miscellaneous Items
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Remote Administrator Host/Port

In general, only Intranet user can browse the built-in web pages to perform administration
task. This feature enables you to perform administration task from remote host. If this
feature is enabled, only the specified IP address can perform remote administration. If the
specified IP address is 0.0.0.0, any host can connect to this product to perform
administration task. You can use subnet mask bits "/nn" notation to specified a group of
trusted IP addresses. For example, "10.1.2.0/24".

NOTE: When Remote Administration is enabled, the web server port will be shifted to 88.
You can change web server port to other port, too.

Administrator Time-out

The time of no activity to logout automatically. Set it to zero to disable this feature.
Discard PING from WAN side

When this feature is enabled, any host on the WAN cannot ping this product.

SPI Mode

When this feature is enabled, the router will record the packet information pass through the
router like IP address, port address, ACK, SEQ number and so on. And the router will
check every incoming packet to detect if this packet is valid.

DoS Attack Detection

When this feature is enabled, the router will detect and log the DoS attack comes from the
Internet. Currently, the router can detect the following DoS attack: SYN Attack, WinNuke,
Port Scan, Ping of Death, Land Attack etc.

AirLive GW-300R User’s Manual 55



) 3. Making Configuration
Air Live
r Lnnwe

VPN IPSec Pass-Through

It is a setting/feature on routers which is required to implement secure exchange of packets
at

the IP layer and allow IPSec tunnels to pass through the router.

VPN PPTP Pass-Through

It is a setting/feature on routers which is required in order to connect to a Remote PPTP
VPN account.

3.3.4 Advanced Settings
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Get Date and Time by NTP Protocol

Selected if you want to Get Date and Time by NTP Protocol.
Time Server

Select a NTP time server to consult UTC time

Time Zone

Select a time zone where this device locates.

Set Date and Time manually

Selected if you want to Set Date and Time manually.

Set Date and Time manually

Selected if you want to Set Date and Time manually.
Function of Buttons

Sync Now: Synchronize system time with network time server
Daylight Saving:Set up where the location is.
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This page support two methods to export system logs to specific destination by means of
syslog(UDP) and SMTP(TCP). The items you have to setup including:

IP Address for Syslog

Host IP of destination where syslogs will be sent to.

Check Enable to enable this function.

E-mail Alert Enable

Check if you want to enable Email alert (send syslog via email).

SMTP Server IP and Port

Input the SMTP server IP and port, which are concated with ":". If you do not specify port
number, the default value is 25.

For example, "mail.your_url.com" or "192.168.1.100:26".

Send E-mail alert to

The recipients who will receive these logs. You can assign more than 1 recipient, using ';' or
') to separate these email addresses.
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3.3.4.3 DDNS Service
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To host your server on a changing IP address, you have to use dynamic domain name
service (DDNS).

So that anyone wishing to reach your host only needs to know the name of it. Dynamic
DNS will map the name of your host to your current IP address, which changes each time
you connect your Internet service provider.

Before you enable Dynamic DNS, you need to register an account on one of these
Dynamic DNS servers that we list in provider field.

To enable Dynamic DNS click the check box next to Enable in the DDNS field.

Next you can enter the appropriate information about your Dynamic DNS Server.

You have to define:

Provider

Host Name

Username/E-mail

Password/Key

You will get this information when you register an account on a Dynamic DNS server.
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3.3.4.4 SNMP
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In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a
user the capability to remotely manage a computer network by polling and setting terminal
values and monitoring network events.

Enable SNMP

You must check Local, Remote or both to enable SNMP function. If Local is checked, this
device will response request from LAN. If Remote is checked, this device will response
request from WAN.

Get Community

Setting the community of GetRequest your device will response.

Set Community

Setting the community of SetRequest your device will accept.

IP1,IP2,IP3,IP 4

Input your SNMP Management PC’s IP here. User has to configure to where this device
should send SNMP Trap message.

SNMP Version

Please select proper SNMP Version that your SNMP Management software supports.
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3.3.4.5 Routing
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Routing Tables allow you to determine which physical interface address to use for outgoing
IP data grams. If you have more than one routers and subnets, you will need to enable
routing table to allow packets to find proper routing path and allow different subnets to
communicate with each other.

Routing Table settings are settings used to setup the functions of static.

Dynamic Routing

Routing Information Protocol (RIP) will exchange information about destinations for
computing routes throughout the network. Please select RIPv2 only if you have different
subnet in your network.

Otherwise, please select RIPv1 if you need this protocol.

Static Routing: For static routing, you can specify up to 8 routing rules. You can enter the
destination IP address, subnet mask, gateway, hop for each routing rule, and then enable
or disable the rule by checking or unchecking the Enable checkbox.
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Example:
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Configuration on NAT Router

Destination SubnetMask Gateway Hop Enabled
192.168.3.0 255.255.255.0 192.168.1.216 1 i
192.168.0.0 255.255.255.0 192.168.1.103 1 i

So if, for example, the client3 wanted to send an IP data gram to 192.168.0.2, it would use
the above table to determine that it had to go via 192.168.1.103 (a gateway),

And if it sends Packets to 192.168.3.11 will go via 192.168.1.216

Each rule can be enabled or disabled individually.

After routing table setting is configured, click the save button.
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3.3.4.6 Schedule Rule
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You can set the schedule time to decide which service will be turned on or off. Select the

“enable” item.
Press “Add New Rule”

You can write a rule name and set which day and what time to schedule from “Start Time”
to “End Time”. The following example configure “ftp time” as everyday 14:10 to 16:20
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Schedule Enable

Selected if you want to Enable the Scheduler.

Edit

To edit the schedule rule.

Delete

To delete the schedule rule, and the rule# of the rules behind the deleted one will decrease
one automatically.

Schedule Rule can be apply to Virtual server and Packet Filter, for example:

Exanple1: Virtual Server — Apply Rule#1 (ftp time: everyday 14:20 to 16:30)

W ez il advanced

S 2+ Wirtual Sexver [ HELF ]
+ Tapecinl A frall knoman BERIRY Q-'E“ﬂ o — b
: Schedils ruls | [00iAlARFE '_m]n; = =

o Server IP | Service Ports Protocol | Enable | Schedus Rues
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Exanple2: Packet Filter — Apply Rule#1 (ftp time: everyday 14:20 to 16:30).
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3.3.4.7 QoS Rule
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Local IP:
Please input Client IP,ex192.168.1.161.

Remote Priority:
Please input Global IP and port,ex:168.96.2.3 and port 21
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3.3.5 Toolbox
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You can View system log by clicking the View Log button
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3.3.5.2 Firmware Upgrade

) ATHAINISTRATOR s BIAIR MEKL FE W' Vilizand TH sabvacend b Lonusi  English a8

IR 4 APOT. T LIS L LY —

I Firmevare Lipgrada

B e Log

v Py i Firmweare Filenamea

« Basimp Sorting . | (Eeme. ]

Curgi Birvrmaig wgesdon 15 B0, 2000 The upEail poceduie lakes ghoud 20 seconds
= Aewet fo Delauin
& Pk

Fhabe! Do nied posent oft Thin il whien il s Deing apgraded
= Mhsenllanoou

When me upgrade is cone successhlly, e unit will e reslansd aulemascally

|; Upgtade Cancul l

You can upgrade firmware by clicking Firmware Upgrade button.

3.3.5.3 Backup Setting

Do posa wand 1o gpen o0 wave Bee Dle?

- Ko oonfig. bin
Tope WL media e | S
From 192068 (22054

| [Coen [ | gewe |1 Conce |

[] Blppags . Lol in ioprarngg M 1 ol Ble

i ey oo Hes rdaaresd oo b vl d, oo Sy can pol srbely
s o codngatiat 1 vous o Dl B souscs, 0o mol afesh of

e s e Sfhial's the gk}

You can backup your settings by clicking the Backup Setting button and save it as a bin file.
Once you want to restore these settings, please click Firmware Upgrade button and use
the bin file you saved.

3.3.5.4 Reset to default

Microsoft Internei Explorer |g]

\ ? j Fiesst ol sething bo defaulky

I oc ]| cancet |

You can also reset this product to factory default by clicking the Reset to default button.
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3.3.5.5 Reboot

Microsoft Internet Explorer

\:%‘_} Fieboot right: now?

| K ;I Cancel ]

You can also reboot this product by clicking the Reboot button.

3.3.5.6 Miscellaneous Items

TS TR T PR AIA A . BRI Ll T 80 Acwniicad s Logost  Ssgish |

i), . L
—
| ‘ e BTG | o - i AL 4, rpcm'rr!urn'n'.i'{_-|nn'q'|l:m11mhi-;ﬂrMM|
| faone] ATFT=F | i 1 i B i
|
|
| [lig i
e gy
I Lt
| » Fiimssass uggraas — .
| —_
| Barinr briing - LBAL AfbOhiE | il oo -LAL | Vs
: FE ST T Sl it v Darrreadn Fiarres- 21 oF Sacre i3 Fang Ta I""I
I

! Hebiimil | i |i'_.||__:__|

| = Mt

MAC Address for Wake-on-LAN

Wake-on-LAN is a technology that enables you to power up a networked device remotely.
In order to enjoy this feature, the target device must be Wake-on-LAN enabled and you
have to know the MAC address of this device, say 00-11-22-33-44-55. Clicking "Wake up"
button will make the router to send the wake-up frame to the target device immediately.

Domain Name or IP Address for Test

Allow you to configure an IP, and ping the device. You can ping a secific IP to test whether it
is alive.
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802.1x Setting

1 Equipment Details

PC 1
(USER A) ~ |
- I
Wireless = . i
P2 “‘E‘*—' Wired LAN
(USER B) DUT. ~_

faumm ﬁ}\"@ '
192.168.1.254 f‘*w-LH ;

i
] Ruthentication Server

i { Windows 2000 Radius server)
192.168.0.33
Figure 1: Testing Environment (Use Windows 2000 Radius Server)
PC1:
Microsoft Windows XP Professional without Service Pack 1.
AirLive WN-200USB
Driver version:
PC2:
Microsoft Windows XP Professional with Service Pack 1a or latter.
AirLive WN-200USB
Driver version: 1.7.29.0 (Driver date: 10.20.2001)
Authentication Server: Windows 2000 RADIUS server with Service Pack 3 and HotFix
Q313664.
Note. Windows 2000 RADIUS server only supports PEAP after upgrade to service pack
3 and
HotFix Q313664 (You can get more information from
HHhttp://support.microsoft.com/default.aspx?scid=kb; en-us;313664UHH)
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Configuration:
Enable DHCP server.
WAN setting: static IP address.
LAN IP address: 192.168.1.254/24.
Set RADIUS server IP.
Set RADIUS server shared key.
Configure WEP key and 802.1X setting.

The following test will use the inbuilt 802.1X authentication method such as ,EAP_TLS,
PEAP_CHAPv2(Windows XP with SP1 only), and PEAP_TLS(Windows XP with SP1 only)
using the Smart Card or other Certificate of the Windows XP Professional.

3. DUT and Windows 2000 Radius Server Setup
Setup Windows 2000 RADIUS Server
We have to change authentication method to MD5_Challenge or using smart
card or other certificate on RADIUS server according to the test condition.
Setup DUT
Enable the 802.1X (check the “Enable checkbox®).
Enter the RADIUS server IP.
Enter the shared key. (The key shared by the RADIUS server and DUT).
We will change 802.1X encryption key length to fit the variable test
condition.
Setup Network adapter on PC
1.Choose the IEEE802.1X as the authentication method. (Fig 2)

Note.

Figure 2 is a setting picture of Windows XP without service pack 1. If users upgrade to
service pack 1, then they can’t see MD5-Challenge from EAP type list any more, but they
will get a new Protected EAP (PEAP) option.

Choose MD5-Challenge or Smart Card or other Certificate as the EAP

type.

3.1f choosing use smart card or the certificate as the EAP type, we select to
use a certificate on this computer. (Fig 3)
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4. We will change EAP type to fit the variable test condition.

-i- Wireless Network Connection Properties @E|

General | Wireless Metworks | Authentication | Advanced

Select thiz option to provide authenticated network, accessz for
wired and wirelezs Ethernet network s,

Enable network, acceszs control uzing IEEE 8021
EAP type: | Smart Card or ather Certificate W

MDB-Challenge

Smart Card or other Certificate

Authenticate az computer when computer information s avalable

[[] Awthenticate as guest when uger or camputer information iz
unavailable

[ Ok l [ Cancel

Figure 2: Enable IEEE 802.1X access control
Figure 3: Smart card or certificate properties

4. Windows 2000 RADIUS server Authentication testing:

4.1 DUT authenticate PC1 using certificate. (PC2 follows the same test procedures.)
Download and install the certificate on PC1. (Fig 4)
PC1 choose the SSID of DUT as the Access Point.
Set authentication type of wireless client and RADIUS server both to EAP_TLS.
Disable the wireless connection and enable again.
The DUT will send the user's certificate to the RADIUS server, and then
send the message of authentication result to PC1. (Fig 5)

Windows XP will prompt that the authentication process is success or fail

and end the authentication procedure. ( Fig 6)

72 AirLive GW-300R User’s Manual



Air Live

Appendices and Index

Terminate the test steps when PC1 get dynamic IP and PING remote host

successfully.

Certificates

Intended purpose: | <hll=

Personal | Cther People | Intermediate Certification Authorities | Trusted Root Certificatior € *

Is Issued By

Expiratia. ..

rig

¢ fael WirelessiC A

21612004

<Mone

Certificate intended purposes

Export... Remowve

Wiew

Cloze

Figure 4: Certificate information on PC1

s Hetwork Connectlom

e S WView Fovorbes Toos Acvaroed Help

Seach || Folders FH R

wedwork Tasks

I"-l -lr'ﬂl' o FH
EOEEDEn
Bt up & home o2 S
pf i mebascrh
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Figure 5: Authenticating

. Metwork Conmections
Fis [Cok VYew  Favortes  Tools  Advasnesd  Feln

= g
b Snmrch Folders H

& Mebmork Conrections w ﬂ (=

= g LA ar High-Speed Tnternel
: Sl mork Tasks c: 11
I "7 Locl Ares Correction g z
%) Crasts s ney - '
l -.J sk 5 H.Hl
: 0 ; It sl

R AT T o — = -

i el v b

Figure 6: Authentication success

4.2 DUT authenticate PC2 using PEAP-TLS.

PC2 choose the SSID of DUT as the Access Point.

Set authentication type of wireless client and RADIUS server both to PEAP_TLS.
Disable the wireless connection and enable again.

The DUT will send the user's certificate to the RADIUS server, and then

send the message of authentication result to PC2.

Windows XP will prompt that the authentication process is success or fail and end the
authentication procedure.

Terminate the test steps when PC2 get dynamic IP and PING remote host
successfully.

Support Type: The router supports the types of 802.1x Authentication:
PEAP-CHAPvV2 and PEAP-TLS.

Note.

PC1 is on Windows XP platform without Service Pack 1.

PC2 is on Windows XP platform with Service Pack 1a.

PEAP is supported on Windows XP with Service Pack 1 only.

Windows XP with Service Pack 1 allows 802.1x authentication only when data encryption

function is enable.

Appendices and Index

74 AirLive GW-300R User’s Manual



Appendices and Index

Air Live

WPA Settings

PC 1
(USER A)

P 2
(USER B)

WiEll LAN

Lan IP:192.168.1 254 \-.,_‘_‘ E

i Ruthentication Server
’ { Windows 2000 Radius server)
192.168.122.1

Wireless Router: LAN IP: 192.168.1.254
WAN IP: 192.168.122.216
Radius Server: 192.168.122.1
UserA : XP Wireless Card:Ti-11g
Tool: Odyssey Client Manager
Refer to: HHUwww.funk.comUHH
Download: HHUhttp://www.funk.com/News&Events/ody ¢ wpa preview_pn.aspU

Or Another Configuration:
PC1
(USER A) R l
-
|
o9 |
Wireless ~ .|
PC2 '“ Wired LAN

(USER B)
192. 153 1.254 E

Authentication Server
{ Windows 2000 Radius server )

192.168.1.33
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WPA:

For this function, we need the server to authenticate. This function is like 802.1x.

PC1

(USER A) ‘x

Wan IP:192.168.122.216

P 2

erel-ess
'“ ) Wired LAN
(USER B)
Lan IP: 192 168.1.254 E

Authentication Server
{ Windows 2000 Radius server )
192.168.122.1

The above is our environment:

Method 1:

1. The UserA or UserB have to get certificate from Radius, first.
HHUhttp://192.168.122.1/certsrvU

account : fae1

passwd : fae1

Connect to 192.168.122.1

=
25

Connecting bo 192.1658.122.1

User name: |ﬁ | vl :

Passwiord; | |

[ Remember my passwaord

L 8] 4 J [ Cancel

2. Then, Install this certificate and finish.
3. Go to the Web manager of Wireless Router to configure, like below:
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Metwork ID{S5I0) 123Kk

Channel

Security

RADILS Sermer [P

RADIUS port lg12

11921681221 |

RADILIS Shared Key

T
|costra

4. Go to Odyssey Client Manager, choose “Profiles” and Setup Profile name as “1”

Add Profile

k|

u Login narme; ]fae'l

Prafile niame:; 11

User Info J.-“—‘-.uthenti-:ati-::nI TTLS Settings | FEAP Settings]

- Pazzword-
¥ Pemit login using paszword

7 use Windows pazsword
" prompt far pagsward
* ysze the following password:

]fae1

¥ Unmask

- Certificate -

¥ Pemit login using my certificate:

Jfae'l

Wiew .

‘ Browsze ... |

o]

Cancel ‘

AirLive GW-300R User’s Manual 7




Appendices and Index

Air Live

Login name and passwd are fae1 and fae1.
Remember that you get certificate from Radius in Step1.

5. Then Choose “certificate” like above.

select Certificate

Perzonal Certificates

lzzued To | Iszued By | E

e | Ew |
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6. Then go to Authentication and first Remove EAP/ TLS and Add EAP/TLS again.

Prafile harme: |1
UserInfo Authentication | TTLS Settings | PEAP Settings |

Authentication protocolz, in order of preference:

EAP / TLS ~ | A |
Add ... |
Bemove |

W Walidate server certificate

k. Cancel
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7. Go “Network” and Select “1” and ok

Network Properties

i~ Metwark,

Appendices and Index

%]

Metwark: name [35100; 11 23kk

[ Conmect to any available netwark

Scan ... |

Dezcnption [ophonal]: |

MHetwork type:
Azsociation mode;

Encryption method:

1.-’-‘-.::::333 point [infrastructure mode]

- Authentizat

v Authenticate uzing profile:

i~ Pre-zshared key MwFa)-

W Feys wil be generated atomanically for data privacy

]

o]

Cancel
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8. Back to Connection and Select “123kk.

Appendices and Index

If successfully, the wireless client has to authenticate with Radius Server, like below:

fwiik Fropartiss

Mstraek
Mol name [RSIDE

[F

7 [Coenect in any aeiable nehwork

[eceagin |ophonal]

[y y Uhieud

Vs St s o et de 1o an aninsied g
T herrrangne o mer shewn, [rets [Ha]
Tes Aerrgumanty Ll s sorevs, pect [V

T o preimaarsanthy frust iy serven, check add thiy turted server io

Hrtwark e the datshane™ ard prea [rler]

-@-Earm\:n-m e [endcats chan
Bdapter | THETT1 M0 WLAN Adacted

AN made WinslaEeCA,

[rcrypbon mesnod : & Aduoies hos it e T Ly kiR o e
P ¥ Cornectinresucds (44 c17abs
1

Authentication

W AySericsln iy

e e

‘@ Clapzed tme

P shaved sy [T g Hisbvok [ESID
At phark
Packeh infout

ﬁr—.n:ﬁ:.—r Laks
= Lo

Lonnector Fiormston
Sl

Heconnes! ]

Fermanent
I pd i uthed server 1o tha detsbans

Seerver name M e v

Proceed la authenhc sts wilh the serve 7

‘e | !. — :HE‘ I

9. Result:

'-@-:;..njm Losnmclion.
| adapter [THET1120 WLAN Adspist =
;{:: Prodiet Arfapher fpper  warrdnas
-r-'&n.m.h ¥ Cgreectinnebucd: (o o170 =]
,ﬂﬂuu-f-cm-'_p.'ll __I'_‘ I - e _\_jﬂ:g
| ﬂ Tnslod Gervess ~Elpher spen and athenticated

Elaguemd b ——— O
.@M Histeosk (5500 L 128

BEcadt poant DOS0-10-00:0F 70

Packats o 12679 /13605

Bercesd | Bipaherticaln | d &, -5
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Method 2:
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1. The UserA or UserB have to get certificate from Radius,first.

HHUhttp://192.168.122.1/certsrvU

account:fae1
passwd:fae1

Connect to 192.168.122.1

2. Then Install this certificate and finish.

3. Setting on the router and client:

Router:

A

Connecting bo 192.1658.122.1

User name: | g | w | :

Passwiord; | |

[ Remember my passwaord
L (04 J [ Cancel

Metwork ID{S5I0) 123Kk
Chanrg| E—J |
Security [P, v |

802.1X Setings
RADIUS Server P
RADIUS port
RADILIS Shared Key

11921681221

i1312

!u:u:-stra

82
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Client:
Go to “Network Connection” and select wireless adapter.

Choose “View available Wireless Networks” like below:
Advanced-> choose “123kk”

Select “WirelessCA and Enable” in Trusted root certificate authority:
- Wirelams Mutwnch Conmmitien 4 Ponpartien. 7 | X
Geneial| Snfrerecaion | Advances)

Smart Card er other Cerlificale Properiics

When rorecng

Seleel s ook | proveds suhenlic st reasol sces o
wemnr] anc vl oy Ehwimet redeacin 0 i iy i 2ol

B Enia natwrk. acrar envkol g EEE BIZTY . 5) ise s gemficate on et zongufe

I; k]
i = [=] Vhdai e seiven coviezaie
tﬂf‘iﬂ.,_s_r':t“d“ sherCesicpe

e . U] Cirrect ey i funm grachs sil®

B —
To] Muphesnbeaie gt compole whess conpula midrasion B a=uishis

;lmh”-“"-wm“'"m"m'“" [2] Ltin i (Rt v v (3 o e

Lo || Ces |

 WWirnlen Patwork Conmadiinn #ropme e : E FX| 113k properties
=0T 'l'l"l—-';:l "'"'l:-ﬂ_:lm l‘ﬂD:rlﬂll:l"' A T |
[+ Lne Winciws ho configae my nasien netsork st Mebank rame [ER0)

s bl e el e e L T ]

T ponreec o g sl sble pelsode, Click Confipes Thin rovogrh a1k ok Rl ———
| e - Configrs it -\-\._.\_H
i it e Nk o ~
1 XvEE % [_Rema | hl_::m s 2/

e o

Prangamd rad oo
Sutirratic ally fornal D avisable fefeiis e oided kileg
bk

1 1imk
[ Add Famers | [ Propertes |
Limirrs debunad gt rnd s it 2. ol ity
confgagtion, |_;'_ﬂ‘5'fi

Then, if the wireless client wants to associate, it has to request to authenticate.
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FAQ and Troubleshooting

What can | do when | have some trouble at the first time?

1. Why can | not configure the router even if the cable is plugged in the ports of Router and
the led is also light?

A: First, make sure that which port is plugged. If the cable is in the Wan port, please
change to plugin Lan port 1 or Lan port 4:

§ B 3 2 1 ,

Then, please check if the Pc gets ip address from Router. Use command mode as below:

WAN

IC=“Documents and Settingssairlive—hpnhXipconfig

dindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—szpecific DNS Suffix

IP AddpeE=ss. - = = = = = = = = = = & Y92 168 .1.194
Subnet Mazk : 255 _ 255 _255.8
Default Gateway T 192.168.1.254
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If yes, please execute Browser, like Mozilla and key 192.168.1.254 in address.
If not, please ipconfig /release, then ipconfig /renew.

snipeconfig Arelease

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DMS Suffix . =
P Add¥ess. o0 w0 5% e = =
Subnet Maszk :
Default Gateway

swripeonfig Srenew

Jindows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DHS Suffix . = 192_168.1.199

P Addyess: s o0 % g 2 §rRTEe & :
Subnet Mazk £ Aabedun b0

Default Gateway : 192.168.1.254

Whatever | setup, the pc can not get ip. Please check Status Led and refer to the Q2:

2.Why can | not connect the router even if the cable is plugged in Lan port and the led is
light?

A: First, please check Status Led. If the device is normal, the led will blink per second.
If not, please check How blinking Status led shows.
There are many abnormal symptoms as below:
Status Led is bright or dark in work: The system hanged up .Suggest powering off and on
the router. But this symptom often occurs, please reset to default or upgrade latest fw to
try again.
Status led flashes irregularly: Maybe the root cause is Flash rom and please press reset
Button to reset to default or try to use Recovery mode.(Refer to Q3 and Q4)
Status flashes very fast while powering on: Maybe the router is the recovery mode and
please refer to Q4.

3.How to reset to factory default?

A: Press Wireless on /off and WPS button simultaneously about 5 sec

Status will start flashing about 5 times, remove the finger. The RESTORE process is
completed.
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4 \Why can | not connect Internet even though the cables are plugged in Wan port and Lan
port and the leds are blink. In addition, Status led is also normal and | can configure web
management?

A: Make sure that the network cable from DSL or Cable modem is plugged in Wan port of
Router and

that the network cable from Lan port of router is plugged in Ethernet adapter. Then, please
check which wan type you use. If you are not sure, please call the isp. Then please go to
this page to input the

information isp is assigned.

- Choose WAN Type

Twpe Usage
O Static IP Address ISP azsigns you a static IP address.
® Dynarmic IF Address Obtain an IP address from 3P automatically.
C Dwynamic IP Address with Road Runner Session Management.(e.o. Telstra BigPaond)
0 PPP over Etharnet Some ISPs reguire the use of PPPOE to connect to their services.
) PPTR Some ISPs require the use of PPTP to connectto their services.
O L2TP Some |SPs require the use of L2TP to connect to their services.

5.When | use Static IP Address to roam Internet, | can access or ping global IP
202.93.91.218, But | can not access the site that inputs domain name, for example
HHUhttp://espn.comUHH ?

A: Please check the dns configuration of Static IP Address. Please refer to the information
of ISP and assign one or two in dns item.
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How do | connect router by using wireless?

1.How to start to use wireless?

A: First, make sure that you already installed wireless client device in your computer. Then
check the Configuration of wireless router. The default is as below:

- Wireless Setting [ HELP ]
tem Setting

FiWireless OEnable @ Disable

F Metwork ID(SSI0) default

¥ Wireless Mode O 11 igin Mixed O 110 anly

» 8810 Broadtast ® Enanle O Disakle

» Channal 11 el

b Security Mane ]

| save || Undo || wDS Setting... |
| MAC Address Control... | | wireless Client List... |

About wireless client, you will see wireless icon:

L5 ‘-j-'!

Then click and will see the ap list that wireless client can be accessed:

el ult Sgnal Srength: Ll
Rslsted Tasks F Mon-ssoure wreless rekwork,
:'] Chiarag feefwrred - BombTest Sgnal Frengch: ol
iy rebEor T S by aisabbin s ais rebeodd

L dboigh vansleers

If the client can not access your wireless router, please refresh network list again. However,
| still can not fine the device which ssid is “default”, please refer to Q3.
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Hetwark Tasks Choose a wireless netwaork
2 Bfrash {hck 3 fern in e st Ddoey bo onnect fo 5 winslass rebeork i Lge o ba gek e
nebag st mformakion.
e . s thelaull Sl Shrerwath; ol!-[“

| Morrseo e wireless nebuork Connected

Choose the one that you will want to connect and Connect:

e T Signal Srengthn 0l

Helabed Tasks

e
r TR0 SaCLEE Wil eidss rbwrh

i Fusbriawh & ronE el Bt D et b o o ol
| Cacge crefored iyl
"\ R reeyernrm ol Wir oioss Metwork Cannection

(S

LTy 300Ut v ee
"I*"'I ity kg 1 “def ol does not pequire & rebwork kee, Information sant ower this netwced &
nod ancyepbesd and mary ba vigble bh obhers |
Tnange Fatngs o |
Cifiiulice

[F vl Ssre sure wou vaant ko correct B0 s nekwork, chck Connact, Gtferees,
chek Cancel,

Corect | Cancel

If successfully, the computer will show

-
jrj Wireless Network Connection 5 is now connected | X

Speed: 54.0 Mbps

nmand Prompt | Y untitled - Paint | “ l}(\?gi

and get ip from router:

Ethernet adapter Local Area Connection 5:

Connection—specific DHS Suffix

IP Address. . . . . 192 _168.1.165

Subnet Mask . . . . 255_255.255.8
Default Gateway . 122.168.1.254
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2.When | use AES encryption of WPA-PSK to connect even if | input the correct pre-share
key?

A: First, you must check if the driver of wireless client supports AES encryption. Please
refer to the below:

Bealsted Tasks ¥ Mor-seore wreless netvaork
4| Chepse oreforred. e 2T Signdl Streegthe ol

i itk G5 ok s 1" feourty-ensblsd wrekss nebwork

]

i ke Sboul wergdergs

netyeorking o BYMEL Gand Zrength: gl
by, Changs gettings of this | Momseore wheless natwork
[* st

faron? Signal Strengths gl

If SSID is default and click “Properties” to check if the driver of wireless client supports AES
encryption.

default properties ﬂﬂ

Azzociation l Authentication ] Conkection ]

Metwork, name [SSI0); |

Wireless netwark key

Thiz netwark, requires a key for the following:

M ebwark, Authentication:

Data encryption: |.-5'-.E g j

M etwork key: |

Confirm nebwork, key: |

k. | Cancel
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3. When | use wireless to connect the router, but | find the signal is very low even if | am
close to the router?

A: Please check if the wireless client is normal, first. If yes, please send the unit to the
seller and verify what the problem is.
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