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1 Introduction

Industrial 4G LTE Cellular Router series are highly reliable and secure wireless communications
gateway designed for enabling mission-critical applications and enhancing machine-to-machine
connectivity for Industrial Internet of Things (lloT).

1.1 Features

Highly reliable and secure for mission-critical cellular communications

Provide flexible options to configure LAN/ WAN ports

Support multi-band connectivity with FDD LTE/ TDD LTE/ WCDMA/ GSM/ LTE Cat 4
Provide IEEE 802.11 b/g/n Wi-Fi standards (M301-GW)

Built-in dual SIM for network redundancy

Equipped with DI/DO and RS-232/RS-485 serial ports

Integrated dual detachable antenna against radio interference

LED indicators for connection and data transmission status

A flexible input voltage range of 10-32V DC

Industrial rated from -40°C to +75°C for use in harsh environments (M301-TG/M301-TPG)
Metal Housing with IP40 industrial grade protection

IPv6/IPv4 dual stack and all applications are IPv6 ready

Support various serial communication protocols for connectivity

Enhance security and encryption for authentication and transmission
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1.2 Specifications

Cellular Interface
e Standards:
(Please see ordering information for optional band)
* 4G: FDD LTE, TDD LTE
* 3G: WCDMA
* 2G: GSM/EDGE
* GNSS: GPS
e |LTE Data Rate: Cat 4, 150Mbps (DL), 50Mbps (UL)
Wi-Fi Interface (M301-GW)
Compliant with IEEE 802.11 b/g/n Wi-Fi standards
2.4 GHz - 2.484 GHz radio band for wireless
1T1R 150 Mbps wireless operation rate
Wireless security with WPA-PSK, WPA2-PSK support
Multiple SSIDs
Wireless MAC Filtering
Wireless client isolation
Processor & /O Interface
® High performance 528 MHz CPU with 512 Mbytes of
DDR3 memory
® 2 x SIM Card Slots
® 1 xLAN 10/100 Mbps Ethernet port (M300/M300-G)
® 3 xLAN 10/100 Mbps Ethernet ports (M301/M301-
G/M301-TG/M301-TPG/M301-GW)
e 1 xWAN 10/100 Mbps Ethernet port
1 x WAN 10/100 Mbps Ethernet port with IEEE
802.3at/af PoE PD (M301-TPG)
Reset Button
Console: 1 x RS232 (9-pin Sub-D)
2 x SMA connectors for detachable LTE antenna
1 x GPS detachable antenna (M300-G/M301-G/M301-
TG/M301-TPG/M301-GW)
1 x RP-SMA for Wi-Fi antenna (M301-GW)
1 x RS485 (D+/D-)
1 x RS232 (TXD/RXD)
2 x DI, 1 x DO (Alarm +/-)
Physical Characteristics
® Enclosure : Aluminum Case
® Housing : IP40 Protection
e Weight :
e 451 g (M300/M300-G)
e 452¢g
(M301/M301-G/M301-TG/M301-TPG/M301-GW)
® Dimensions (W xH x D) : 60 x 110 x 106 mm
e |[nstallation : DIN Rail (Default) or Wall Mount
(Optional)
LED Display
® 1 x System status LED (Green)
® 1 x VPN status LED (Green)
(M300/M301/M300-G/M301-G/M301-TG/M301-TPG)
1 x FN status LED (Green) (M301-GW)
1 x SIM1 status LED (Green)
1 x SIM2 status LED (Green)
Ethernet status LEDs
(Green for LINK/ACT, Yellow for SPEED)
® 2 x Mobile connection strength LEDs (Green)

Power Supply

® Power Consumption 7 Watts (Max)

® Power Input 10~ 32V DC

MTBF (Mean Time Between Failures)

e M300/M300-G: 155,899 hrs. (MIL-HDBK-217-FN2)

e M301/M301-G/M301-TG/M301-TPG/M301-GW:
148,930 hrs. (MIL-HDBK-217-FN2)

Software

o Network Protocols:

IPv4, IPv6, IPv4/IPv6 dual stack, DHCP server and client,

PPPoE, Static IP, SNTP, GPS sync time, DNS Proxy,

Modbus, VRRP, OSPF, Message Queue Telemetry

Transport (MQTT Broker), BGP

® Routing/Firewall:

NAT, Virtual Server, DMZ, MAC Filter, URL Filter, IP Filter,

VLAN, Static Routing and RIP-1/2

e VPN:

Open VPN, IPsec (3DES, AES128, AES196, AES256,

MD5, SHA-1, SHA256), GRE, PPTP, L2TP

® Wireless Connectivity:

Two SIM for failover/ roaming over/ back up

Two SIM data usage control

Seamless multi WAN connections switch

® Others:

DDNS, QoS, Virtual COM, UPnP

e Alarm:

DI, DO, SMS, VPN/WAN Disconnect, SNMP Trap, E-mail

Management Software

Web GUI for remote and local management, CLI

Dual Image firmware upgrade by Web GUI

Syslog monitor

SNMP, TR069

Remote management via SSH v2, HTTPS

Local management via Telnet, SSH v2, HTTP/HTTPS

Environment

® Operating Temperature -20 ~ +70°C
(M300/M301/M300-G/M301-G/M301-GW)

® Operating Temperature -40 ~ +75°C (M301-TG/M301-
TPG)

e Storage Temperature -40 ~ +85°C

® Ambient Relative Humidity 10 ~ 95% (non-condensing)

® Humidity 0 ~ 95% (non-condensing)

Standards and Certifications

e EMC : CE, FCC

e EMI : EN 55032 Class A, FCC Part 15 Subpart B Class A

e EMS : EN 55024 / EN 61000-4-2 (ESD) Level 3/

EN 61000-4-3 (RS) Level 3/EN 61000-4-4 (EFT) Level 4 /

EN 61000-4-5 (Surge) Level 3/ EN 61000-4-6 (CS) Level

3/ EN 61000-4-8 (PFMF) Level 4 / EN 61000-4-11 /

EN 61000-6-2 (Industrial) / EN 61000-6-4 (Industrial)

Rail Traffic : EN50121-4

Vibration : IEC60068-2-6

Safety: EN60950-1

Highly Accelerated Life Test (HALT)
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1.3 Mechanical Dimensions

(1) M300 model:

1 x WAN, 1 x LAN, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO, 2 x SIM Card Slots, -20 ~ +70°C
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(2) M301 model:
1 x WAN, 3 x LANs, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO, 2 x SIM Card Slots, -20 ~ +70°C
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(3) M300-G model:

1 x WAN, 1 x LAN, 1 x GPS, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO, 2 x SIM Card Slots,

-20 ~ +70°C
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(4) M301-G/ M301-TG model:

1 x WAN, 3 x LANs, 1 x GPS, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO, 2 x SIM Card Slots,
-20 ~ +70°C (M301-G), -40 ~ +75°C (M301-TG)
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(5) M301-TPG model:

1 x WAN with IEEE 802.3at/af PoE PD, 3 x LANs, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO,
2 x SIM Card Slots, 1 x GPS, -40 ~ +75°C
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(6) M301-GW model:

1 x WAN, 3 x LANs, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO, 2 x SIM Card Slots, 1 x GPS,
1 x Wi-Fi, -20 ~ +70°C
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1.4 Ordering Information

Description

Industrial 4G LTE Cellular Router

(1 xWAN, 1 x LAN, 2 x RS232, 1 x R8485, 2 x DI, 1 x DO, 2 x SIM Card Slots,
-20 ~ +70°C)

Industrial 4G LTE Cellular Router

(1 xWAN, 3 x LANs, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO, 2 x SIM Card Slots,
-20 ~ +70°C)

Industrial 4G LTE Cellular Router

(1 xWAN, 1 xLAN, 1 x GPS, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO, 2 x SIM Card
Slots, -20 ~ +70°C)

Industrial 4G LTE Cellular Router

(1 x WAN, 3 x LANs, 1 x GPS, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO, 2 x SIM
Card Slots, -20 ~ +70°C))

Industrial 4G LTE Cellular Router

(1 x WAN, 3 x LANs, 1 x GPS, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO, 2 x SIM
Card Slots, -40 ~ +75°C))

Industrial 4G LTE Cellular Router

(1 x WAN with IEEE 802.3at/af PoE PD, 3 x LANs, 2 x RS232, 1 x RS485, 2 x DI,
1 x DO, 2 x SIM Card Slots, 1 x GPS, -40 ~ +75°C))

Industrial 4G LTE Cellular Router

(1 x WAN, 3 x LANs, 2 x RS232, 1 x RS485, 2 x DI, 1 x DO, 2 x SIM Card Slots,
1 x GPS, 1 x Wi-Fi, -20 ~ +70°C)

2 Hardware Installation ‘

This chapter introduces how to install and connect the hardware.

2.1 LED Indicators

Model Name

M300

M301

M300-G

M301-G

M301-TG

M301-TPG

M301-GW

H L H L
svsQ Q Q Rssl svsQ O O Rssl
veND O O sim MO O O sm
1 2 1 2
(M301-GW)
RSSI RSSI FN
LED Y VPN SIM1 SiM2
SYS High Low (M301-GW)
System | Normal Low VPN VPN
ON C ted | Connected
upP Signal | Signal | Connected onnecte Connected
Slow WAN WAN
Booti N/A N/A C i C ti
Blinking ooting Connected onnecting | Lonnecting Connected
F
st oA | NA | NA N/A Error Error N/A
Blinking
Power NO WAN Not Not NO WAN
FF N/A N/A
© Down / / Connection |  Working Working | Connection
Heart WiFi
N/A N/A Readi Readi
Beat N/A N/A / / eading eading Connected
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2.2 Ethernet Port

(1) 10/100 Mbps Ethernet LAN/WAN (M300/M300-G model)

The LAN and WAN interface are standard RJ45 connectors.

Pin Description Function
1 WAN TX+ 10/100 Mbps WAN, TX+ Pin
2 WAN TX- 10/100 Mbps WAN, TX- Pin
3 WAN RX+ 10/100 Mbps WAN, RX+ Pin
4 N/A N/A
5 N/A N/A
6 WAN RX- 10/100 Mbps WAN, RX- Pin
7 N/A N/A
8 N/A N/A

(2) 10/100 Mbps Ethernet LAN1~LAN3/WAN (M301/M301-G/M301-TG model)

The Ethernet LAN1~3 and WAN interfaces are standard RJ45 connectors.

Pin Description Function
1 LAN TX+ 10/100 Mbps LAN, TX+ Pin
2 LAN TX- 10/100 Mbps LAN, TX- Pin
3 LAN RX+ 10/100 Mbps LAN, RX+ Pin
4 N/A N/A
5 N/A N/A
6 LAN RX- 10/100 Mbps LAN, RX- Pin
7 N/A N/A
8 N/A N/A

I ——
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(3) 10/100 Mbps Ethernet LAN1~LAN3/WAN (M301-TPG model)

=l

The Ethernet LAN1~3 interfaces are standard RJ45 connectors. The WAN interface is a
standard RJ45 connector with IEEE 802.3at/af PoE PD.

(4) LED Indicator of Ethernet Port

Each Ethernet port has two LED indicators. The Green LED indicates Link/ACT, and the
Yellow LED indicates Speed.

LED Status Description
Off Connection is down
Green (Link/ACT) Blink Data is being transmitted
On Connection is up
Off 10 Mbps Mode
Yellow (Speed)
On 100 Mbps Mode

2.3 Serial Port COM1 (Console-RS232)

B)
COM 1
LO)
- The serial port COM1 is a standard Sub-D connector.
Pin Description Direction

1 N/A N/A
2 RXD In
3 TXD Out
4 N/A N/A
5 GND Ground
6 N/A N/A
7 RTS Out
8 CTS In
9 N/A N/A
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2.4 Install the SIM Card

1. SIM1/SIM2 Card Drawers and Eject Buttons

o (=]
SiM1 €
SM2 > |
Elect Sumian =« « =« @ o

2. Insert and Remove SIM1/SIM2 Card

(1) Before inserting or removing the SIM card, ensure that the power has been turned off
and the power connector has been removed from Cellular Router.

(2) Press the button with a paper clip or suitable tool to eject the SIM card from the

drawer.
‘In:-' iy el 1§ e
mogesr | B I T T
-
pe o

(3) Insert the SIM card with the contacts facing up and align it properly into the drawer.
Make sure your direction of SIM Card and put it into the tray.

(4) Slide the drawer back and locks it in place.
.p. !/- ';

el & 42

'

Sim2-"
- ﬁ —a

Note:

® Please make sure the direction first. When pulling into the SIM tray without putting the
correct direction, the tray will be stuck inside.

® Please turn off your router before taking the SIM card.

I ——
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2.5 Reset Button

(U RST

Reset button allows you to reboot the unit or restore to factory default setting.

Function Operation
Reboot Press the button for 1 second
Restore to factory default setting Press the button for 5 seconds

Note:

Press the Reset button and count the time around 5 seconds. The LED Indicators will be blinking
to show you have activated the setting successfully.

2.6 External Antenna

Each unit has two antenna connectors (SMA), MAIN and AUX. Connect the antenna to MAIN
when you have only one antenna. Please tighten the connecting nut properly to ensure good
connection.

2.7 Connecting the Power Supply

The router requires a DC power supply in the range of 10~32V DC. Please ensure all components
are earthed to a common ground before connecting any wiring.

0 Pin Power (10~32VDC)
9 E A FRAME GROUND
V-
PWR E v+ | . ] V- Negative
O V+ Positive
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2.8 Grounding the Router

To prevent the noise and surge effect, please connect the router to the site ground wire by the
ground screw before turning on the router.

%)

© @

%
-~

G

Ground Screw }

2.9 Pin Assignments

DI1/DI2 / Alarm Contacts / COM2 (RS-232) / COM3 (RS-485)

I ——
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2.10 Connecting I/O Ports

(1) Digital Input DI1 & DI2

The unit has four terminals on the terminal block for the Digital inputs.

Pin Description
DI1_I1
= Digital INPUT 1
DI1_COM
DI2_I2
= Digital INPUT 2
DI2_COM

® INPUT : +10 to +30V for state "1" (Q1 On)
® INPUT : +0 to +3V for state "0" (Q1 Off)
Note: Q1 is a bidirectional component.

Exiesnall :" Ledrraal THgiinl lI'I-F|1.||

181 3 W

; . ]_l'lli'.il.'
e - ;_ . Ta 0 * Logic
i ; Q1 ® Wl Contsct {Alurm tngper®)
= i

10K 1/9W 1206 » Wt Costact (Level from D o DI COM)

Level 1 1 [to 30 VIRC (1 on)
Lewel 0 101 3 VIR {1 off)

= Al OFN® 2 Q1 O (SW Close)

= Alarm THE® - O off (5W Ohpen)

+ L Larwed 1 & Db 2 0 YR dEFL Cind o i . ¢
F o i e e P S TRl Tk e T b a3
EL'I. L“"Iﬂl"i v Logie Laved B 00 3 W 000 1) 5 Gy i iencrisnsl past
Faemal Irrarasll F uiermal oo Dniierradl
i Pl
E ; & i i VTR Bk i
2 in W VTN B E 0K 1AW 120 g 10K 1/4W 1206
N pp L
— - [ri E |
ool EEd= Nl B
T = ==l =
“\; 1 | ] o B i J |_J 0}
[ . e, p—_— 11_‘.
bt =] Semmar
BT = Alerm trgger® < 1 mm om
| P TS
o Slarm ingger® < 0F] Hrmom [ § s DT, “Li { ontuct = Alamm vm-ngper® ; QU mom aff

Wet Contact

» Al va-bragper® ¢ 31 = odf

(2) Digital Output — Alarm Contacts

The unit has 2 terminals on the terminal block for the Alarm Contacts. Photo relay output
with current capacity of 500mA/50VDC maximum.

Pin Description
Alarm - Alarm negative signal output
Alarm + Alarm positive signal output

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8

16




External Internal
Alarm-+ E
50VDC (500mA) = —
; - \4—_' o From CPU
s @
i Photo MOS
E Relay
2.11 Serial Port COM2 (RS-232)
The serial port COM2 is a RS-232 interface.
Pin Description
RXD COM2 Serial Port, RXD Signal (INPUT)
TXD COM2 Serial Port, TXD Signal (OUTPUT)
GND COM2 Serial Port, Signal Ground ( % )

% Both connectors (RS-232 and RS-485) have a common ground connection.

2.12 Serial Port COM3 (RS-485)

The serial port COMS3 is a RS-485 interface.

Pin Description
D- COM3 Serial Port, Data- (B) wire
D+ COMB Serial Port, Data+ (A) wire

I ——
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2.13 DIP Switch

4 A built-in 120 ohm terminal resistor can be activated by DIP switch.
SW 3 Pull high or Pull low resistor adjustments are also available. It improves
- the communication on RS-485 networks for specific application.

Switch 1 and 2 set the pull high/low resistor
Switch 3 enables or disables the termination resistor

DIP SWITCH

Pull High (510 ohm) /
Pull Low (510 ohm) Bias Resistor
Enable ON ON
Disable (Default) OFF OFF

SW 1 (Pull Low) SW 2 (Pull High)

Termination Resistor (120 ohm) SW 3
Enable ON
Disable (Default) OFF
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3.1 Access the Web Configurator

The web configuration is an HTML-based management interface for quick and easy set up of the
cellular router. Monitoring of the status, configuration and administration of the router can be
done via the Web interface.

After properly connecting the hardware of cellular router as previously explained. Launch your
web browser and enter http://192.168.1.1 as URL.

The default IP address and sub net-mask of the cellular router are 192.168.1.1 and 255.255.255.0.
Because the cellular router acts as DHCP server in your network, the cellular router will
automatically assign IP address for PC or NB in the network.

Title Bar Panel > Selecting Language

You can choose the languages, including English and Taiwan.

Logging in the Router

In this section, please fill in the default User Name root and the default Password 2wsx#EDC
and then click . For the system security, suggest changing them after configuration.

After clicking, the interface shows [Login oK.

e e L

Fasgeard | o

Login ok

Note: After changing the User Name and Password, strongly recommend you to save them
because another time when you login, the User Name and Password have to be used the
new one you changed.

I ——
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3.2 Navigate the Web Configurator

The main screen is divided into three parts as below.

[A]-Title Bar, [B-Navigation Panel and [C|-Main Window.

Callular Router g "

(1) : Title Bar

The title bar provides some useful instructions that appear the situation of router.

Cellular Router

Title Bar
Item Description
Show if the SIM card is inserted in the slot. If yes, RSSI (Received Signal
RSSI Strength Indicator) shows the current signal strength in a wireless network
and the name of telecommunication operator.
Uptime Show the time starting turn on the router until current using.
WAN Priority Show the three mode of WAN status, which is first to use.
SIM Slot Show the current using of SIM Slot that inserts into SIM1 or SIM2.

Show the position of router from Google Maps.

Note: This function is for GPS spec.

Google Maps Display Google Map according to location.

Choose your language from the drop-down list on the upper right corner

Location

L

anguage of the title bar.
Login/Logout Click to log in or log out of the web configurator.
? Online Manual
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(2) : Navigation Panel-Main Menu and Sub Menu

The menu items are divided into main and sub menu to configure the settings and get the
status of connectivity on the navigation panel.

3) : Main Window

This section shows the information or setting fields from main menu and sub menu.

When you enter the web browser in the beginning and have not log in, the first item of main menu
shows your status that you are a guest. This status only can view status page without any
permission to log in. The interface of main window displays the status of router to show about
information, including Cellular Attribute, Dual SIM information, the current connectivity of WAN

Ethernet and LAN Ethernet. If the router has GPS function, the GPS interface is shown.

Note: After logging in the system, you can set up the status of user and divide into three levels
for setting user’s authority, including Super User, Administrator, and Read Only. For Guest,
this status is without any authority. All users log in or log out and they need to have Web Ul log

records.
Status Super User Administrator Read Only Guest
only Super User | only Super User

User name | system account (root/admin) y=up , y=up , N/A

can modify can modify
Password configurable configurable configurable N/A

Add/Delete/Modify all ’

. * eete/Modlly all users Read/Write only Read

Permission accounts except Super User. Confiquration Confiquration N/A
e Read/Write Configuration g g
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Status > DO

Item Description
Attribute
Alarm OFF Alarm configured to be disabled.
Alarm ON Alarm configured to be enabled.
Alarm PULSE Alarm configured to be enabled and DO in pulse mode.
Force ON DO is force ON and in always mode by SMS/HTTPS.
Force OFF DO is force OFF by SMS/HTTPS.
Force PULSE DO is force ON and in pulse mode by SMS/HTTPS.

Status > WAN LTE

Item Description
Attribute
WAN LTE The status of LTE.
Operator Display the name of operator.
Modem Access Show the router to access protocol type.
IMSI Show the IMSI number of the current SIM cards.
Phone Number Show the phone number of the current SIM or Backup SIM.
Band Show current connected Band.
EARFCN Absolute radio-frequency channel number.
PLMN Public LAN Mobile Network ID.
IPv4 Address LTE obtain IPv4 address.
IPv4 Mask LTE IPv4 mask.
Default Gateway LTE WAN IPv4 Default Gateway.
IPv4 Conn Time LTE WAN IPv4 Connected Time.
Roaming Roaming status.

Status > WAN Ethernet

Item Description
Attribute
IPv4 Address Ethernet WAN obtain IPv4 Address.
IPv4 Mask Ethernet WAN obtain IPv4 Mask.
Default Gateway Ethernet WAN IPv4 Default Gateway.
IPv4 Conn Time Ethernet WAN IPv4 Connected Time.

Status > WAN DNS

Item Description

Attribute

IPv4 DNS Server #1 Show the address of IPv4 DNS Server #1.

IPv4 DNS Server #2 Show the address of IPv4 DNS Server #2.

IPv4 DNS Server #3 Show the address of IPv4 DNS Server #3.

IPv6 DNS Server #1 Show the address of IPv6 DNS Server #1.

IPv6 DNS Server #2 Show the address of IPv6é DNS Server #2.

IPv6 DNS Server #3 Show the address of IPv6 DNS Server #3.
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Status > LAN Ethernet

Item Description
Attribute
IPv4 Address Ethernet LAN is assigned IPv4 Address.
IPv4 Mask Ethernet LAN is assigned IPv4 Mask.
IPv6 Address Ethernet LAN is assigned IPv6 Address.

IPv6 Conn Time

IPv6 Connected Time.

Status > WiFi

Item

Description

Attribute

Connected Clients

Show the clients who have connected to the device.

Status > GPS

Item ‘ Description
Attribute
Latitude Show the latitude information of location.
Longitude Show the longitude information of location.
Horizontal Show the horizontal information of location.
Altitude Show the altitude information of location.
Date (UTC) Show the date information of location.
Satellite Show the satellite information of location.

Status > System

Item Description

Attribute

Modem Firmware Version

Show the modem firmware version of the device.

LTE IMEI

Show the IMEI - International Mobile Equipment Identity.

Software Version

Show the software version currently running on the device.

Serial Number

Show the serial number of the device.

LAN Ethernet MAC Address

Show the MAC address of LAN interface.

WAN Ethernet MAC Address

Show the MAC address of WAN interface.

Status > Connected VPN Connection

Item Description
Attribute
Open VPN Open VPN connected number.
IPSec IPSec connected number.
GRE GRE connected number.
PPTP Server PPTP server connected number.
L2TP L2TP connected number.

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8
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4.1 Status > GPS

For those GPS enabled router, you can see on the right-top banner of web interface
when connecting your GPS function. After clicking banner, a map will automatically
display the current information of map according to location of router.

Location (000 0 00) 9§ Cheple Mige

Callvlar Router 4+

This system section provides you to configure the following items, including Time and Date, COM
Ports, Logging, Alarm, Ethernet, Modbus, and Client List.

Time and Date
COM Ports
Logging

Alarm
Ethernet
Modbus

Client List

LED
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5.1 System > Time and Date

This section allows you to set up the time and date of router and NTP server. There are two modes

at Time and Date Setup, including Get from Time Server and Manual. The default mode is Get
from Time Server.

If the router has GPS function, you can turn on "GPS Time" for sync time from GPS server.

For Time Zone Setup, the Daylight Savings Time allows the device to forward/backward the
amount of time from Ahead of standard time setting automatically when the time is at the
Daylight Savings duration that you have set up before.

. Get from Time Server
e Set up the time servers of IPv4 and IPv6.
e Select your local time zone.

e Click to keep your configuration settings.

Ligrar Tame Riwr 15 20 0 H 14 AbS
Time and Daie Satup
Wagrte Mamuml ® Gabom Tene Serser
% Faie & = O
Ped Sarvar 1 AT A A1)
Fed Smivai 27 N = 5t
ik Sy &) 10k rei il
Pl Baivar 21
P8 S 8]
el Sarygy B3
Time Zone Satup
Tirsa Tana VORAT | Ciasiranich Maban Tene  Dhoters, Ednibuingh Lalioe Londg

Sl e
Diayrigi Sawing

Atand of smdord [ TTETH
T Tale k Menis | Wea= | Day
Stars Tane F i o s
E i i L] ik | 1
End Tam LT =T

Time Sesvar
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Il. Manual
e Set up the information of time and date, including year, month, date, and hour, minute,
and second.
e Set up your local time zone.
e Click to submit your configuration changes.

& Time &nd Dale

Current Tima  Mar 15, 2018-8:22 38 AM
Time and Date Sefup
Mode & |danual Gt from Timea Semar
WY -R-O0 RS 2019 1 15 7 A 25
Tima Zone Setup
Timsa Tone G| Gressmvach Mean Teng - Dutibs Ednturgh, LESoR, Lahssh ¥

Dk Sdanmgd & i

Aaud of skandahd lime g1 mIns
Siari Diate 1 f.a i o iMsanth | Weak | Day)
Star Tima r ] (Haur | Minuba)
End Ciata 11 2 N i{Manit [ Weak 7 Day)
Ena Tima 2 a {Hour : Minute

Time Servor

Seiver Mods & it i

Swngd Paont

lll. Time Zone Setup

e Set up Daylight Savings as On.

e Set up Ahead of standard time.

e Set up the information of Start Date/Time, including Month, Week, Day, Hour and
Minute.

e Set up the information of End Date/Time, including Month, Week, Day, Hour and
Minute.

e Click to submit your configuration changes.
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System > Time Zone Setup > Daylight Savings
Item Description
Turn on/off the Daylight Savings feature. Select from Off or On.
The default is Off.
The forward/backward minutes when enter/leave Daylight
Savings duration. Default is 60 minus.
Time to enter Daylight Savings duration.
The Month range is 1~12.
1 - Jan. 7 - Jul
- Feb. 8 - Aug.
- Mar. 9 - Sep.
Apr. 10 - Oct.
- May 11 - Now.
6 - Jun. 12 - Dec.

Daylight Saving

Ahead of standard time

a b~ WwN
1

The Week range is 1~5.

1 - first week in month.

2 - second week in month
3 - third week in month

4 - fourth week in month
5- fifth week in month

Start Date / Start Time

The Day range is 0~6.

0 - Sunday (The start day of a week)
1- Monday

2 - Tuesday

3 - Wednesday

4 - Thursday

5 - Friday

6 - Saturday

The Hour range is 0~23.

The Min range is 0~59.

Time to leave Daylight Savings duration.
Same with Start Date/Start Time.

End Date / End Time
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IV. Time Server

The Time server feature allows user to set a time server for LAN side client to get the
time through NTP/SNTP protocol.

Time Server

Server Mode = Off on

Server Port 123

System > Time Server
Item Description
Server mode Turn on/off the time server.
Server port The UDP port listened by time server.

5.2 System > COM Ports

This section provides you to configure the COM port settings and remotely manage the device
through the virtual COM setting. For the remote management, the managed device should be
connected to the cellular router by serial interface either RS232 or RS485.

Note: The COM 1 and COM 2 are RS232 interface, and the COM 3 is RS485 interface.

(1) The default is Disable. You can click edit button to configure your settings.

¥ [LHE T HITET Frapenl Fin

i Tiaaliw T fi ﬂ
d b 1 u P
K] Tiaaliw T fi ﬂ

(2) Set up the configuration and Virtual COM. After configuring, click m to confirm your

settings.
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(8) The console is the command-line interface (CLI) management option for cellular router. You

can assign the COM port to be a management port by this option.

Note: We suggest to enable at least 1 COM port as your console port and the default console

portis COM 1.
& COM Ports
= Madae Host Address Protocol Port
| Servor cP 6000 48
2 Disabre TCP 0 m
) Dissbw oF 0 m
Apoly

(4) The interface shows the setting information and click m to configure.

System > COM Ports
Item ‘ Description
Edit Configuration
Baud Rate Select from the current Baud Rate.
Data Select from 7 bit or 8 bit.
Parity Select from the information of Parity.
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Stop Select from 1 bit or 2 bit.
Flow Control Select from none, Xon/Xoff or hardware.
Virtual COM
Mode Select from Disable, Server or Client.
Protocol Select from TCP or UDP.
The host address is only available on client mode. Specify
Host Address what the domain name or IP address (IPv4 or IPv6) to be
connected.
e Server Mode: This network package of cellular router is on
. this port.
Redirect Port e Client Mode: The network package of remote device is on the
remote host.

5.3 System > Logging

This section allows cellular router to record the data and display the status of data.

\ 5.3.1 Logging > Logging

(1) Logging section provides you to control all logging records.

(2) Users need to select to confirm your settings.

& Logging

Mode Disable = Enabie
Remate Log = Disable Enaiie
Log Senser Address Foin 255 255 255

System > Logging > Logging
Item Description
Turn on/off the logging configuration. Select from Disable or Enable.
The default is Enable.
The logging messages send to remote log or not. Select from Disable
or Enable. The default is Disable.
When you choose “Enable” on Remote Log, you should input IP
Log Server Address | address to save and receive all logging data.
(Note: This server should have installed Log software.)

Mode

Remote Log
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| 5.3.2 Logging > Log

This section displays all data status.
(1) You can choose Filter function to quickly search for your data.

(2) When you click [Cleal, all of the data that displays on the interface will be totally cleared
without any backup.

(3) When you click Refresh|, the system will update and display the latest data from your
cellular router.

(4) When you click Download Logs|
router.

o T e oo

= Date Group Module Message

, the system will download the latest data from your cellular

System > Logging > Log
Item Description
Filter Filter the required data quickly.
Date Show the date of log for each logging data.
Group Show the group of software functions.
Module Show the module of group of software functions.
Message Show the messages for each logging data.
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5.4 System > Alarm

This section allows you to configure the alarm.

IMode = Cusabée Enabie

Alarm inpedt = SME. = Ol = [ 2 w VPN deconmect ¥ WAN deconrect
= LAM disoonnect »| Rebool
—— # 00
T 1 Trigger & High Lowae
D02 Tiggesr = Fgh L
DO behawiior & Gbaays Fulse
SIS -l

Hint far SMEE-mad cnly acospd (il Sl

Note:

(1) If you select in Alarm input/output, you need to add the trust phone number into
Contracts/ On Duty.

(2) If you select in Alarm output, you need to set up SNMP trap configuration from
Service SNMP.

(3) If you select in Alarm output, you need to set up SMTP configuration from Service
SMTP.

(4) If you select in Alarm output, you need to set up TR069 configuration from Service
TRO069.

-
External o Internal

10K 1/4W 1206

To CPU

;

CLLLLLLL LA L L L LB L] ™

Q1
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System > Alarm

Item Description

Turn on/off the Alarm configuration. Select from Disable or Enable. The

default is Enable.

Select from SMS, DI 1, DI 2, VPN disconnect and WAN disconnect as

input to trigger alarm.

e SMS: It means on duty team members on Contacts / On Duty can
send SMS to the phone number of using SIM card to trigger alarm.

e DI 1/2: 10 to trigger alarm.

Alarm Input e VPN disconnect: All tunnels get disconnected then trigger alarm.

e WAN disconnect: WAN connections get disconnected then trigger
alarm.

e LAN disconnect: LAN connection get disconnected then trigger
alarm.

e Reboot: Reboot then trigger alarm.

Alarm Output Select from SMS, DO, SNMP trap and E-mail as alarm output.

Select from High or Low. The default is High Trigger.

Mode

DI 1/2 Trigger e High: SW is On to trigger.

e Low: SW is OFF to trigge.

e Always: Pull DO high.
DO behavior e Pulse: High and Low continuously.

e Pulse Time Length: Pulse time length (mini seconds).
SMS/E-mail Write your messages and limit 150 English characters for the

messages to deliver.

5.4.1 Alarm > Contacts > Create and name the Group

e Click trusted and on duty members for naming and the interface will show the group’s name
in the Group setting as below.

M dEconnes

Hint far SMEE-mad caily JD-:IP{
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e You can click E or n button to edit or delete the group.

L OIMECTS T T
il L Faami Prinna E -mail
g O 1 * m bas# AIST 29958 T tastftust com
4+ Ad Comug & Akl Ui
Ploassa do NOT scd devicn phosa miembar ings contmeis

Ay

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 35



5.4.2 Alarm > Contacts > Add User

e Select your naming group and click  Add User button to add your user’s information, including
Name, Phone and E-mail.

& Conlacts ! On Dty
Conacis Dty Schedule
ll Lisars Blama Przni E rrai
- o
# Add Gioen
Mease do HOT add device phone numbes into contacis

3
nto

After filling in your information for each row, chose your naming group and click

submit your settings.

Add Lsad
Nama Ik
Fhans <651 2348670
E-mad D saETREsl com
Grougs -
& Officn 1 Feice plaong nuenlke imie ComMacts
=

e After submitting your setting, the interface returns to Group window setting. Now you can see
your naming group and the user’s information that you have added.

| Bl | e e HpmE Phng E-rai
Al Laoap F Add Lisad

Plpgan do NOT add dewice jthonn ninnbsr jino coniacts
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e You can click E button to edit the user’s information or click the check box and

to delete the user.

B Conhetts | On Dury

Cianstaris

T & Mame Frans E rrak

+BEEG1 2 M56TE sttt i H

Momsa do NOT add device phone pomibes Into contacis

5.4.3 Alarm > Duty Schedule

e Select Duty Schedule] to edit the schedule of the on duty group.

naec hily Bohesfiile

Gioug =N DN TiE ED THU FRl AT

o A Group

5.5 System > Ethernet

This section allows you to configure the Ethernet.

For Flow Control, it allows you to configure the Ethernet and solve unstable throughput under
heavy loading. Sending 64 Bytes with bandwidth 100M bps traffic to LAN and WAN at the same
time, the throughput may drop to zero at either side. When the system is very busy or buffer is
exhausted, the flow control packet will be sent out to indicate that the link party has stopped to
send the packet to system. The flow control packet will be sent out again once the system goes
back to normal to indicate the link party that it can send packet again.

Note: The LAN port of Ethernet has different layout based on which router model you use.
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® For one LAN port (M300/M300-G/)

Ethemeat Ports Status
LAN 1000 Ful
VAN 100M Ful
Ethernet Ports Configurations

LAM & ALt
‘WAN W Huin

Wik Ethernet
AN MTU 1580
Flow Contral

LAN & [ (n

AN & 2]

10 Fell

1038 Full

1008 Hak

100M Hal

WM Pl @ 106 3 Disabie

B2M Full 10kl Hallf Db

i S e 1500

L=

® For three LAN ports (M301/M301-G/M301-TG/M301-TPG/M301-GW)

Etharrmial Ports Shafus

LMt or
LAN 2 1508 Fus
LANT OF

] 100 Fisl

Efwrrnal Ports Configumaiions

LAN T & Aglo 1D sl
LAY W Agia i TR ]
Lad ® Ao 1 Fdl
AN Al 1l Fial
¥AMN Eihermeat
Ak WATL 15
Flow Conbrol

LENZ @ QA & Do

LANT @ On E

] & O =

1000 Hafl

10008 Pl

1O

1001 FEil

108 Fud 1 ! il s o]
1N Fia 1106 it [
1 B Tied st Oy
(i Fs Tt #idssl [T

i N e TR
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System > Ethernet Ports

Item Description
Ethernet Ports Status Show the connectivity status of LAN and WAN.
Ethernet Ports Configurations Select.from Auto, 100M Full, 100M Half, 10M Full, 10M Half
and Disable.
MTU is the Maximum Transmission Unit that can be sent
WAN Ethernet over the WAN Ethernet interface. It allows users to adjust

the MTU size to fit into their existing network environment.
Allow user to control the traffic ingress from Ethernet LAN
or WAN.

Flow Control

5.6 System > Modbus

This section allows you to configure the Modbus.

Note: This configuration is for Modbus TCP and the function is only for COM 3 (RS485).

& Modbus

Mode Dizsable = Enable

Port 502

Apply
System > Modbus
Item Description
Mode Select from Disable or Enable.
Port The listening port of Modbus TCP.

5.7 System > Client List

This section allows you to understand how many devices have been connected and their status
from the router. There are two types, one is DHCP Client and the other is Online. The default is
both types to show all status when the router is on DHCP Client and Online.

For DHCP Client type, the information shows IP address, MAC address, Hostname and the expiry
time of IP (Start/End).

List Type ¢ DHCE Clomt Seine

¥ 1P Address MAC Address Hostname Stant End

B eh 308 n0ac ASUS-Ke2NB 2017112028 1020.47 20171204 15208
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For Online type, the information shows IP address and MAC address when the client is online.

L=l wps DT Chenl 7 Caluw
A 1P ke s KT Mk sma
i hHER | R ] Wl ERAZ R 1 TR

System > Client List
Item Description

e DHCP Client: List all clients’ information when it is via DHCP.

List Type e Online: List the information when it is online.

5.8 System > LED

This section allows you to set up the function led.

System > Client List

Item Description

e Default:
- ON: VPN connected.
- Slow Blinking: WAN connected.
- OFF: No WAN connection.
e WiFi AP:
- Heart Beat Blinking:
WiFi clients connected and it takes precedence.
- Otherwise as default behavior.

Function LED
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6 Configuration > WAN

This section allows you to configure WAN, including Priority, Ethernet and IPv6 DNS.

WAN =
Priority
Ethernet

IPvE DNS

6.1 WAN > Priority

You can set up the priority of WAN.

VM Pricnty ETH Firul

WAN > Priority
Item Description
e ETH First: WAN Ethernet is first priority and the second priority is LTE.
The default is ETH First.
Priority e LTE Only: The priority is only LTE.
e ETH Only: The priority is only Ethernet.
e LTE First: WAN LTE is first priority and the second priority is Ethernet.
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6.2 WAN > Ethernet

|6.2.1 WAN Ethernet Configuration

This section provides three options, including DHCP Client, PPPoE Client and Static IPv4.
The default is DHCP Client.

= WAN Ethernet

Work As @ DHCP Client © PPPoE Client © Static IPvd

Configuration Ethernet Ping Health

DNS Server Configuration

IPvd DNS Server #1 From ISP v
[Pvd DNS Server #2 From ISP v
IPvd DNS Server #3 From ISP v

Apply

WAN > Ethernet
Item Description

There are three options to obtain the IP of WAN Ethernet.

e DHCP Client: DHCP server-assigned IP address, netmask,
gateway, and DNS.

WAN Ethernet e PPPoE Client: Your ISP will provide you with a username and
password. This option is typically used for DSL services.

e Static IPv4: User-defined IP address, netmask, and gateway
address.
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When selecting “DHCP Client”, you can set up DNS Server Configuration.

For IPv4 DNS Server, it provides three options to set up and each option has provided with “From
ISP”, “User Defined” and “None” to configure.

= WiAN Elhornml

VTR A &[G Cleni PEPE (e Tigme [Py

DMS Server Configuration

il NS Server 11 From |50 ]
Friom |5

iyl CHS ST 82 T e
W=

gl Cogs Sarypr /] Fiows |5 i

WAN > Ethernet > DHCP Client

Item Description

e Each setting DNS Server has three options, including From ISP,
User Defined and None.

e When you select From ISP, the IPv4 DNS server IP is obtained
from ISP.

e When you select User Defined, the IPv4 DNS server IP is input
by user.

IPv4 DNS Server #1
IPv4 DNS Server #2
IPv4 DNS Server #3

When you select PPPoE Client, the interface shows the item of configuration to fill in your User
Name and Password.

= WAMN Emnenme]

Wiork Sn OHCP Cliet @& PPPoE Chant Srabic IP-d

Confguration Ethemat Fing Health

PPPoE Client Configuration
U Mo 2m|

Pasfwand = seieias

|
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When you select Static IPv4, the interface shows the information of configuration, including IP
Address, IP Mask and Gateway Address.

ok A DHCP Clienl FRFOE Clenl @ Siafic IPed

Static 1Pwd Configuration
F Address
F sk
BT 0 H ]
DNS Sarver Configuration

1Pl DNS Seneer &

IPwd DS Senver 82

Pl DNS Senver 1
WAN > Ethernet > Static IPv4

Item Description
Static IPv4 Configuration
IP Address Fill in the IP Address.
IP Mask Fill in the IP Mask.
Gateway Address Fill in Gateway Address.
DNS Server Configuration
IPv4 DNS Server #1
IPv4 DNS Server #2 The IPv4 DNS server IP is input by user.
IPv4 DNS Server #3

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 44



6.2.2 Ethernet Ping Health

If you configure “WAN Priority” to “Auto” mode, the system would choose the cost effective
connection first such as Ethernet. However, in case the Ethernet connection exist but it is unable
to access internet; you can enable “Ethernet Ping Health” and the system would switch to LTE
connection and switch back whenever Ethernet is able to access internet again.

= WWAN Clier i

NI A DHCF Cher FPRoE Clienl @ Sigic Bl
a a1t
heTTiet Py Hbain I . =H L
i S ]
L} il 1
[Pl Hor i
. i i |
8 i | - Fi
T Tn 1
Paditnsl fofe Petd 1 le=
e aciaan witl awiien | &3 o te Fesrisyd ping sadohed ol fai
'

WAN > Ethernet > Ethernet Ping Health

Item Description
Ethernet Ping Health | Select from Disable or Enable. The default is Enable.
Interval The interval is from 1 to 60 seconds.
IPv4 Host 1 Input the address of IPv4 Host 1.
IPv4 Host 2 Input the address of IPv4 Host 2.
IPv6 Host 1 Input the address of IPv6 Host 1.
IPv6 Host 2 Input the address of IPv6 Host 2.
Hint Show the usage descriptions.
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In addition, you can check which WAN is actually using from “Status” page. The interface will be
shown check mark (v symbol) on the connection title. For IPv6 address, the status will be
displayed on LAN Etherent Interface when IPv6 is using as WAN connection.

A, Cusrand SiW Bacihup Sid

SiM Card =1L SNt

Moderd Slahs Raady [

Oiparstor Far EazTona Crengirid Teacnm
o ACCess FODLTE FOOLTE

15| 46601110004 1457 USRI MTT M)
Fnang Humbss

Hand LTE SAnND 3 LTE BAND T
Chaeeed 1D 1550 10

IPwd A SrRRs 10, T4 BE. 42

IPvd Mok 265255 165 268

iutin. Wahis AT Waliga

Py Addrosy 118 0ET 125 240 IPvd Adcroa 142 186 1.1

Pyl Wlazk 255.255.296.15 1Py Moz 255.255.255.0

1PwS Brdrgss 2001 piAT POy 434 160
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6.3 WAN > IPv6 DNS

This section allows you to set up IPv6 DNS Server Configuration.

UNS Berver Configuration

Pvh DS Sarme 21 From 15P
P DNS Seraim B3 From 1EP
Py DNS Syl 23 From 1SR ]

| By

For IPv6 DNS Server, it provides three options to set up and each option has provided with “From
ISP”, “User Defined” and “None” to configure.

DNS Servar Configuration

Pl 5 Server 11 i 55 .
a8 TR

Py Dol S W

WAN > IPv6 DNS
Item Description
DNS Server Configuration

e Each setting DNS Server has three options, including
From ISP, User Defined and None.

e When you select From ISP, the IPv6 DNS server IP is
obtained from ISP.

e When you select User Defined, the IPv6 DNS server IP is
input by user.

IPv6 DNS Server #1
IPv6 DNS Server #2
IPv6 DNS Server #3
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7 Configuration > LTE

This section allows you to configure LTE Config, GPS Config, Dual SIM, Usage Display, SMS,
Engineer Info, and DNS.

1T ol
LIL iy
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Lozl -2k
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Srneng il
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I nrk Rames

Lt

7.1 LTE > LTE Config

|7.1.1 LTE Configuration |

You can set up the LTE Configuration and LTE Ping Health.
T oy T " “hange e el repae iebesing
Wt L0 Fan S0 Bl 1=0d)

LTE Ping Haalth

iy Hirdil! CEaks & Ehabl
TRV B SECONE
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A LTE Coaty

LTE Coniq fauln L Chalingd fin Bl recui B @bl
KTU ot L W SO0, max ARDD

1 TE Oimas Uesldids

LTE > LTE Config
Item Description
Auto: Automatically connect the possible band.
4G Only: Connect to 4G network only.
3G Only: Connect to 3G network only.
2G Only: Connect to 2G network only.
MTU is the Maximum Transmission Unit that can be sent over
MTU the LTE interface. It allows user to adjust the MTU size to fit into
their existing network environment.

LTE Config

17.1.2 LTE Ping Health |

For LTE connection, you can enable “LTE Ping Health” to keep alive to avoid base station kicking
out the device in idle time.

Note: In 'Dual SIM' mode and both SIM are ready, all URL ping fail would jump into another SIM
slot for connection.

LTE Ping Health

LTE > LTE Config > LTE Ping Health
Item Description
LTE Ping Health Select from Disable or Enable.
Interval Input the interval seconds of ping.
IPv4 Host 1 Input the address of IPv4 Host 1.
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IPv4 Host 2 Input the address of IPv4 Host 2.
IPv6 Host 1 Input the address of IPv6 Host 1.
IPv6 Host 2 Input the address of IPv6 Host 2.
Hint Show the usage descriptions.

7.2 LTE > GPS

This section shows the status of GPS and allows you to set up GPS Configuration and connect
RS232 from the used router to have more detailed information for your specific purpose.
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Note: You have to select RS232 item and the interface shows the options of COM Port.

You can download software from internet and activate the GPS Configuration to display what
information you need from your software.

LTE > GPS Config
Item Description
Report to Select from RS232 and LOG.
COM Port Select from COM1 and COM2.
NMEA Type Select from GSV, GGA, RMC and GSA.

For example, you can use some software depending on your requirements and activate the
GPS Configuration to display what information you need from your selecting software.
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7.3 LTE > Dual SIM

This section allows you to understand the status of connectivity for Dual SIM, SIM1 and SIM2.
The Used SIM item has three options and the default is on Dual SIM when first connection. The
Connect Retry Number field can set up the re-connecting time if your one of the SIM cards on
Dual SIM mode can’t connect successfully. The default of Connect Retry Number is 3 minutes.

Connect Policy

For Roaming Switch, it means Switch to another SIM when roaming is detected. System will
switch SIM slot when current SIM is in roaming state and another SIM slot is in READY state.
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If you have selected either SIM1 or SIM2 for the Used SIM to connect, the Roaming Switch
and Connect Retry Number would not to be shown in the interface.

il Dl Sk

Connect Policy
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You can set up the SIM cards, SIM1 Configurations or SIM2 Configurations.

e SIM PIN: If you have configured SIM PIN code into SIM card, please type SIM PIN code in
Dual SIM configuration to make unlock successfully.

e SIM PUK: If you have typed wrong SIM PIN code and retried more than 3 times, the SIM
Card will become the blocked mode. In this case, you have to type PUK and new SIM code
to unlock SIM Card.
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e Change SIM PIN : If you want to change SIM PIN code, you can click button and type
old SIM PIN code and new SIM PIN code. Please aware not to exceed the retry number (PIN
remaining number and PUN remaining number).

=hange Sk FIN

Oid Pl

Hayr Py

PiM Ramaning 0
Husmbser

FLK Ramaining 0
Humbar

Note:
The interface will be shown the tick symbol at the same time when each SIM Card has been
connected.

= Dual SIM

Connect Policy

Current SIM Card ~ SIM1

Disable Roaming © Disable *® Enable

Used SIM  © Dual SIM ® SIM1 © SIM2

v [BIM1 Configurations SiM2 Configurations

Status Ready
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LTE > Dual SIM

Item

Description

Connect Policy

Current SIM Card

Display which SIM slot is using.

Status of SIM Card
Connectivity

e Connect: After manually disconnect, user can only click
button to get connection or reboot the device to make it
automatically connect.

e Disconnect: If there is one SIM slot get connection, the
button appear. After manually click Disconnect, the system would
not automatically get connection until next reboot.

Disable Roaming

e NO: Make the connection even the device is in roaming state.
e YES: No connection when the device in roaming state.

e Dual SIM: Automatically switch SIM card when the current SIM
card fail to make connection.

Used SIM e SIM1: Only use SIM1 card slot.
e SIM2: Only use SIM2 card slot.
e Dual SIM: Automatically switch SIM card when the current SIM
card fail to make connection.
SIM Priority

e SIM1: Use SIM1 card slot as the first priority for connection.
e SIM2: Use SIM2 card slot as the first priority for connection.

Roaming Switch

Switch to another SIM when roaming is detected. System will switch
SIM slot when current SIM is in roaming state and another SIM slot is
in READY state.

Connect Retry Number

After timeout, the router attempts to switch another SIM Slot. The
default timeout is three minutes. This option is only for Dual SIM mode.

SIM1 or SIM2 Configurations

Status

Display the status of Dual SIM.

SIM PIN

A personal identification number (PIN) for ordinary use to protect your
SIM card.

Confirmed SIM PIN

Double confirm SIM PIN.

SIM PUK

If user input the wrong SIM PIN more than 3 times, the user needs
another password personal unblocking code (PUK) for PIN unlocking.
Please check your operator for forgotten PUK number.

Confirmed SIM PUK

Double confirm SIM PUK.

The Access Point Name (APN) is the name for the settings to set up
a connection to the gateway between your carrier's cellular network
and the Public Internet.

APN
Leave it empty will search internally database automatically by SIM
card for connection; however, please notice APN1 and APN2 must be
manually configured different setting while concurrently use.
The username can be input by user or the system will search from
Username

internal database if the username is blank.
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Password

The password can be input by user or the system will search from
internal database if the password is blank.

Confirm Password

Double confirm password.

Auth
(NONE/PAP/CHAP)

Configure Authentication mode with three modes, including NONE,
PAP, and CHAP. If Auth mode is not None, most servers require
username and password above.

Change SIM PIN

When you change the SIN PIN, please aware not to exceed the retry
number (PIN remaining number and PUN remaining number).

Old PIN

Please input the current SIM PIN code.

New PIN

Please input the newly update SIM PIN code.

PIN remaining number

Display the allowed remaining PIN code retry number.

PUK remaining number

Display the allowed remaining PUK code retry number.

Data Limitation

Mode

Turn on/off the Data Limitation to disable or enable.

Already Used Data
(MB)

Display current used throughput since last reset.

Max Data Limitation
(MB)

Configure max throughput.

Monthly Reset

Set up the reset time during the month.

Now Time

Show the current time of system.
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7.4 LTE > Usage Display

This section shows the status of current SIM card, operator, IMSI and the charts for Real

Time, Hourly, Daily, Weekly, and Monthly.
(1) Real-Time Usage:

It displays accumulated real-time Download/Upload/Total MB for 10 seconds period.

all Usage Msplay
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(2) Hourly Usage:

It displays Download/Upload/Total MB per hour in one day for current using SIM card and
the view window size is 24 hours.
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(3) Daily Usage:

It displays Download/Upload/Total MB per day in one month for current using SIM card and
the view window size is 31 days.
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(4) Weekly Usage:

It displays Download/Upload/Total MB per day in one week for current using SIM card and
the view window size is 7 days.

il Usage Do play
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(5) Monthly Usage:

It displays Download/Upload/Total MB per month in one year for current using SIM card and
the view window size is 12 months.
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7.5 LTE > SMS

This section provides two settings, one is SMS Action and the other is View SMS.

(1) When enabling SMS Action, it allows trust phone number which in Contacts/On Duty list
by sending key words SMS to trigger device setting/action/query status.
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(2) View SMS allows you to review the information of SMS that you have received, including the

state, phone and date and time. You can click n view button to review all messages,

Rehash
m button to clear all messages, and - button to reload all messages.
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7.6 LTE > Serving Cell

This section displays all parameters, including the following items:
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LTE > Serving Cell
Item Description
RSRP Reference Signal Received Power.
RSRQ Reference Signal Received Quality.
SINR Loarithmic value of SINR.
RSCP The Received Signal Code Power Level of the cell that was scanned.
ECIO Carrier to noise ratio in dB = measured Ec/lo value in dB.
Cell Identity eNB ID (20 Bits) + Cell ID (8 Bits).
eNB ID eNB ID.
Cell ID Cell ID.
PCIID Physical Cell ID.
EARFCN The E-UTRA-ARFCN of the cell that was scanned.
UL Bandwidth Up Link Bandwidth.
DL Bandwidth Down Link Bandwidth.
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T7.T LTE > Lock PCls

This section allows you to search neighbors, lock/unlock PCls and save locked PCls.

17.7.1 Neighbors

all Lack 1'Cls

mrignnon: | nekied M5 Sarand ekt FEs

Hisgses Fieg: Seany

Sramh m m FAw: for bochip ok

el o resks DIL oomecaun

LTE > Lock PCls > Neighbors

Item Description
Search Search Neighbors from the Air for further action.
Lock Select multiple PClIs (Physical Cell ID) from Neighbor List to lock.
Unlock Unlock all.
Save for bootup locked | Save selected locked PCls for next boot up.

17.7.2 Locked PCls

Click button to get all the most recent locked PCls (Physical Cell ID) information.

il Lok 'l

Fordgnnenes I nrked MOis e B e R L

Hieaze Fiegs =elisth

17.7.3 Saved Locked PCls

Click button to get all the most recent saved locked PCls (Physical Cell ID) information.

<l Lock I'Cls

Fordgnnees I nrked M5 Saund leker PEIR

Ll Satneesd Lok PR Ll
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7.8 LTE > Lock Bands

Please check Hint for module support bands and then select your desired multiple bands to lock
for use.

. Lock LI1E HBends
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7.9 LTE > DNS

This section allows you to setup LTE specific DNS setting.

APN1 DNS Server Configuration

1Py DHS Sarves #4 From 5P .
Froim

1Pyl OIS Serees &7 et Difreed
W

1Py DS SEreT =4 oy ESE o

APNZ DMNS Server Configuration

1Py DS Sener o1 From E5F L
1Pyl DNS Sorves #2 From 5P L
Pyl ONS Server 823 Fmm i5F L
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LTE > DNS
Item Description

1. Each setting DNS Server has three options, including From ISP,
User Defined and None.

2. When you select From ISP, the IPv4 DNS server IP is obtained
from ISP.

3. When you select User Defined, the IPv4 DNS server IP is input

IPv4 DNS Server #1
IPv4 DNS Server #2
IPv4 DNS Server #3

by user.

8 Configuration > WiFi (M301-GW)

8.1 WIiFi > WiFi Config

This section allows you to set up the Wi-Fi configuration.

WiF Metwork

A7 Emabie Cesabtie @ Ennbin
HT Mads & J0M L
Coustry Cads
Channe A ¥
ama) S510 M3 -G -DeBc TR
Seraily Cption PR P AES "
Passplhiass FYPRPPET B cha e les|
Wiy Lipiahe 1 (% no wpdote o 30-88400 saconds)
Item Description

Turn on/off the Wi-Fi Network. Select from Disable or Enable. The
default is Enable.

HT Mode (HT 20M: Only 20MHz Operation is Supported,40M: Both 20MHz and

AP Enable

Capability) 40MHz Operation is Supported.

Country Code Select Country Area for supported Channels

Name(SSID) SSID is Wi-Fi identification. The maximum length is 32

Channel Auto (Automatically select the best channel) or manually select

channel number.
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Item Description

None / WPA-PSK(TKIP) / WPA-PSK(AES) / WPA2-PSK (TKIP) /
WPA2-PSK(AES)/ WPA2(MIX).

Passphrase The legal length is 8 ~ 63. The string should belong to [0-9 A-F a-f].
Key Update 0 means no update or 30~86400 seconds update period.

Security Option

8.2 WiFi > Client List

This section allows you to see all the Connected WiFi Client List.

W Clant List

WiFi Clent List
MAC fckidhisan 1P Al Connacted Tima
BC 821 50T X3 192 168 1.5 b

Item Description
MAC Address MAC Address
IP Address Client IP Address
Connected Time Connected Time in Seconds.
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9 Configuration > LAN
This section allows you to configure LAN IPv4, LAN IPv6, VLAN and Subnet.

LAN r—

IPv4

IPvE

VLAN

Subnet

9.1 LAN > IPv4

Set up your IP Address and IP Mask. Also, fill in the information of DHCP Server Configuration.

1P Asidess

OHCP Sarver Configuration

Configuration

LAN > IPv4
Item Description
o |P Address:192.168.1.1
LAN IPv4 e [P Mask:255.255.255.0 .
Both of them are default, you can change them according to your local
IP Address and IP Mask.
DHCP Server e Turn on/off DHCP Server Configuration.

e Enable to make router can lease IP address to DHCP clients which
connect to LAN.

IP Address Pool

e Define the beginning and the end of the pool of IP addresses which
will lease to DHCP clients.

Static IP Addresses

DHCP server support static IP address assignment.

The static IP address can be added by clicking the [+ Add Static IP|
button.

Each static IP consist of mode(on/off), MAC and IP address.

e Mode: Turn on/off the static IP address

e MAC: The MAC address of target host or PC

e |IP: The desired IP address for target host or PC
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9.2 LAN > IPv6

Select your type of IPv6, which shows Delegate Prefix from WAN or Static, and then set up
DHCP Server Configuration, including Address Assign, DNS Assign and DNS Server.

Tvpe & Delegale Prefic from WaN

Siatic Ackiress

LDHCP Serer Confguration

Ay

LAN > IPv6

Item Description

e Delegate Prefix from WAN
Select this option to automatically obtain an IPv6 network prefix from the
service provider or an uplink router.

e Static
Select this option to configure a fixed IPv6 address for the cellular
router’s LAN IPv6 address.

Static Address You need to input the static address when you select the static type.

Type

DHCP Server Configuration

Select how you obtain an IPv6 address.

e Stateless: The cellular router uses IPv6 stateless auto configuration.
RADVD (Router Advertisement Daemon) is enabled to have the cellular

Address Assign router send IPv6 prefix information in router advertisements periodically
and in response to router solicitations.

e Stateful: The cellular router uses IPv6 stateful auto configuration. The
LAN IPv6 clients can obtain IPv6 addresses through DHCPV6.

9.3 LAN > VLAN

This section allows you to set up VLAN that provides a network segmentation system to
distinguish the LAN clients and separate them into different LAN subnet for enhancing security
and controlling traffic.

There are two router models based on the numbers of LAN ports to have two setting types of
VLAN and communicate with your devices, one is 1-port LAN and the other is 3-port LANs.

e Type 1:

For 1-port LAN router model, you can use the Type 1 to configure VLAN. First, the VLAN Mode
allows you to select Off or Tag Base (802.1p).
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LAk = LIF Tag) Herse

Ay

When VLAN Mode is set to Tag Base, the VLAN setting window will appear as shown below.

For each row, the settings can be enabled or disabled by checkbox and select the Subnet and
the VLAN ID (VID). The Subnet sets up the IP address and IP mask for the router, so this router
can communicate with the third party by this IP address and IP mask on this VLAN. (Note: The
NET1 can’t remove it and fixes in the first row.)

rdpda Off B Tag Bass

Enable Subme] Wib

- ~
NET1 L

Appty

Furthermore, the Subnet provides DHCP Server function to allow the third party for the same
VLAN to get IP address and IP mask. Therefore, you do not need to configure manually.

(Note: The subnet information window will show from LAN > Subnet.)

LAN > VLAN (1-port LANSs)
Item Description
Mode The VLAN mode is Off or Tag Base (802.1p VLAN).
Enable The assigned row of setting is enabled.
Subnet The subnet provides IP address and IP mask for the router.
VID The VLAN ID range is from 1 to 4094.
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e Type 2:
For 3-port LANs, the VLAN Mode allows you to select Off, Tag Base (802.1p) or Port Base.

= WLAN

Fdrde L) Tar: AA, Mind Rosn

When VLAN Mode is set to Tag Base, the VLAN setting window will appear as shown below.

KR 7 @ Tag Base For B3k
Faom
Fiaces Sainnar Vi LANT LANZ LAN FoHiar
# A - + - -
B s # * & -
5 - - - -
o - o o -
" - - # #
- & F - &
z - & o -
* s +* & -
]
Tag Maode Tryuns " TR L

3

The VLAN Isolation function allows administrator to separate the different Subnet (VLAN). When
it is on, the different Subnet (VLAN) user cannot communication each other.

For each row, the settings can be enabled or disabled by checkbox and select the Subnet and
the VLAN ID (VID). The Subnet sets up the IP address and IP mask for the router so this router
can communicate with the third party by this IP address and IP mask on this VLAN. (Note: The
NET1 can’t remove it and fixes in the first column.)

Furthermore, the Subnet provides DHCP Server function to allow the third party for the same
VLAN to get IP address and IP mask. Therefore, you do not need to configure manually.

(Note: The subnet information will show the Subnet window from the LAN catalogue.)

There are three ports for Tag Base Mode, including LAN1, LAN2 and LAN3. And one Router port
|
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which is a gate allows those ports to access internet or the router. The PVID and Tag Mode are
for LAN1, LAN2 and LAN3 ports. The PVID provides the untagged devices to communicate with
third-party devices. (Note: The untagged devices mean not to support 802.1p VLANS.)

The Tag Mode can be Trunk or Access. The Trunk allows to carry multiple 802.1p VLANSs traffic.
The Access allows the untagged devices to communicate with a specific 802.1p VLAN by
assigned PVID.

LAN > VLAN (3-port LANs) > Tag Base

Item Description
Mode The VLAN mode is Off or Tag Base (802.1p VLAN).
VLAN Isolation | The VLAN Isolation is Off or On.
Enable The assigned row of settings is enabled.
Subnet Sets the IP address, IP mask and DHCP server.
VID The VLAN ID range is from 1 to 4094.

The port is shown to assign the port to a VLAN which the device is
connected from LAN 1, LAN2, LAN3 and Router.

e The PVID range from 1 to 4094

e Sets the default VLAN ID for untagged devices connected to the port.

e The Trunk port setting is connected to another 802.1p VLAN aware
Tag Mode switch or device.

e The Access port setting is connected to a single untagged device.

Port

PVID

When VLAN Mode is set to Port Base, the VLAN setting window will appear as shown below.

= YWLAN

| HH Ll | [EHIE c CR O -

Farc

Tac Lk L&k L&k Aouner

For each row, the settings can be enabled or disabled by checkbox and assign the port to
communicate each other. There are three ports for Port Base Mode, including LAN1, LAN2 and
LANS3. And one Router port which is a gate allows those ports to access internet or the router.
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LAN > VLAN (3-port LANs) > Port Base

Item Description
Mode The VLAN mode is Off, Tag Base (802.1p VLAN) or Port Base.
Enable The assigned row of setting is enabled.

The port is shown to assign the port to a VLAN which the device is

Port connected from LAN 1, LAN2, LAN3 and Router.

9.4 LAN > Subnet

This section allows you to get the information of IP Address and IP Mask and edit for the VLAN
Subnets from DHCP Server Configuration.

Mama IF Sddrass IF fask Edit
NFTZ 1T AREF - AN SG RN D E
HLIY THE G 2aadandnnl E
NFTA 17 1RE A - AN SG RN D E
HL 1% EF LU 2oognn il E
NFTS 1P REE MInEERIRN0 E
HLI1¥ U F LU 2oognn il E
NFTH 17 AREf - AN SG RN D E

i FulneE, HIETT 1z U debaudl IFed Land g IFed Do eariigurali.,

This Subnet setting is the same as LAN > IPv4 setting and follows with Tag Base Mode of VLAN
to enable the function.
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DHCP Sarvar Configuration
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10 IP Routing

This section allows you to configure the Static Route, RIP, OSPF, and BGP.
Static Route
RIP

OSPF

BGP

10.1 IP Routing > Static Route

This section allows you to configure the Static Route. A static route is a pre-determined path that
network information must follow to reach a specific host or network.

Kipde w O (s
Mids Mams Daslimatian = InlwrTacs Datals
of & on §53 168 100 V24 157 1681 300 [ = |
lig= T = T
FhRlITH
Deshmaton
SaEWE
IP Routing > Static Route > Settings
Item Description
Mode The setting is for full network. Select from Off or On.
Settings
Mode The setting is for the specific network. Select from Off or On.
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Name Set up each name for your running host or network.
Destination | Fill in the destination of a specific subnet or IP from network.

Gateway Fill in the gateway address of your router.
Interface Select the interface from LAN or Ethernet.
Note:

® The destination field is required to fill in. The format of destination is IPv4 or IPv6.
® The address of gateway or the type of interface can be chosen one or both to fill in the field.

® There are two fail situations when you fill in the incorrect type for the field.

(1) Input the invalid format of destination. The interface is shown in |Apply fail to notice.

®

Apply fail

(2) Input the IP address of destination/gateway from IPv4 and IPv6 at the same time. The

interface is shown in to notice. You should select either IPv4 or IPv6 as the
address of destination/gateway.

Apply fail

S ibs ot -
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The status tab shows the information from the settings of static route.
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IP Routing > Static Route > Status

Item Description
Mode The setting is open for full network. Select from Off or On.
Status
Destination Show the status of destination from the setting section.
Gateway Show the status of gateway from the setting section.
Interface Show the status of interface from the setting section.
Protocol Show the status of protocol from the setting section.

10.2 IP Routing > RIP

This section allows you to configure RIP and select the mode from Disable or Enable. The default
is Disable.

Note:

RIP (Routing Information Protocol, RFC 2453) is an Interior Gateway Protocol (IGP) and is
commonly used in internal networks. It allows a router to exchange its routing information
automatically with other routers, and allows it to dynamically adjust its routing tables and adapt to

changes in the network.
|
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IP Routing > RIP > General

Item

Description

General

Mode

Select from Off or On to open or close RIP function.

Redistribute local routes

Select from Off or On to open or close redistribute local routes.

Redistribute connected
routes

Select from Off or On to open or close redistribute connected
routes.

Redistribute OSPF routes

Select from Off or On to open or close redistribute OSPF routes.

Redistribute BGP routes

Select from Off or On to open or close redistribute BGP routes.
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IP Routing > RIP > Interfaces

Item Description
Interfaces
Mode Select from Off or On to use or not to use the RIP function in the interface.
Interface Select from eth1 (WAN Ethernet) or LAN.

Select from none or md5 to approve authentication.
Authentication | Note:
Please offer Key and Key ID when you select md5 to use HMAC-MD5.

Key The key used for authentication (maxlength=16).
Key ID The ID of the key used for authentication (1-255).
. Select from Off or On to send out or not to send out RIP packets on this
Passive .
interface.

10.3 IP Routing > OSPF

This section allows you to set up OSPF with three sub configurations, including General,
Interfaces and Networks configuration.

(1) General Configuration

IP Routing > OSPF > General

Item Description
General
Mode e Off: OSPF function is off.
e On: OSPF function is on.
e Off Not redistribute local routes from the device's own routing
. table.
Redistribute local routes e On: Redistribute local routes from the device's own routing
table.
Redistribute = connected | e Off: Not redistribute connected routes to networks which are
routes directly connected to the device.

I ——
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e On: Redistribute connected routes to networks which are
directly connected to the device.
e Off: Not redistribute RIP routes learned via the RIP routing
. protocol.
Redistribute RIP rout
edistribute routes e On: Redistribute RIP routes learned via the RIP routing
protocol.
e Off: Not redistribute BGP routes learned via the RIP routing
. protocol.
Redistribute BGP routes e On: Redistribute BGP routes learned via the RIP routing
protocol.

(2) Interfaces Configuration
There are 2 parts for OSPF Interfaces configuration.
e OSPF Interfaces Summary
Click button to edit the existed interface.
Click button to delete the existed interface.
e Add/Edit OSPF Interface

Note: This interface can be added at maximum is 2.

Summary
[ ] Wi inosrtace Artheniicanon ey Hay 1D Coxt Pasyve Edn Diwiama
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IP Routing > OSPF > Interfaces

Item Description
Mode Select from Off or On to use or not to use the OSPF function in the interface.
Interface Select from eth1 (WAN Ethernet) or LAN.

Authentication

Select from none or md5 to approve authentication.
Note:
Please offer Key and Key ID when you select md5 to use HMAC-MD5.

Key The key used for authentication (maxlength=16).

Key ID The ID of the key used for authentication (1-255).

Cost The cost for sending packets via this interface (0: OSPF defaults).

Passive Select from Off or On to send out or not to send out OSPF packets on this

interface.

(3) Networks Configuration

There are 2 parts for OSPF Networks configuration.

e OSPF Networks Summary

You can edit and delete the existed OSPF networks.

e OSPF Networks Add/Edit

This sub configuration is used to configure all the networks, the maximum is 2.

Summary
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IP Routing > OSPF > Networks

Item Description
Mode Select from Off or On to enable the network setting.
Prefix Set Prefix of the network
Prefix Length Set Length of the prefix
Area Routing area to which this interface belongs (0-65535, 0 means backbone)

10.4 IP Routing > BGP

This section allows you to set up BGP with three sub configurations, including General, Neighbors
and Networks configuration.

(1) General Configuration

IP Routing > BGP > General

Item Description
General
Mode e Off: BGP function is off.
e On: BGP function is on.
AS Number The number of the autonomous system (1 ~ 4294967295)

Redistribute local
routes

Off: Not redistribute local routes from the device's own routing table.
On: Redistribute local routes from the device's own routing table.

Redistribute
connected routes

Off: Not redistribute connected routes to networks which are directly
connected to the device.
On: Redistribute connected routes to networks which are directly
connected to the device.

Redistribute RIP
routes

e Off: Not redistribute RIP routes learned via the RIP routing protocol.
e On: Redistribute RIP routes learned via the RIP routing protocol.

Redistribute
OSPF routes

Off: Not redistribute OSPF routes learned via the OSPF routing
protocol.

e On: Redistribute OSPF routes learned via the OSPF routing protocol.
|
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(2) Neighbor Configuration

The neighbors sub configuration is used to configure all the BGP routers to peer with and the
maximum neighbors is 16.

LI IF AgamEs AT Mo Wy Eihag WEeate Foure Addierg E&f Deletw
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IP Routing > BGP > Neighbors

Item Description
Mode Select from Off or On to enable the neighbor setting.
IP Address Set IP address of the peer router.
AS Number Autonomous system number of the peer router.
Multihop Allow multiple hops between this router and the peer router.
Update Source Mode Whether to specify the source address to this neighbor.
Update Source Address | The source address to this neighbor.

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 83



(3) Networks Configuration

The networks sub configuration allows to add IP network prefixes that shall be distributed via BGP
in addition to the networks that are redistributed from other sources as defined on the general sub

configuration and the maximum neighbors is 16.

g o PrefiE Prefix Laagn Edn

Add BGP Network
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Apply

IP Routing > BGP > Networks
Item Description
Mode Select from Off or On to enable the network
Prefix Set Prefix of the network
Prefix Length Set Length of the prefix
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11 Configuration > VPN

This section allows you to configure Open VPN, IPsec, GRE, PPTP Server, and L2TP.
VPN o
Open VPN

IPSec

GRE

PFTF Server

L2TP

11.1 VPN > Open VPN

‘ 11.1.1 Open VPN Common Setting

(1) This section allows you to configure the Open VPN parameters. The default mode is Disable.

Click E button to edit Open VPN Connection.
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(2) From Setting tab, you can set up the connection of Open VPN.
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(8) From Log tab, the interface will be shown the status of connection to make you follow the
suitation whenever is successful or fail connection.

LochL Copest ' HT Comneviun #1

elihe lag

VPN > Open VPN > Setting

Item Description

Mode Turn on/off Open VPN to select Disable or Enable.

e Server: Tick to enable Open VPN server tunnel.

e Client: Tick to enable Open VPN client tunnel. The default is Client.
VPN Mode e Custom: This option allows user to use the .ovpn configuration file
to quickly set up VPN tunnel with third-party server or use the Open
VPN advanced options to be compatible with other servers.
|
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VPN Tvoe e Roadwarrior (default)
yp e Bridging: Bridging the VPN tunnel and LAN/VLAN
Status Display the status of Open VPN.
TLS Mode Select from Disable or Enable for data security. The default is Disable.
Cipher The Open VPN format of data transmission.
IPv6 Mode Select from Disable or Enable. The default is Disable.
Device Select from TUN or TAP. The default is TUN.
Select from UDP or TCP Client which depends on the application. The
Protocol .
default is UDP.
Port Enter the listening port of remote side Open VPN server.
. Select Disable or Enable to compress the data stream. The default is
VPN Compression .
Disable.
e Select from two different kinds of authentication ways: Certificate
Authentication or pkcs#12 Certificate.
e The pkcs#12 option is only available on the VPN client mode.
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111.1.2 Open VPN Client Setting

Select option “Client” from VPN Mode, and this section allows you configure the Open VPN client
route and authentication files.

The files could be imported by clicking button and the file should be downloaded from Open
VPN server.
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VPN > Open VPN > Client VPN Mode

Item Description
Client
Server Address Fill in WAN IP of Open VPN server.
Select from Off or On. This setting needs to match the server
Route Client Networks side. When enabled, the cellular router will auto apply the
properly routing rules.
NAT

e Tick to enable NAT Traversal for Open VPN. This item must
be enabled when the router under NAT environment.

1:1 NAT e Select from Off or On.

e When two routers’ LAN Subnet are same and create Open
VPN tunnels, this function should be turned on.

Client-Security

The Certificate Authority file of Open VPN server could be

Root CA downloaded from Open VPN server.

Cert The certification file is for Open VPN client, which could be
downloaded from Open VPN server.

Key The private key file is for Open VPN client, which could be
downloaded from Open VPN server.

P12 The PKCS#12 file is for Open VPN client, which could be

downloaded from Open VPN server.
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111.1.3 Open VPN Server Setting

Select option “Server” from VPN Mode, and this section allows you to configure the server status
of VPN Mode.

Note: When selecting the option of Route Client Networks, the Open VPN server will route
the client traffic or not.

You should fill in the client IP and netmask when this option is enabled.
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VPN > Open VPN > Server VPN Mode

Item

Description

Server

VPN Network

The network ID for Open VPN virtual network.

VPN Netmask

The netmask for Open VPN virtual network.

Roadwarrior:
Route Client Networks

Select from Off or On. The Open VPN server will route the client
traffic or not. User should fill in the client IP and netmask when this
option is enabled.

NAT
e Tick to enable NAT Traversal for Open VPN. This item must be
enabled when router under NAT environment.
1:1 NAT e Select from Off or On. The default is Off.

e When two routers’ LAN Subnet are same and create Open VPN
tunnels, this function is turned on.

Server- Server Security

Root CA

Create Root CA key.

Cert, Key and DH

Create Cert, Key and DH key.

Server- User Security

User 1 - User 8

According to your requirement, you can create different kinds of
user security key from User 1 to User 8.

\ 11.1.4 Set up Open VPN Custom

For Custom of VPN Mode, this section helps you use the .ovpn configuration file to quickly set
up VPN tunnel with third-party server or use the Open VPN advance options to be compatible with

other servers.

Note:

® When clicking the m button, you can import third-party Open VPN

configuration that find out from Internet and save the document into your server or PC.

® Afterimporting the file, the interface will show

the information and

button. Click for displaying

for downloading the file.

® For third-party Open VPN configuration, suggest from http://www.vpngate.net/en/
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VPN > Open VPN > Custom VPN Mode
Item Description
Mode Select from Disable or Enable. The default is Disable.
VPN Mode Select from custom mode.

Custom Config

Import Open VPN configuration.

Username Fill in the username if the imported file has already set up the username.
Password Fill in the password if the imported file has already set up the password.
Status Display the connection status of Open VPN, such as IP address and the

connected time.
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11.2 VPN > IPsec

This section allows you to set up IPsec Tunnel. The seting has four tags, Connections,
Authentication IDs, X.509 Certificates, and CA Certificates.

For the IPsec connection which be authenticated by pre-shared key, it only need to setup the
Connections and Authentication IDs. For the IPsec connection which be authenticated by
RSA or TLS, the settings must cover the four parts.

Bz i Diszbdz Etabie

Teaee 0 Folew bazzd © Fauls bascd

VPN > IPsec > General setting
Item Description

Mode Select from Disable or Enable. The default is Disable.

Select from Policy-based or Route-based. The default is Policy-based.
Type ® Policy-based: transmit traffic that meet the IPsec phase 2 local/remote subnet.
® Route-based: transmit traffic that match routing table.

11.2.1 IPsec > Connections

This section provides the information of the IPsec connections. Each connection will show the
State, IKE information and Tunnel information.

® In the default setting, the list of connections is empty. You can create the new connection by
click # Add Connection| button.

® For the edit, you can click the and buttons to edit IPsec phase 1 and
phase 2 setting respectively.

® For the advance settings, like Dead Peer Detection, a.k.a DPD, you can click the ' =~ ' button
to edit it.
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(1) IPsec Phase 1 Setting
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VPN > IPsec > Connections > Phrase 1 setting

Item Description
Mode Select from Disable or Enable. The default is Disable.
Name Short name or description.
Protocol Select from IKEv1 or IKEv2. The default is IKEv1.

Select from Disable or Enable. The default is Disable.

When this option be enabled, the connection will be running on IKEv1
Aggressive mode.

(Note: This option only work on IKEv1.)

Select from PSK (default), RSA, EAP-TLS.

Aggressive mode

Auth Type (Note: The EAP-TLS is for IKEv2 only.)
Encrvotion The encryption algorithm.

P Select from AES128 (default), AES192, AES256 or 3DES.
Hash The integrity algorithm.

Select from MD5, SHA1 (default) or SHA256.

The Diffie Hellman Group.

DH Group Select from 1(768 bit), 2(1024 bit), 5(1536 bit) (default), 14(2048 bit),
15(3072 bit), 16(4096 bit), 17(6144 bit) or 18(8192 bit).

The length of the keying channel of a connection.

Lifetime Select from 30 minutes, 1 hour, 2 hours, 3 hours, 6 hours, 12 hours or

24 hours.
- "
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The IP address of the router's public network interface.

Local Host If this value is blank, the connection will automatically detect the correct
IP address.

The identification for authentication on local peer.

Select from the created authentication IDs or empty.

The IP address of the peer gateway's public network interface.

Remote Host If this value is blank, the connection will act the server role to wait the
incoming request.

The identification for authentication on remote peer.

Select from the created authentication IDs or empty.

Local ID

Remote ID

(2)IPsec Phase 2 Setting
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VPN > IPsec > Connections > Phrase 2 setting

Item Description
Protocol Only support ESP.
Encryption The encryption algorithm.

Select from AES128 (default), AES192, AES256 or 3DES.

The integrity algorithm.

Select from MD5, SHA1 (default) or SHA256.

The Diffie Hellman Group.

DH Group Select from 1(768 bit), 2(1024 bit), 5(1536 bit) (default), 14(2048 bit), 15(3072
bit), 16(4096 bit), 17(6144 bit) or 18(8192 bit).

The length of a particular instance of a connection.

Lifetime Select from 30 minutes, 1 hour, 2 hours, 3 hours, 6 hours, 12 hours or 24
hours.

The private subnet behind the router.

The available formats are A.B.C.D, A.B.C.D/M, A.B::C.D or A.B::C.D/M

If this value is blank, the connection will set it as the “Local Host” of Phase 1
setting.

Hash

Local Subnet

I ——
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Note:

(1) This option only work on Policy-based IPsec VPN type.

(2) This option will be setup as 0.0.0.0/0 automatically on IPsec Route-based
VPN.

(8) This option will be omitted when the service option is L2TP.
(For host-to-host connection only)

The private subnet behind the peer gateway.

The available formats are A.B.C.D, A.B.C.D/M, A.B::C.D or A.B::C.D/M

If this value is blank, the connection will set it as the "Remote Host™ of Phase

1 setting.
Remote Note:
Subnet (1) This option only work on Policy-based IPsec VPN type.
(2) This option will be setup as 0.0.0.0/0 automatically on IPsec Route-based
VPN.

(8) This option will be omitted when the service option is L2TP.
(for host-to-host connection only)

Restrict the VPN traffic to the particular protocol only.

Select from the Any, TCP, UDP or L2TP.

Service

(3) IPsec Advance Setting

Arrimznesl 5 w0

=Ly ]

VPN > IPsec > Connections > Advance Setting
Item Description
The period time interval to detect dead peers.
The default is 30 seconds.
The max number of retry of dead peer detection.
The default is 5 times.

DPD interval

DPD retry

11.2.2 IPsec > Authentication IDs

This section provides the authenticaion ID set to authenticate the IPsec connections.

In the default setting, the list of authentication ID is empty. You can create the new authentication
ID by click # Add Authentication ID| button.

Note: Please apply the changes before editing the connection settings.

I ——
INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 95



& b Tl Fra-smarsd Ky [ 5508 Camstizan

& Add Auihentsalion 1D

VPN > IPsec > Authentication IDs
Item Description
The identification for authentication.
It only work on PSK type.
Select from PSK or RSA. The default is PSK.
Type e PSK: Use the pre-shared key to authenticate the connection.
e RSA: Use the certificate to authenticate the connection.
The X.509 certificate for authentication.
The certificate could be generated or imported by X.509 Certificates
section.

ID

Pre-shared Key /
X.509 Certificate

According to the above options, there are some combinations to authenticate the IPsec connection.

VPN > IPsec > Authentication IDs

Pre-shared
# ID Type Key / X.509 Comment
Certificate
1 PSK password The default password for the PSK connections.

The password only for the PSK connection with
remote.IPsec ID.

Normally, this case will be used to authenticate
peer gateway.

The identification for the connection.

3 local.IPsec | PSK Normally, this case will be used to announe the
ID of the router.

The ID field will be omitted, and use the
common name(CN) of X.509 as the ID field.

2 | remote.IPsec | PSK 2wsx#EDC

4 test RSA | created X.509

I ——
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\ 11.2.3 IPsec > X.509 Certificates

This section provides the certificates setting which could be used by IPsec authentication ID.

Each certificate will show the State and Subject information and provide the controlling buttons
to let user import, download or edit the certificate/key files.

Note: Please apply the changes before editing the Authentication IDs settings.
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11.2.4 IPsec > CA Certificates \

This section provides the CA certificates setting which could check whether the X.509 certificate
is valid or not.

There is one self-signed CA (generated by the router), and it supports the user import the self-
signed CAs to the router. The self-signed CA will help the router to verify the self-signed X.509
certificate which is imported on X.509 Certificates section.

Each CA certificate will show the State and Subject information and provide the controlling
buttons to let user could download or edit the certificate / key files.
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Certificate Generation

There are two kinds of certificate could generated by router, one is self-signed CA, the other is

X.509.

To generate the self-signed CA certificate:

1.

WD

Navigate to [CA Certificates| tab.

Click the < edit button to navigate the Certificate Setting page.
Fill up the informations of the CA certificate.
Click the [Generate Certificate] button and [Save].

Click the button to apply the changes.

To generate the X.509 certificate:

1.

Make sure the self-signed CA certificate generated.

2. Navigate to [X.509 Certificates| tab.

N Ok

Add the new X.509 certificate by button. (If it’s not existed.)
Click the Edit button to navigate the Certificate Setting page.

Fill up the informations of the X.509 certificate.

Click the [Generate Certificate] button and [Save

Click the button to apply the changes.
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Certificate Setting

VPN > IPsec > CA Certificates
Item Description
The 2-letter country code. e.g. US
This option is required for certificate generation.
State The state name. e.g. Some-State
Location The location name. e.g. city-name
The orgnization name. e.g. company-name
This option is required for certificate generation.
Orgnization Unit Name | The orgnization unit name.
The host name associated with the certificate. e.g. example.com
This option is required for certificate generation.
E-mail The maintainer's E-mail.

Country Name

Orgnization Name

Common Name
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Certificate Importing
Same as the Certificate Generation, the router support the CA and X.509 certificate importing.

To import the CA certificate:

Navigate to [CA Certificates| tab.
Click the [+ Add CA certificate] button.
Select the CA certificate file from browser window.

When the file be selected and everything all right, the newly CA certificate will shown the
CA certificate list with Imported state.

0 Dnp o~

To import the X.509 certificate:

1. Navigate to [X.509 Certificates] tab.
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Click the [+ Add X.509 button. The list will pop up the balnk X.509 entry.

Click the Cert Import| button.

Select the X.509 certificate file from browser window.

A A

When the file be selected and everything all right, the state should be Cert or Key is
missed.

o

Click the Key Import button.
Select the X.509 key file from browser window.
8. When the state shown Imported, the importing procedure is completed.

How to download the certificate

If the certificate is generated or imported, there will be the download button to download each
certificate and key file.

Note: When the connection is authenticated by RSA or EAP-TLS, the user must download the
X.509 certificate, key and CA certificate, and import the files to the remote gateway.

11.2.5 IPsec > Net-to-Net Configuration

In this case, the IPsec VPN tunnel uses the two LAN side subnet clouds and makes them
communicate each other. There are two part settings for the Cellular router IPsec feature.

Cellular Router

Cellular Router
Ea s aaon WAN: 10.0.0.1/24 e IPSec client
Local ~ WAN: 10.0.0.2/24 ~ Remate

JLAN 192.168.100.1/24 LAN: 192.168.200.1/24

I

— —

— —

— = — =

PC1:192.168.100.2/24 PC2: 192.168.200.2/24

® Pre-shared Key authentication

Configure Net-to-Net VPN Server
1. Change Mode from Disable to Enable.

2. Navigate to the [Authentication IDs] tab.

3. Add the authentication ID
. Keep ID as blank, Type as PSK and fill the password to Pre-shared Key field.
4. Apply the changes

I
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5. Navigate to the tab.

6. Add IPsec connection

1
2

(1) Edit the phase 1 setting
(2)
(3) Save the changes.
(4)
(%)

Change Mode from Disable to Enable.

4
5

Edit the phase 2 setting

Fill up the Local Subnet and Remote Subnet.

. e.g. Local Subnet: 192.168.100.0/24, Remote Subnet: 192.168.200.0/24
(6) Save the changes

7. Apply the changes
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Configure Net-to-Net VPN Client

1. Change Mode from Disable to Enable.

2. Navigate to the |Authentication IDs tab.

3. Add the authentication ID

Keep ID as blank, Type as PSK and fill the password to Pre-shared Key field.

4. Apply the changes
5. Navigate to the tab.

6. Add IPsec connection

CEGEC

(7)

Edit the phase 1 setting

Change Mode from Disable to Enable.

Fill the IP address of VPN server to Remote Host Field.

. e.g. Remote Host: 10.0.0.1

Save the changes

Edit the phase 2 setting

Fill up the Local Subnet and Remote Subnet.

o e.g. Local Subnet: 192.168.200.0/24, Remote Subnet: 192.168.100.0/24

Save the changes

7. Apply the changes
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IPsec Net-to-Net with Pre-shared Key result
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® RSA authentication - Server

Prepare the self-signed CA certificate

1. Navigate to the |CA Certificates| tab.

2. Edit the self-signed CA. (Skip it if the self-signed CA is generated.)

1) Fill the information of the self-signed CA
Country Name: CN

Common Name: IPsec.ca

)

3) Orgnization Name: Company
)
)

Click the |Generate Certificate| button

6) Save the changes
The State of self-signed CA will be Waiting Apply
Apply the changes

Waiting for the State of self-signed CA become generated

2

Refresh the page
|
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Prepare the X.509 certificates

1. Navigate to the [X.509 Certificates] tab.

2. Click the add button to add the X.509 certificate

3. Edit the newly X.509 certificate for the local router.
1
2

Fill the information of the X.509 certificate
Country Name: CN

4) Common Name: local.lPsec

5
6
4. Click the add button to add the X.509 certificate

Click the |Generate Certificate| button

(1)
(@)
(3) Orgnization Name: Company
(4)
)
(6)

Save the changes

5. Edit the newly X.509 certificate for the remote router.
1
2

Fill the information of the X.509 certificate
Country Name: CN

4
5
(6
6. Apply the changes

Common Name: remote.IPsec

Click the |Generate Certificate| button

(1)
(2)
(3) Orgnization Name: Company
(4)
()
)

Save the changes

7. Waiting for the State of X.509 Certificate become generated

I
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Prepare the authentication IDs

1. Navigate to the |Authentication IDs] tab.

2. Add tow authentication IDs

* Keep first one's ID as blank, Type as RSA and select the C=CN, O=Company,
CN=local.IPsec X.509 certificate.

* Keep second one's ID as blank, Type as RSA and select the C=CN, O=Company,
CN=remote.IPsec X.509 certificate.

3. Apply the changes
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Setup the connection on VPN server

1. Change Mode from Disable to Enable.
2. Navigate to the tab.

3. Add IPsec connection

(1) Edit the phase 1 setting
(2) Change Mode from Disable to Enable.
(8) Change Auth Type from PSK to RSA.
(4) Change the Local ID and select the local.lPsec (RSA) authenticaion ID.
(5) Save the changes
(6) Edit the phase 2 setting
(7) Fill up the Local Subnet and Remote Subnet.
* e.g. Local Subnet: 192.168.100.0/24, Remote Subnet: 192.168.200.0/24
(8) Save the changes

4. Apply the changes

I
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® RSA authentication — Client

Prerequisite for VPN Client with RSA authentication

1. The self-signed CA certificate which generated by VPN server

2. The X.509 certificate and key for remote router which generated by VPN server

These files could be downloaded from VPN server. The detail could reference “ How to download
the certificate section ” of user manual.

Import the CA certificate and the X.509 certificate

Please refer the Certificate Importing section of user manual to import the required files.
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Setup the connection on VPN client

1. Change Mode from Disable to Enable.

2. Navigate to the |Authentication IDs tab.

3. Add one authentication ID

4. Apply the changes
5. Navigate to the tab.

6. Add IPsec connection

9)

Edit the phase 1 setting

Change Mode from Disable to Enable.

Change Auth Type from PSK to RSA.

Change the Local ID and select the remote.IPsec (RSA) authenticaion ID.
Fill the IP address of VPN server to Remote Host field.

* e.g. Remote Host: 10.0.0.1

Save the changes

Edit the phase 2 setting

Fill up the Local Subnet and Remote Subnet.

* e.g. Local Subnet: 192.168.200.0/24, Remote Subnet: 192.168.100.0/24
Save the changes

7. Apply the changes

Koo [isabie ) Enaten
Tipe O Poloy-based Houte- based
e Siharteenen D B CarTiianas A Do) s it o
] [ i] Tres Pre-adred Ky | X500 Cartifcats
! = HESA, H G=CN, CaCorromny, [ oramonte s

& Ard Authentication IO

Keep second one's ID as blank, Type as RSA and select the C=CN, O=Company,
CN=remote.IPsec X.509 certificate.
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® |Psec Net-to-Net with RSA authentication result

e Server
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111.2.6 IPsec > Hub-Spoke Topology

This section explains how to set Hub-Spoke Topology and connect two (or more) gateways to a
central one.

This requires one connection between each spoke and the central hub (n - 1 connections for n
gateways)

For example, in the Hub-and-Spoke topology, we want to send the essential traffic through IPsec
VPN tunnel. Thus, we will set the Route-based VPN and Static Route to handle this situation. The
Route-based VPN will redirect the traffic which is matching the routing table only to IPsec VPN
tunnel.

Hub

- - WAM: 10.0.0.1/24

- b
.-/ L

B

[
e WAN: 10.0.0.2/24
S N

A

LAM: 192.168.100.1/24

— =

PC1: 192.168.100.2/24

After setting some configurations, the PC1 and PC2 could communicate each other through the

Hub gateway.
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e Hub configuration
Hub IPsec configuration

In this example, we have two spokes on the topology. Thus, the Hub needs to set two IPsec
connections for each spoke.

1. Change Mode from Disable to Enable.
. Change Type from Policy-based to Route-based.

2
3. Navigate to the |Authentication |Ds] tab.
4. Add the default pre-shared key
* ID: (The ID is blank.)
* Type: PSK
* Pre-shared Key: defaultpsk
5. Add the authentication ID for Spoke 1
* ID: spoke1
e Type: PSK
* Pre-shared Key: testspoke1
6. Add the authentication ID for Spoke 2
* ID: spoke2
* Type: PSK
* Pre-shared Key: testspoke2
7. Apply the changes
8. Navigate to the tab
9. Add IPsec connection for Spoke 1
(1) Edit the phase 1 setting
(2) Change Mode from Disable to Enable
(3) Change the Remote ID and select the spoke1 (PSK) authentication ID
(4) Save the changes
10. Add IPsec connection for Spoke 2
(1) Edit the phase 1 setting
(2) Change Mode from Disable to Enable.
(8) Change the Remote ID and select the spoke2 (PSK) authentication ID
(4) Save the changes
11. Apply the changes

I ——
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e Hub Static Route configuration

1. Navigate to the IP_Routing > Static Route page

2. Add the static route for IPsec Spoke 1 connection

* Mode: On

* Destination: 192.168.100.0/24

* Interface: Select the IPsec interface by connection number

* e.g. If your IPsec connection is #1 then the interface should be IPsec#1.
3. Add the static route for IPsec Spoke 2 connection

* Mode: On

* Destination: 192.168.200.0/24

* Interface: Select the IPsec interface by connection number

* e.g. If your IPsec connection is #2 then the interface should be IPsec#2.

4. Apply the changes
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e Spoke 1 configuration

Spoke 1 IPsec configuration
1. Change Mode from Disable to Enable.
2. Change Type from Policy-based to Route-based.
3. Navigate to the Authentication IDg] tab.
4. Add default pre-shared key

(1) ID:

(2) Type: PSK

(8) Pre-shared Key: defaultpsk
5. Add one authentication ID

(4) 1D: spoke1

(5) Type: PSK

(6) Pre-shared Key: testspoke1

6. Apply the changes
7. Navigate to the tab.
8. Add IPsec connection
(7) Edit the phase 1 setting
8) Change Mode from Disable to Enable.

(
(9) Change the Local ID and select the spoke1 (PSK) authenticaion ID.
(10) Fill the IP address of VPN server to Remote Host field.

* e.g. Remote Host: 10.0.0.1
(11) Save the changes
9. Apply the changes
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Spoke 1 Static Route configurtation

1. Navigate to the IP Routing > Static Route page
2. Add the static route for IPsec connection
* Mode: On
» Destination: 192.168.200.0/24
* Interface: Select the IPsec interface by connection number

* e.g. If your IPsec connection is #1 then the interface should be IPsec#1.

3. Apply the changes

BAnle LHT = O

oot Mamis Desunation =15 IREETIEE Deies

193 158 200 24 IPsenk n

Lol o & On
Wakg
o ahon
o

ImiEfdacs iy

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 122



Spoke 2 configuration

Spoke 2 IPsec configuration

1.

Change Mode from Disable to Enable.

2. Change Type from Policy-based to Route-based.
3.
4. Add default pre-shared key

Navigate to the Authentication |Dg] tab.

* ID: (The ID is blank.)
* Type: PSK
* Pre-shared Key: defaultpsk

. Add one authentication ID

* ID: spoke2
* Type: PSK
* Pre-shared Key: testspoke2

. Apply the changes

7. Navigate to the Connections tab.

. Add IPsec connection

(1) Edit the phase 1 setting

2) Change Mode from Disable to Enable.

4
* e.g. Remote Host: 10.0.0.1
(5) Save the changes

. Apply the changes

(2)
(3) Change the Local ID and select the spoke2 (PSK) authenticaion ID.
(4) Fill the IP address of VPN server to Remote Host field.
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Spoke 2 Static Route configurtation

1. Naviagte to the IP_Routing > Static Route page
2. Add the static route for IPsec connection
* Mode: On
* Destination: 192.168.100.0/24
* Interface: Select the IPsec interface by connection number
* e.g. If your IPsec connection is #1 then the interface should be IPsec#1.

3. Apply the changes
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11.3 VPN > GRE

This section allows you to set GRE configuration. The default mode is off.

Generic Routing Encapsulation (GRE) is one of the available tunneling mechanisms which uses
IP as the transport protocol and can be used for carrying many different passenger protocols. The
tunnels behave as virtual point-to-point links that have two endpoints identified by the tunnel
source and tunnel destination addresses at each endpoint.

[ A 1™ aw T o Cm

The GRE Mode is on.

lode Off &
Ml |
5 e
WTITRM LW LT 1
oo |
VPN > GRE
Item Description
Mode Select from Off or On to enable GRE.
Local Address Set local address of the GRE tunnel.
Remote Address Set remote address of the GRE tunnel.
Tunnel Device Address Set IP address of this GRE tunnel device.
Tunnel Device Address Prefix | Set Prefix of the Tunnel Device Address.

I ——
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11.4 VPN > PPTP Server

This section provides 2 sub configurations, including General Configuration and Clients
Configuration.

(1) General Configuration

& FPRTF Gisas

[ = L o
Sepewn Mldresx 152160 e

Shond Adneas Range 1EF1RR 107 100

gl

VPN > PPTP Server > General

Item Description

Mode Select from Off or On to enable PPTP Server.

IP addresses to be used at the local end of the tunneled PPP links

Server Address between the server and the client.

Client Address Range | Alist of IP addresses to assign to remote PPTP clients.

(2) Clients Configuration
There are two parts for Clients configuration.
® Summary part: User can delete and edit the existed PPTP clients.

® Add/Edit part:

VPN > PPTP Server > Clients
Item Description
Mode Select from Off or On to set the client setting.
Username The username of this client.
Password The password of this client.

I ——
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11.5 VPN > L2TP

This section allows you to set up L2TP and provides three modes for configuration, including Off,
Server, and Client Mode.

(1) Genernal Mode: The defualt mode is Off as shown in the following interface.

Moow . on Servet Chont

Aoty

(2) Server Mode:

Choose the Server mode and the interface will be changed as below.

Usar Lisi

Add LITP Lisar lor Sarver Mode
e

Fll STl

VPN> L2TP > Server Mode
Item Description

Mode Select from Off or On to set the client setting.
The authentication method for L2TP connection. Available options: PAP,
CHAP, MS-CHAP, MS-CHAPv2
Local IP The virtual IP for L2TP server.

Remote begin IP | The begin address of L2TP client's IP pool.

Remote end IP | The end address of L2TP client's IP pool.
The L2TP client's username. Could be used to add the newly client or
update existed client.
The L2TP client's password. Could be used to add the newly client or
update existed client.

Auth

Username

Password

I ——
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Fill in the username and password and click the Bl button, you can create the L2TP client
and manage them under server mode.
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(3) Client Mode:
Choose the Client mode and the interface will be changed as below.
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VPN> L2TP > Client Mode

Item Description
Mode Turn on/off this L2TP connection
Server The L2TP server address or hostname.
Auth The authentication method for L2TP connection. Should same as L2TP
server's auth type.
Username The username for L2TP authentication.
Password The password for L2TP authentication.
NAT Turn on to translate the LAN subnet IP to L2TP virtual IP.

Default route Turn on to redirect all traffic to L2TP tunnel.

Fill in the required parameters and click the m button to create the L2TP connection and

manage the L2TP connection under client mode.

Fode o Server @ Ol
Connechon List
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Click the button and edit the parameters to update the L2TP connection.
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12 Configuration > Firewall

This section allows you to configurate Port Forwarding, DMZ, IP Filter, MAC Filter, URL Filter, NAT
and IPS.
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12.1 Firewall > Port Forwarding

This section allows you to set up Port Forwarding and click edit button to configure.

0 Pl Forwsaidiong

(IR H " Lreabe ! Lndue

a Mada Deseripeian Frateect Edit
minanln ey T [ i# |
z e (T = |
& il O E
a Sy 1os = |
5 Sinanln T [ i# |
i iy 1os = |
T Sinanln T [ i# |
u iy 1os = |
i inanln T i |
1 iy 1o = |
ih| inanln T i |
12 iy 1o = |
% inanln T i |

— S

Aty

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 132




Ll Pl | wivradingy Loy ™

S # [l=akk: =nahi
FrscApdion 50
il LR = = ULE
Fuues =il Ueyn e
Fad.rer Mol Frov £
Selrasun = ARTNELH
“eslinatian Sl Ragin £
Liesnalun Porl Ly e

Firewall > Port Forwarding

Item Description
Mode Turn on/off .Port Forwarding to select Disable or Enable. The
default is Disable.
Description Descript the name of Port Forwarding.
Protocol Select from UDP or TCP Client which depends on the application.
Source Port Begin Fill in the beginning of source port.
Source Port End Fill in the end of source port.
Destination IP Fill in the current private destination IP.
Destination Port Begin | Fill in the beginning of private destination port.
Destination Port End Fill in the end of private destination port.

12.2 Firewall > DMZ

This section allows you to set the DMZ configuration.

0 w7

[ H = Lirzalke Lirdie

gl 1= faddrue [EA

Firewall > DMZ
Item Description
Mode Select from Disable or Enable. The default is Disable.
Host IP Address Fill in your Host IP Address.
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12.3 Firewall > IP Filter

This section allows you to configure IP Filter. After clicking button, you can edit your IP

protocol, source/port and destination/port. The default is Disable mode and Black list.

Mode @ Dieable 0 Enabie
[ & Black el T W L will DRGNS ICE BRTICRE, BNl Tl I SR
Pt
] Mode Protocol Source | Port Destration | Por Edrl
1 Dizabile Al L oA ) o |
2 Cisable A&l 0000/ - 00000/ 7]
3 Disable Al aoma-- oo u
2 Disanie Al 00.0.0/ - 0000/~ [ |
8 DCisable &) a0 0.ou0.0 [F]
] Cisable Al 0000/ - 0000/ - [ |
7 Csabie Al Q00 -- G0 — u
] Disable Al aood) o800 [ |
g Disabile &l o0/ - 0.000.0 / — [ |
0 Cigabig Al Qoon/ - ooog! - u
" Disabie Al LT 00000 | |
12 DCisable &l 0000/ - 0000/ - [F]
13 Cisable Al 0000/ - 00— i |
14 Disabke Al o0/ - 0008/ -
1 Disabile &) aooas 00000
16 Disable &l 0000/ - 000/~ [ |
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e Black List: When set as Black List, the specific IP address/port in rule will be blocked.

e White List: When set as White List, the specific IP address/port in rule will be accepted.
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Management IP Address:

For White List only. Since White List will block all user communication except those has been
assigned by rules, it is better to assign a specific IP address for the administrator to access the
Router which is Management IP Address.

Service Ports:

For White List only. The setting is specified for Router access only. The user can set it to allow
Router access outside WAN or inside LAN Service. For example, access outside WAN DNS
service. It also allows user to access Router service from outside WAN or inside LAN. For example,
access Router Web service.

I
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Edit Black/White List

(1) Click button to edit Black/White list.
(2) The default is Disable mode as the following interface (Black/White).
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Firewall > IP Filter

Item Description
Mode Select from Disable or Enable. The default is Disable.
Protocol Select from All, ICMP, TCP or UDP.
Source IP Fill in your source |IP address.
Source Port Fill in your source port.
Destination IP Fill in your destination IP address.
Destination Port Fill in your destination port.

(3) When selecting Enable Mode, the protocol is TCP. The source IP has IPv4 and IPv6 setting
formats.

(4) For Source IP, there are three types to input your source IP that depends on your requirement,
including single IP, IP with Mask or giving a range of IP. The following table provides some

examples.
Firewall > Edit IP Filter > Source IP
IP Format Single IP IP with Mask Ranged IP
192.168.1.0/24 192.168.1.1-
Pvé 192.168.0.123 192.168.1.0/255.255.255. | 192.168.1.123
2607:f0d0:1002:51::4-

IPv6 2607:f0d0:1002:51::4 | 2607:f0d0:1002:51::0/64 2607-60d0:1002:51:-aaa3
Note: Setting up a range of IP, please use — hyphen symbol to mark your ranged IP.

(5) For Source Port, there are two types to input your source port that depends on your
requirement, including single port (e.g.1234) or giving a range of ports (e.g.1234:5678).

Note: Setting up a range of source ports, please use: colon symbol to mark your ranged ports.
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12.4 Firewall > MAC Filter

This section allows you to set up MAC Filter. After clicking button, you can edit your MAC
address.

Wouw W Lizasble U0 Ltk
& Moda MAD Address Edit

Fizzklz [ |
2 Lzl El
] Fizzklz [ |
4 Lzl El
s Fizzklz [ |
i Lzl El
7 Fizzklz [ |
u Lzl El
s Fizzklz [ |
(i Lzl El
i Fizzklz [ |
(P! Lzl El
14 Fizzklz [ |
1 Lzl El
15 Fizzklz [ |
ylf Lzl El

Lkl BV T e Likack, Lesl Lois ]

Fdrdz & Nkahie O Fraoie

RS Addes
Service > MAC Filter
Item Description
Mode Select from Disable or Enable. The default is Disable.
MAC Address Fill in your MAC address.

Note: Setting up MAC address, please use: colon symbol (e.g. xx : XX : xx : xx) or — hyphen symbol
to mark (e.g. XX-XX-XX-XX).
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12.5 Firewall > URL Filter

This section allows you to set up URL Filter. After clicking button, you can edit the type of
filter and information.
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Note: Please not include “https://” or “http://” for the URL address in the Full Filter.

LUl UHL | iller Wk Ll Lonbe o1

o O Llakk: & Fnahkie
SHer o Koy @ Rl Preams: ROT L ™ of "hioss sk the 1R
Fezrrl ul S

Sman

Firewall > URL Filter
Item Description
Mode Select from Disable or Enable. The default is Disable.
Filter Select from Key or Full. The default is Key.
Key / Full Fill in your Key / Full information.

12.6 Firewall > NAT

This section allows you to set NAT configuration.

When NAT is on, the router will replace the source private IP address by its Internet public address
for outgoing packets, and replace the destination Internet public address by private IP address
for incoming packets.

When NAT is off, the router will send the source LAN private IP address for outgoing packets and
allow to receive the destination LAN private IP address for incoming packets.

0 HAT

W U I - T R S |- 1

I ——
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12.7 Firewall > IPS

This section allows you to set IPS configuration. IPS prevents the system from being attacked by
the Internet.

The system allows to limit the max incoming connection number from WAN per source IP address
to prevent system resource exhausted. Also, the system allows to limit the max incoming
connection retry number during a specific time period from WAN per source |IP address to prevent
too many unexpected connections retry event from causing system busy.

0 IPSintrusion Pavoeabon Sysiom)

[ & T

Par P Address

Firewall > IPS
Item Description
Mode Turn on / off IPS function (default: Off)
Select the checkbox to enable or disable the
function. The default number is 10.

Select the checkbox to enable or disable the
function. The default number is 20.

Total allow incoming connection number

Max incoming connection retry number

Duration time The default time is 120 seconds.
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13 Configuration > Service

This section allows you to configure the SNMP, TR069, Dynamic DNS, VRRP, MQTT, UPnP, SMTP,
and IP Alias.

SNMP
TROB9
Dynamic DNS
VRRP

MQTT

UPnP

SMTP

IP Alias

QoS

13.1 Service > SNMP

‘ 13.1.1 Community ‘

This section allows you to set the SNMP configuration.

Mg Dumaiil= & Erahbie

] Moge Piame ACorin

ol Eriacar Ll b p Brad-anie

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 142




Service > SNMP > Community

Item Description
Mode Select from Disable or Enable to configure SNMP.
Community Configure community setting with three options, including # 1, # 2 and #3.
Mode Select from Disable or Enable.
Name Name each community.
Access Select from Read-Only or Read-Write.

13.1.2 SNMP v3 User configuration

For SNMP version 3, you need to register authentication and allow a receiver that confirm the
packet was not modified in transit. There are three options to set up SNMP v3 configuration.

] Wadi [ET T ACCHTE
g
Aihmanticalbon
] Mads Buth Payswond Auih Proboccd Procacy Faswwars  Provacy Prodesal

Service > SNMP > SNMP v3 User configuration
Item Description
Select from Disable or Enable to configure SNMP.

M

ode The default is Disable.

Name Fill in your name.

Auth Mode Select from Authentication or Privacy.

Authentication Password | Fill in your authentication password.
Authentication Protocol Select from MD5 or SHA.

Privacy Password Fill in your privacy password.
Privacy Protocol Select from DES or AES.
Access Select from Read-Only or Read-Write.

I ——
INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 143



13.1.3 SNMP trap configuration

This section allows you to set up the SNMP trap configuration when you select the SNMP trap
function from Alarm output of system for your router. With SNMP trap setting, you can know the
status of remote device.
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Service > SNMP > SNMP trap configuration
Item Description
Mode Select from Disable or Enable. The default is Disable.
Community Name | Fill in your community name.
Destination The destination (domain name/IP) of remote SNMP trap server.
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13.2 Service > TR069

This section allows you to set up TR069 client configuration. You can get information how to install
TRO069 Server (GenieACS Installation) from the application configuration chapter.

0 THIHG

FEnnSC imom Infersal Bec

Service > TR069
Item Description
Mode Select from Disable or Enable. The default is Disable.
ACS URL Fill in the URL address of ACS (Auto-Configuration Server).

ACS Username

Fill in the ACS username to authenticate the CPE (this router) when
connecting to the ACS.

ACS Password

Fill in the ACS password to authenticate the CPE (this router) when
connecting to the ACS.

Periodic Inform

Select from Disable or Enable. The default is Disable. The CPE
reports the status to the ACS when enabling a period of time set.

Periodic Inform
Interval(Sec)

Fill in the periodic time. The CPE reports to ACS the status
according to your duration in seconds of the interval set.

Connection Request
Username

Fill in the connection request username to authenticate the ACS if
the ACS attempts to communicate with the CPE.

Connection Request
Password

Fill in the connection request password to authenticate the ACS if
the ACS attempts to communicate with the CPE.
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13.3 Service > Dynamic DNS

This section allows you to set up Dynamic DNS.
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Service > Dynamic DNS
Item Description

Mode

Turn on/off this function to select Disable or Enable. The
default is Disable.

Service Provider

Select the Service Provider of Dynamic DNS.

Host Name Fill in your registered Host Name from Service Provider.
Token ID Fill in your Token ID from Service Provider.

Host Secret ID Fill in your Secret ID from Service Provider.

Username Fill in your registered username from Service Provider.
Password Fill in your registered password from Service Provider.

Update Period Time (Sec)

Fill in “0” to mean 30 days.

IP Address Selection

Select either Internet IP or WAN IP.
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Note: There are six options of Service Provider as below to explain the information.

Service Provider dynv6.com
Host Name Register hostname, e.g. tester.dynv6.net
Token ID The token ID, e.g. v_ABjMMQxeAnWv5UwtuVn1QBriynzq

Service Provider

www.nsupdate.info

Host Name

Register hostname, e.g. tester.nsupdate.info

Host Secret ID

The Host Secret ID, e.g. e2AMDsLmVF

Service Provider

www.duckdns.org

Host Name

Register hostname, e.g. tester.duckdns.org

Token ID

The token ID, €.9.12345678-de49-4e97-a33c-98b159aead2b

Service Provider no-ip.com

Host Name Register hostname, e.g. tester.hopto.org
Username Register username.

Password Register password.

Service provider

freedns.afraid.org

Host Name Register hostname, e.g. tester.mooo.com
Username Register username.
Password Register password.

Service provider

dyndns.org

Host Name Register hostname, e.g. tester.dyns.com
Username Register username.
Password Register password.

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8

147



13.4 Service > VRRP

This section allows you to configure VRRP.

Rl (R Sk CinaDis

Group 1D

HTENTY

Service > VRRP
Item Description
Mode Select from Disable or Enable. The default is Disable.
Group ID Specify which VRRP group of this router belong to (1-255). The default is 1.
Enter the priority value from 1 to 254. The larger value has higher priority. The

Priofity | gefault is 100.
e Each router in the same VRRP group must have the same virtual IP address.
Virtual IP The default is 0.0.0.0.

e This virtual IP address must belong to the same address range as the real
IP address of the interface.
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13.5 Service > MQTT

This section makes you configure MQTT which allows the MQTT client to send the message
within specific topic or channel. By default, the router does not allow anonymous to read/write the
MQTT topic or channel. Thus, you need to create the account with username and password for
MQTT client in the web UlI.
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Service > MQTT
Item Description

Mode Select from Disable or Enable. The default is Disable.
Port Fill in the port number of MQTT application.

Create the users and show all users’ names. Allow each user to delete
Manage Users .

their name.
Username Fill in the username of manage user.
Password Fill in the password of manage user.
ACLs Allow to specify what topic should be limited.
User Select the users and identify their authority to read or write the MQTT

topic/channel.
Topic Name the topic of MQTT message.
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Take for example, the interface is shown as below.

The Manage Users section will show all users that you create. Moreover, each user can use the
delete button to delete it. For the ACLs control, user can specify what topic should be limited. In
this case, we set up the publisher pub1 to write the critical topic. Additionally, we also allow the
subscribers sub1 and sub2 to read the critical topic. Thus, only the sub1 and sub2 can receive it
when pub1 sending the message.
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13.6 Service > UPnP

This section allows you to set up UPnP confirguration to select the mode from Disable or Enable.
The default UPnP is enabled for the cellular router.

Whde Lizskls = nale

B3
Note:

UPnP™ (Universal Plug and Play) is a set of protocols that allows a PC to automatically discover
other UPnP devices (anything from an Internet gateway device to a light switch), retrieve an XML
description of the device and its services, control the device, and subscribe to real-time event
notification.

PCs using UPNP can retrieve the cellular router's WAN IP address, and automatically create NAT
port maps. This means that applications that support UPnP, and are used with UPnP enabled
cellular router, will not need application layer gateway support on the cellular router to work
through NAT.

13.7 Service > SMTP

This section provides you to send your email for the server. For instance, the email will be sent to
notify when the Alarm has a nofitication by the server.
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Service > SMTP
Item Description

Mode Select from Disable or Enable. The default is Disable.

Server The email will be sent through the server.
There are three ports for SMTP communication between mail
servers.

Port e Port 25 : Use TCP port 25 without encryption.
e Port 465 : SMTP connections secured by SSL.
e Port 587 : SMTP connections secured by TLS.

Username / Password Fill in your username and password as the same your server.
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13.8 Service > IP Alias

This section allows you to set IP Alias configuration.

IP Alias is associating more than one IP address to a network interface. With IP Alias, one node
on a network can build multiple connections with the network, each serving a different purpose.

IP Alias can be used to provide multiple network addresses on a single physical interface.
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Service > IP Alias

Item Description
Mode Select from Off or On to enable the IP Alias.
Entries The setting can be edited or deleted the existed entries.

Add / Edit IP Alias Entry

e Mode: select from Off or On to use or not use this entry.

e Interface: the interface you want to provide the additional
address.

e Addr: the IP address.

e Mask: the network mask.

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 152



13.9 Service > QoS (Quality of Service)

QoS (Quality of Service) refers to a network's ability to achieve maximum bandwidth and allow
minimum bandwidth. It guarantees the minimum and limit the maximum bandwidth for certain
class of traffic. The QoS configuration has three parts, including ISP bandwidth, QoS and Status.

® ISP bandwidth allows user to configure the max bandwidth for upstream and downstream of
specific WAN interface. Upstream means from LAN to WAN. Downstream means WAN to LAN.

® QoS configuration allows user to classify the traffic. Once classified, the traffic will have the
guarantee minimum and limit maximum bandwidth.

® Status allows user to monitor the dynamic bandwidth usage.

113.9.1 ISP Bandwidth

User can assign the Upstream and Downstream Bandwidth for each interface. The Bandwidth
unit is kilobits per second.

To prevent guaranteed traffic loss, the assigned bandwidth is better not to exceed the real
bandwidth because the allowable traffic quantity may exceed the real bandwidth.
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i T
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113.9.2 QoS

You can select QoS tab and show a overall view for QoS configuration. At right side of window,
there are three buttons.

botton allows you to edit QoS Entry and configure QoS settings.

button allows you to adjust priority of the QoS entry. The first QoS entry is the highest

priority.
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The QoS entry configuration page has three parts for classify traffic, assign bandwidth, and group
IP address bandwidth.

1. Classify traffic by following items:

Service > QoS > Edit QoS Entry

Item Description
Mode Select from Disable or Enable QoS.
Name The setting can be edited or deleted the existed entries.
The interface of QoS entry is either WAN Ethernet or LTE and both
Interface options.

* When selecting Upstream for LAN to WAN traffic, the Port
Begin/End is for public server.

* When selecting Downstream for WAN to LAN traffic, the Port
Begin/End is for public server.

* When selecting Upstream (LAN server) for WAN to LAN traffic, the
Port Begin/End is for LAN server.

* When selecting Downstream (LAN server) for LAN to WAN traffic,
the Port Begin/End is for LAN server.

* Downstream (LAN server) is for LAN to WAN traffic, and the Port
Begin/End is for LAN server.

Choose four types to set address format, including All, Single, Subnet,

and Range.

* Allis for none.

* Single is for single IP address.

* Subnet is for IP address with subnet mask bit.

* Range is for the specified range between two IP addresses.

Hint:

When [RANGE] is selected, compare the difference from left to right

octet and find out different octet for setting the specified range of IP

address. All other parts after different octet would be ignored.

e Allis for none.

Protocol * UDP is for User Datagram Protocol.

e TCP is for Transmission.

Port Begin/Port End | the TCP/UDP service port

* NONE

* NET1-NET8

VLAN follow vid of Note: For NET1 to NET8, make sure the related subnet is enabled at

VLAN—Tag Base. The VLAN ID, vid, will be the VID field of the related

Subnet at VLAN—Tag Base.

Direction

IPv4v6 Address

cos
(Class of Service or | NONE or 0~7. It is class of service for VLAN.
802.1q)

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 155



Assign bandwidth by following items:

Min Rate / Max Rate: The unit is kilobits per second. Min Rate guarantee the minimum
bandwidth and Max Rate is the limit bandwidth.

3. Assign group IP bandwidth by following items:

Bandwidth divided for each IP Address: When this feature is selected, the bandwidth
assigned by Min Rate / Max Rate will be divided by the number of IP addresses. The available
IP type is Subnet and Range. User needs to calculate the Min Rate and Max Rate for those IP

addresses.

The subnet mask bit in IP Type Subnet is octet boundary and the number of IP addresses is also
one octet, 256, from subnet mask bit to subnet mask plus eight bit.

Edit GoS Entry &1

matie Enatie

Lirhlee a1 -

Imiesrimce H ETHERM
TSN Lipreimadim i TR AN SEveiil Criermiimaim
1Fydgl uddrege
Exgrmple {amyty
Fhied G 1Ewleds Arhheis W [RANGER 1 delecttand I el e drPeienl SOl woiikd be Tie specifed fifige A Shed adh anss P
TE] W ETRI R CORET WOLURD [ igieqe
T ol E TCR p
Bt Bemn
Bor Fhid
LA TR el Y
L ¥ L | L
iim Haie K=
Fas, el I alals
I Reersidin Aviied Tar cach IR andess
E
INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 156



113.9.3 Status

1. Refresher Setting select the showed content of bandwidth usage by following items:
* Refresh rate: how long the browser will update the showed content once.
. Direct: show Upstream or Downstream.
*  Show detail bandwidth for each IP address: show the group IP bandwidth usage.
*  Apply Refresh Setting button: press this button to take above new setting effect.

2. Data part is the content of bandwidth usage.
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13.9.4 The case of Internet Web site access

® Step 1: Set Main Mode as Enable
® Step 2: Set QoS Entry #1
o Step 2.1: Set Mode as Enable
o Step 2.2: Set Name as Internet Browse US.
o Step 2.3: Select Interface LTE.
o Step 2.4: Select Upstream.
o Step 2.5: Set Port Begin/End as 443/443.

o Step 2.6: Set Min/Max Rate as 100/200.
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® Step 3: Set QoS Entry #2
o Step 3.1: Set Mode as Enable

o Step 3.2: Set Name as Internet Browse DS.

@)

Step 3.3: Select Interface LTE.

@)

Step 3.4: Select Downstream.

(@)

Step 3.5: Set Port Begin/End as 443/443.

@)

Step 3.6: Set Min/Max Rate as 300/600.
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® Step 4: Apply
® Step 5: Check the internet access is ok through LTE. (Since we selected LTE interface.)
® Step 6: Start browse the internet from LAN PC.
® Step 7: Check Upstream Status.
The traffic in entry “Internet Browse US” is Upstream, LAN to WAN, and send request to
public Web Server with destination port number 443.

The base of percentage is ISP Bandwidth > LTE > Upstream setting. It is 1000 kbps in our
case.
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® Step 8: Check Status Downstream.

The traffic in entry “ Internet Browse DS ” is Downstream, WAN to LAN, and send response
from public Web Server with source port number 443.

The base of percentage is ISP Bandwidth > LTE > Downstream setting. It is 1000 kbps in our
example.
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1 Inlernel Browse DS 358345 420 0 57062 57.56

7 Tota 350345 420 0 5THEZ 57.56
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\ 13.9.5 Bandwidth divided for each IP address
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There are ten number of IP addresses. The most left different octet is “ 11 ” in 192.168.1.11 and
“27in 192.168.1.2, so number of IP addresses is calculated by 11 minus 2 and plus one for
boundary.

The Min rate will be divided by ten, 100/10=10 kbit/s for each IP address 192.168.1.2 to
192.168.1.11.

The Max rate is same with configuration for all IP addresses, 192.168.1.2 to 192.168.1.11, since
we don't want to waste the bandwidth when there is just one IP address in use. For example, if
only 192.168.1.2 have traffic to send/receive, then it can use all of the 200 kbit/s.

In the same case except changing IPv4v6 address field to 192.168.1.0~192.168.2.0, there are
two number of IP addresses. The most left different octet is “ 2 ” in 192.168.2.0 and “ 1 ” in
192.168.1.0, so number of IP addresses is calculated by 2 minus 1 and plus one for boundary.
The Min rate will be divided by two, 100/2=50 kbit/s for IP address 192.168.2.0 and 192.168.1.0.
The Max rate is same with configuration for both IP addresses, 192.168.1.0 and 192.168.2.0,
since we don't want to waste the bandwidth when there is just one IP address in using. For
example, if only 192.168.1.0 have traffic to send/receive, then it can use all of the 200 kbit/s.
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14 Configuration > Management

This section provides you to manage the router, set up your administration and know about the
status of current software and firmware. Also, you can back up and restore the configuration.

Management £

|dentification
Administration
Contacts / On Duty
S5H

Web

Firmware
Configuration

Load Factory
Restart

Schedule Reboot

14.1 Management > Identification

This section allows you to confirm the profile of router, current software, firmware version and
system uptime.

£ Iderilkalin

ame aluz
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Uprladcr Yordon LU

Spitaeans Werzkan WL s

Seriad Mumbsar

Epitaane B LR (LI D R e R T
JTTERS T L L EH LT LT
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JpdTe 4ol
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Management > Identification
Item Description
Show the model name of cellular router.
Show the LAN Ethernet MAC address.
Show the WAN Ethernet MAC address.
Show the bootloader version currently running on the device.
Show the software version currently running on the device
Show the product serial number.
Show the software MCSV of the running firmware
Hardware MCSV Show the current hardware MCSV of the device.
Modem Firmware Version Show the modem firmware version of the device
IMEI Show the IMEI (International Mobile Equipment Identity number).
Uptime Show the current system uptime.

Model Name

LAN Ethernet MAC Address
WAN Ethernet MAC Address
Bootloader Version
Software Version

Serial Number

Software MCSV

14.2 Management > Administration

This section allows you to set up the name of router and change your new password. For the
Session TTL, you can set up what duration of time will be logout. If you don’t need to have this
timeout limitation, you can fill in “0“(Zero). The default timeout is 5 minutes.

e —

| = Foan
Syeiom Sabup

Supar Lsai

After logging in the system, you can set up the status of user and divide into three levels for setting
user’s authority, including Super User, Administrator, and Read Only. For Guest, this status is
without any authority. All users log in or log out and they need to have Web Ul log records.

User Level Super User Administrator Read Only Guest
Status
User name System Accgunt only Super pser only Super .User N/A
(root / admin) can modify can modify
Password configurable configurable configurable N/A
(1) Add/Delete/Modify
all users’ accounts
R Wri ly R
Permission except Super User. Cf::‘(ij /uratriILGn Cg:f)i/ ureaetli(:)n N/A
(2) Read/Write 9 9
Configuration
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14.3 Management > Contacts / On Duty

This section allows you to create the groups, add the usersFor more detailed instruction, please
navigate to System > Alarm.

114.3.1 Contacts

& Conlacts { On Duty

Comacis Daity Schidule
i Offics 1 Tl 13EES 12 H56TH wbEiesl com
v + At Liser

Pladii do HOT sdd davice phons mrmiles e conles

+ Add Group|: Please fill out group name.

+ Add User: Please fill out Name/Phone/E-Mail/Groups.

\ 14.3.2 Duty Schedule

aiviech Diaty Schadiia

G =2k KON TUE WED THU FR AT

* Add Group

Please select duty date for every group. The trust and responsible groups can control/receive
alarms and SMS.

I ——
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14.4 Management > SSH

Secure Shell (SSH) allows user to configure system via a secure channel. User can configure
system from either public domain or local LAN.

kil o Coslin @ Fialde

Faren Dol ag

Erza- Dl w Bhw Al O Bl apwe Tl ITetef dibthass fnbes

e Diwabla ® Enabls
Searver Foet
L LM Al Al m Alces s P Predelh Aukdepss. badgs

IPwdvid Address Sel

L] IF s

Hirt IPvdl addhrais formal could be ren oo oo s & mew oo oy sxnfyy whees oox b IPvd and yp s nelrmend; bith

Hirt 1P sdcress ol coesld be rexe Tece oo 5y SN TR OF YT SNEE bEEE oeee'yy whsrs e m P and vy o resimasi bis

By

Management > SSH

Item Description
Mode Select from Disable or Enable SSH function.
Server Port The port number is where SSH server works on.

e Allow All: Any client who own the IPv4v6 Address can reach
system is able to connect system.

e Allow specified IPv4vé Address below: Only those configured
IPv4v6 Address client are allowed to connect system.

|

Access Control
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14.5 Management > Web

This section allows user to change the HTTP port via HTTP. As long as pressing [Applyl, the web
daemon will restart the new configuration, and you won’t see the response at the web browser.

We need a way to reply immediately and apply the configuration latter. By using fork, we can
make parent process reply immediately and the child process execute the configuration.

Note: Remember close the file descriptor stdin and stdout within the child process context.

HTTM Mznl [1}]
HTTS Mz 441
Management > Web
Item Description
HTTP Port The TCP port listened by HTTP daemon.
HTTPS Port The TCP port listened by HTTPS daemon.

After pressing button, the device will apply immediately and give you some hints “Please
use new port to access latter”. For example, set the HTTP Port as 3000.

Apply ok

Please use new port to access latter

WAN LT

am Cumem B oG ve
M Cam o) anan

Aol Tistay et reened ez et
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14.6 Management > Firmware

This section provides you to upgrade the firmware of router.
(1) Click button to choose your current firmware version in your PC.

(2) Select m button to update.

(3) After upgrading successfully, please reboot the router.

Sabud s laneecwes ko npapsibs

14.7 Management > Configuration

This section supports you to export or import the configuration file.

(1) Click button to export your current configurations.

Fiavdungs lhma renpsiizn ecnfiguestise Srlnc] 1w camBrpntion @l iselins

Erlc] e camifrpaniiomn W linisshins

(2) Click button to import the configuration file.

14.8 Management > Load Factory

This section supports you to load the factory default configuration and restart the device
Load | avchoery and Hootort

immediately. You can click the button.

B e | du

-oad e faclory dofack conbguralo and nestatde dodce Irrelalzhy

| o Fradumng snel Rsad vl

14.9 Management > Restart

This section allows you to click m button and the router will restart immediately.

B Husial]

== the dovlzs medlnick
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14.10 Management > Schedule Reboot

The setting allows you to schedule the reboot time regularly.

O Schedhike B bl

Mads LR ]

Scheduls

Tipe = Imersal Par Dy Per oo Bt Worth
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Schedula
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g i i s B mingiles (35 - TR

® Schedule Type - Per Day
Schedule
Tiips Imerval & PaorDay Por etk Bar Knth
Par Dy Plan por eyl | B
® Schedule Type - Per Week

Schedula

Typ Ipebanal Pa Dy & Pl VWask T Bl

P Wt Man per mel Wl iy | 3 with#ms © i 0 @i Tis Sunday |
® Schedule Type - Per Month

Scheduls
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15 Configuration > Diagnosis

This section allows you to diagnose Ping and Traceroute for your Host (IP address or Domain Name).

Diagnosis r

Ping

Traceroute

15.1 Diagnosis > Ping

Please assign the Host you want to ping.

H-w | |

The result of the ping is as below.

H:a LN R L

FIMLWE b b 504 4.4 2 00ddatabyies

prop xenals Molwmkisn=rexechasle

I
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15.2 Diagnosis > Traceroute

Please assign the Host **you want to** traceroute.

& el

H:-Jl |

The result of the traceroute is as below.

& el

H:u LY

1racerpuiatek 8 8 B0y 2. 4.4, Jhhopsmax,tubriepackais
can= ool Mewwthrsuncacbwl e
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16 Configuration Applications

This section explains specific examples how to configure your applications.

16.1 WAN Priority

You can select from ETH First, LTE Only, ETH Only or LTE First.

= HFremiy

WM Mt | LI ks !

ITF Canky
FTH My
LILI =t

(1) WAN Priority > ETH First:

In case both Ethernet and LTE can access Internet, the router would route network packages
through Ethernet. The reason is Ethernet that is low price and stable.

However, in case Ethernet is unplug or not able to access Internet (check by ping), the router
would route network packages through LTE network.

ETH First Priority LTE
Stmmaa

— Internet

g
Cellular Router \/ 2
LTE Second Priority
LTE K Internet

V) Q
Ethernet

(2) WAN Priority > LTE Only:

-

Cellular Router <

In this mode, the router only routes network packages through LTE.

LTE Only LTE

—— = Internet

f:

Ethernet

.

Cellular Router

LTE A Internet
o

1/,

E

Ethernet

A

Cellular Router
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(3) WAN Priority > ETH Only:

In this mode, the router only routes network packages through Ethernet.

ETH Only LTE —_—
— =— Internet
~——
Cellular Router S -
LTE
S Internet

A

\R‘“
K_%‘—\\
Ethernet j ,

NI

Cellular Router

(4) WAN Priority > LTE First:

In case both Ethernet and LTE can access Internet, the router would route network packages
through LTE.

However, in case LTE is unplug or not able to access Internet (check by ping), the router
would route network packages through Ethernet network.

LTE First Priority LTE
S
— — Internet
Cellular Router -

ETH Second Priority

b

LTE NS~ Internet
D
Ethernet /

Cellular Router < Q/

{
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16.2 LAN > IPv4/IPv6 Dual Stack

The router supports IPv4/IPv6 dual stack by default, it means IPv4 packages route to IPv4
network and IPv6 route to IPv6 network.

7

h
\J

W

> -l < IPv4 Network

Dual Stack Host Cellular Router
Dual Stack Router

Native IPv4 Site

\ 4

A4

Dual Stack Site

IPv6 Network Native IPv6 Site

Since IPV6 is global IP, there is no NAT between WAN site and LAN site. One device only needs
one global IPv6. There is IPVv6 firewall protection in the router by default. Only the IPv6 packages
come from LAN site device and got reply back.

AT Cumestt SIM Backup S
Bl Cartd EdRt1 T
IR SRy (=TT M e
Cipeeraion Chunghen Teiecos

BHHIA ACT S8 FEDLTE

IEE S565242 000077

Dol M =D

Bars LTE BaANED 7

Nisnina M

1Pd daFreey HI HET 295 11

[Pyl i 355955 255 355

E Hsnrmal WAl Efusmnied Lids

&MY, Walus Al Walus

1P 8 AN B 1E2 VR T 1M Pl ACNTEES 13 $6A.1 1
IPad Liash 255 2065 253 1Pad Klatk 256 20652550

1Pt Aoy g 3007 D021 g 100
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The router automatically detects IPv6 environment and query IP. After the IP is obtained
successfully, it will distribute to LAN site hosts.

B Command Promgt (1) — (| i
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16.3 MQTT Broker

The cellular router provides the MQTT broker feature which allow the MQTT client sending the

message within specific topic (channel).

By default, the cellular router does not allow anonymous to read/write the MQTT topic (channel).

220111 5,
(222180 ¥ |
% message 1
message 1 s
pub1
message 2
>
message 1
sub2
Cellular Router
d\\ message 2 MQTT Broker
message 2 E,
aE

pub2 (FRIEEE 3 |

sub3

normal channel
critical channel

Thus, you need to create the account with username and password for MQTT client in the web

ul.
8 MOTI
hoin [¥sable # Enabla
Pord 1HHE
Manage Usars
Lisgamaime Pk el

Suni1

Linename

Passenen

en
-3
L)

The Manage Users section will show all created users. Each user can use the button to

delete it. For the ACL control, you can specify what topic should be limited.
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For example, we set the publisher pub2 to write the critical topic.
Additionally, we also the subscribers sub1 and sub3 can read the critical topic.

Thus, when pub2 is sending the message only the sub1, the sub3 can receive it.

ALLs
User Topic Subzcribs  Publish  Dedets
v [ =)
2 - =
’ [ )

2

16.4 Virtual COM > Remote Management

You can access the remote serial device (e.g. Console) by the Virtual COM server feature.

When you set up the above environment, use the Virtual COM software (e.g. USR-VCOM) to
simulate the COM device. After the simulation, the user can use the terminal tool (e.g. putty, tera
term) to access the remote serial device Console.

g |
Bl TCP/UDP
_Jﬁ
Cellular Router Serial device
PC Virtual COM server

Virtual COM software
e Howto setup

The router provides RS-232 (COM1, COM2) and RS-458 (COM3). You can choose one serial
port to connect the device. For example, if you use COM2 to connect the serial device, you need
to adjust the setting like baud rate, date bits to fit the device. You can use the web Ul to set up
the serial settings and open the Virtual COM server feature for COM2.

First, you need to navigate to the System -> COM ports. The web Ul shows the following picture.

I ——
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You can click the button to configure COM2 setting. The configuration Ul shows the following
picture.

Edi COM Poris Enlry #2

Pama] Hale THIEM

Cata

Virtual COM

Searaid

The configuration Ul provides the serial setting and the Virtual COM setting.

(1) Forthe serial setting, you need to change the setting like baud rate to fit the connected device.

(2) For the Virtual COM, you need to change the mode to Server and specify the Protocol, Port
to reach the remote management feature. (Note: In this case, we use the TCP and port 6000
to be the Virtual COM server settings.)

(3) Click the and the button. If all settings are correct, the web Ul will display Apply
OK.

(4) Then you can open the Virtual COM software on PC. (Note: In this case, we use the USR-
VCOM to be the Virtual COM software.)

(5) And set up the virtual serial port by 192.168.1.1 (The default is LAN IP), TCP client and
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Remote Port 6000 as the following picture.

o
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16.5 Virtual COM > Remote Alarm

e Alarming data Alarming data
WO— TCP/UDP @ RS-232 g
Triorr o) =) e

2 Cellular Router
Warning Center Virtual COM client

Alarm device

When the router connected with the alarm device, the alarming data from the device can be
forwarded by the router to the warning center. Same as the remote management, the serial
settings of connected COM port need to be configured properly. And the virtual should be opened
and run as mode. Also, you need to specify the remote host and the port.

The web Ul of router shows the below picture.

Edn COM Ports Enlry B2

Cata
Parfy e
Sop | il
Sy Conine
|5 Sl 7
Virtual CORM
Plige
Hirsl Adichiessg | R
Pt TCH

Redisd Far

After the above setup, the warning center will receive the data when the alarm device sent the

data/message.

I
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16.6 Virtual COM > Modbus RTU over TCP

Modbus RTU
Modbus RTU over TCP RS-485 ..‘-.-'
» «— * ‘
” Cellular Router
SCADA/ Virtual COM server ModbUG SENSOr
Modbus Poll

For the industrial products, the Modbus protocol is the most popular industrial control protocol.

If the Modbus software/SCADA supported the Modbus RTU over TCP, the Virtual COM server
feature of router could handle it. You need to configure the RS-485(COM3) like the remote
management (serial settings, Virtual COM settings).

Edn COM Ports Enlry #3

iy Comired

Virtaal COM

Respaii

After above setup, you can use the Modbus software which supported the Modbus RTU over
TCP to control the Modbus sensor/device.
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16.7 Modbus Gateway

Modbus RTU
Modbus TCP @ RS-485
"y i
Cellular Router
SCADA / Modbus Gateway Modbus sensor

Modbus Poll

The Modbus gateway feature of router could convert the Modbus TCP to the Modbus RTU
protocol and send it to the connected RS-485 device. This feature depends on the COM3 setting,
you need to configure the serial setting in the System -> COM ports web Ul and set up this
feature in the System -> Modbus web UlI.

[ H C0 Urdbe = Lindue

Fl =i

After above setup, the Modbus software can use the Modbus TCP protocol to control the Modbus
sensor/device.

16.8 Alarm Configuration

After you enable alarm, all the selected alarm input events would trigger selected alarm output.

fHsannn » . E-Maii

WAN Discornect
*

Cabutar Router

(1) Alarm Input:
e The alarm would be triggered when DI1/DI2 show(s) high signal.

e The user’s phone number is in device contact phone book can send a SMS to device SIM
card to trigger alarm.

e VPN / WAN disconnect would trigger alarm no matter which interface is currently using.

I
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(2) Alarm Output:

e In case of SMS is selected then only user’'s phone number is in selected group and on

selected working day would receive alarm SMS.

e In case of DO is selected, please make sure your DO is connected to your alarm device.

e In case of SNMP trap is selected, please make sure you enable SNMP trap (Service ->

SNMP) and fill our server IP.

lode 8 Disablke Enahie

Alaom input b e R o Ol 2
o LAN disconnect o Rehoot

AR GULp = 5 = DO
# TROGE

D1 1 Trigger # High Liow

0l 2 Trigger = High Liow

Do) (Eehianion & Always P

SMSE il

Hint: for S0 SE -mil only Socapd rusied and o

o VPN dsosnmec] | AN Seinnadl

¥ SNMP irap o Emadl

fdcde Cizabie & Enabds

iy ST % lnar Conhouemicy SHNMP map configersson

[ ] Mosie Commmurty Hama
! it d U= 1
: ity » [Eragin

Deshration
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16.9 Open VPN Configuration

Generic setup
For Open VPN configuration, use the certificate to authenticate the VPN connection.

Thus, you need to generate the required files for Open VPN server or import the required file to
Open VPN client.

116.9.1 Open VPN Server Mode

Open VPN server certificate generation

Server - Server Security
_
-
Server - User Security
Liser 1 Valic pBsE i 1e
Liger 2 \afic pas 11t
Lisar 3 Valia paEa#iond TE: 8
Lizer 4 valid pasmwnd gate (%
Liser § Valid pasedtnd mite  f
Lizer & Valid passatnd sate I
Lisar 7 valid pasEwond reate  if
Usar 8 valid pasaeord fo e (%

For the Open VPN server mode, the Open VPN web Ul provides the buttons to generate the
required files. The files include Root CA, Cert, Key and Open VPN client files. The file will be
generated when you click the corresponded button.

Note: The Cert, Key generation will take around 10 minutes.
To generate the Open VPN client files, you need to type the password to create it.

The password will be used in the Open VPN client when the client uses PKCS#12 to authenticate
the VPN connection. After the generation, the web Ul shows the below picture.
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And you can click the info button to show the detail for each files, or click the download button to
download the file to PC.

116.9.2 Open VPN Client Mode

Open VPN client certificate import

For the Open VPN client mode, the Open VPN web Ul provides the buttons to import the required
files. The Open VPN client can use the Root CA, User Key and User Cert files from Open VPN
server to authenticate the VPN tunnel. Or just only use the PKCS#12 (P12) file from Open VPN
server to authenticate it.

Note: The PKCS#12 files will contain the Root CA, User Key and User Cert.

When the files are imported, the web Ul is as shown in the right-bottom picture.

Client - Security Client - Sacurity

o e (Y S
- = - EE
- B -

Same as Open VPN server part, you can use the info/download buttons to get the information of
file or download the file to PC.
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116.9.3 Open VPN Net-to-Net

You can use the Open VPN VPN tunnel to make the PC1 and PC2 communicate each other.

Caluiar Routsr
QPenVEN sarvar

Caiuiar Routar
CoenVPN dient

VAN 172 168 1.1/24

Hpe—=g p—

[LAN 192168 1.124 LAN 10.0.0.1/24

FCL 192168 12724

iy,

PC2 10.0.0.224
(1) Open VPN server configuration

For the Open VPN server side, the basic setting is as shown in below figure.
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The VPN Network and VPN Netmask are required fields.
Note: The VPN Network should be network ID (e.g. 192.168.30.1 is invalid setting.)
When PC1 and PC2 communicate each other, the Route Client Networks should be enabled.

And add the LAN information of Open VPN client side, in this case the #1 route will be 10.0.0.0
and 255.255.255.0

Note: The #1 route means the routing information for User 1.

If all settings set up properly, the web Ul will show the Apply OK and the Open VPN server
status should be Running. When Open VPN Client mode is connected, the status will show the
information which client is connected, |IP address and connected time.

Status Rurning
CH IP Connected since

wsar-00-00@opermpn 192968308 2017-08-21 10:38:13

In the status, the CN field will indicate which client is connected and the user-00-00@Open
VPN value is from the User 1 certificate information. You can check it by clicking the
button, the web Ul will display the window as the below figure.
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1B v 2 AR b B e certificate is as shown in the

Apnjsct) C=CH, O=sbrongbuan, CE=unmr-34-000cpamrga . .
Fioiaet PUBLLY Bey f=lol SubJeCt f|e|d
Public Eoy Algacithms rasblrccypbicon
Publis-Eayd (J040 bin)
Modulas
Dlsacibl s TePhy INe TRl Tl sl cPoccd rhaadly
o 108 5T abl TR edTa 37 p00 0l bl a5 vaTa fHvala s
1ealfabi 81 4T 2T a0t c i@ B icbiad r 302 T8 1 Bcin ki
alabi bd sl inlidd sty Lo ke BT 0L ¢ TR b B adudy
ATabEieneSdi 62 52 8o i 00 0048 L 1 RLaTI ¢ THalS i
Bl :cTrabhraT1 ¥ chbr ® i Thadscbdiad 1§32 13 r3Faddy
e EReNadae Tl e Pda Jerdba S rodas Ierdma de
1 B3 Do gl O el FR B3 0@a o 5087 1 9] ndFial ol L
Ialicleldresrdmiod rod1 77 rdProac ¥ dacr Tl
FTalLim a7 b E eV i kim0 idaa 3 volaami 135701
380 ¥ ded 1 0B olT o F c59 MiraTaa ¥ o L clilr 80 edi
bRl O FEcRb b d La' Bl oo dd rhaadd rdie 10
Fhemd I fai Tap SR dar&mi b T 1O @35 iaTodf 1 TEoad
SocdTraloadiler oM e Lo B Todd 022984
Ehodlimwmed S mSu@E) T1ch0a 190 S adaEdrkme £l
B e8Ni Bl dliddo0aib) i 700 i Blei B a0 B 00
T BN BN Bl dbiat 3 ilar BTt loa 2R dlecR s LRl
B il
Eapobeats EREIT (DalDODd)
Eignatzre Algorliitoe shedNdHitARSREzcoyption
Fdefda B eOha T aShalll o ZFaeT 0l TodmidodSo ke ka1 38 ITamTe
DicdBobdcdBs B e Nl ade B o 38 WS aear THa AL 1 BT e B2 c BN Bl
Easd g TerimiBoceOa Kl pldaml o lme By AP e o 2T el 1 mP a3 Ja £
a¥efda i vas il elioqbecBE o) iboodd i Beadd 1 Sra 0 550 18R] 8
czcldalTpd0awledS b cd s 1 4o ma tHFz 7L 1 E T cmaa I THa THe
PR IR e ThaesedTode p Laaad 1 ul @7  REscc i Basda voside i &S
bledB1dErd T B SHaebiad ader RS all 01 a 1T ¢ RE o &0 sl p sl b
SpclorToudaa @ ohdaBordda EO S lg &S ecT 1 1 T e d0 ol Jmr Tl
Adsbd s Bl AN TheR0ae) i PR fa i PO i i Daad OO sl 1 alp sl Bbe
afcdbiberelitde Paa 0o TE a8 rhl a3 i 9T o 28 1d] abbi lbraTach
Eled2 i@ cbaaTorlonc thS o Bl o L4 e 8BS (Bl Eoi @ T e 1o p LEI T
EF LT iwb o Bl Foa 431 Bea T g BT Bl a1 57 85 pan i TBs
Floalilivdd il ccha M rebaddebBafdand s B rDoad G e B4 T L aoms
EEaaf oo TS cOnads el et e adc bl a kI rbbiecy | Bhed¥ 1mls
of pdd i Bbp

W T 5 LT A BCAIRWEC Tl T oSO RO HITL MG ko[, L TERRSC D0 guia AR g
B HOa T e Sl LTS mE SO BV RN B EW EUE Sl = ENT e TR MDY £ MO
WheHM 1 onNTAIRD Y aSDAH 4R/ N 5t O TV Cw TS DETREECA 1 DEC mulc TRva24n
|

INDUSTRIAL 4G LTE CELLULAR ROUTER - UM V1.1.8 187



(2) Open VPN client configuration

For the Open VPN client side, the basic setting is as below figure.

Han Open VWN Conneoton #1

Mooe Oisatie © Enable
VPN Mooe Server © Clom Cumom

TLS Moce © Disabie Enable

TLS minmal vamon 9 rora t0 11 \2

Cipher o -CC

Sunue Correctso
"w Comnected since
192168308 201708-21 1038:15

Dervice © TUN AP

frosocor 0 uow ce
Port 1o

VIN Corprmace 0 Disatin Enabie

Authenticaton phca #12 Cortifcate

Client
Clant Mooe © Roaowamor
Servor Address 172.168. 1.1
PRCS 12 Paaswors
Foute Clant Netwersa on 9 On

The Server Address is required field, which indicate the Open VPN server address which Open
VPN client try to connect. And the PKCS12 Password only works when selected the pkcs #12
Certificate authentication option.

This option requires the P12 file which generated from Generic Setup Open VPN server part.
The password also be set on the Generic Setup Open VPN server part.

If you use the Certificate authentication option, the Open VPN client will require the Root CA,
User cert and User key files.

Same as the Open VPN server configuration part, Open VPN client web Ul also provides the
status information. When all settings set up properly, the status will change from Idle to Running.
When Open VPN tunnel is created, the status shows Connected and the information for IP
address and the time.
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116.9.4 Open VPN 1:1 NAT

we (&2 162 113
Cellulzr Router sy or e Csilutar Router
OpenVPN sarver O 1SIIBBI0Z SoenVPN client

D —

QPR A 172 1831 124 R~ P
"‘W be 'Um

VEAN 172.168 1.224

LAN- 182.158 1. v/24 LAN 192 163.1.1724

sec 192168 192
we 19216812
dst 192 188102
- [sd
—1 po—-v

=t ==

PCY 1021681224 F

For the net-to-net part, the Open VPN server LAN network and the Open VPN client LAN network

are different. But some time, the LAN network will be same for both sides.

When this situation occurred, the routing rules will be ambiguous that will result in the PC1 and
the PC2 can't communicate each other. Thus, the router Open VPN provides the 1:1 NAT feature.
The feature will convert the conflict subnet to different subnet. In this case, you can use 1:1 NAT

feature to convert the Open VPN server and client side LAN network.

For the Open VPN server side, we fill up the Network be 192.168.10.0 and Netmask
255.255.255.0. The setting will make the router convert the Open VPN server side LAN network

from 192.168.1.0/24 to 192.168.10.0/24 when the VPN traffic is coming.

Roadwarmor
Foiis Chm Merworks = - e
SO - NET Mk
1 T 188 T1.0 Jas.amhdE
L) ooon nanG
L] Gudund ! ouhulod
LE] Qs QUL
] nonon | pong
] [Hia kIR aano
L] o il
L] (=R L1}
PAT
FAT o 8 O
L TR TR L0
Fesmask 5] .
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For the Open VPN client side, same as server side but we fill up the Network as 192.168.11.0.

The setting will make router convert the Open VPN client side LAN network from 192.168.1.0/24
to 192.168.11.0/24 when the VPN traffic is coming.

Cliant

Chent Moda i@ Roadwarrior
Server Afcroza FFAL AN
PRLS1? Pagsrennd proscand
Route e Nabsnrio onf @ Oon
MNAT

121 BaAT of 9 On
Hotwork BT T1.0
MeairmiEsk 155255 250 [

\ 16.9.5 Open VPN with third-party server

< Internet )

A

Cellular Router \ 4

OpenVPN client &
@ i OpenVPN tunnel -

OpenVPN third-party server
e.g. vpngate

LAN: 192.168.1.1/24

|

=
i

R

PC1: 192.168.1.2/24
A VPN enables you to send and receive data across shared networks.

For some users, they will use the VPN to access the limited network service from the different
country. But normally, the third-party Open VPN server will provide the .ovpn configuration files
for the Open VPN client. The .ovpn is hard to convert to the cellular router Open VPN client
configuration. So, we provide the Custom mode to make the user can easy use the .ovpn to set
up the cellular router Open VPN client. The Custom mode provide the import button to allow user
import the third-party Open VPN server .ovpn configurations file.
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For example, use the Japan Open VPN server which provided by http://www.vpngate.net/en/ .

Firstly, download the ovpn configuration files from vpngate.net.

Additionally, use the Open VPN custom import button to import it. The result is as the below figure.
If the .ovpn configuration file is correct, the web Ul will show Apply OK.

Modo D=abie @ Enacés

WRR Mnde B Chwt @ Cusiom

o, [ S
Gishs Comrascied

IF Canasciad sines

1ML1LS  MYT-08-37 19:5040

= (e [ 1o

If the third-party Open VPN server is reachable, the VPN tunnel will be established.

When the Open VPN VPN tunnel is established, the status shows Connected and the information
for IP address and the time. In this moment, the PC1 can visit the http://www.vpngate.net and the
web Ul should indicate the PC1 in the Japan at now as the below figure.
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16.9.6 Install Open VPN Access Server on Docker

Open VPN Access Server on Docker installation

Open VPN Access Server is a full featured secure network tunneling VPN software solution that
integrates Open VPN server capabilities, enterprise management capabilities, simplified Open
VPN Connect Ul, and Open VPN Client software packages that accommodate Windows, MAC,
Linux, Android, and iOS environments. Open VPN Access Server supports a wide range of
configurations, including secure and granular remote access to internal network and/ or private
cloud network resources and applications with fine-grained access control.

All Open VPN Access Server downloads come with 2 free client connections for testing purposes.

$15.00 License Fee Per Client Connection Per Year. Support & Updates included. 10 Client
minimum purchase.

The detail please look https://Open VPN.net/index.php/access-server/pricing.html
Quick Installation
m Prerequisites
e Ubuntu 16.04
e curl or wget should be installed
Install via curl
sh -¢ "$(curl -fsSL https://bit.ly/2GrzYyS)"
Install via wget
sh -¢ "$(wget https://bit.ly/2GrzYyS -O -)"
Install Docker on Ubuntu 16.04 64bit
Reference: https://docs.docker.com/engine/installation/linux/docker-ce/ubuntu/
Set up the repository
sudo apt-get remove docker docker-engine docker.io
sudo apt-get update
sudo apt-get install \
apt-transport-https \
ca-certificates \
curl\
software-properties-common
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubuntu \
$(Isb_release -cs) \
stable"

I
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Install Docker CE

sudo apt-get update

sudo apt-get install docker-ce

Install Open VPN Access Server by docker image

Reference: https://hub.docker.com/r/linuxserver/Open VPN-as/

sudo mkdir -p /Open VPN-as
sudo docker create --name=0Open VPN-as \
-v /Open VPN-as:/config \
-e TZ="Asia/Taipei" \
-e INTERFACE=€enp3s0 \
--net=host --privileged linuxserver/Open VPN-as
sudo docker start Open VPN-as
Check the Open VPN Access Server by visiting https://<server_ip_or_domain>:943
Setup Open VPN Access Server for Cellular Router
The admin page is https://<server_ip_or_domain>:943/admin
The default administrator username and password is admin/password.

Login page:

) PENVPN

OpenVPM Technologies, Inc

Admin Login
Lisrmame

Fasswind

After logged, please change the user authentication type to Local like the following figure.

I
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https://hub.docker.com/r/linuxserver/openvpn-as/
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And switch to the User Permission page to create the user for Cellular Router.

(In this case, we use the test/test to be the example.)

(PENVPN " Access server

Statun User Permissions

PN TR Search By Usarnaena JCroup |uts "% aa wildesm}

Lidsq Mip i

Configuration T

L B

LI g gem ok

TrE R SETENCY g [Frreny | p——

v rais Bl e -

W BN Sesttige

Ry Enepd WM
e : Mmguiie uset Sarmiskions reennt Tai VIR
il TSt

BLrEES
Clhunt fanbfirgs
FEliret Sive Salvngs
Lieer Managemient
"I‘_I User Pormsmans I
: UrTLip Rarnniegane

Basclin CactSoarhes
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Also check the Access from all other VPN clients to make the Cellular Router could be reachable.

Search Dy Lsarmams | Gious duse W o w dessd)

R T ——

A il!lﬂ. HH
v O
U e s
L
Local Pasrsors: d,tm { M Parsaored Sl |
SEbECT 1P Adidnidissg B Lae Tynaemic ' Uhee Faiic
BAipess Controd
SRlECT addTELsisg MAhod i Use BAT Rl D
Bl BeLLELT T INEE MEDGIY:

LAE mSnINETY i AR rTes et o

A Areesy Frgm @l EEFeEr s e fUtails wSnlE
A RerEss Frme :_!: I BB a1 Galleki PN Chidrs J
VPN Caneway

Configare VN Cateiwy Bra e

O8E garTimg

Configurs A 1F sl Bra e

Beguire wsar permissions recond for WPY
arcwih

& [ ]

User Permisstons Chamged
Liser ‘tast’ added.

Press the button below to propagate the changes to the running aerver.

-?_ i Updata H!..mr'mg 5Inrlr

Setup Cellular Router Open VPN client

MPENVPN

Usarmama

Passward

oo+ G
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Use the user test/test to login https://<server_ip_or_domain>:943

Please make sure to change the type from Connect to Login.

(P PENVPN

Connect Logout
To download the OpenVPN Connect app, please
choose a plathorm below:

OpanVPN Connect for Mac OS5 X
« QpenVPN Connect for Android

« QpenVPN Connect for OS5

« CpanYPh for Linux

Connpction profiles can be downloaded for;

« Yoursell {usar-ocked profie)

After logged, please download the .ovpn configuration by click the user-locked profile.

Eciii Oipon WPk GonnaoSion §

Bafirg Log

Moo Cinabia ¥ Erabio
WPH Mook S Clart @ Cumiom
1.
Cumiom Cordg B oo oo I i i
2.
Lamrdira Ine?
3.
Passweaortd imad
Saxtus Conmecien

1Trar.dadd FMMTOTIE 140138

3 e [

Upload the .ovpn configuration to Cellular Router Open VPN custom mode, and input the
username and password.
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OpenVPN Acess Server

VPN

. > i LTE, 7 i
Services A

HTTPS 3

Modbus ~ @

TR069 Cellular Router =N

PC Cellular Router
OpenVPN client OpenVPN client
test/test admin/password

When the VPN tunnel established, the Cellular Router can be managed/accessed by the other
VPN clients.

16.9.7 Install Pritunl Open VPN server on Docker

Pritunl Open VPN server on Docker installation

Pritunl is a distributed enterprise vpn server built using the Open VPN protocol.
Quick Installation

m Prerequisites

e Ubuntu 16.04

e curl or wget should be installed

= Install via curl
sh -¢ "$(curl -fsSL https://bit.ly/21pJN1X)"

= Install via wget
sh -c "$(wget https://bit.ly/2IpJN1X -O -)"
Install Docker on Ubuntu 16.04 64bit

Reference: https://docs.docker.com/engine/installation/linux/docker-ce/ubuntu/

Set up the repository

sudo apt-get remove docker docker-engine docker.io
-
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sudo apt-get update
sudo apt-get install \
apt-transport-https \
ca-certificates \
curl \
software-properties-common
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -
sudo add-apt-repository \
"deb [arch=amd64] https://download.docker.com/linux/ubuntu \
$(Isb_release -cs) \
stable"
Install Docker CE
sudo apt-get update

sudo apt-get install docker-ce

Install Docker compose

sudo apt-get install docker-compose

Install Pritunl Open VPN Server by docker compose

(1) Set up the basic environment by the following commands.
mkdir ~/pritunl
cd ~/pritunl
touch docker-compose.yml
(2) Copy and paste the following content to docker-compose.yml.
version: '2'
services:
pritunl:
image: jippi/pritunl
volumes:
- pritunl:/var/lib/pritunl
- mongo:/var/lib/mongodb
privileged: true
network_mode: "host"
ports:
- "1194:1194/tcp”
- "1194:1194/udp”
- "80:80/tcp"
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- "443:443/tcp"
volumes:
mongo:
pritunl:
(8) Run the command docker-compose up -d to start the server

(4) Check the Pritunl Open VPN Server by visiting https://<server_ip_or_domain>

Setup Pritunl Open VPN Server for Cellular Router
The server will running on https://<server_ip_or_domain>.

The default username/password is pritunl/pritunl.

Login Page:
‘ lUsername = ‘
Password

After logged, the server will ask you to do the initial setup. You can change the username and the
password setting in this page.

Initial Setup:
Initial Setup
Usarname New Pasaword
prituni . Enter password -
Public Addross Public IPvE Address
80.250.186.238 Emtar public addrens
Web Consoie Port Lets Encrypt Domain
A mrdrd. ddns.net
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Open VPN user setup

Please navigate to the User page to setup the Open VPN user account.

pritunl L Lizmrat o b

Users and Organizations L | Ak L | J” o

Add the organization by click the Add Organization button.
Add Organization

fiamd HNama of oiganEaticn

Enter nama

(In this document, we use the MR to be the organization example.)

When the organization be created, the Users page should be like the following figure.

ml Ly [y e
Users and Organizations | s o | st user | s e s | e et |

Then add the Open VPN user by click the Add User button.

Add User
Faarra
-
Sl @ CrgarURATE
Esmml iaplinnal
P
=

I-ﬂl.r-u n
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Note: In this Open VPN server, the PIN must contain only digits.

Note: In this document, we use the test/123456 Open VPN user to be the example.

Users and Organizations | o Onmton | pggvvr | s s oo [ERS

Scmpi® by it Gl n i o

SortasitAly B e

= w = o |

tmal @ ofine 5 (5 @ v

Open VPN server setup

Please navigate to the Server page to setup the Open VPN server.

Pl'ihlﬂl Rarvars Upgrads tn Emerprissl
Servers e

And click the Add Server button to create the Open VPN server.

Add Server

Advanced
Enter name B.8.8.8
Fort Protocol Virtual Network
10149 udp 192.168.231.0/24
Enable IPvE Enable Two-Step Authentication

Note: Please click the Advanced tab and make sure the Inter-Client Communication be checked
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When the Open VPN server created, the Servers page should like the following figure.

Prih‘nl Serven Uyrgrmie 18 Erfee e tead

Servers m

Succasniily QO .

) Status Offline E::m BEOWE CR3 =
(D Uptime

2 Users - usrs pedine

< Devices 0 devicrs onlise

il Hebwark L FRTE S P

5 Park LR T

0 Multiple Devices Dlskiad
iA 0.0.0.0/0 =
@ 192.168.234.0/24 ST

T
[

And click Attach Organization button to setup the Open VPN server.

Attach Organization

Select an organization

MR

Select a server

e Bl g

= -

Start the Open VPN server by click Start Server button.
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pritunl Servers Logrmdw 1o Gntersme

Servers s | s | s o

Sucomemt iy ROUOD anrver

Succaeatlly aftache organaation

O Status Offine m Dandwith Graon -
© Uptime

L Users 0/ users oaline

~ Devices 0 devicas osline

A Network A1 168.234.0/2¢
» Port 17470 udp

© Multiple Devices Diabied

3 0.0.0.0/0 [ Marraren o |
) 192.168.234.0/24 e
¥ MR | Owencn Ourtsssen

Cellular Router setup

First, please navigate to the Users page and download the user configuration file and extract it.

Users and Organizations e e e
E— D o e

pr—,

§ bmst i offine 51 (D) ‘ﬁal W
|

Note: In this document, you should get the MR _test_router.ovpn file.
And visit the Cellular Router Open VPN custom page then import the .ovpn file.

Fill up the username/password which be setup in Open VPN user setup part.
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Sstting Log
hode Dizable £ Enable
VPN Mode Sarver Clierd @ Custom
oo ([ WS
Lisarnams tasl
Password 123456
Status Conniched

P Connecied since

182 168.235.2 2017-08-16 16:04:16

E=1 i | n |

When the Cellular Router Open VPN connected, the Pritunl Open VPN server also update the
user status.

pritunl

users and Organizatons I I ey )
m MR m e Aor Lo m

5 best @ oniine 5 (B & A

Dot Y cple-plsias-SWEEE dwrmanty eoaesoser Dasies @ Online

I
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16.10 VRRP Topology

Basic VRRP Topology

Router A Rouer B
Vretual Router Vintuaé Router
Nastor Backup

Y

192 168 1,100 192.168.1.101

b

l : —

Chant 1 Chant J

Base on this topology and VRRP Parameter settings, Router A and Router B will offer a virtual
router service with virtual IP = 192.168.1.200 for the client.

16.11 TRO069 Server (GenieACS Installation)

Server OS: Ubuntu 14.04 on Virtualbox
Installation:

1) Login ubuntu
2) Change to root by 'su -' and enter your root password.
3) Install required package as below command:
>apt install gcc openssl-devel zlib-devel readline-devel sqlite-devel
4) Make a directory for application installation
>mkdir /opt
5) Install yaml
cd /opt
wget http://pyyaml.org/download/libyaml/yaml-0.1.7 .tar.gz
tar xvzf yaml|-0.1.7 .tar.gz
cd yaml-0.1.7
./configure
make && make install
6) Install ruby
cd /opt
wget http://cache.ruby-lang.org/pub/ruby/2.4/ruby-2.4.1.tar.gz
tar xvzf uby-2.4.1.tar.gz

cd ruby-2.4.1
-
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Jconfigure

make && make install

ruby -v

ruby 2.4.1p111 (2017-03-22 revision 58053) [i686-linux]

cd /opt
gem install rails --no-ri --no-rdoc
gem install bundle --no-ri --no-rdoc

7) Install node.js

cd /opt

wget http://nodejs.org/dist/v8.2.1/node-v8.2.1.tar.gz
tar zxvf node-v8.2.1.tar.gz

cd node-v8.2.1

.Jconfigure

make && make install

node -v

v8.2.1

8) Install redis

cd /opt

wget http://download.redis.io/releases/redis-4.0.1.tar.gz
tar zxvf redis-4.0.1.tar.gz

cd redis-4.0.1

make

make test

All tests passed without errors!
make install

#Start redis server
redis-server

9) Install mongodb

cd /opt

wget https://fastdl.mongodb.org/linux/mongodb-linux-i686-3.3.3.tgz
tar zxvf mongodb-linux-i686-3.3.3.tgz

cd mongodb-linux-i686-3.3.3

mkdir -p /data/db

10) Install genieACS

cd /opt

git clone https://github.com/zaidka/genieacs.git
cd genieacs

npm install

npm run configure

npm run compile
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Modify FS_HOSTNAME field in genieacs/config/config.json for device retrieve firmware file

Original configuration:
"FS_HOSTNAME" : "acs.example.com"

New configuration example.:
"FS_HOSTNAME" : "192.168.0.199"

Note: It is the place where the device firmware file stored. Generally, it is the IP address on where
your GenieACS server installed.

Modify connect request username/password in genieacs/config/auth.js to stimulate
connection

Original configuration:
function connectionRequest(deviceld, url, username, password, callback) {
return callback(username || deviceld, password || "");

}

New configuration example:
function connectionRequest(deviceld, url, username, password, callback) {
return callback('tr069','tr069");

}

Note: The hard code username/password MUST same with device's connection request
username/password, otherwise the ACS stimulate connection will fail.

11) Install genieACS-Gui

git clone https://github.com/zaidka/genieacs-gui
cd genieacs-gui
bundle

gem install json
bundle update

rm -f db/*.sqlite3
rake db:create
RAILS _ENV=development rake db:migrate

cd /opt

cd genieacs-gui/config

cp index_parameters-sample.yml index_parameters.yml

cp parameter_renderers-sample.yml parameter_renderers.yml
cp parameters_edit-sample.yml parameters_edit.yml

cp roles-sample.yml roles.yml

cp summary_parameters-sample.yml summary_parameters.yml
cp users-sample.yml users.yml

cp graphs-sample.json.erb graphs.json.erb

GenieACS startup script:
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#!/bin/sh

GENIE_PATH=/opt/genieacs/bin
GENIE_GUI_PATH=/opt/genieacs-gui

echo "start mongod."

pidof mongod

if [$? !=0]; then

/opt/mongodb-linux-i686-3.3.3/bin/mongod --dbpath /data/db --journal --storageEngine=mmapv1
--fork --syslog

fi

echo "start North Bound/RESTful Interface service."
$GENIE_PATH/genieacs-nbi &

echo "start ACS/CWMP service."
$GENIE_PATH/genieacs-cwmp &

echo "start HTTP/File streaming service."
$GENIE_PATH/genieacs-fs &

echo "start GenieACS/WebUI."
cd $GENIE_GUI_PATH

rails server -b 0.0.0.0
GenieACS stop:

Ctrl-C

Usage:

1) Device Configuration
Fill in the ACS URL field as http://GenieACS server IP:7547
Fill in the Connection Request Username and Connection Request Password fields to same
with the configuration in genieacs/config/auth.js.

2) GenieACS Operation
Input http://GenieACS server IP:3000 on browser url bar and Enter.
Press Home tab to refresh Online devices status.

$eenieacs
@ (524 Y il FreuFn CHgiTL Firrsiineiy wartisl Faameos  Filsy

Ondine devices

Al dewices

Orline nowe | 100 20
Fayt 24 haury [ ID.D03%)
& Miwiri [ 00N
Hoal |
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2.1) Login

Username and Password are admin/admin.

L eenieacs

Ly
Uername wdmm
Fijnwor s #En-eE

3) Device information

Press Devices tab

@ eenieacs
- - -

Listing dewioes
Feltpre

LU Chaiu

Shomnng | devn rs

adma | Log Dl

Prowinism: ‘Wiriual Parameriers  Files

WLAM SSET  Lasrr sefoseen

e tial mmrmber Proafuscr clann  Sofeers snres i
by b O BEm02 151 20E1T 192 188089
(B ]

B rrireainy a0

Move mouse to line end of your device, the Show link show up.

Shranng 1| desiees

Sazriall mumbecr Produal chass  Saoflssars wueismmn IP WLAMN 5530 Lusl influisw
OOagEees a0l Elank 013G 51 2CEST 152.128.0.3% E minupes .:II:II:I( m )
1 emanbevanl

Press Show link, the device information shows up.

I eenieacs

D g Fashs sy Dy

Device: (O304 — 990 99090 9o o
Fags: +
Lt wvform. | 2 reirates age — Beliesh, Fog

Sarrtal masTbe S s s
2 Ol Om w00
werne & 163000 1D AR T

W NE2. S8R0 AR — Lde

Tash guecuss
Tawsk Tams | awh coos  Baadn merinege | ash demel Lo

T T R Y

o ol i i, [ o P e oot e 1, 1)

ol | okl e v . Dt e vy e i e e 0 | OO DR
tarsetCatwsmayThrec o, Devicsinfa Solftwarsversion 01 160002151 29837
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4) Access parameters

Scroll up/down on Device parameters list, the Refresh and Edit link show up at line end of

parameter.
For Readable parameter

[ parsmeben

vl o | e | oy e o -
IniermeiCairsmalerec s Devicebammary e reeSatewayDevice 1.4 iBasebne 1, Lik
mrmFICa P e p Deviremic.

WIRIE A dmdrpl b, Db Specweidinn | 5
e rree el iyt i Davidein e, Handwndrd e idon &1 10000000 @
imtemeiCairsmaplerec g Devicsimic. Sofomarevemibon 0180001 51 FEET

MR AR e b D vsremio. Froras ianingdodds ik

For Readable and Writable parameter

T Y B T T e R e T T e A R
Intr retirrweyTevice X_FEOUTIR DMAT prerp. | = dpori_ begin O

I ranlanrsus Tevics X_ECHITER _DSAT.prerp. | S dpon_srd O

I ol P e DaE 8 _ECHITER DAY erarp b

Vo v vy Davicn 0 MO TER_ DA T ey, | Bomade off @o@
I ret ey Tevics X_EOUTIR DMAT prery. | E desoripiion Slank

InrssranluneaayTesirs 8 _FBCOUITER_DMAT prery. |6 proaasod 1ep

i per s wane 8 BCHITFR MeAT fnore. b ansdr heran B

4.1) Get parameter value

Press on the Refresh link, the Pending tasks window will pop up on right top to ask you to
allow or Cancel this action.

adrnis | Lo gul

¥ eenieacs P i

B Fafrent svode

shoame ([ Fasslin Preasey Dty Prosiniant "

Dewice: DO30F- 999999990995
Tagn -
Laai imbormn- 12 minuten aga — Feband, FBng

Savaall mainleey SR S SRR R
Proder rlacs

- FOADEF

Harmie e Canae
Hisralemay w verwsn 00 16 D00 S0
SailPaiie weishion: 01 560000151 19ELP
W 1EE iR — Eda

Task queur
Favn Toemr bl pusfie  Fash weeycage baak devasl Brvvees

Ermgty

Dewice paramebers

WL TP ) vy DR A DR B BCRUT BB DRAT iy, 175 ikl id 1T ¢
inrnailalewndyDervics 1 ECUTER DRET srviry. 1% dporf_begin O
ImismeiGairweyDevics {_BCUTTE DRAT sniry. 12 apors_snd O
imemernrwayTesios 0 _BOUTEE_DRAT smiry. 15 den DOWOD
IRl Ewdey Dy 0 BCRITER_ DRAT sty 15 it _bsigisn @
bl e | ey Ui O MR T RN DR T ey, 15 A gred @
minmeiGairwayDevice 1 RCUTER DRAT srviny. 18
mrmECnirssyTeies 0 ROUTER_ DRAT smmry. 18 meos off
imrmE I Fess Twars 0 BCRITFE DA T smry, 16 dearriprien Blank
W TR | ey LR R SRITEE DR T Ty, 10 S e i O
inrneila ey Doavics 1 SCRUITER, DRST soiny. 18.p0f begin T
IrinrnaiaiessTesiee 0 BTEITTE NRAT srviry. T8 anees snd )

lr=ritd |
EaCiary rEaes
Funh Ol
Sedel Fiyrrsmgre
Uslzie

Press Commit to get this parameter value.

I
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Note: If the GenieACS can reach the device, the parameter value will be updated immediately.
Otherwise, this request will be queued on Task queue list until next time device connect to
GenieACS.

Note: To update the whole tree, refresh the root parameter (InternetGatewayDevice.).
Note: To update partial tree, refresh the parent node of the partial tree.

4.2) Set parameter value

Press on the Edit link, editing window will pop up to ask you to change the value of this
parameter.

Input new value and press OK.
Editing
InternetGatewayDevice X_ROUTER_DNAT.entry. 1 6.mode

@ Cancel

The Pending tasks window will pop up to ask you to allow or Cancel this action.
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L eenieacs
e

T Lok Firirh. e b

Trma e e wlflaer

Dewvice 0 H0AF - e nq
Tﬁ. -
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Fredr i
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[ P EFETHER L
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Ferrarlasslerr . SO TIE el Tarary. | e b
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FEETELa A BDUTER [T arary. | Laget bege 8

FERSE LAk B TR [P ] 40ary. | ARt s0d B
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e e i BCHITRE THNALT dder |8 el el @

EEEd
Ty nd
Eaidi [
Pk © FTER
[LEiT]

Press Commit to set this parameter value.

Note: If the GenieACS can reach the device, the parameter value will be set immediately.
Otherwise, this request will be queued on Task queue list until next time device connect to
GenieACS.

5) Reboot device

Press on Reboot link.

O eenieacs o
P v P ol e EE Frrrieer: Virhasl Famarwing  Firs
Device O304F - Mo beletl DR puler - 990505050505
Tags o
Lirsd il b } oy agm - Bk, Fiag
el e i D
Proguai vlarc Movmie e
L 0 e
Camgri
Harsbwraer wey i 1] 1E0DE MEFRRRTE
el L O] IR
BT T — L
Tasnk qis=if
Taak e Dl il (oo™ mee i |l leiaed Brdrwey
Trmpiy
[ PRl W THR I
(LTRSS '
[ e « Balsd L o i) SRF ]
Fdr e e il e & Lren
e L MR 1.0
il Vil H s 21 AR EOESD
il L R L TREREL T
arliroas Provrosvegl wb Lo
ariiroas Busdfaslasn Srwin
ariiroas L Tims 1823 |1 § J54
aviiras WA
ariirae 1= § =
ariirae I
[
Fanh fib -
ek T wrmwacy
Lidiie

I
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The Pending tasks window will pop up to ask you to allow or Cancel this action.

admin_ | Log out
Pending tasks
B Reboot
—‘I
. | Commit Cancel
Provisions

Press Commit to reboot device.

Note: If the GenieACS can reach the device, the device will reboot immediately. Otherwise, this
request will be queued on Task queue list until next time device connect to GenieACS.

6) Reset to default

Similar to Reboot device except pressing on Factory reset link.
7) Firmware Upgrade
7.1) Upload Firmware

Press Add Firmware link

®eenieacs B
thEer Tl P i Frruris ol . Fross e i ad P rmrien s Fbes

Dewsie. GO0 - Mobile® ORouber - 9999999959594

T =

il e aleeal J Meeatd i — Frbeeh, Ay

il e e

Froshict claas Mok Boam

i o

MEwE e e

(=T R e T R R T

Foframes serion ) BEIRI1T 1 1W0R

W VR SR D — [idn

Tank qusiss

Tl Tomr ol somie bl g B ol drad | Brves

F Enils

rvnr paEmarreien

I o ey D "
PRSPl Wy D B DR FLTETETy TR LR Fs T s | S[FRnsdea | IHh

b g b o by e e W b

[Et Ty Darew ik S Verpian 10

(LE HaEy DR D

(ET Hrmagd e e D F e b LI L ERLTEL . FL

P e by e e by B s gl rein

1A ransdy D s Devwpr by barg

(ET e L E S EST T PR TS

(ET dakh i a M mearr Vs e a1

[EE LT bt el e vt DDDLNRED D kel i -
VEEH P o Hed e F Ll B ol S B B ARSI

Bk
ERs1ETy 1HLE
a i

The link will redirect to Files tab

I
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wimie | g o

L eenieacs

i Dwrea iy Vit Frewren e Froe s, Virimal Feraeriery  Fides
New Tile

Fibk T | FiTeabie Upgiade Weage |=|

G oo

Froalea® Loty Mhile Eind e

Press File: browse button, select the firmware, and then press Upload button.
The firmware will be added to listing files as below.

@ eenieacs

e [ Vol Firirs THar i i
Lastineg Frles

Alimaie] | Sdes

- e 1 Fosb 1 ke Pevimes

L | VeEwas U a Bagd OOIC4 M Baaled D HEEEL 100 CERIY

v

7.2) Upgrade
Move mouse to the Push file>> link, the upgrade firmware name will pop up as below picture.

Device parameters

yPE 1 [at]
IntermelGaswayDevice
InternetCatewayDevice. Device Summary IinternetCatewayDevice: 1. 4[|{Easeline: 1 ,Eth
InternerGanswayDevice Dewicelnfo
IntermetGatewayDevice. Desiceinfo Specvierdbon 1.0
InternetGatewayDevice.Devicelnfo. Hardwareversion 01360002 00000000
IntermerGaiesayDevice. Devicelnfo SofraareVersion 01 360002151 20839
InternetCatewayDevice. Devicelnfo ProvisioningCode | I
Inte fﬂ'E[’:-ﬂliE'l'aTDE'-'ll:E-DE'-IEE“'l{EI-Hil'Il.-If-EE[UfET CEnaric
InternetGatewayDevice.Deviceinfo UpTime 1020 (0.1 7:0)
InternetGatewayDevice. Devicelnfo AdditnionalSoftwareVersion ¥1,51
IntermelCanssayDevice. Devicelnto. ModemFirmwarsVersion EC2SEFARDZADESMAC
IntermetCatewayDevice.Devcelnfo. SenalNumber 399999999999

Fa<ioay ras
Fush file =
el Firmwars
Delete

m00amg L1 _Fiomware Upgrace Image)

Move mouse to the upgrade firmware name and press it. The Pending tasks window will pop up
to ask you to allow or Cancel this action.

LOULARNIREN | EAALY TR

Pending tasks
B Push file (m300.img)

Press Commit, then firmware upgrade started.

Note: If the GenieACS can reach the device, the firmware upgrade will be started immediately.
Otherwise, this request will be queued on Task queue list until next time device connect to
GenieACS.
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17 Test Case Example

17.1 VLAN Topology

LAN1 LAN3

e

PC-A: 192.168.1.20/24 Cellular Router PC-B: 192.168.2.20/24

e I

This VLAN Topology for 3-port LANs shows different PCs how to configure VLAN settings with

different LAN ports and has two results for this configuration.

(1) PC-Asends ICMP packet to PC-B IP (192.168.2.20) and captures traffic on PC-B. Thus, PC-
B will receive Tag20 traffic.

(2) PC-B sends ICMP packet to PC-AIP (192.168.1.20) and captures traffic on PC-A. Thus, PC-

A will receive untag traffic.
Note:

e PC-Aand PC-B are on Ubuntu OS.
e PC-A and PC-B should install vian on Ubuntu.
e PC-A and PC-B should command this order “sudo apt-get install vlan”.

The following interface shows VLAN settings for the cellular router.

Fod

Ercvie Bioren Wil Lkt LARE kil Ruiziar

F Wit e & e

of F #
Bl e El B
Fl Pl o Fi
# # F -
& o o &
L g L L -
& & o Fi

g =]

T W1
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Note:

e Different PCs have different interface of network cards, like PC-A network card is eth1.10 for
example 1 and PC-B network card is eth1.20 for example 2.

e How to find out the terminal and the interface of network cards based on different PCs.

m From the following picture, you can click the finding your computer icon and input the
terminal letters. Then, the interface will show the terminal icon and click to open it.

2 -
6 ® terminal

A Appiication

é Temina UXTerm

n Next, it shows the information when you click the terminal icon.
testEtesl-OMEEI0-CMBT I0-CMBEAT | -

m From the following picture, it shows the interface of network card, enp7s0.

CM6630-CM6730-CM6830 : ~

0 :~$ ifconfig
:Ethernet HWaddr c8:60:00:8c:e9:6d
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:6718527 errors:0 dropped:1 overruns:0 frame:0
TX packets:236763 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:840602765 (840.6 MB) TX bytes:23763604 (23.7 MB)

Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed

inet addr:192.168.2.10 Bcast:192.168.2.255 Mask:255.255.255.0
inet6 addr: fe80::915:67ad:ddbf:236/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:@

TX packets:100 errors:0 dropped:® overruns:0 carrier:0
collisions:0® txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:13612 (13.6 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:4892 errors:0 dropped:® overruns:® frame:@
TX packets:4892 errors:® dropped:0® overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:513828 (513.8 KB) TX bytes:513828 (513.8 KB)

CM6730-C 0:~5 |
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There are two examples to explain how configure VLAN settings.

[Example 1: PC-A pings PC-B (Access to Trunk) |

For PC-A, add default gateway and LAN's MAC to ARP.
e Load VLAN and create VLAN interface, command as below:

L sudo modprobe 8021q
] sudo veconfig rem eth1.20
L sudo vconfig add eth1.10

e Configure VLAN interface as below:
m sudo ifconfig eth1.10 192.168.1.20 netmask 255.255.255.0 up
m sudo ifconfig eth1 0.0.0.0

e sudo route add default gw 192.168.1.1 eth1.10

e sudo arp -s 192.168.1.1 LAN's MAC

e eth1 is network interface on PC-A

Therefore, PC-B will receive Tag20 traffic when PC-A sends ICMP packet to PC-B IP
(192.168.2.20) and captures traffic on PC-B.

[Example 2: PC-A ping PC-B (Trunk to Access) |

For PC-B, add default gateway and LAN's MAC to ARP
e Load VLAN and create VLAN interface, command as below:

n sudo modprobe 8021q
n sudo veconfig rem eth1.10
n sudo vconfig add eth1.20
e Configure VLAN interface as below:
L] sudo ifconfig eth1.20 192.168.2.20 netmask 255.255.255.0 up
n sudo ifconfig eth1 0.0.0.0

e sudo route add default gw 192.168.2.1 eth1.20
e sudo arp -s 192.168.2.1 LAN's MAC
e ecth1 is network interface on PC-B

Therefore, PC-A will receive untag traffic when PC-B sends ICMP packet to PC-A IP
(192.168.1.20) and captures traffic on PC-A.
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17.2 MQTT Topology

I —
S ]
PC-A: 192.168.1.10/24 T et PC-B: 192.168.1.33/24
s Cellular Router e
Sub Pub
(Receive Messaqges) (Send Messages)

This MQTT Topology shows the cellular router to connect PC-A and PC-B’s LANs and have two
results are as below.

Expect Result:

(1) PC-A sends message to PC-B and PC-B should not receive any message.
(2) PC-B sends message to PC-A and PC-A should receive message.

Note: PC-A and PC-B should install MQTT Client software.

There is a process to explain the steps and result.

e Step1: Install mosquitto-clients on ubuntu or windows.

If your OS system is Ubuntu, you should install as below steps:

test@test: -

testtest:~S sudo apt-get install mosquitto-clients

sudo: unable to resolve host test

Reading package lists... Done

Building dependency tree

Reading state information... Done

The followlng packages were automatically Installed and are no longer required:
geoip-database-extra javascript-common libis-openlayers 1ibnghttp2-14
libnl-route-3-200 libggsttools- pI LibgtSaultimediaS-plugins
libgtSmultinediawidgetsS 1ibsmi2ldbl libssh-gcrypt-4 libwireshark-data
Libwiretaps libwscodes '1 Ehwyutil? linux-headers-4,.10.0-28
Llinux-headers-4,10.0- -generic linux-headers-4.10.6-42
linux-headers-4, ."- 2-generic 1in aders-4,13,6-26
Linux-headers-4.13.0-26-generic linux-image -.1“ 8-28-generic
Linux-image-4.10.0-42-generic leUn inage-4.13.0-26-generLc
Linux-image-extra-4. .0-2¢ c inux-inage-extra-4.16.68-42-generic
linux-image-extra-4. g

Use 'sudo apt autoremove' to remove them.

The following additional packages will be Installed:
Llibc-ares2 Libmosquittol

Llowing NEN packages will be installed:
aresZ libmosquittol mosquitto-clients

0 upjrnd(d 3 newly installed, © to remove and 119 not upgraded

Need to get 65.3 kB/9 kB of archlives

After this operation, 330 kB of additional disk space will be used.

Do you want to continue? [Y/n] Y
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additlional disk space will be used.
[?JHI
Jtw.archi ubuntu.com/ubuntu xenial-updates main amd&4 libc-ares
buntuf.2 [34.1 kB8]
ftW. archive. ubuntu.c sufnty xeplal-updates funlverse amdéd Libmosgult

anmd

Sselecting pre
LREading
Preparing
Unpegking

telecting po ;
Freparing to unpack 1ttol 1.4.8-1ubunt
Unpacking 1i tolcamdéd (1.4.8-1vbuntud . 16.084
selecting pre ¥ u | L
ring to unpachk i clients ~lubuntud.16.04.2 amd6d.deb
. 16 .04 .2
Buntuis )

puntud.l
-Bubuntul

e  Step2: Configure MQTT for the Cellular Router

You need to add two users. For example, we create the users for test and test2.

Manags Lisars

LSernamd Fassward Desin

I
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Flode Danabie & Enabie

Pari ERE]

Manage Usars

Clmbe

SEname el

Pacsawim s

Ficda Cuabie @ Enabis
P 1553

Manage Usars

Pasyacrg

T

({24

5
Do

Llsgrame

Parsswnid

You need to add two ACLs based on the users you created. For instance, we create two ACLs for
test user and test2 user.
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ACLs

User Topic Subscribe Fublish Delete
Iy lesl »
Tapic Fy T a?
& SubSCribe
Pubilish

ACLs
Liser Topic Subscribe  Publish  Delets
leg] ach L u
iesid atx e | x |
Usar "
Tapic
Subscnbe
Puibilish
Note:

e For Receive message command format:
Mosquitto_sub -h <M300 IP> -t <Topic> -u <username> -P <password>
e For Send message command format:
Mosquitto_pub -h <M300 IP> -t <Topic> -u <username> -P <password> -m <message>

I
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e  Step3: There are two test MQTT examples.

|Examp|e 1: PC-A sends message to PC-B and PC-B should not receive any message.|

For PC-B, command "mosquitto_sub -h 192.168.1.1 -t abc -u test2 -P test2".

Bl Command Prompt (1) - mosguitio_sule -k 192.168.1.1 -1 abc -u test2 -P tesi2 — [} .

For PC-A, command "mosquitto_pub -h 192.168.1.1 -t abc -u test -P test -m test" and confirm the
message on PC-B. It won’t receive any message on PC-B.

055 testtest: -

test@test:~S Lfconflg enp7sé
Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed
inet addr:192.168.1.10 Bcast:192.168.1.255 Mask:255.255.255.0
ineté addr: 2001:b400:e335:¢5c0::102/128 Scope:Global
inet6 addr: fe@0::915:67ad:ddbf:236/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:2
RX packets:34342 errors:9 dropped:® overruns:® frame:0
TX packets5:4582 errors:0 dropped:8 overruns:0 carrier:@
collisions:® txqueuvelen: 19600
RX bytes:9538280 (9.5 MB) TX bytes:1065380 (1.0 MB)

testftest:~S mosquitto pub -h 192,.168.1.1 -t abc -u test -P test -m test
testitest:-S

B Corvmand Prampt (1] - madgquitto sub -k 192.168.1.1 -t s -u tesi? -P (a2 — O o
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|Examp|e 2: PC-B sends message to PC-A and PC-A should receive message.|

For PC-A, command "mosquitto_sub -h 192.168.1.1 -t abc -u test -P test"

OS5 test@test: -

test@test:~S ifconfig enp7so
p7so Link encap:Ethernet HWaddr 1c:7e:e5:10:82:ed
inet addr:192.168.1.10 Bcast:192.168.1.255 Mask:255.255.255.0
thetd addr: 2001:b400:e335:e5ca::102/128 Scope:Global
Llneté addr: feB80::915:67ad:ddbf:2a6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:50690 errors:® dropped:® overruns:0 frame:o

TX packets:4831 errors:0 dropped:® overruns:® carrier:o
collisions:0 txquevelen:1006

RX bytes:10908362 (16.9 MB) TX bytes:1156596 (1.1 MB)

test@test:~S mosquitto sub .168,1.1 -t abc -u test -P test

For PC-B, command "mosquitto_pub -h 192.168.1.1 -t abc -u test2 -P test2 -m test" and confirm
the message on PC-A. It will receive test message on PC-A.

B Command Promgt (1 — | b

Link encap:Ethernet HWaddr 1c:7e:eS5:10:82:ed

inet addr:192.168.1,10 Bcast:192.168.1.255 Mask:255,255.
Lneté addr: 2001:b400:e335:e5¢ca::102/128 Scope:Global
inet6 addr: feB80::915:67ad:ddbf:2a6/64 Scope:lLink

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:50698 errors:0 dropped:8 overruns:8 frame:6

TX packets:4831 errors:0 dropped:0 overruns:0 carrier:o
collisions:® txgqueuelen:1000

RX bytes:16908302 (106.9 MB) 71X bytes:1156596 (1.1 M8)

test@gtest:~S mosquitto sub -h 192.168.1.1 -t abc -u test -P test
test
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17.3 Modbus Topology

There is an example for Modbus Topology that you can configure Modbus gateway to observe
the temperature, voltage and current from Modbus meter on PC-A.

" pes=mgll b\ )
m 1921621 1124 192 168 1 1/24 @ e =]
;" e

LAN
& Celiular Router

Quserved
Use Modbus palt TCPAF 1o Modbus snable Tempetature
cannect 7emote Modbus sarver Port 502 Voitage
C°m3 Gsabie Cmm

Selup
P Address 182 168 1
Sernver Port 502

The settings of Modbus is shown as below. The mode is Enable. The default port is 502.

[ H O Ursdble = Lindue

Fuwl f )

Please confirm the interface of COM Port 3 that the mode is Disable.

] Mods Host Address Profocel Por

1 Cha-atike TER &
Disabie TCP 0 ﬂ

3 Disable TER 0 [ |

Next, you can connect a meter of DC voltage and current for supporting Modbus protocol with
RS-485 serial to COM Port 3 from the cellular router and know the information about temperature,
voltage and current.

I
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Note 1:

e There is a reference for Modbus poll software to download and install on PC.

http://www.tucows.com/preview/502459/Modbus-Poll

:ilh Bl Cprrmin¥on Sy Fuections Dripley Wied  Winidee il

D aa =S

ws §WF

W Cawwmany Bon

FTw o b Err = 0 00 = [ F o83 G0« 100dms

| Al
F. —x
-I—
)
Y

S gt prieni 71

lll)!:l':ll.'l-l!l(l!:ll!lI;

Pon 1L WSRBE )

Note 2:

e You can purchase a meter of DC voltage and current supporting Modbus protocol with RS-

485 serial for test and connection to COM Port 3.
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http://www.tucows.com/preview/502459/Modbus-Poll

e The following picture shows how connect the ports and the lines between a cellular router
and a meter.
E i

[ |+ Cellular Router COM3 red line (D+) connects to Meter (+ positive port)
L —+ » Cellular Router COM3 black line (D-) connects to Meter (- negative port)

Meter Meter
(Back Side) (Front Side)

r ““- .

Cellular Router

12V 12V
Panel
{Top Penel) Power Adapter  Power Adapter

(For Cellular Router) (For Meter)

I
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17.4 IP Routing Topology

ST 2 6020104

Router-2

—
= ®1°2 16892124 1821682224
=%, EU— e

PC-A 192 168 133724 Cellutar Router

182188 10 1724 @ 192 163 1 5024
WAN

Routar-1

This IP Routing topology that the cellular router connects Router-1 and Router-2 will have two
results.

(1) PC-Asends ICMP packet to Router-1 LAN and WAN IP and they should have response.
(2) PC-Asends ICMP packet to Router-2 LAN and WAN IP and they should have response.

Note: Router-1 and Router-2 are pure routers and should be supported "NAT enable / disable".
e LAN configuration:

= ey G vEn 1
IF bz
DHCP Sarver Conliguration
DFECF Seree “
P AOODeSt Pl Prpm 153 968 £ ] To

GAMKC 5 ADODOEREES

#= Bl Siger 1P ScdiEna

e WAN configuration:

Work Ag DHCE Clist PPPE Chent @ Sl IPwd

Configu s sl Fr el

Static IPwd Configuration

P ADOness 00D
IF Kask el
Gaewyy Aodees 00D
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There are two examples to introduce how to work for routing.

[Example 1: Add IP Routing on LAN interface

e Step 1: The cellular router for Static Route configuration
The Mode is on at the settings section and add the routing.

e Step 2: Router-1 configuration is as below.

(1) Login to the Router-1 web site, and then "NAT disable".

(2) Configure LAN IP: 192.168.10.1

(3) Configure WAN IP: 192.168.1.50

5 Stabc Rouin

[ELET Off i On
g
Mooy Hame Cwratinatscn Gateway Indrrtace [ ]
s Of & On
e lan side
Cestmatien (Ll T
Gy H2 168 150
|IminTTace iyt M
Aid

X Stahic Roule
kiode off = On
Settings Status
Mcsde Loy Deitiration Galeway LU R Delets
Off @ On lan side TH2 168101 192168 1.5 ﬂ

e Result: PC-Asends ICMP packet to Router-1 LAN and WAN IP and they should have response.

I
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[Example 2: Add IP Routing on WAN interface|

e Step1: The cellular router for Static Route configuration
The Mode is on at the settings section and add the routing.

e Step2: Router-2 configuration is as below.

(1) Login to the Router-2 web site, and then "NAT disable".

(2) Configure LAN IP: 192.168.20.1

(8) Configure WAN IP: 192.168.2.2

Wode Hams Carstnaticn PSS T Uil Lar o ] a1
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x Stbc Rouin

Micde Mame Castination Gaieway rieriace D lpie

£

o Result: PC-Asends ICMP packet to Router-2 LAN and WAN IP and they should have response.

B Command Prompt (1) — O X

fron
trom
trom
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